Check for
Updates

Enhancing Semantic Exploration: A Distributed Repository
Approach

Valerio Bellandi*
valerio.bellandi@unimi.it
Universita degli Studi di Milano
Milan, It

ABSTRACT

In the modern digital era centralized and distributed systems emerge
as two prominent paradigms for organizing ICT infrastructure, each
presenting distinct advantages and challenges. Centralized systems
concentrate resources and processing power in a single location,
offering streamlined management and control but introducing risks
such as single points of failure. In contrast, distributed systems
distribute resources across multiple nodes, enhancing scalability,
fault tolerance, and resilience, albeit with increased complexity in
management.

The choice between centralized and distributed systems hinges
on factors like application nature, scalability requirements, and
data sensitivity. While centralized systems suit applications with
modest scalability needs and centralized control, distributed sys-
tems excel in large-scale deployments requiring high availability
and performance optimization.

This paper presents a real-world application scenario involving
a distributed repository of documents and metadata. The appli-
cation entails a network of edge document repositories analyzing
textual content and metadata to extract entities, thereby offering en-
hanced semantic exploration functionalities for the Italian Ministry
of Justice.
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1 INTRODUCTION

In the modern digital landscape, data has become the cornerstone
of innovation, driving advancements across various sectors from
healthcare to finance and beyond. However, as the volume and
variety of data continue to expand, so do concerns surrounding pri-
vacy and security. In addition, nowadays, digital era, data stands as
the lifeblood of information and communication technology (ICT)
infrastructure, driving innovation, decision-making, and efficiency
across various domains. The significance of data within ICT infras-
tructure cannot be overstated, as it serves as the foundation upon
which modern systems are built and optimized.

Centralized and distributed systems represent two distinct ap-
proaches to organizing ICT infrastructure, each with its own set of
advantages and challenges. In a centralized system, all resources and
processing power are concentrated in a single location or data cen-
ter. This model offers simplicity in management and maintenance,
as well as centralized control over data and operations. However, it
also poses risks such as single points of failure and scalability limita-
tions. Furthermore, centralized systems may encounter challenges
in terms of latency and data access, particularly for geographically
dispersed users.

On the other hand, distributed systems decentralize resources
and processing capabilities across multiple nodes or locations, en-
abling greater scalability, fault tolerance, and resilience. This model
facilitates efficient data processing and distribution, minimizes la-
tency, and enhances fault tolerance through redundancy. However,
managing a distributed system can be complex, requiring sophis-
ticated coordination and communication mechanisms to ensure
consistency and reliability across nodes.

The choice between centralized and distributed systems often

depends on various factors including the nature of the applica-
tion, scalability requirements, geographic distribution of users, and
data sensitivity. While centralized systems may be suitable for ap-
plications with modest scalability needs and centralized control,
distributed systems are better suited for large-scale deployments
requiring high availability, fault tolerance, and performance opti-
mization.
In this paper we describe a real scenario application regarding a
distributed repository of documents and their metadata. In our
application a set of edge documents repositories analyze textual
documents and metadata with the objective to extract entities and
provide a new semantic exploring functionalities for Italian justice
ministry.
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2 STATE OF THE ART

In the literature several systems have been proposed for legal docu-
ment management. For instance [12] analyzes the state-of-the-art in
software architecture for NLP, in the field of law documents. The au-
thors identified several architectural approaches, including pipeline,
service-oriented, and microservices architectures and reviewed the
last important studies, that focus on the pipeline architecture. It
consists of a sequence of NLP modules that process text in a pre-
defined order. Moreover, the advantages of service-oriented and
microservices architectures have been highlighted. However, they
do not identify a generic infrastructure to manage entities in the
legal domain. [1] describes a document management system that
combines NLP and ontologies in the legal domain. It manages paper
documents, automatically transforming them into RDF statements,
for indexing, retrieval and long term preservation. [7] describes
an architecture to analyze and extract a set of specific data from
natural language documents; the system has later been improved
in [13] with microservices and message brokers. It is based on an
ontology containing information about the types of documents,
their properties and sections, entities from each section and their
relations. This implementation, that works on a real document
management system which performs intensive processes, shares
some characteristics with our design for districts. However, like
in most of the architectures quoted above, entities do not play a
central role like in the system we propose. [11] describes a specialist
knowledge management system to semi-automate the extraction of
norms to populate legal ontologies, by relying on general-purpose
NLP modules, with pre and post-processing tasks based on do-
main knowledge rules. At a difference with the above works, an
entity-centric architecture has been described in [5] to manage
court judgements and other legal documents, that is very similar
to the district architecture of section 4.1. In the present discussion
we go a step further introducing the hierarchy concept.

From the point of architectural view distributed systems have
been studied from several angles across the ICT evolution, focus-
ing on their design, development, and deployment, as well as the
evaluation of their non-functional behavior. Recently, particular
emphasis has been given to big data architectures, focusing on the
design and implementation of big data systems, their deployment
on the edge-cloud continuum, as well as the evaluation of their
performance and scalability (e.g., [8, 9]). The impact of distributed
systems on the safety, security, and privacy of humans has then
been considered, with particular reference to system trustworthi-
ness in terms of governance, risk, and compliance. Several assurance
techniques [2] have been defined with the aim of proving a spe-
cific system behavior in terms of non-functional properties support.
Today, certification is considered by policymakers, regulators, and
industrial stakeholders as the most suitable assurance technique
for the verification of non-functional properties (e.g., availability,
confidentiality, privacy) of distributed systems [3].

3 THE REAL CASE CONTEXT AND THE DATA

In this section the data used for the experiments and the scenario
are described.
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3.1 Documents: Text and Metadata

The data consists of textual documents in natural language, in our
case court decisions, and their metadata. A document d is defined
as a pair d = (M, T), where M is a set of document metadata, and
T is the textual document content. An item m € M is expressed
as m = (mn;, mo;), where mn; is the name of the metadata item
and mo; is the corresponding value. Examples of metadata are the
number of the decision, its year, the name of the judge and so on.

The text consists of sections. Formally a section s € T is defined
as s = (sny, svj, sc;), where sn; is the name of the section, sv; is the
corresponding value, namely the whole section text, and sc; is a
set of chunks in which the section content is segmented. Examples
of sections are the preamble, identifying both the parts and the
court; the case description and the decision. Given a section s, its
segmentation into chunks represents a tokenization of the section
text. For instance the chunks may be fixed-size blocks of characters
or correspond to section paragraphs. The union of sections chunks
sc returns the original section content sov.

3.2 Annotations

In general terms, an annotation is the association of a document

segment with a tag. An annotation ais defined asa = (d, t, [e], (start; end)),

where d is the reference to a document, ¢ is the tag and e is the
optional reference to an entity (see next section), and (start; end)
is the tagged segment delimited by positions start and end within
the document d. In classical Named Entity Recognition tasks, anno-
tations are used to tag a document with entity types, for instance
persons, organizations and so on.

We extend the use of annotations to refer text portions to real
entities, for instance a specific individual, not just a person.

3.3 The Entities

An entity e is an object found in a document. It is defined as a pair
e = (E,F), where E is an entity type, and F is a set of attributes
with related values that qualifies the entity e according to the type
E. An entity type E describes an object template and it is defined as
E = (en, ef, ek), where en is the entity name, ef is a set of features
that characterize the entity type, and ek is a set of keys, namely
combinations of features within ef whose values uniquely identify
the entity. For instance, the entity type person can be identified by
the set name, surname, date of birth, place of birth and, in Italy, by
the fiscal code assigned by the State.

We note that entities may be of abstract nature too, for instance
laws and articles, concepts and so on.

3.4 The Context: Districts and Users

Documents containing decisions of first degree lawsuits are pro-
duced in courts; courts are grouped into districts and appeal deci-
sions are produced at district level.

Users have different visibility on the documents and in particular
on the entities contained in the documents, due to privacy issues.
The anonymized documents without any reference to persons can
be seen by all the users. Also abstract entities like articles of law
and concept can be seen and searched without limitations. On the
contrary, user can have different permissions depending on their
role, for seeing persons and other entities that may reveal personal
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details. The lowest permission level is confined to some specific
documents; higher permission levels can see all the decision of a
court or a district or the whole document corpus.

4 THE ARCHITECTURE
4.1 The District Architecture
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Figure 1: The District Architecture description.

The components of the architecture at each district are shown
in Figure 1.

A data ingestion layer is defined to acquire the documents that
needs to be managed. The documents are acquired progressively
when they become available without system downtime. A storage
layer maintains the raw ingested documents and corresponding texts;
the annotations as well as the index system for full text, metadata,
and annotation search; and the graph database for the Entity Reg-
istry (EReg) to store a unique entry for the entities extracted from
documents. The storage layer exposes the EReg APIs to manage
both the entity types (the EReg metamodel) and the entity instances
as described in [6]. Document texts and metadata are stored in an
ElasticSearch instance, while annotations in a SQL database as dis-
cussed in our previous work [4]. As a graph database for EReg,
we employed Neo4j. In sight of the discussion of the hierarchical
architecture, we recall that the EReg metamodel normally contains
entries for Entity Types, e.g. persons, cars, law articles, etc., their
identifying attributes, e.g. name, surname, personal code, etc. and
identifiers, that is sets of attributes that can uniquely identify an
entity of the specified type. Identifiers are analogous to unique keys
for SQL databases.

In back-end components, we distinguish modules for: text pro-
cessing to index and fetch data from the storage, to process the
incoming data at ingestion time, and to create manipulated ver-
sions of the original documents through activities like segmentation,
cleaning, and filtering; NLP to provide specific services according to
the kind of mining operations that the system aims to support, like
for example Named Entity Recognition (NER) and Linking (NEL), as
well as concept extraction. An important subset of the NLP compo-
nents is devoted to anonymization of documents, when they must
be accessed by users not allowed to see all the mentioned entities
(see section 4.3). Entity anonymization may be performed on the fly,
and might also concern numeric data, if it is believed that they can
identify involved people (see e.g. [10] for a discussion in another
context). All the NLP services must expose standard APIs for in-
teraction with other platform components. In the end, the invoked
NLP service passes back the output to the text processing module
for storage in the annotation database and the entity registry.
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In front-end components, we extend our previous work in [4]
and we distinguish modules for exploration and analytics. These
modules expose APIs to enforce the interaction of users with the
back-end components. Exploration allows to move from one doc-
ument to another according to similarity-based criteria. The idea
is to provide a service for browsing the corpus according to their
common entities and/or concepts extracted by the NLP module. An-
alytics allows to examine the corpus through summary/statistical
views built over data, such as for example the distribution of an
entity or concept in the corpus, the shortest path (through docu-
ments) between given concepts or entities, and the centrality of
entities and concepts.

4.2 The Hierarchical Architecture

The goal of the hierarchical architecture is to make information
about entities available at all districts, according to user access
rights. A major issue with this goal is the fact that entities, addition
to having different ids in the local ERegs, may have been identified
using different attributes. For instance, a person may have been
identified by Name, Surname, Birth Date, Birth Place in an EReg and
by Name, Surname, Mother Name, Mother Surname, Father Name,
Father Surname in another.

For this reason, we use a top level EReg, and implement the
structure of both the top level and loca ERegs in order to store i) all
the entities’ attributes ii) the entities’ relationships iii) ids of entities
in local ERegs. In other terms, the top level EReg collects available
information about entities, helping users to merge or disambiguate
entities.

About attributes, the EReg metamodel is implemented as follows:
i) it stores also attributes that do not make part of any identifiers ii)
a flag in the attribute definition distinguishes cases when a single
value or multiple cases are allowed. For instance the attribute Eyes
Color may have just one value for a person: if two different values
are found for an entity, either it must be split or there is an error
in the data. On the contrary, the attribute qualification may have
several values for the same individual.

About relationships, the EReg metamodel stores: i) the involved
entity types and the direction if any ii) the cardinality, iii) option-
ally the relationship validity period flag. The cardinality specifies
whether only a fixed maximum number M relationships of this
type may exist between two entities, or any numbers. For instance
the relationship Father Of is of the first type with M = 1 (only one
father is allowed), Grandmother Of with M = 2 and Friend Of is of
the second type. The validity period flag specifies if the relationship
may last after a while. For instance the relationship Married With,
has cardinality 1, but may be interrupted by divorce or death of the
mate.

The EReg metamodel may be implemented with supplementary
rules to i) deduce some attributes or relationships by others ii) spec-
ifying constraints. As an example of the first type, we consider the
Italian personal tax code codice fiscale, that may be used to deduce
birth date and place. For the second type, we consider constraints
like PhD date must be greater than birth date plus N years.

We assume for the sake of the simplicity that entities, attributes,
identifiers and relationships have the same names in all the ERegs.
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With the above machinery, we can build at the top level enlarged
versions of the entities including all the available information in
the whole district network, and at the district level with the locally
available information. The enlarged entity management (both at
the local and top level) may be performed either as soon as an
entity is recognized in a document or at fixed times (e.g. once a
day). At the top level, the entity synchronization might be even
postponed at the time when queries are submitted. We will first
describe the main cases that may occur, in the hypothesis that an
entity is managed as soon as it is recognized in a document, then
we will discuss the other options.

Suppose that at Districtl a document D; is analysed by a service
and entity E; is found, with attributes ay, ..., a5 that constitute an
identifier i and other attributes an41, ..., an. The service will query
the local EReg with i to know if the entity exists. If it does not, an
entry will be created for it, with all its attributes. The local EReg
will also query the top level EReg, supposing that the entity is not
found, a new entry will be created at the top level too; the name of
the local entity and the assigned id is stored.

When a second document Dj is analysed at the same district and
an entity with the same i; is found, and an attribute set ay, ..., an,
A1, .., Ap, the new attributes are compared to the other stored for
the entity in the local EReg. If they are compatible, the attribute
set is enlarged; if not the user is requested to solve the conflict, e.g.
fixing some attributes or splitting the entities. The top level EReg
will be updated to add the new attributes or store the changes.

It may happen, however, that the new entity found lacks some
attributes to compose any complete identifiers; for instance a person
is found with only name, surname and secondary attributes. In
this case, the service will query the local EReg with the partial
identifiers and get a list of compatible entities with their attributes
and relationships. Attributes and relationships compatibility is used
to guess entities that might coincide with the one found; the user
is prompted to choose an existing entity or to create a new one. In
the first case new attributes, if any, are added to the old entity. The
data is then sent to the top level EReg, and compared to the larger
available set of compatible entities. If a conflict is found the user is
prompted to solved the conflict, if he/she is enabled to deal with
entities at the top level, otherwise an action request is created in a
queue for the top level master users. The same happens if the entity
must be created and some new compatible entities are found.

If the entity identified by i; is found in a document of another
district, the process is similar: the first time a local entity is created
and, when the data is sent to the top level EReg, the local EReg
name and assigned id are appended to the existing entry. Partial
identifiers management happens as above.

In the hypothesis that synchronization with the top level happens
at fixed times, the basics of the process are the same, but the local
updates generate a queue of synchronization actions. They are
executed by a batch service, in the same way described above, with
the difference that required user actions are written in a log and
are not performed in real time.

We now describe the query mechanism, not considering the user
permission side, that will be discussed later.

When a user queries the system for an entity identified by some
attribute set ay, ..., ar, entities at local level are shown, with the
documents where they are mentioned. Then the top level EReg is
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queried; if the entity synchronization has already been performed
as described above, all compatible candidates with their attributes,
relationships and mentions are shown. The user can, accordingly,
have an idea of all the entity in the whole system that are more or
less compatible with the specified attribute set.

On the other hand, if the architecture postpones entity synchro-
nization at query time, the top level EReg queries all the local ERegs
with the requested attribute set, performs the synchronization as
described above and finally sends back results. As the process may
require some time, the user does not get results in real time.

4.3 Data Access Management

This section delves into the intricacies of data access, underscor-
ing the diverse privacy concerns inherent in the types of entities
outlined earlier. Notably, while personal information demands a
stringent level of privacy protection, legal articles carry no such im-
perative. Consequently, access to queries pertaining to individuals
should be restricted to select users, whereas access to information
regarding legal articles should be available to all. However, doc-
uments retrieved as a result of querying an article often contain
references to individuals, necessitating either their concealment
from general users or anonymizatio
We manage permissions with several levels:

(1) the Entity Type Privacy table, specifying for each entity type
a privacy level, from 0 (public) to N (highly private). This
can be a global table, valid for all ERegs.

(2) the User Document - Ownership table, with an entry for each
user and document ownership, that is: documents owned by
the user, by the user’s office, by the user’s district, by other
districts. Depending on the organization complexity, users
in this table may be intended either as actual users, or user
groups or user roles. Values are permission levels for users
on documents with the specified ownership, from full control
to forbidden. This table is local for districts.

(3) the Privacy - Permission table, with an entry for each com-
bination of the values of tables above. It specifies what a
user with the specified permission can do with entities of
the specified privacy level, with values ranging from edit to
forbidden. It also specifies if the user can see the documents
containing where the entities are mentioned. This table is
local for districts.

We illustrate the permission mechanisms with some use cases.

When users access an owned document, they can see and pos-
sibly edit all the mentioned non public entities their attributes
and relationships derived from other owned documents and public
entities with all attributes and relationships.

If they have permissions to access documents at office or district
level, they will see also nonpublic entities in documents owned
by the office or district, in the following ways, depending on the
privacy - permission applicable entry:

e see entities, attributes, relationships and documents with
their mentions and all other mentioned entities without re-
strictions

e see entities, attributes, relationships and documents with
their mentions and all other mentioned non public entities
after anonymization
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e see entities, attributes and relationships, but no mentions
or documents; for instance they could learn the parents’
names of a person, without being able to read the document
containing the information

e entities without details, with the number of the mentioning
documents

e an error message, if their permissions are too low

About documents at other districts, the behaviour is similar,
but the permission check is performed by the top level EReg. It
receives the user permission level with the query and uses the
privacy - permission tables of each district owning the documents
to know what the user can see of their entities.

5 CONCLUSION

This paper introduced a novel distributed architecture designed to
effectively manage legal textual documents and their associated
metadata. Our proposed framework employs a network of nodes
tasked with analyzing these documents, aiming to deliver a compre-
hensive set of functionalities for semantic document management.
Through the exploration of a real-world case scenario within the
context of the Italian Ministry of Justice, we particularly emphasize
the data releasing phase and address pertinent privacy concerns
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