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Abstract. Today big data are the target of many research activities
focusing on big data management and analysis, definition of zero la-
tency approaches to data analytics, and protection of big data security
and privacy. In particular, security and privacy are two important, while
contrasting, requirements. Big data security usually refers to the use of
big data to implement solutions increasing security, reliability, and safety
of a distributed system. Big data privacy, instead, focuses on the protec-
tion of big data from unauthorized use and unwanted inference. In this
paper, we start from the manifesto on Business Intelligence Meets Big
Data [8] and the notions of full data and zero-latency analysis to discuss
new challenges in the context of big data security and privacy.

1 Introduction

Every minute, the world generates 1.7 million billion bytes of data, that is, over 6
megabytes for each human being on the planet Earth [10]. The business potential
of these data is huge; as data technology advances, entire business domains are
likely to be reshaped by analytics. The European Commission’s recent Commu-
nication on the data-driven economy [9] describes its new strategy to promote
the data-driven economy in the European Union. The Communication is a re-
sponse to the European Council’s call, in October 2013, for action to provide the
right conditions for a single European market for big data and cloud computing.
However, European stakeholders that rely on traditional business intelligence
techniques, including many SMEs, may wonder how the Communication’s data
strategy applies to their everyday operation.

Currently, many organizations worldwide collect and analyze their own busi-
ness process data in order to improve their internal decision making. Tradi-
tionally, this type of business intelligence has involved data warehousing and
sampling (i.e., selecting a - hopefully representative - subset of the entire data
space), and a certain latency (i.e., some delay between the collection of process
data and decision making based on them). Today, the twin notions of full data
(a.k.a. no-sampling) and zero latency are being put forward as value propositions
underlying a new notion of business intelligence. In general, zero-latency analy-
sis of full data means better decisions and more accurate predictions; however,
when this type of real time business intelligence is performed on Big Data, that



is, large amounts of different types of data from heterogeneous data sources,
a competitive gap exists between the “haves”, who have fast access to huge
amounts of data, and the “have-nots”, who have to live with high latency and
small data samples.

There is therefore an increasing demand both by research and industry com-
munities of clear statements on i) some practical key scientific and technical
challenges that need to be addressed to enable business intelligence on big data
(as envisioned in the Communication) and ii) some solutions to tackle them.

This paper starts from the challeges identified in the manifesto on Business
Intelligence Meets Big Data [8] and aims to provide a first answer to the above
problems focusing on the security and privacy challenge in big data. More in
detail, we start by summarizing the big data challenges and their impact on cost-
effective, no-latency big data analytics (Section 2). Then, we focus our discussion
on the analysis of the security and privacy challenge (Section 3).

2 Challenges

The application of business intelligence and analytics solutions to big data is
introducing a set of new challenges that need to be carefully considered for the
development of accurate and sound decision making and prediction techniques.
According to the manifesto in [8], whose writing is involving big data experts
and researchers with different affiliations (both academic and industrial), skill,
and expertise, there are 9 main challenges as follows.

Challenge 1: Data preparation, quality, and trustworthiness. An impor-
tant basis for the definition of strong and accurate techniques for big data analy-
sis and management lies in the availability of high-quality, precise, and trustwor-
thy data. Solutions for collection and preparation of these data are paramount
for increasing the added value of information extracted by big data analytics
techniques.

Challenge 2: Efficient distributed storage and search. Timeliness of data
collection is fundamental to provide prompt analysis of big data especially in
low-latency systems. In this context, there is an increasing need of reducing all
potential sources of latency, providing efficient distributed storage with faster
memories, fiber-optic channels with higher bit rate, and enhanced search algo-
rithms.

Challenge 3: Effective online data analysis – BIG-OLAP. Big data an-
alytics requires adapting existing solutions for traditional relational databases
to the big data scenario. In particular, online analysis of multidimensional data
becomes a must and a potential source of information for decision making. This
could require to adapt existing OLAP approaches to big data (i.e., BIG-OLAP).

Challenge 4: Effective machine learning techniques for big data min-
ing. Machine learning techniques have been used to build systems learning from
data. Often these systems have been developed to predict some known proper-
ties/patterns/behaviors learned from training data. These techniques can also
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be used to increase the quality of data mining analysis, which is aimed at discov-
ering new properties/patterns/behaviors from data. Machine learning and data
mining should be adapted to big data to unleash the full potential of collected
information.

Challenge 5: Efficient handling of big data streams. Similarly to Challenge
4, specific scenarios (e.g., stock exchange) would require analysis of data in the
form of streams. Given the huge amount of sensors deployed in the cloud and in
the Internet of Things, and in turn the huge dimension of data streams, fast and
optimized solutions should be developed to make inference on big data streams.

Challenge 6: Semantic lifting techniques. Semantics of collected big data is
less considered, though it represents an important aspect for future development
of big data applications. Future approaches to big data analysis should be able
to cope with their semantics.

Challenge 7: Programming models. Different programming models sup-
porting management, reliability, scalability of big data infrastructures are avail-
able. Some examples include MapReduce [6] for processing and generating large
data sets, Apache Hadoop [3] for developing reliable, scalable, and distributed
computing. Additionally, this challenge might consider different approaches for
storing and managing data.

Challenge 8: Social analytics. This challenge considers analytics solutions for
modeling and filtering social interaction data and information. In this challenge,
the ability to distinguish those data that can be trusted and comply with users’
needs and preferences is important as well as difficult to achieve. Social analytics
should then address this problem providing accurate and sound approaches to
social data analysis.

Challenge 9: Security and privacy. It considers all aspects related to two
contrasting needs. On one side, big data are a priceless source of information at
the basis of robust and accurate security solutions; on the other side, big data
often contain sensitive information that needs to be protected from unauthorized
access and release. Proper solutions should find a balance between the needs of
security and privacy in a big data scenario.

3 Big Data Security and Privacy

According to the manifesto on Business Intelligence Meets Big Data [8], avail-
ability of trustworthy full data and zero latency are value propositions underlying
a new notion of business intelligence for low-latency systems, where better de-
cisions and more accurate predictions can be achieved. These two concepts are
strictly interlaced and potentially conflicting with the concepts of security and
privacy of data. This connection is clear when Big Data techniques are used
for security applications like attack detection and classification. Intuitively, the
more the data available for inference, the more the quality and precision of se-
curity techniques and, in turn, the security of the system implementing them.
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In the extreme case of full data availability, though not yet proven in a big
data environment, system security should achieve the optimum level. Full in-
formation on what is going on in the cyberspace can in fact support optimal
countermeasures. However, the overhead given by data communication prior to
analysis could invalidate the advantages given by the availability of full data.
Also, privacy can be compromised by the availability of full data. Different solu-
tions can be adopted to protect data privacy ranging from anonymity [4, 7, 12] to
fragmentation techniques [1, 5], but their summarizing nature seems to conflict
with full data assumption.

As an example, let us focus on vulnerability assessment and cyber security.
The public awareness of cyberspace vulnerabilities has dramatically increased,
pushing the issue of cyber security on the agenda of most European political and
private stakeholders. At strategic level, cross-organizational collaboration and
sharing of cyber security-relevant information are seen as imperatives for timely
taking effective cyber security measures. While non real-time sharing of cyber
security information is more or less state-of-the-art, an active defense against the
increasing level of cyber threats requires new approaches for real time-sharing
of cyber security data amongst a multitude of more or less trusted collaborating
organizations. In this context, collaborative detection of attacks and anomalies
aims at improving the effectiveness and efficiency of detection measures by shar-
ing monitoring and other sensor data between the partners in a sharing network.
As many events go by unnoticed, nobody acts upon them. It is usually the case
that events being irrelevant for one entity might be of vital interest to others.
Small events may contribute to a larger incident (or case) like pieces of a puzzle.
In order to manage and respond in the best possible way, it is of critical impor-
tance to collect as many pieces as possible. Shared information can then enable
the detection of events in a collaborative effort: each of the participating entities
not only makes better use of existing resources, but also improves the chance to
get critical and more complete information earlier on and therefore multiplies
the extent of its detection ability. A solution addressing the above requirements
needs fast and accurate algorithms for big data analysis and is more effective
when more data are available. This solution, being able to reason on big data,
could provide governments, enterprises, SMEs and individuals the benefit of a
significantly increased cyber protection level by enabling truly collaborative and
consistent detection and handling of cyber security incidents and threats. The
other side of the coin is the increasing of privacy concerns due to the fact that
several sensitive information is shared between potentially untrusted parties.
The necessary exchange of data on security events raises a number of privacy
and data protection issues, which need to be closely taken into account. One
of the biggest challenges for implementing a collaborative detection effort like
the one in our example is then to protect privacy of data by applying proper
filtering, anonymization, sanitization, or pseudonymization methods, as well as
to provide analysis methods performing the detection of attacks and anomalies
based on the shared data.
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Fig. 1. Influence of zero-latency on online auctioning

Performing analytics on full data is also strictly related to the need of zero
latency solutions, where security information must be ready for online and real-
time decisions. Zero latency in fact is difficult to achieve when big data are
involved, while it can be mandatory in some case. Considering the previous ex-
ample on cyber security and vulnerability assessment, it is clear that the more
the information is fresh and up-to-date, the more the implemented defenses are
effective and zero-day exploits less probable. However, zero latency can only
be achieved if all components of a big data infrastructure provide extremely
low overhead, and new and optimized algorithms are available for data analy-
sis. Zero latency, while useful for detection, can also be exploited by malicious
attackers [11], as for instance in the following auctioning scenario [2]. Let us
consider an auctioneer a1 selling a good g at price p, and a buyer b looking for
g and willing to pay p′>p for it. Now, let us consider auctioneer a2 working at
zero latency that i) offers p′′, such that p′>p′′>p, to a1 for g, ii) buys g, and iii)
sells g to b for p′. Thanks to zero latency, a2 gains p′ − p′′. Figure 1 shows the
normal operation of and a zero-latency attack on an online auctioning.

4 Conclusions

Security and privacy are among the most important requirements in a big data
scenario. Unfortunately, these requirements are conflicting and need to be care-
fully balanced to find an optimum approach. In fact, while security can take
advantage by an increasing amount of available data that can be analyzed in
real time, privacy of users can be highly affected and suggests users to limit the
free and unregulated sharing of their data. Next-generation business intelligence
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approaches for big data should revisit existing security and privacy approaches
to find the best compromise between the need of security, the need of privacy
protection, and the overhead posed by techniques for the analysis of big data.
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