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Abstract

The proliferation of IoT devices, real-time analytics, and data-intensive appli-
cations has challenged the adequacy of traditional cloud computing, which,
despite its scalability, often fails to meet the stringent latency, bandwidth,
and reliability requirements of modern services. Edge computing partially
addresses these needs by bringing computation closer to data sources, but its
inherent heterogeneity and limited resources restrict its applicability. The
emerging Cloud-Edge Continuum promises to unify cloud and edge infras-
tructures, enabling dynamic placement and migration of services across het-
erogeneous environments. However, this paradigm also introduces new re-
search challenges concerning efficient service placement, security-aware de-
ployment, expressive workflow modeling, and scalable optimization.

Existing approaches to service orchestration in the continuum remain
limited in several respects. Service placement is widely acknowledged as
an NP-hard problem, and most heuristic or mathematical solutions do not
scale to large and dynamic deployments. Security and vulnerability consid-
erations are often absent from placement models, despite their direct im-
pact on system stability and migration costs. Traditional workflow descrip-
tion languages were designed for centralized systems and lack the ability to
capture runtime adaptability, polymorphic deployment, and secure annota-
tions required in heterogeneous environments. Reinforcement learning has
recently emerged as a promising direction for placement optimization, yet
many studies rely solely on simulations, fail to integrate multi-objective and
security constraints, and lack real-world validation. These gaps motivated
the research conducted in this thesis, which aims to enable smart, secure,
and adaptive service composition in the Cloud-Edge Continuum.

The thesis presents four main contributions. First, it introduces a QoS-
aware deployment framework that models services and facilities using anno-
tated graphs and automatically generates deployment recipes while ensur-
ing that non-functional requirements such as latency, confidentiality, and
integrity are preserved. Second, it proposes a vulnerability-aware place-
ment and migration methodology that incorporates vulnerability scoring
and migration-aware cost functions into placement decisions, mitigating the
risks of instability and recursive migrations. Third, it develops a polymor-
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phic workflow description language (c(WDL), which extends existing work-
flow models with QoS annotations and choreography constructs, enabling
adaptive, secure, and polymorphic deployment across heterogeneous infras-
tructures. This language is supported by a deployment engine that translates
abstract workflows into executable artifacts for diverse platforms such as Ku-
bernetes and Docker. Finally, the thesis explores reinforcement learning as a
placement optimization strategy, formulating the problem as a Markov Deci-
sion Process and applying advanced deep reinforcement learning techniques,
notably Maskable PPO, to achieve multi-objective optimization under secu-
rity constraints.

Extensive experimental evaluations validate these contributions. The
QoS-aware framework demonstrates efficient deployment across heteroge-
neous infrastructures. The vulnerability-aware methodology achieves su-
perior security and stability compared to existing approaches. The cWDL
improves both representational efficiency and runtime adaptability over tra-
ditional workflow models. The reinforcement learning approach signifi-
cantly reduces missed deployments, overprovisioning, and resource imbal-
ance, achieving near-optimal placement in large-scale scenarios.

Overall, the thesis advances the state of the art in Cloud-Edge Contin-
uum computing by providing a unified set of frameworks, methodologies,
and languages for QoS-aware, secure, and intelligent service deployment.
By addressing critical gaps in placement scalability, vulnerability integra-
tion, and workflow adaptability, it lays the foundation for trustworthy and
efficient service orchestration across heterogeneous infrastructures, bring-
ing the continuum paradigm closer to practical adoption in data-intensive
domains such as smart healthcare, autonomous systems, and critical infras-
tructures.
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Introduction

The rapid proliferation of IoT devices, mobile applications, and real-time an-
alytics has led to unprecedented volumes of data and increasingly stringent
requirements on latency, reliability, and security. Traditional cloud comput-
ing, with its elasticity and scalability, has been the dominant paradigm for the
past decade. However, the centralization of resources in remote data centers
makes it ill-suited for latency-sensitive or bandwidth-intensive applications,
such as augmented reality, autonomous driving, and smart healthcare, where
decisions must be made in milliseconds [30, 138].

Edge computing addresses some of these issues by bringing compu-
tation closer to the data source, thereby reducing latency and enhancing
context-awareness. Yet, edge infrastructures are inherently heterogeneous
and resource-constrained [31, 121]. The emerging Cloud-Edge Continuum
paradigm seeks to integrate the strengths of both cloud and edge computing
by offering a unified, heterogeneous infrastructure where services can be
dynamically placed and migrated according to application requirements [15,
133].

1.1 Motivations

Despite its promise, the Continuum introduces new challenges. First, ser-
vice placement is an NP-hard problem, requiring trade-offs between latency,
bandwidth, cost, and energy consumption [21]. Heuristic and mathemati-
cal optimization techniques exist but often fail to scale in dynamic, large-
scale deployments [69]. Second, security and vulnerability management re-
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main underexplored in placement research. While some works consider se-
cure service orchestration (e.g., SecFog [73], SecFaaS2Fog [32]), few explic-
itly integrate vulnerabilities into placement decisions, despite their impact
on migrations and system stability. Concerning the definition of applica-
tions, workflow description languages (WDLs), such as BPEL or BPMN, were
designed for centralized systems and lack support for runtime adaptability,
secure annotations, and polymorphic deployment across heterogeneous in-
frastructures [93, 128]. Finally, Reinforcement learning (RL) has emerged as
a powerful approach to tackle placement complexity. Deep Reinforcement
Learning (DRL) methods now account for nearly 30% of Al-based placement
studies [95], but most works are limited to simulation-based evaluations and
lack integration with security and multi-objective optimization [10, 44, 48].
These open issues motivate the research in this thesis. To fully exploit the po-
tential of the Cloud-Edge Continuum, there is a need for frameworks, models,
and languages that support QoS-aware, secure, and adaptive service deploy-
ment, and for intelligent optimization strategies capable of operating effec-
tively in large-scale, dynamic environments.

1.2 Objectives

The overarching objective of this thesis is to enable smart data-intensive ser-
vice composition and placement in the Cloud-Edge Continuum. The specific
goals are:

+ QoS-Aware Deployment. Design a methodology and framework for
deploying services across heterogeneous infrastructures that preserves
non-functional requirements such as latency, confidentiality, and in-
tegrity.

+ Vulnerability-Aware Placement. Develop models and strategies for
incorporating vulnerabilities and migration costs into placement deci-
sions, mitigating risks of instability and recursive migrations.

+ Polymorphic Workflow Description Language (c(WDL). Propose
a workflow language that extends traditional WDLs with annotations,
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choreography constructs, and polymorphic deployment capabilities,
bridging the gap between abstract design and executable workflows.

» Reinforcement Learning for Placement. Explore RL techniques
for service placement, modeling it as a Markov Decision Process (MDP)
and employing DRL algorithms to optimize deployments under multi-
ple objectives, including security.

1.3 Contributions of the Thesis

This thesis makes four main contributions targeting the gaps identified in the
state of the art and addressing the objectives in Section 1.2. The contributions
are detailed in the rest of this section.

1.3.1 QoS-Aware Deployment Framework

We present a framework that models workflows and continuum facilities us-
ing annotated graphs and performs requirement-resource matching to gen-
erate executable deployment recipes. The framework supports heteroge-
neous infrastructures (cloud, telco-edge, on-premises) and ensures that non-
functional requirements are preserved. Experimental evaluation confirms its
ability to handle realistic workloads efficiently.

1.3.2 Vulnerability-Aware Placement and Migration

We propose a methodology that integrates vulnerability models into place-
ment decisions. By introducing vulnerability scoring, cost functions, and
migration-aware optimization, our approach improves both security and re-
source efficiency compared to existing methods. Contributions include a for-
mal system model, placement strategies that mitigate recursive migrations,
and validation through extensive simulation.

1.3.3 Polymorphic Workflow Description Language (c(WDL)

We extend WDLs with QoS annotations and choreography constructs, en-
abling workflows to adapt to heterogeneous facilities and dynamic contexts.
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The cWDL is supported by a Polymorphic Deployment Engine (PDE), which
interprets annotated workflows, injects support services when necessary
(e.g., for integrity enforcement), and generates executable deployment ar-
tifacts, such as Kubernetes, Docker Compose, AWS Step Functions. Experi-
mental evaluation shows improvements in representation efficiency and run-
time performance over traditional orchestration models.

1.3.4 Reinforcement Learning for Placement

We model service placement as an MDP and design a reinforcement learn-
ing methodology leveraging Maskable PPO, enabling efficient training and
multi-objective optimization. Contributions include the formal definition of
states, actions, and rewards for placement; the integration of security con-
straints into the learning process; and a large-scale evaluation that demon-
strates significant reductions in missed deployments, overprovisioning, and
resource imbalance.

1.4 Organization of the Thesis

The thesis is organized as follows.

Chapter 2 reviews the state of the art in Cloud-Edge Continuum, covering
service placement, workflow description languages, and reinforcement
learning approaches.

Chapter 3 presents the proposed QoS-aware deployment framework,
including methodology, architecture, and experimental evaluation.

Chapter 4 introduces vulnerability-aware deployment strategies, in-
tegrating vulnerability models and recursive migration mitigation
mechanisms.

Chapter 5 describes the polymorphic workflow description language
(cWDL), its methodology, architecture, and validation.
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Chapter 6 develops the reinforcement learning methodology for service
placement, including the MDP formulation, RL algorithms, and perfor-
mance evaluation.

Chapter 7 summarizes the main findings, highlight limitations, and outline
directions for future research.
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Foundations and State of the
Art

The evolution of distributed computing has been deeply influenced by the
growing need to handle massive volumes of data while ensuring low latency,
scalability, and resilience. Traditional cloud computing, while offering vir-
tually unlimited resources, often suffers from limitations in latency, band-
width, and context-awareness when faced with modern data-intensive ap-
plications. To address these challenges, the Edge-Cloud Continuum (ECC)
has emerged as a paradigm that seamlessly integrates edge, fog, and cloud
resources, enabling the flexible deployment of services across heterogeneous
infrastructures. This paradigm shift has attracted significant research atten-
tion, particularly around the problem of service placement, which is widely
recognized as an NP-hard optimization challenge involving constraints on
latency, energy, costs, and security.

Alongside placement, research has focused on workflow description lan-
guages (WDLs), which enable the specification, coordination, and execu-
tion of complex service compositions across distributed environments. Tra-
ditional orchestration-centric models, exemplified by BPEL, have gradually
given way to choreography and more adaptive languages, designed to bet-
ter support decentralized, dynamic, and QoS-aware deployments. More re-
cently, reinforcement learning (RL) has emerged as a powerful approach to
tackle the inherent complexity of service placement in the ECC, with deep
reinforcement learning (DRL) methods showing particular promise in han-
dling high-dimensional, dynamic, and model-free optimization problems.
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This chapter provides an overview of the state of the art on service
placement and related foundations in the Edge-Cloud Continuum. It first
introduces the notion of the Edge-Cloud Continuum and its main architec-
tural and operational characteristics (Section 2.1). It then surveys service
placement approaches, including application-driven requirements, algorith-
mic models, and optimization objectives, while highlighting open research
gaps (Section 2.2). Next, it discusses workflow description languages for
modeling and coordinating service compositions (Section 2.3). Finally, it ex-
plores reinforcement learning solutions applied to service placement, focus-
ing on algorithms, objectives, and challenges (Section 2.4), thereby setting
the stage for the framework and methodologies developed in this thesis.

2.1 Edge-Cloud Continuum

The Edge-Cloud Continuum has emerged as a fundamental paradigm shift,
integrating decentralized edge resources with centralized cloud infrastruc-
ture to meet the increasing demand for low-latency, scalable, and end-to-end
service delivery [29]. Driven primarily by the exponential growth of data
generated by Internet-of-Things (IoT) devices and the necessity for real-time
responsiveness [29, 133], the continuum orchestrates computation across the
entire Internet-scale path, moving processing progressively closer to data
producers while still leveraging cloud-scale capacity [29]. This model funda-
mentally challenges the traditional centralized cloud computing paradigm,
which often struggles with high data volumes and long distances, leading
to significant communication latencies and bottlenecks [170]. Although the
ECC is widely adopted, the literature presents a fragmented landscape with
varying terminologies, often being referred to interchangeably as the cloud
continuum, cloud-edge continuum, IoT-edge-cloud, or cloud-to-things con-
tinuum [97, 117]. Fundamentally, the cloud continuum is defined as an ex-
tension of the traditional Cloud toward multiple entities (e.g., Edge, Fog, IoT)
that provide analysis, processing, storage, and data generation capabilities
[117].

The architectural foundation of the ECC is typically described as a hi-
erarchical, multi-layered structure designed to optimize data storage, pro-
cessing, and analysis while ensuring low-latency communication [30, 88].
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This architecture can be viewed from a cloud-centric perspective, classify-
ing layers based on their proximity to the central public cloud data centers
(Cloud layer) [34]. Progressing toward the data source, the Near Edge layer
consists of regional or in-country mini data centers, which still operate in a
multi-tenancy mode and facilitate faster data processing before reaching core
cloud infrastructure [39]. The Far Edge layer places computing resources
closer to end-user environments (e.g., phone towers, industrial sites), han-
dling localized computing tasks [39]. Moving further down, the On-Premise
layer uses private edge nodes (e.g., local facilities) very close to devices, en-
suring autonomous and real-time connectivity [1]. The closest layer to the
data source is the On-Device layer, encompassing IoT devices, sensors, cam-
eras, and smartphones, which perform preliminary tasks like filtering and
aggregation to reduce latency and network overhead [30, 1].

A rigorous analysis of characteristics and performance metrics is essen-
tial for designing efficient and scalable ECC systems [42]. Latency is arguably
the most critical metric, achieving ultra-low performance (< 1ms) at the on-
device and on-premise layers, but steadily rising as processing moves toward
the distant cloud layer (potentially exceeding 20ms) [49]. The ability to ac-
commodate new devices, users, and services, or scalability, is conversely cor-
related with distance: the on-device layer exhibits very high scalability in ac-
commodating endpoints (millions), while the cloud layer generally displays
the lowest scalability in adding new physical nodes [43]. Similarly, compu-
tation capabilities scale from very low at the device layer (suitable for basic
tasks) to very high in centralized cloud infrastructures, enabling large-scale
big data processing and Al-driven analysis [53]. Furthermore, ECC layers
differ in resource management based on tenancy and privacy: on-device and
on-premise layers typically use dedicated infrastructure, yielding high levels
of privacy, while far-edge, near-edge, and cloud layers adopt multi-tenancy
models, which may present varying, often lower, degrees of privacy protec-
tion [55, 56].

The success of the ECC hinges on leveraging appropriate paradigms and
models for computation, communication, and deployment [57]. Computa-
tional paradigms distribute data analytics, typically relying on the edge for
tasks like filtering and aggregation to reduce data volume before transmis-
sion to the cloud [59, 56]. Modern demands frequently require Distributed
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Learning, where collaborative paradigms like Federated Learning (FL) enable
multiple clients to train a global model while keeping their data decentral-
ized, addressing crucial issues such as data privacy and transfer minimiza-
tion [61, 66]. Similarly, Split Learning (SL) partitions the model itself across
clients, ensuring data privacy while optimizing for resource-constrained de-
vices [155]. Regarding communication models, the traditional Client-Server
model is extended in multi-tier architectures where edge layers act as local
servers for latency-sensitive tasks. Essential for IoT networks is the Publish-
Subscribe model, implemented by lightweight protocols such as MQTT [120]
and AMQP [171], which facilitate asynchronous, scalable data dissemination.
Newer protocols like HTTP/3, built on QUIC, are also becoming important
due to their ability to maintain active connections and provide low latency
in dynamic cloud-edge environments [141, 101].

Deployment strategies allow for the flexible execution of workloads
across heterogeneous infrastructure [71]. Containerization (e.g., Docker)
represents a particularly lightweight form of virtualization, offering isola-
tion, faster startup times, and lower resource overhead compared to tra-
ditional Virtual Machines (VMs), making it highly suitable for resource-
constrained edge environments [75, 68]. The Serverless deployment
(Function-as-a-Service, FaaS) paradigm is gaining traction as it abstracts un-
derlying infrastructure management, billing users only for execution time
[148, 145]. While FaaS functions can dynamically scale and migrate across
layers to adapt to network conditions and resource availability [75, 148],
many existing FaaS frameworks rely on centralized or cloud-centric architec-
tures, complicating efficient geo-distributed deployment at the edge [181]. To
counter performance degradation caused by resource limits and high latency,
performance optimization techniques are critical: task offloading shifts com-
putationally intensive tasks from resource-limited devices to higher-powered
servers to reduce latency and save energy [89], often utilizing sophisticated
Al-driven algorithms (e.g., reinforcement learning) for real-time, dynamic
decision-making [142]. Furthermore, service caching strategies reduce la-
tency and congestion by storing frequently accessed content closer to end-
users, typically relying on predictive models or collaboration among caching
entities [127]. Major public cloud providers (e.g., AWS, Azure, Google Cloud)
actively support this ecosystem by offering edge-specific enabling services
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(e.g., AWS Local Zones, Azure Stack Edge) to extend cloud-like capabilities
across the continuum [97].

Despite its potential, adopting and implementing the ECC faces nu-
merous challenges and open issues. A major hurdle is the vast hetero-
geneity and interoperability resulting from the diversity of devices, plat-
forms, architectures, and protocols involved, exacerbated by the lack of uni-
versally standardized protocols and mature development frameworks [62].
Resource management and orchestration across geographically distributed
nodes presents a complex optimization problem, requiring systems capable
of real-time adaptation to dynamics like device mobility, fluctuating network
conditions, and energy constraints [160]. Ensuring security and privacy is
crucial due to the expanded attack surface at the edge and the complexity
of establishing trust among distributed devices owned by different entities,
mandating robust encryption and privacy-preserving techniques like feder-
ated learning [8, 127]. Other key concerns include optimizing energy effi-
ciency and sustainability for battery-powered edge devices [99], and achiev-
ing coherent data management and distributed analytics, which involves
maintaining data consistency between fast, local edge processing and long-
term cloud storage [79]. Looking forward, the emergence of advanced Al
models, notably Generative Al and Al Agents, is expected to shape the fu-
ture of ECC by enhancing autonomous decision-making and developer tool-
ing, despite the substantial computational and complexity challenges these
integrations introduce [55].

2.2 Service Placement

2.2.1 Application Characteristics

The placement optimization problem in edge computing is profoundly influ-
enced by the nature and requirements of the deployed applications, which
are categorized based on their intended use case and service structure [37,
140, 183]. Common application types driving edge development include In-
ternet of Things (IoT), Industry 4.0, Big Data Analytics, and Telco NFV-based
services [183]. IoT applications typically involve continuous data streams
from numerous sensors, requiring placement solutions capable of handling
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arbitrary latency constraints, varying bandwidth profiles, energy optimiza-
tion (to prolong device battery life), and supporting dynamic mapping for
mobility (e.g., in intelligent transportation) [129, 70]. Industry 4.0 applica-
tions, such as cloud robotics, impose strict Quality of Service (QoS) require-
ments for real-time operation and mission-critical systems, often necessitat-
ing additional orchestration features like anti-affinity rules to deploy repli-
cas to physically separate servers, thereby guaranteeing dependability and
reliability [182]. Big Data Analytics can leverage hybrid edge/cloud envi-
ronments to perform data processing closer to the source, reducing network
load and achieving low end-to-end processing latency, which is crucial for
time-critical stream analytics applications like computer vision, often requir-
ing responses within 100 ms [185, 164]. Telco services, often modeled as Ser-
vice Function Chains (SFCs) composed of Virtual Network Functions (VNFs),
must meet stringent Service Level Agreements (SLAs) regarding availabil-
ity, reliability, delay, and mobility for a large customer base [164]. Service
structure further defines the placement complexity, distinguishing between
single-component monolithic services (often seen in offloading scenarios)
and multi-component services [146, 5]. A sophisticated variant of multi-
component services, which is addressed by recent research, explicitly models
connections/relations between components by imposing network require-
ments, such as latency budgets or network traffic characteristics [146, 110].
While placement research is critical to performance, only a small fraction of
studies formally incorporate security and privacy features, addressing con-
cerns such as preventing location or usage pattern privacy leakage induced
by wireless task offloading [118, 69, 86], or integrating specific security pa-
rameters as formal constraints [157].

2.2.2 Algorithmic Models and Solutions

The core mathematical challenge of optimal placement involves abstracting
applications or services into entities that require assignment to available in-
frastructure [153]. This selection process, which involves matching entities
to places, often couples the placement decision with offloading, resource
provisioning, and scheduling [153]. Consequently, these complex, multi-
faceted problems necessitate diverse mathematical frameworks and solving
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approaches [153, 119].

Linear Programming (LP) and Nonlinear Programming (NLP) are the
most widely used formalizing frameworks, both falling under the category
of mathematical programming [91]. LP aims to optimize a linear objective
function subject to linear constraints, while NLP includes constraints or ob-
jective functions that are nonlinear [91]. The nature of placement problems,
which deal with the arrangement of discrete structures such as tasks and
hosts, makes combinatorial optimization the most prominent formalization
choice [91]. Within this domain, several formulations are frequently encoun-
tered. Integer Linear Programming (ILP) restricts all decision variables to
integer values and is commonly applied to capture discrete placement deci-
sions, such as assigning tasks to hosts or routing flows along network paths
[91]. Mixed-Integer Linear Programming (MILP) extends this approach by
combining integer and continuous variables [91]. An illustrative MILP for-
mulation of Service Graph Embedding (SGE) defines an objective function
that minimizes bandwidth allocation costs, node allocation costs, and the
inverse of the minimum resource load for load balancing, while simulta-
neously enforcing constraints to ensure every service node is mapped to a
suitable resource node, resource capacities are respected, flow preservation
is guaranteed, and strict latency bounds are upheld for service chains [168,
108, 134, 63, 126]. More expressive formulations, including Integer Nonlin-
ear Programming (INLP), Mixed-Integer Nonlinear Programming (MINLP),
and Mixed-Integer Quadratically Constrained Programming (MIQCP), ex-
tend the integer-based models to nonlinear or quadratically constrained ob-
jective functions and constraints, enabling the representation of complex
performance metrics, nonlinear resource interactions, and quadratic flow or
interference conditions [91].

For applications involving multiple connected components, especially
VNF service chains, models based on Graph Theory are commonly used,
transforming the problem into Service Graph Embedding (SGE) or Virtual
Network Embedding (VNE) [58]. These frameworks map a service graph,
where nodes represent functions and edges denote requirements, onto a
resource graph representing the physical infrastructure [58]. VNE prob-
lems, however, are highly complex; most practical variants are NP-hard and
strongly inapproximable [19, 147].
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Beyond these, other theoretical frameworks have also been adopted in re-
search [83]. Constraint Programming offers a generic and adaptive modeling
approach well suited to dynamic fog computing environments where objec-
tives and constraints may change [5, 83, 90]. Stochastic Optimization is em-
ployed when uncertainty plays a significant role, such as in random task ar-
rivals or user mobility [83]. Within this category, techniques such as Optimal
Stopping Theory support sequential delay minimization [83, 7], Multi-armed
Bandits address partially known optimization rewards [83], and Stochastic
Knapsack Problems model constraints with random item sizes [83]. Opti-
mal Control Theory represents another important framework, focusing on
determining optimal control laws over time in dynamic systems [83]. Ex-
amples include Lyapunov optimization, which is used to obtain asymptotic
optima, stabilize parameters such as battery capacity [187, 60], and support
location prediction [110, 109], as well as Job shop scheduling [83]. Finally,
Game Theory provides a means of modeling strategic interactions among
decision-makers, such as task owners and host providers [83, 47]. Within
this framework, Potential Games [111, 47], Matching Games [64, 63], and
Stackelberg Games for sequential decision-making [187, 184] are widely ex-
plored, often with the aim of achieving Nash equilibrium [111, 187, 184].

Because most placement problems are NP-hard, the majority of solutions
rely on custom heuristics rather than purely analytical methods or commer-
cial solvers [116]. Among the most pervasive approaches are heuristic and
search techniques [116, 177]. For VNE and SGE, one of the dominant meth-
ods is the heuristic-guided greedy backtracking search [125, 159], which
iteratively attempts to map service components (“legs”) onto substrate re-
sources [125]. When constraints are violated, the algorithm backtracks by
undoing the most recent greedy step and exploring stored alternatives in
the search space [125, 159]. The efficiency of this method depends on the
branching factor, the number of stored alternatives, and the backtracking
depth [159]. Iterative heuristics [69, 123] and Shortest Path Search particu-
larly, when scheduling is represented in a time slot graph [177, 176], are also
employed. Complementing these, decomposition techniques partition com-
plex problems into smaller, more manageable sub-problems [116]. For exam-
ple, Benders decomposition separates offloading optimization into a master
problem and sub-problems that can be solved in parallel [173], while other
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works decompose the problem across architectural layers such as cloud, fog,
and terminals, applying different solving methods to each [54, 168].

Population-based approaches, such as evolutionary and meta-heuristics,
are equally popular for tackling complex optimization tasks [177]. Genetic
Algorithms (GAs), often combined with Monte Carlo simulations, are widely
applied to find near-optimal placements by iteratively improving solution fit-
ness against objectives such as QoS, cost, and utilization [36, 19, 186]. Other
meta-heuristics, including the Sine Cosine Algorithm [83] and simulated an-
nealing [189, 106], are also reported in the literature. Finally, several spe-
cialized mathematical methods are applied in narrower contexts. Matching
theory is often used to address resource assignment sub-problems, with one-
to-one or one-to-many models suited to decentralized computation offload-
ing and resource allocation [83, 137], while the Hungarian method is em-
ployed for optimal assignments [54, 23]. Column generation is an effective
tool for large-scale ILP or MILP formulations, where it produces partial solu-
tions that reduce execution times and yield approximation algorithms with
performance guarantees [82, 124, 175]. In distributed environments, trading
games and matching problems have been leveraged to design distributed al-
gorithms for resource assignment and orchestration, providing efficiency in
multi-actor contexts [137, 92].

The optimization objectives in these models define the desired outcomes,
while constraints formalize platform limits and application requirements
[163, 188]. Four major objectives dominate the literature, and they often
appear in combination [174]. The first is delay or processing time minimiza-
tion, the most widespread goal, reflecting the prevalence of latency-sensitive
applications and the importance of meeting low-latency QoS requirements
[20, 162]. A second common objective is energy minimization, particularly
relevant in mobile edge scenarios where end devices or edge nodes such as
UAVs operate under tight battery constraints. This goal is frequently op-
timized jointly with delay minimization [111, 174, 162]. A third area of
focus involves revenue maximization or cost minimization, which reflects
the service provider’s perspective by prioritizing either profit maximization
through efficient resource utilization or cost reductions through optimized
operation [174, 162, 96]. The fourth major objective is resource utilization
maximization, which is often pursued alongside revenue maximization. In
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some cases, however, resource utilization is deliberately minimized to pre-
serve capacity for future applications and to safeguard long-term revenue
streams [174]. Other objectives are less frequently studied but nonetheless
important; these include maximizing throughput, reducing bandwidth us-
age, maximizing coverage, or enhancing QoS aspects such as reliability, often
achieved by minimizing the number of redundant backups [41].

The constraints that shape optimization are equally diverse. Compu-
tation resources, including CPU, memory, and storage, represent the most
commonly applied set of restrictions across the surveyed literature [188].
Network capacity constraints are also prominent, reflecting the scarcity of
bandwidth in edge networks [188]. Many models further include strict delay
bounds, which are especially critical for latency-sensitive applications even
when delay is not the primary optimization objective [163, 188]. In the spe-
cific context of MEC, constraints related to radio resources and mobility are
widely applied; these cover parameters such as signal-to-noise ratio, wireless
channel capacity, and the migration of users or mobile edge nodes like UAVs
[163, 100]. Finally, a range of additional constraints appears in some formula-
tions, including dependability requirements such as affinity and anti-affinity
rules to enforce or forbid component collocation, location tags, explicit cost
limits, and—more rarely—security and privacy parameters like trust levels or
user classes [182, 179].

Overall, models that incorporate utilization in their objective functions
tend to require more sophisticated solving techniques, suggesting that ap-
proximating utilization optimization usually demands advanced and special-
ized heuristics [92].

2.2.3 Research Gaps

Several critical areas require further investigation to enable fully functional,
dynamic edge platforms [132].

A significant research gap concerns enhancing awareness to user mo-
bility in edge placement decisions [132]. Combining classical user mobility
models with modern Al-based prediction techniques is a promising area to
develop proactive hybrid placement strategies that could greatly improve re-
source provisioning effectiveness and service QoS in dynamic systems [132].
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Closely related is the observation that no related work has, to the best of the
authors’ knowledge, considered exploiting smart cars, particularly electric
cars during charging, as temporary edge nodes to augment infrastructure
capacity dynamically, using predicted paths and locations as input for in-
frastructure planning [46].

Another shortfall is the lack of cross-layer optimization with edge appli-
cation design [45]. Cloud management frameworks rarely expose their un-
derlying placement policy (such as the optimization target function or overall
system status) via an API to application owners [45]. A deeper integration
allowing applications to adapt their parameters based on expected placement
decisions could lead to more efficient system operation [45].

The trend toward Function-as-a-Service (FaaS) or serverless computing
in edge environments is rarely addressed [22]. Given that FaaS functions are
often ephemeral and stateless, relying on external data/state, researchers ad-
vocate for the emergence of joint placement policies of functions and their
corresponding data/state in edge systems to mitigate serious QoS degrada-
tion caused by remote data access [22, 184]. This also applies to Coded
Distributed Computation (CDC), where the joint placement optimization of
computation functions and their input data files is essential to avoid high
data reallocation loads [184].

The integration of dynamics and resilience is also a challenge [112]. The
highly complex optimization problem of integrating placement methods with
real-time auto-scaling capabilities (e.g., Kubernetes) or reliability measures
(necessary due to edge infrastructure errors) necessitates research into tem-
poral placement policies to provide essential end-to-end latency guarantees
[112, 166].

A pervasive omission is the inadequate attention paid to security-aware
edge placement challenges [136]. Security and privacy aspects are often ne-
glected during system design [136, 60]. Future placement engines must in-
corporate security and privacy requirements, such as trust orientation for
IoT services or differential privacy manipulations, into the core orchestra-
tion logic, recognizing that edge nodes are often untrustworthy, especially
in public multi-provider setups [60, 84].

Gaps also exist in the economic aspects of edge placement [7]. While
some works focus on revenue maximization for the provider, there is a com-
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plex and largely unsolved research gap in the cost optimization of applica-
tion owners, which should span the application’s whole lifetime: from design
choice (monolith vs. microservice), service model (VM, container, FaaS), and
provider selection, with placement being the focal point of this challenge
[138]. The interaction between user pricing strategy and provider profit max-
imization is also an active area of research [7].

Finally, the lack of solutions addressing the multi-operator setting is iden-
tified as the most common shortcoming [152]. The vast majority of research
assumes single-operator scenarios, but global-scale service deployments re-
quire compute and network resources from multiple federated providers
[152]. Combining placement optimization with economic modeling in this
multi-stakeholder environment is a critical research direction [152].

2.3 Workflow Description Languages

Workflow description languages constitute a crucial area of software en-
gineering research, providing formalisms to specify how multiple services
or activities are composed to achieve complex goals, traditionally segre-
gated into centralized and decentralized interaction models. The classical
dichotomy distinguishes between orchestration, where a single central co-
ordinator dictates the flow and interactions among services, exemplified by
languages like Business Process Execution Language (BPEL) [128, 50], and
choreography, which adopts a decentralized, peer-to-peer approach detail-
ing collaborative message exchanges from a global viewpoint [21, 128, 76];
this distinction is formally recognized in standards such as the Web Ser-
vices Choreography Description Language (WS-CDL) and Choreography Di-
agrams within the Business Process Modeling Notation 2.0 (BPMNZ2) [128,
21, 50]. Early workflow systems often relied on notations like high-level
Petri nets, which, while providing formal semantics, exhibited suitability
challenges when handling intricate control-flow requirements necessary for
non-trivial workflow processes, specifically struggling with patterns such as
those involving multiple instances (especially without a priori knowledge),
advanced synchronisation mechanisms (like the synchronizing merge), and
non-local cancellations (like global timeouts or cancellation patterns) [169].
To address these shortcomings while retaining the formal foundation of Petri
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nets, Yet Another Workflow Language (YAWL) was proposed, extending the
notation with explicit constructs, such as the OR-join, the capacity to remove
tokens from selected parts of the workflow using the rem function, and ded-
icated parameters (nofi) to manage the creation, synchronization, and ter-
mination of multiple task instances [169]. Beyond structural enhancements,
other specialized languages have emerged to address distinct computational
contexts; for example, the Context-Aware Workflow Language (CAWL) was
designed for ubiquitous computing environments to overcome the limita-
tions of older languages (like BPEL4WS) whose static XML linking functions
could not adequately express dynamic context information and to explicitly
support the combination of multiple individual workflows into composite
services, addressing the necessity for multi-workflow support in pervasive
environments where numerous users and services coexist [50]. Similarly,
addressing representational efficiency in process modeling, the Partially Or-
dered Workflow Language (POWL) introduced a hierarchical structure com-
bining partially ordered graphs with process tree operators (x for exclusive
choice and [ for do-redo loops) to model concurrent and sequential behavior
while preserving the guaranteed soundness often associated with hierarchi-
cal models, achieving greater simplicity compared to complex Workflow nets
(WF-nets) [98].

More recently, research efforts have concentrated on choreographic pro-
gramming, a paradigm aiming for compliance-by-construction, exempli-
fied by platforms such as CHOReVOLUTION, which synthesizes the dis-
tributed coordination logic needed to enforce global collaboration specified
by a choreography, sparing developers from writing complex interaction
code [21]. Building upon previous choreographic systems like Chor and
AIOC], the object-oriented language Choral introduced a fundamental ad-
vancement by generalizing data types to include multiple locations, repre-
sented as T@(AL, ..., An), enabling the abstract definition of choreographies
as classes whose objects and behaviors are collaboratively implemented by
specified roles [76]. This object-oriented interpretation allows Choral to inte-
grate mainstream abstractions, support modularity by generating complaint-
by-construction libraries for each role, and tackle the critical knowledge of
choice problem through mechanisms like the @SelectionMethod annotation,
ensuring roles agree on chosen alternative behaviors [76]. Furthermore, the
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necessity for workflow languages to support runtime changes is paramount,
especially within dynamic infrastructures like cloud computing, where man-
aging service composition is complex due to fluctuating QoS parameters and
changing service providers [93, 128]; consequently, languages such as YAWL,
AIOC]J, and the coordination language Reo are notable for explicitly support-
ing runtime adaptability or dynamic reconfiguration to meet these inherent
challenges [128].

2.4 Reinforcement Learning for Service Placement

The deployment of services, such as virtual network functions (VNFs) and
microservice modules, within dynamic and resource-constrained environ-
ments like Mobile Edge Computing (MEC), Fog Computing (FC), and the ECC
presents significant management challenges [10, 78, 103, 95]. Service place-
ment is recognized as an NP-hard optimization problem, characterized by
fluctuating resource availability, stochastic user demands, and dynamic net-
work connections [10, 104, 107, 151]. Given these complexities, traditional
optimization techniques and heuristic methods often prove insufficient or too
slow for online operation [10, 78, 103, 107]. Reinforcement Learning (RL),
particularly in its deep variant (DRL), has emerged as a crucial methodology
for service placement due to its inherent characteristics of self-learning and
self-adaptation, which are ideal for modeling high-dimensional, model-free
problems [10, 95, 139]. Research indicates that RL accounts for a large por-
tion of machine learning solutions in this field, with DRL methods making
up nearly 30% of the relevant studies [95]. The objective across these stud-
ies is typically framed as a Markov Decision Process (MDP) or a finite-steps
MDP, allowing an intelligent agent to learn an optimal policy 7™ that maxi-
mizes the long-term cumulative reward by selecting sequences of placement
actions [104, 151, 48, 107, 103].

2.4.1 DRL Algorithms and Specialized Architectures

The selection of the appropriate DRL algorithm is dictated largely by the
nature of the action space inherent in the placement problem. For environ-
ments modeled with discrete action spaces, such as deciding whether to de-
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ploy a task or selecting a specific location, value-based methods like Deep
Q-Networks (DQN) remain widely utilized for their robust effectiveness and
relatively low implementation complexity [107, 151, 139, 130, 78, 95]. Vari-
ants like Double DQN and Dueling DQN are also employed to enhance stabil-
ity and performance, mitigating issues such as Q-value overestimation [78,
139, 130]. Conversely, many sophisticated placement scenarios require de-
termining both placement location (discrete) and the allocation of fractional
resources (continuous), necessitating the use of policy gradient methods or
hybrid models [104, 44, 95]. Deep Deterministic Policy Gradient (DDPG) and
its Twin-Delayed (TD) variant are prominent choices for continuous action
spaces, aiming to find policies that maximize expected returns, sometimes in-
corporating mechanisms like the proposed weight-averaged twin-Q-delayed
(WATQD) method to reduce Q-estimation bias and improve training stability
[44, 48, 130]. To seamlessly handle the coupling of discrete placement and
continuous resource allocation, hybrid solutions such as the Parameterized
Deep Q-Network (PDQN) are employed [104]. Policy-based methods like
Proximal Policy Optimization (PPO), including its maskable variant (Mask-
able PPO), and the asynchronous Advantage Actor-Critic (A3C) algorithm
are also leveraged due to their enhanced stability, superior performance in
complex multi-objective scenarios, and suitability for parallel training archi-
tectures [139, 130, 80, 178, 95].

Beyond core algorithms, significant effort is placed on architectural in-
novations to efficiently process the complex input data structures inherent in
networking problems. Specialized neural networks are integrated to enhance
the agent’s perception: Graph Neural Networks (GNNs), such as Graph Con-
volutional Networks (GCNs), are crucial for mining the non-Euclidean struc-
tural features of physical network topologies and the intricate dependency
graphs within modern microservice applications [44, 178, 95]. Addition-
ally, recurrent architectures like Long Short-Term Memory (LSTM) networks
are embedded within DRL agents to capture the temporal behavior and dy-
namic patterns of inputs, which is particularly valuable in environments
with stochastic traffic or communication delays [78, 80, 95]. Furthermore,
to address variable input and output sizes, such as those arising from Service
Function Chains (SFCs) with varying lengths or Joint Caching and Comput-
ing Service Placement (JCCSP) problems, encoder-decoder models based on
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sequence-to-sequence learning are employed, often using Pointer Networks
to realize sequence-to-sequence mapping for service placement actions [48,
31, 178, 95].

2.4.2 Optimization Objectives and Scope of Placement

DRL-based service placement aims to maximize the long-term discounted cu-
mulative reward, which is formulated to achieve optimal performance across
several critical metrics, often involving multi-objective trade-offs [104, 48,
130, 103, 31]. The primary objectives commonly addressed include minimiz-
ing latency (such as end-to-end delay, processing delay, response time, and
task waiting time) [104, 44, 107, 31], reducing energy consumption and over-
all monetary cost (e.g., deployment cost and resource consumption cost) [44,
80, 103, 95], and maximizing performance indicators like Quality of Service
(QoS), Quality of Experience (QoE), and the Service Acceptance Ratio (SAR)
[103, 31, 107, 130]. Load balancing is a core optimization target, ensuring bal-
anced workloads and maximizing resource utilization across heterogeneous
network resources, particularly in distributed environments [107, 103, 44].
When objectives are contradictory, for instance, minimizing latency often
competes with reducing resource congestion, multi-objective DRL methods
aggregate objectives, sometimes employing scalarization techniques like the
Chebyshev scalarization approach to efficiently explore the non-dominated
solution space (Pareto Fronts) [31, 130].

The scope of DRL applications spans multiple granularities of placement
problems. Service Function Chain Placement (SFCP) focuses on mapping
ordered sequences of VNFs to physical nodes to satisfy resource and de-
lay constraints [103, 31, 178]. DRL-SFCP approaches leverage GCNs and
sequence-to-sequence models, often using the A3C algorithm for training,
to generate placement strategies that significantly improve acceptance ratio
and resource revenue [178]. For microservice (MS) placement, solutions like
Dual-GNN Deep Deterministic Policy Gradient (DG-DDPG) integrate GNNs
to model the application’s internal structure, enabling joint optimization of
both placement location and fractional resource allocation for MS modules,
even when dealing with continuous action spaces and hard constraints [44,
95]. Furthermore, DRL is applied to the complex JCCSP problem for sensing-
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data-driven IoT applications, using encoder-decoder models to orchestrate
the joint placement of service functions and multiple computing functions
while navigating enormous state and action spaces [48]. Finally, placement
concerns extend even to the underlying infrastructure, addressing the Edge
Server Placement Problem (ESPP) by modeling placement location sequences
as states and movement decisions as actions, utilizing DQN to minimize ac-
cess delay and balance server workloads [107].

2.4.3 Strategies for Practical Implementation and Scalability

To enhance performance stability, accelerate convergence, and ensure scala-
bility in highly distributed and stochastic environments, researchers propose
sophisticated architectural and training strategies. The challenge of long
learning times and high initial exploration errors in DRL agents, which re-
sult in poor Quality of Service (QoS) during initial deployment, is addressed
through proactive mechanisms [151]. One key strategy is the implemen-
tation of a two-phase learning process involving bootstrapping: an initial
policy is trained offline, either using historical data (such as server logs) or
through simulation models, to generate a “mature” model that is then de-
ployed to the online environment (like the orchestrator node) [151, 139]. This
approach enables the agent to start making proactive, efficient placement de-
cisions before demands actually occur, thus avoiding detrimental exploration
mistakes [151].

To manage large-scale networks and improve learning efficiency, dis-
tributed DRL frameworks are widely employed [78, 80]. Distributed DRL
agents, such as those in the HOODIE scheme, are deployed at each edge
server to autonomously make task placement decisions with only local ob-
servability, minimizing the need for complex global coordination and reduc-
ing inference delay [78]. Specialized distributed architectures based on IM-
PALA (IMPortance weighted Actor-Learner Architectures) are also utilized
for dynamic application placement of complex Directed Acyclic Graph (DAG)
applications, where multiple actors generate diverse experience trajectories
in parallel and leverage V-trace off-policy correction to reduce exploration
costs and accelerate the learning process of the centralized learner [80]. Stan-
dard DRL stability enhancements, such as separating policy and target net-



24 2. Foundations and State of the Art

works (as seen in DQN and its variants) and using experience replay buffers
to break the correlation between sequential training samples, remain critical
components in these frameworks [78, 80, 139].

2.4.4 Challenges and Future Research Directions

Despite the promising theoretical results and demonstrable performance im-
provements in simulation environments, several critical research gaps and
challenges persist in the field of RL-driven service placement. A major and
recurring limitation highlighted across numerous studies is the reliance on
simulation-based evaluations (often using tools like iFogSim, MATLAB, or
bespoke Python environments) rather than comprehensive validation in real-
world, large-scale operational deployments [10, 44, 48, 151, 95]. This practice
raises concerns about the practical applicability, robustness, and scalability
of proposed DRL solutions in heterogeneous and dynamic environments [10,
44, 151]. Compounding this issue is the lack of standardized evaluation met-
rics across different studies, making meaningful comparative benchmarking
of various RL techniques extremely difficult [10, 151, 95]. Future work should
also prioritize enhancing the scalability of Al models to coordinate seam-
less operation across highly distributed and heterogeneous fog/edge nodes
[10, 44, 80]. Other prospective research directions include exploring multi-
agent reinforcement learning (MARL) for cooperative or competitive opti-
mization [78, 130, 139], incorporating energy efficiency as a key objective
function constraint {78, 130, 80], and adapting solutions to manage dynami-
cally changing network topologies and node mobility [78, 139, 80].

2.5 Conclusions

Chapter 2 provided an overview of the foundational concepts and state of
the art underlying service deployment in the Cloud-Edge Continuum. We
first introduced the architectural and operational characteristics of the Con-
tinuum, emphasizing its heterogeneous nature and the challenges posed by
latency, scalability, and security requirements. We then surveyed existing
approaches to service placement, highlighting application-driven require-
ments, optimization models, and deployment strategies adopted in cloud, fog,
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and edge environments. This analysis revealed persistent gaps, particularly
in handling multi-operator scenarios, incorporating security constraints, and
supporting dynamic, large-scale deployments.

The chapter also examined workflow description languages, tracing the
evolution from centralized orchestration models to more expressive and
decentralized choreography-based solutions. Despite significant progress,
current languages still fall short in supporting adaptive, QoS-aware, and
security-aware workflows suitable for highly heterogeneous infrastructures.
Finally, we reviewed reinforcement learning techniques for service place-
ment, which offer promising results in addressing the complexity and dy-
namics of the Continuum. However, existing RL-based solutions rely heav-
ily on simulators, lack standardized evaluation metrics, and often overlook
critical objectives such as security and vulnerability-aware optimization.

Overall, this chapter established the conceptual and technological back-
ground motivating the methodologies developed in the rest of the the-
sis. The identified research gaps, particularly in QoS-aware deployment,
vulnerability-aware placement, workflow adaptivity, and intelligent opti-
mization, directly inform the frameworks and models presented in the fol-
lowing chapters.

The following chapter (Chapter 3) introduces the core framework used
in this thesis. The proposed framework abstracts from any underlying de-
ployment technology and identifies all the components involved in the de-
ployment process.
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QoS-Aware Deployment
Framework

Building upon the solutions and gaps in the state-of-the-art in service deploy-
ment and service placement highlighted in Chapter 2, this chapter presents a
new framework for QoS-aware service deployment in the Cloud-Edge Con-
tinuum. The framework introduces a graph-based methodology that mod-
els both service compositions and deployment facilities, enabling systematic
matching of requirements to capabilities. It generates deployment recipes
that preserve non-functional properties such as latency, confidentiality, and
integrity, thereby extending current deployment practices toward property-
driven and technology-agnostic solutions. The content of this chapter is
based on the following publication: M. Anisetti, F. Berto, and R. Bondaruc,
“QoS-Aware Deployment of Service Compositions in 5G-Empowered Edge-Cloud
Continuum”, in 2023 IEEE 16th International Conference on Cloud Computing
(CLOUD), lug. 2023, pp. 471-478.

3.1 Introduction

The increasing adoption of cloud-native technologies and edge computing
has radically changed how applications are developed and deployed. While
containers and virtual machines enable modular and scalable applications,
the rise of latency-sensitive and data-intensive services has exposed the lim-
itations of purely cloud-based deployments. Edge computing offers proxim-
ity to data sources and users, improving responsiveness, but lacks the com-
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putational power and elasticity of the cloud. The Cloud-Edge Continuum
emerges as a paradigm that unifies these environments, promising deploy-
ments that can adapt to heterogeneous requirements while exploiting the
strengths of each layer.

Despite this potential, current deployment approaches remain limited.
Most existing solutions focus on resource allocation in cloud or serverless
environments, but they do not support complex workflows that require guar-
antees on non-functional properties such as latency, confidentiality, or in-
tegrity. Furthermore, the heterogeneity of infrastructures—spanning cloud,
telco edge, and on-premises facilities—poses challenges for technology-
agnostic deployment. Developers are often forced to manually adapt applica-
tions or accept suboptimal placements, undermining the promise of seamless
continuum computing.

The goal of this chapter is to introduce a framework for QoS-aware
deployment of service compositions in the Cloud-Edge Continuum. The
framework provides an abstract, graph-based representation of both service
workflows and continuum facilities, and defines a matching methodology
that associates services with suitable resources while satisfying requirements
and constraints. From this mapping, the framework generates deployment
recipes, which are executable plans tailored to the available facilities.

The main contributions of this chapter are: i) a reference architecture
for continuum deployment that supports heterogeneity and property-driven
decisions, ii) a methodology based on annotated graphs and matching func-
tions for mapping workflows to facilities, and iii) an experimental evaluation
demonstrating the feasibility and efficiency of the approach in representative
scenarios.

3.1.1 Chapter Outline

The remainder of this chapter is organized as follows. Section 3.2 introduces
a new notion of Edge-Cloud Continuum involving both 5G telco Edge node
and on-premises Edge node. Section 3.3 presents a novel methodology for
QoS-aware deployment of composed services in the Edge-Cloud Continuum
and a suitable Architecture implementing the methodology and generating
executable recipes for the deployment. Section 3.4 presents a preliminary
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experimental evaluation showing the feasibility of our methodology. Finally,
Section 3.5 presents the chapter conclusions.

3.2 Scenario, Requirements and Architecture

Our reference scenario considers i) a client that wants to deploy its workflow
of services s; specifying QoS requirements and constraints to be satisfied on
the Edge-Cloud Continuum; ii) Cloud Service Providers (CSPs) offering de-
ployment facilities f; for third-party services on the Edge-Cloud Continuum;
iii) facilities offering specific capabilities ¢; to satisfy QoS requirements and
constraints. In this work we consider an advanced Edge-Cloud Continuum
where Edge nodes can be: i) telco nodes (i.e., 5G Multi-access Edge Comput-
ing - MEC) based on an agreement between the CSP and a given telco opera-
tor offering their core network capabilities to be part of the CSPs Continuum
(e.g., AWS Wavelength); ii) on-premises nodes based on the deployment fa-
cilities on the client’s premises enabled by the CSP for services deployment
(e.g., using AWS Greengrass). When the client asks to deploy a given work-
flow of services, the CSP matches the service workflow, QoS and constraints
with the capabilities and peculiarities of its Edge-Cloud Continuum deploy-
ment facilities associated to the specific client in order to find all the feasible
deployment configurations. Among them the CSP selects the configuration
to be deployed according to internal policies, such as considering Cloud as
the preferred service deployment due to lower operating costs. For instance,
in case of two candidate configurations, one using 5G and Cloud facilities and
another using on-premises and Cloud facilities, the latter would be selected.
The CSP then generates the deployment recipe for the selected configuration
and executes the deployment on the continuum.

Example 3.1 shows the scenario used in the rest of the chapter to present
our methodology.

Example 3.1 (The Scenario). Let us assume that a client wants to deploy a
machine learning workflow made of 4 sequential services: s; gathering data, s,
normalizing data, s3 generating a model out of the collected data (e.g., training
a decision tree), and s, saving the model for further usage (e.g., for prediction).
Let us assume that the client requires that data accessed by s; should be pro-
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tected for confidentiality and the model generated by s4 should be protected from
tampering by controlling its integrity. Let us assume that the client expresses
a constraint on the communication links between s; and s, and between s, and
s3, which must carry large volumes of raw data, requiring a bandwidth of at
least 200 Mbit/s. Let us also assume the client has a contract with the CSP for
Continuum facilities including on-premises machine f, 5G Edge node f, in the
proximity of its premises, and Cloud node f;3. The CSP ensures some capabili-
ties (c) on the facilities and the network links connecting them. In particular, f;
ensures confidentiality at rest via isolation of the storage from the direct control
of CSP (c1), and f3 provides a service (s;) ensuring data integrity at rest (c;). In
addition, all the internal links, that is the links between two services deployed
on the same facility, have infinite bandwidth (c3 ), while the 5G link between f
and f5 provide at least a 500 Mbit/s bandwidth (cy).

3.2.1 Edge-continuum deployment Requirements

In order to support the Scenario in Section 3.2, the CSP should be empowered
with an advanced deployment architecture addressing the following require-
ments:

+ (R1) Continuum-readiness: it should seamlessly deploy services on
all the different Continuum premises.

+ (R2) Property-driven: it should be driven by QoS properties and con-
strains expressed by the client.

+ (R3) Technology agnostic: it should be capable to handle hetero-
geneous deployment facilities regardless the underlying virtualization
technology:.

+ (R4) Comprehensive model: it should provide a way as general
as possible to represent pipelines and facilities, without limiting the
choice in topology and data flow.

« (R5) Interoperability: it should be able to interact with CSP facilities
through software hooks (e.g., APIs enabling service deployment and
monitoring).
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Table 3.1: Related work comparison.

Author Ref. R1 R2 R3 R4 R5 Re6
K. Fu et al. [74] v ~
A. Orive et al. [131] v ~ /

A. Brogi et al. [35] ~ v

V. Casola et al. [4¢0] v V/

S. Nastic et al. [122] V

NININ SN NSNS
AN
\

N. Akhtar et al. (6] ~ oo~
A.Das et al. [52]

M. Anisettietal.  [16] v

J. Quenum et al.  [143] v v

Our Work o/ v v/

 (R6) Context adaptability: it should perform deployment life-cycle
management by re-deploying services when changes in the environ-
ment occur.

To the best of our knowledge, no deployment architecture is currently ca-
pable to fully address the above requirements offering a comprehensive and
adaptable approach to permanently deploy services in the Continuum taking
into account client-defined advanced properties and constrains. Few solu-
tions exist for application deployment, which are compared in Table 3.1 with
respect to the above requirements (full and partial support of a requirement
is denoted with vand ~ respectively). Some considered works ([74, 131, 40,
122]) address the Edge-Cloud Continuum scenario, but only the architecture
presented in [40] can seamlessly deploy applications along the Continuum
since it is fully independent of the specific technology and CSP involved. QoS
requirements and constraints are taken in account, even partially, by most of
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Figure 3.1: Deployment Architecture for Edge-Cloud Continuum.

the works ([131, 35, 40, 6, 16, 143]), but only [131, 35] provide a comprehen-
sive way to model both applications and environment. Finally, there is no
solution that performs a life-cycle management of the deployment, adapting
to changes in context. In short, all solutions have drawbacks, whether they
be the limited application scenario, the dependence on specific technologies,
or the inadequate composition model. Our architecture, instead, addresses
all the aforementioned requirements, providing a QoS-driven deployment
system for the Continuum.

3.2.2 Deployment Architecture

To support the scenario in Section 3.2 and ensure the requirements in Sec-
tion 3.2.1, we propose a deployment architecture capable of guaranteeing a
seamless QoS and constraints preserving execution of a given service work-
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flow in the Continuum.

Figure 3.1 schematizes our system architecture made of i) a Deployment
Engine service that targets the deployment facilities through Deployment
Agents, and ii) a set of Deployment Facilities of different nature, including
Cloud, telco-Edge and on-premises nodes (R1). The client interfaces with the
deployment engine through Deployment API providing the service workflow
to be deployed and the QoS/constraints specification in a machine-readable
format [(R2) and (R4)]. The Deployer Solver chooses the most appropriate
deployment configuration interacting with the Deployment Controller which
is in charge of i) interrogating Deployment Facilities on their capabilities and
ii) delivering the deployment recipes, using the Deployment Agents.

The Deployment Agents are responsible to build the deployment contin-
uum across the facilities by driving the service deployment (R3). In order to
support QoS and constraint-aware integration, the CSP exposes to the De-
ployment Agents suitable hooks to relevant resource (e.g., resource manager
for deployment) or services (e.g., services offering security features) consti-
tuting their capabilities (R5). For instance, the CSP can offer a hook to access
non-functional certificates (i.e., using certification scheme in [11, 13]) prov-
ing some capabilities or to invoke authentication services to support authen-
tication requirements.

We note that in case of necessity (e.g., changes in the QoS or budget con-
straints) the given workflow can be re-deployed via re-executing the deploy-
ment matching with modified QoS and constraints (R6). The re-deployment
can be also used to handle service migrations and in general changes occur-
ring post-deployment.

In the following we describe the peculiarities of the Continuum Deploy-
ment Facilities in terms of architecture and capabilities.

3.2.3 Cloud

Cloud solutions offer to their users managed services and infrastructure with
scalable amount of resources. This allows users to deploy and integrate their
services and products, relieving them from most management tasks. Gener-
ally, the control plane of the system is handled by a cloud provider, managing
the services life-cycle and ensuring their availability. The most common type
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of deployment used in this context are based on containerized services or on
virtualized hosts.

The Cloud is the most flexible and powerful facility in the Continuum
in terms of offered capabilities. It supports non-functional QoS via PaaS
or TaaS services enabling them for the deployed services. It also partially
supports constraints, for instance via resource scalability, network latency,
high bandwidth and connectivity enabled by virtualized network and local
and distributed data centers. However, this support is normally very limited
due to the public internet connectivity and the shared environment used in
standard Cloud configurations. The Cloud currently suffers from the lack of
transparency impacting non-functional properties such as privacy [18].

To support our deployment architecture, the Cloud facility has to provide
hooks for i) resource management offering deployment and configuration of
containerized and/or virtualized services; ii) configurations of services rele-
vant to support given non-functional properties; and iii) workflow-level net-
working management.

3.2.4 Telco-Edge

Telco-Edge is an innovative Edge scenario enabled by 5G via integrating mo-
bile networking capabilities. The state-of-the-art solution for automated ser-
vice management in such systems is based on MEC [65, 77, 102, 94]. MEC
allows integration of container and VM based services with the 5G core net-
work, mutually exposing their functionality. Differently from traditional
Cloud facilities, i) the edge nodes are connected to 5G radio antennas, al-
lowing fast communication to and from mobile devices; ii) the service provi-
sioning to mobile devices is backed by unique device and user identification
through IMEI and SIM identifiers, supporting strong authentication; iii) the
telco edge nodes can be geographically closer to their users, enabling new
notion of data privacy by proximity, similarly to the notion of on-premise
privacy; and iv) the 5G standard allows users to allocate virtual network
slices, ensuring bandwidth availability and network performance levels and
latency.

In addition, by adopting the telco-Edge facilities i) the bandwidth be-
tween the edge node and other network nodes is allocable; ii) the in-motion
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data can be contained within the boundary of the telco network; and iii) ad-
ditional services (i.e., identification, network monitoring, authentication) for
the users connected through mobile network are available.

To support our deployment solution, the telco-Edge facility have to offer
hooks on resource management and service configuration similarly to the
Cloud but also additional peculiar hooks for i) network-level user manage-
ment and authentication, and ii) network resource allocation (5G network
slices) for bandwidth and latency management via MEC.

3.2.5 On-premises

With on-premises we consider deployment facilities that are fully under the
control of the owner, but are equipped with CSP services to make them part
of the Continuum. They can be realized via VMs/containers or physical ma-
chines. Such facilities have normally stronger resource limitations compared
to Cloud or Edge environments, lacking scalability and elasticity or not pro-
viding specific hardware. On the contrary, they i) have strong properties
of high confidentiality and privacy, for instance ensuring that data cannot
physically leave the organization; ii) have the lowest latency to the devices
within the organization; and iii) leave the owners full control of the execution
environment.

In order to be part of the Continuum, on premises facilities should i) allow
our Deployment Agents to be executed in a supported deployment environ-
ment; ii) allow access to resources to arrange the service deployment; and
iii) offer hooks to handle resources for local deployment of services, connec-
tivity to the continuum and access to the relevant local services if needed.
Normally, on premises hooks have very restricted access to local services,
data and deployment resources making their use in the continuum very chal-
lenging.

3.3 Methodology

Figure 3.2 shows our methodology for the Edge-Cloud Continuum scenario
in Section 3.2 based on our architecture in Figure 3.1. The client defines the
service composition workflow to be deployed and annotates it with QoS re-
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Figure 3.2: Our Methodology.

quirements and constraints forming an Annotated Service Composition Tem-
plate. The service provider annotates its facilities with the relevant prop-
erties, indicates hooks reachable by Deployment Agents, and produces the
Annotated Deployment Facilities Graph. The client submits the request for
deployment by submitting the Service Composition Template via Deploy-
ment APIto our Deployment Engine. The Service Composition Template and
the Annotated Deployment Facilities Graph trigger the Deployment Match-
ing process executed by our Deployer Solver in order to generate the De-
ployment Recipes to be used to deploy the given workflow of services on the
Edge-Cloud Continuum.

3.3.1 Annotated Service Composition Template

A Service Composition Template is an abstract representation of the work-
flow of services that a client wants to deploy. It describes the services, their
execution parameters and their interconnectivity configuration.

Definition 3.1 (Service Composition Template). A Service Composition Tem-
plate is a directed graph T = (S,E) where s; € S are services constituting the
graph vertexes, and e; € E are graph edges modeling the interactions between
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two services on both control and data plane. We note that, since T = (S, E) is
a directed graph, each edge represents a one-way interaction, while a two-way
communication requires a cycle made by two edges.

The Service Composition Template can be annotated with specific non-
functional requirements r; € R and constraints k; € K on resources. Fol-
lowing the notation in [15], a requirement 7; is a pair (7, Attr), where ;.7 is
an abstract requirement from a shared vocabulary of properties (e.g., confi-
dentiality, integrity) and r;.Attr is a set of attributes specifying the low-level
characteristics that should be provided. The attribute values induce a hierar-
chy Hpy of requirements (R, <), where R is the set of requirements and <p, is
the partial order. Similarly, a constraint k; € K is a tuple (k,Val, Op), where
kl-.IAc is aresource (e.g., bandwidth, on-premises), k;.Val is the desired value and
k;.Op is the operation on that value. The resource determines what type of
value can be specified, such as integers, booleans, lists, and what operations
can be applied (e.g., =, <, >, €).

Definition 3.2 (Annotated Service Composition Template). LetT = (S, E) be
a Service Composition Template. The Annotated Service Composition Template
TRK is generated annotating vertexes and edges in the template T = (S, E) with
non-functional requirementsr; € R and constraints k; € K.

For instance, a security requirement r; = (Confidentiality, AES256) can be
associated to an edge (i.e., communication channel) ¢;, denoted as eiri, while
a constraint k; = (On-premises, true, =) can be associated to a vertex (i.e.,

ki
a service of the workflow) s; denoted as sj] indicating that the deployment
must be performed on an on-premises facility.

Example 3.2 (Annotated Service Composition Template). Considering Ex-
ample 3.1, we can represent the client service workflow as the annotated tem-
plate TRX with the set of services S = [s]',s,53,5;] and the set of edges
E = [elfl,egl,eﬂ. The expressed requirements are r; = (Confidentiality, Iso-
lation) and ry = (Integrity, Rest), while the posed constraint is k; = (Bandwidth,
200, >).
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3.3.2 Annotated Continuum Facilities Graph

The Cloud Service Provider (CSP) models its Continuum facilities for a given
client as a Continuum Facilities Graph.

Definition 3.3 (Continuum Facilities Graph). The Continuum Facilities
Graph is a directed graph G = (F,L) made of a vertex f; € F for each facil-
ity provided by the CSP. L is the set of edges (here called links) I; connecting
the vertices of the graph. Two vertices f; and f; can be connected by a link |;
if facility f; is reachable from facility f; either through the open Internet or a
dedicated private channel.

Note that the Continuum Facilities Graph is directed and therefore each
link models a one-way connection. We can however express both two-way
and intra-node communication capabilities by defining cycles. In particular,
intra-node communication is represented as a cycle of length 1, i.e., a loop.

The Continuum Facilities Graph generated is then annotated with non-
functional capabilities ¢ € C. Capabilities represent a mechanism to sup-
port both non-functional properties and constraints such as confidentiality,
latency, performance to name but a few. A capability is defined as a tuple
(¢, Spec, Op, Impl), where ¢;.C is either a property or a resource, ¢.Spec is an
attribute if ¢;.C is a property, a value otherwise, ¢;.Op is an operation on ¢;.Spec
(if it is an attribute, Val is always a =), and ¢;.Impl is a set, even empty, of
key-value pairs describing how the facility implements the capability. The
annotated data life-cycle is managed by the service providers, possibly us-
ing certification-based solutions. The selection and implementation of the
associated methodology is out of the scope of this chapter.

Definition 3.4 (Annotated Continuum Facilities Graph). Let G = (F,L) be
a Continuum Facilities Graph. The Annotated Continuum Facilities Graph G©
is generated annotating vertexes and edges in the Continuum Facilities Graph
G = (F, L) with the capabilities ¢; € C (e.g., latency, bandwidth, resources).

For instance, a security capability ¢; = (Channel_encryption, AES256, =)
can be associated to a link /; denoted as lic ', while a capability ¢; = (Edge, true,

=) can be associated to a vertex (i.e., a facility of the SP) f; denoted as fjrj .
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Together, Annotated Service Composition Template and Annotated Con-
tinuum Facilities Graph provide a general framework to describe most kind
of pipeline topologies in the Continuum, addressing (R4).

Example 3.3 (Annotated Continuum Facilities Graph). Considering Exam-
ple 3.1, we can represent the CSP facilities as the annotated graph GC with the
set of facilities F = [f,", fo, fs2] and the set of links L = [I)*, 1}, 15, 13, Is, [s, I7°].
The provided capabilities are c; = (Confidentiality, Isolation, =, []), ¢, = (In-
tegrity, Rest, =, [service: sI; mode: interception]), c; = (Bandwidth, +oo, =, [])
and ¢4, = (Bandwidth, 500, >, []).

3.3.3 Deployment matching

The deployment matching process searches for the most suitable solution
for the QoS-aware deployment of a given service workflow on the Contin-
uum. It takes as input the Annotated Continuum Facilities Graph G¢ and
the Annotated Service Composition Template TRX, generates a set of suit-
able deployment solutions M and among them finds the one M that better
satisfies a given CSP policy (e.g., the lowest operational cost).

The set of suitable deployment solutions M is defined on (S € TREY(F
G©) so that: i) for every edge ¢; € E between any two vertices s; and ;€S
there is a link ; € L between the matching vertices f; and f; € F, ii) for every
pair (s;, f;) in M, the capabilities ¢; of f; satisfy the requirements r; and the
constraints k; of s;; iii) for every edge ¢; between any two vertices s; and s; € S,
the capabilities ¢; of ; between the matching vertices f; and f; € Fsatisfy the
requirements r; and the constraints k; of ¢;. If the set of suitable deployment
solutions M is empty, it means that the deployment of the service workflow
cannot take place in the given continuum, given the QoS requirements and
constraints. If the set of suitable deployment solutions M is not empty, the
deployment matching orders them according to the CSP policy and selects
the first one in the order.

Given the set of deployment solutions M, if the CSP policy refers to op-
erational cost reduction only, a solution like the one in [16] can be adopted.
We will investigate the impact of more articulated CSP policies as well as the
adoption of an optimization approach for finding the suitable deployment so-
lution and contemporaneously addressing such CSP policy in the following
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Algorithm 1 Pseudocode of our deployment matching exhaustive algo-
rithm.

procedure MATCHING(S, F)
matches = @
> Iterate services permutations
for service_perm in perm(S) do
> Services partitioning in |F| facilities
for part in partitions(service_perm, |F|) do
> Test if all requirements are met
valid < true
forr;in R do
if ;(S, F, part) == false then
valid < false
break
end if
end for
if valid then
> Match found
matches = matches U {part}
end if
end for
end for
return matches
end procedure

chapters.

Algorithm 1 shows the pseudocode of our matching function. The algo-
rithm i) iterates over all the permutations of services altering the elements
starting from the beginning of the list; ii) for each permutation it iterates on
its partitions starting from the beginning of the list, thus leaving the largest
partitions containing the most preferred facilities; iii) for each permutation
it checks whether all requirements are met, if that is the case it adds it to
the results partition, otherwise it breaks to the inner for loop; iv) finally it
returns the set of results.
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Figure 3.3: Annotated Deployment Graphs including (a) Annotated Service
Composition Template and (b) Annotated Continuum Facilities Graph, with
the resulting matching.

Example 3.4 (Deployment matching). Let us consider the scenario in Exam-
ple 3.1, the Annotated Template T®X and the Annotated Graph G€, in Exam-
ple 3.2 and Example 3.3 respectively. Let us now apply our matching func-
tion in Algorithm 1 to the services in TRK and the facilities in GC retrieving
a set of possible matching M. Figure 3.3 shows one of the possible solution in
M = {my,my,m3,my}, where my = (s, f1), my = (s3, f2), m3 = (s3, f2), and
my = (4, f3). Here, s; is matched with f; since it is the only facility ensuring
confidentiality. Similarly, s, is matched with f3 since it is the only facility pro-
viding a way to check integrity. Lastly, s, and s3 are matched with f, to provide
large bandwidth between the first three services.
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3.3.4 Deployment Recipes

The purpose of the above deployment matching is to assign each service to a
facility in such a way that all requirements (i.e., QoS and constraints) can be
fulfilled and the CSP internal policy satisfied. However, a mere assignment
is not always enough to enforce the desired properties. For instance, low
latency can be achieved by simply assigning services to the physically clos-
est facility, while, on the contrary, communication channel confidentiality
requires configuring a component or service to handle message encryption
and decryption. To address the above deployment challenges, our method-
ology enriches traditional deployment recipes with hooks metadata. This
metadata is consumed by our Deployment Agents to enable relevant proper-
ties configuring or embedding facility’s services in the service workflow to
be deployed.

Recipes are generated for each service of the workflow in M and contain
the operational instructions for the deployment of both the service and the
supporting facility’s components/services. In particular, a recipe consists of
three parts: i) the deployment configuration of the service, including the im-
age to be used and resources to be allocated,; ii) a description of the support
components/services to be integrated and their parameters (e.g., for an au-
thentication component it includes the list of user credentials); iii) modality
of integration (i.e., none, interception or wrapper).

Example 3.5 (Deployment Recipe). Considering the selected matching Min
Example 3.4, according to our methodology, the relative deployment recipes are
generated for all the servicess; € M. For simplicity let us focus on s, recipe only.
Figure 3.4 shows an excerpt of the sy recipe provided to the deployment agent
in fs, along with the final deployment graph for M. According to the recipe,
the agent, in order to guarantee integrity, has to deploy an additional facility’s
service (service: sp) that intercepts (mode: interception) incoming data from ss,
computes and adds to data a cryptographic checksum, and delivers it to s, for
storing.

We note that details on how the recipes are generated out of the given
selected matching M is out of the scope for this work. We will further inves-
tigate this topic in our future works.
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3.4 Experimental Evaluation

In this section we first describe our experimental settings realizing the sce-
nario in Section 3.2 and then present a preliminary performance evaluation.

3.4.1 Experimental setup

We realized the Edge-Cloud Continuum of our scenario in Section 3.2 as fol-
lows. The software stack used in the Cloud facility was based on MicroK8s.
It allowed to simulate cloud-hosted VPS nodes in a cluster formation sup-
porting auto-scaling as we expect by a Cloud provider. The telco-Edge facil-
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ity was implemented based on Open Source MANO (OSM)!, Free5GC? and
MicroK8s®, respectively implementing the MEC, a simulated 5G core net-
work, and the resource manager. OSM was designed to integrate with the
core network, exposing the services hosted in Kubernetes to the users and
other nodes as Network Functions. The on-premises facility was based on
MicroK8s, configured to handle limited resources. All the nodes were hosted
in the same data center, and were equipped with 4 virtual cores clocked at
2.09GHz and 32 GB of RAM and running Linux 5.4.0 (Ubuntu 20.04 LTS). All
the nodes of the continuum were empowered by our deployment agents com-
municating with our Deployment Engine using the same virtualized network
used by the continuum node.

Our Deployment Engine was implemented using Python 3.10.9 and has
been executed on a machine running Linux 5.15.102 (NixOS) equipped with
an AMD 5900x and 32 GB of RAM.

3.4.2 Performance evaluation

The computational effort needed to deploy a given service workflow using
our Deployment Engine is clearly dominated by the effort required by our
matching function that can be estimated as O(|F 1) where |F| and |S| are the
cardinality of Continuum facilities and services in the workflow respectively.

Figure 3.5 shows the execution time requested by the matching function
varying the number of services s; € S in the workflow and the number of
facilities f; € F of the continuum using logarithmic scale. The performances
were computed on the average of 5 executions for each combination of ser-
vices and facilities. For each execution we randomly generated facilities’
capabilities and services’ requirements. As expected the number of services
|S| dominates the exponential growth of execution time.

The matching algorithm terminates in less than one second when evalu-
ating the cases of 6 services in 5 facilities and 8 services in 3 facilities. As the
number of services increases, the time of execution grows rapidly: the exe-
cution time with 12 services and 3 facilities is 8.11s, which is the last experi-

'https://osm.etsi.org/
https://www.free5gc.org
Shttps://microk8s.io


https://osm.etsi.org/
https://www.free5gc.org
https://microk8s.io

3.4. Experimental Evaluation 45

—o— 3 facilities -%- 4 facilities --m-- 5 facilities
1 1 1 1 1

104 ; - E

103 = o L E

. e s -

] R i

10 o 7 E

. ““_"‘ /x// E

5 10ty T . e F
o e y g
£ 0y o / F
10_1 | ..o““" ;/// o B

El X E

1072 4 w T e E

1 g

1073 4 :""//'/ i
1 i

T T T T T
4 6 8 10 12

Number of services

Figure 3.5: Execution time with increasing number of services s; in the work-
flow and considering 3, 4 and 5 facilities f]

ment configuration to terminate under 10s. The cases 8 services in 5 facilities
and 10 services in 4 facilities terminate respectively in 12.6s and 22.1s. With
larger numbers of facilities and services the algorithm becomes too slow for
practical use: the configuration 11 services in 4 facilities terminates in 91.7s.
The last configuration shown in Figure 3.5 considers 12 services in 5 facilities
and has terminated in 13143s.
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3.5 Chapter Conclusions

In this chapter we described a novel methodology for deploying composed
services in Edge-Cloud Continuum focused on guaranteeing advanced QoS
requirements. The main idea is to exploit the capabilities and the peculiarities
of the different continuum landing platforms to ensure QoS at deployment
time. Our deployment methodology is based on a machine-readable descrip-
tion of the service composition annotated with the QoS requirements and a
meta-description of the capabilities of the landing platforms involved in the
continuum. Based on these machine-readable descriptions, a set of feasible
deployment solution are generated and the relative deployment recipes for
the service composition are selected according to a given policy. We show
the feasibility of our solution in our preliminary experimental evaluation.

The following chapter (Chapter 4) extends the presented methodology to
include vulnerability assessment in the placement decision process. It also
provides a strategy to mitigate recursive migrations, the primary cost driver
in the Continuum environment, and to optimize resource allocation accord-
ing to the CSP policy.



Vulnerability-Aware
Deployment and Migration
Strategies

This chapter presents a vulnerability-aware approach to service deploy-
ment in the Cloud-Edge Continuum. The proposed methodology integrates
vulnerability assessment directly into the methodology presented in Chap-
ter 3, accounting for both migration costs and resource consumption. It en-
ables proactive mitigation of recursive migrations and supports secure, cost-
efficient deployment strategies. Collectively, Chapter 3 and Chapter 4 con-
tribute to the foundation of a QoS- and security-aware approach for deploy-
ing services across Cloud and Edge. The content of this chapter is based
on the following publication: R. Bondaruc, N. Schnepf, R. Badonnel, C. A.
Ardagna, and M. Anisetti, “Vulnerability-Aware Secure Service Deployment in
Cloud-Edge Continuum”, IEEE Transactions on Network and Service Manage-
ment, pp. 1-1, 2025.

4.1 Introduction

The Edge-Cloud Continuum integrates Edge Computing, which brings
computation closer to data sources, with traditional Cloud infrastructures.
This seamless integration supports real-time applications through low la-
tency [135] and enables flexible service placements to satisfy diverse QoS
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requirements [14]. As distributed systems proliferate, non-functional prop-
erties such as performance, reliability, and security become critical alongside
functional correctness. In particular, data integrity is essential in domains
like financial transactions, legal records, and critical infrastructures where
unauthorized data alterations can cause severe disruption.

To meet these needs, deployment must allow explicit specification of user
requirements and provider capabilities. This two-way negotiation enables
services to exploit the Continuum’s advantages without altering application
logic. However, the shared and dynamic nature of this environment com-
plicates security: services migrate between facilities, each introducing vul-
nerabilities that reshape the host’s security footprint. Without visibility into
these risks, safe deployment—especially in low-risk domains such as power
grids or transport networks—becomes impossible.

We therefore argue for proactive vulnerability assessment prior to de-
ployment, enabling users to specify required security levels and providers to
adjust placements dynamically as threats evolve. This is particularly impor-
tant in the Continuum’s multi-tenant setting, where colocated services (from
different tenants or the CSP itself) can impact one another’s QoS and secu-
rity guarantees. Maintaining a global, up-to-date view of the environment is
thus vital.

Our proposed methodology addresses these challenges by: i) modeling
vulnerabilities as first-class requirements in deployment, ii) defining a vul-
nerability scoring mechanism to quantify each facility’s security posture,
iii) introducing a cost-aware deployment strategy that respects both security
and QoS constraints, and iv) providing a framework for adaptive migration,
ensuring requirements remain valid throughout a service’s lifecycle.

The model is illustrated in Figure 4.1, where a client deploys a workflow
of services s; with QoS requirements r;, the CSP offers facilities f; with ca-
pabilities ¢;, and workflows are matched to facilities, with monitoring and
migration triggered when capability changes invalidate requirements.

This approach embeds security directly into deployment logic, enhanc-
ing resilience, reducing migration overhead, and optimizing the alignment
between service needs and infrastructure capabilities across the Edge—Cloud
Continuum.
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Figure 4.1: Workflow of services deployed in the Edge-Cloud Continuum.

4.1.1 Chapter Outline

The remainder of the chapter is organized as follows. In Section 4.2 the re-
lated works are reviewed. In Section 4.3 we propose the extended method-
ology for service deployment in the Edge-Cloud Continuum. In Section 4.4,
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we provide the model formalization. In Section 4.5 we describe the vulner-
ability driven placement optimizing costs relevant to CSPs. In Section 4.6
we put forward a strategy for service migration. In Section 4.7 we evalu-
ate our methodology showing its effectiveness. Finally, the conclusions are
addressed in Section 4.8.

4.2 Related Work

The field of software vulnerability assessment and management, as well as
the placement of services in distributed computing environments, has seen
extensive research over the years. This section reviews key contributions
in these domains, highlighting existing methodologies and identifying open
challenges that motivate the work presented in this chapter.

4.2.1 Vulnerability Assessment

Software vulnerabilities have been widely studied, and vulnerability man-
agement is generally divided into two main tasks: assessing and remediating
vulnerabilities [72]. Considerable research has focused on supporting the
assessment process through techniques for discovering unknown vulnera-
bilities, specifying them once discovered, and detecting their presence using
description databases [27]. These efforts are complemented by approaches
aimed at automating or streamlining the remediation of identified vulnera-
bilities.

Discovering vulnerabilities is a fundamental activity that gives purpose
to the vulnerability management process. Without identified vulnerabilities,
the process would be meaningless. Therefore, the capability to uncover new
threats within the environment is essential. With that respect, testing meth-
ods, including fuzzing approaches, provide a powerful strategy to identify
unknown vulnerabilities. Software applications are commonly designed with
a set of specific goals in mind in order to provide effective solutions to the
stated requirements. While developers pursue efficient functional construc-
tions, testers perform tasks for identifying correctness, completeness, quality
and security of developed computer software. Several approaches under the
tester point of view are used when software tests are designed [121].
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After a vulnerability is discovered, there is often a delay before system ad-
ministrators are notified, and additional time is needed to develop and deploy
corrective patches. This window of exposure, which can last from hours to
years, is frequently exploited by attackers. To address this, consistent meth-
ods for describing and sharing vulnerability information are crucial. The
Common Vulnerabilities and Exposures (CVE) system developed by MITRE
[114, 113] standardizes vulnerability naming and reporting but does not sup-
port their technical assessment. While signature-based detection methods
are used in intrusion prevention and detection systems (IPS/IDS), the lack
of robust standards for signature generation and representation limits their
coverage [38]. The Open Vulnerability and Assessment Language (OVAL),
as part of the SCAP protocol [24, 115], addresses this gap by offering a struc-
tured way to describe vulnerabilities using logical conditions observable in
system configurations. Some research has extended this approach to address
distributed vulnerabilities that span multiple systems [26].

Once vulnerabilities are described, they must be detected within systems
and networks. Black-box approaches like network scanning and fingerprint-
ing assess systems externally to infer information such as running services
and software versions [9]. Grey-box methods go further by inspecting in-
ternal configurations, offering more accurate assessments. Using OVAL for
vulnerability detection exemplifies a grey-box approach, as it encompasses
system configuration modeling, vulnerability state analysis, and results re-
porting.

In addition to device-level analysis, assessing vulnerabilities across an
entire network is essential, as attackers often exploit interdependencies. By
modeling system states and potential attack paths, reasoning engines can
infer vulnerabilities and support automated analysis. For example, MulVAL
provides logic-based, multi-host vulnerability assessment capabilities [149].

Finally, the automation of remediation activities to bring the system back
to a secure state is crucial in order to efficiently minimize the attack surface
of the system over time. In this regard, techniques for evaluating the risks
associated with changes, as the one proposed in [154], provide a support for
vulnerability management, particularly for taking decisions about effective
change implementations. Solutions such as [28] demonstrate the benefits of
verification techniques in order to prevent new vulnerabilities when correc-
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tive operations are executed. While some of these remediation approaches
address distributed vulnerabilities, they do not consider the update process
in itself, and even less its impact on congestion.

4.2.2 Service Placement

A key challenge in Edge Computing is the optimal placement of software
units (i.e., virtual machines, containers, functions or services) of novel dis-
tributed applications. The research community has dedicated considerable
effort to this topic in the last years and a vast number of theoretical results
have been published addressing variations of this problem [87, 150, 158].

In this domain, the authors of [67] propose a two-time-scale framework
for optimizing service placement and request scheduling in edge clouds for
data-intensive applications. The approach achieves over 90% of optimal per-
formance, effectively balancing stability and cost. Similarly, [105] introduces
the RTSO algorithm to enhance service robustness in Edge-Cloud Comput-
ing under dynamic and unreliable conditions. The algorithm optimizes ser-
vice placement by considering service popularity and resource constraints,
achieving near-optimal performance in simulations.

Given the huge impact 5G had in the last years, the vast majority of works
focus on Mobile Edge Computing as their reference scenario. Among them,
[180] proposes a joint resource and service replica placement model in MEC
to optimize resource utilization, energy consumption, and service availabil-
ity. Using an improved NSGA-II algorithm with a two-phase chromosome
representation, the study successfully minimizes resource waste and ser-
vice unavailability compared to existing approaches. In the same direction,
[165] introduces the LB-MCMF algorithm, a network-flow-based approach
to optimize service placement and migration in MEC. It reduces latency and
balances loads across edge nodes, outperforming traditional methods in dy-
namic user access scenarios.

Other works try instead to solve the placement problem in another
groundbreaking scenario, that is, IoT. As an example, [167] proposes a Multi-
objective Dynamic Service Placement (moDSP) algorithm to optimize re-
sponse time and resource utilization in fog computing for real-time IoT appli-
cations. The algorithm, tested using iFogSim, significantly improves dead-
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line compliance and resource use compared to other strategies. In [81], a
Memetic Algorithm-based technique for optimizing application placement
in fog and edge computing is introduced, focusing on reducing execution
time and energy consumption for IoT applications. Finally, [156] proposes a
fog computing framework to optimize 10T service placement, using a genetic
algorithm to reduce communication delays and improve resource utilization.
The approach outperforms centralized cloud solutions in these metrics.

On the other hand, there exist a limited number of works that aim to in-
tersect service placement and security. Among these, the authors of [73]
introduce SecFog, a methodology for securely deploying IoT applications
across Cloud-Edge infrastructures by assessing security and trust. They use
declarative programming to optimize deployment strategies, providing ex-
plainable security assessments. Later, the same authors introduce in [32]
a declarative method for securely placing FaaS orchestrations in the Edge-
Cloud Continuum, focusing on preventing data leaks. The approach, im-
plemented in the SecFaaS2Fog tool, effectively balances security, execution
times, and energy consumption. In [161], instead, a scheduling framework
for edge clouds is introduced, balancing security and response times for time-
sensitive applications. The proposed method reduces risk probability and
processing delays, outperforming other approaches in simulations.

Table 4.1 provides a comparative overview of the most relevant ap-
proaches, highlighting their support for vulnerability evaluation, security-
aware placement decisions, multi-objective optimization, adaptability to dy-
namic environments, and the consideration of service migrations in response
to changing conditions. Although some existing works explore secure ser-
vice placement, none explicitly consider vulnerabilities as a decisive factor
in deployment decisions. Additionally, only a few approaches account for
dynamic environments, and even fewer support service migration when de-
ployment conditions change. Our proposed methodology addresses these
gaps by integrating vulnerability assessment into the placement process and
supporting adaptive service migration, thus enabling secure, flexible, and
QoS-compliant deployments within the evolving Edge-Cloud Continuum.
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Table 4.1: Qualitative Comparison of Existing Approaches.
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Sauve et al. [154]
Farhadi et al. [67]
Liu et al. [105]
Woldeyes et al. [180]
Tang et al. [165]
Trabelsi et al. [167]
Goudarzi et al. [81]
Skarlat et al. [156]
Forti et al. [73]
Bocci et al. [32]
Sun et al. [161]
Our approach
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Legend: v'= Yes, X= No, ~= Partial/limited., F1 = Vuln. Assessment, F2 = Sec.-Aware
Placement, F3 = Multi-Obj. Opt., F4 = Dynamic Environment, F5 = Migration Support

4.3 Methodology

Security is a complex and daunting matter to face due to the many per-
spectives from which it can be tackled. This becomes particularly true in
Cloud-Edge, where security is an end-to-end goal covering from Cloud to On-
premises. The Edge-Cloud Continuum represents a highly heterogeneous
environment, characterized by a diverse array of facilities, each equipped
with its own resources, security features, and flaws. Such flaws are pre-
dominantly introduced by the services deployed in the Continuum which
inevitably carry vulnerabilities with them. Every deployed service has a vul-
nerability footprint given by the vulnerabilities affecting the service, e.g.,
software, network, and configuration vulnerabilities, all of which contribute
to the security impact of the service. The combination of service footprints
shapes the security of the facility on which they run.

The vulnerabilities introduced by a service can lower the security level of
the facility hosting it. This has an impact on both the other services already
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deployed on the same facility and on the subsequent deployment decisions.
With respect to those other services, the security level reached by the fa-
cility can be low enough to make those services migrate to another facility
with a more adequate security level. This can further induce other migra-
tions, causing a ripple effect that can potentially pursue indefinitely. With
regard to future deployment decisions, new services are less encouraged to
be deployed on that facility, depending on their security requirements. If the
security level of the facility gets excessively low, it may no longer be chosen
for any new deployment until some of its services migrate or terminate and
its security level is updated.

The two above cases show how the vulnerabilities of a service have an im-
pact on the other services not only from a security point of view, but also from
a deployment perspective. In particular, the services exposed the most to po-
tential consequences of attacks are those directly interacting with the service
carrying vulnerabilities, that is, those which have a dependency relation with
the vulnerable service. Although containerization technology provides a
method for isolating applications and their dependencies into self-contained
units through a combination of kernel-level features and system-level con-
figurations, there are known ways in which isolation can be circumvented,
exploiting, for instance, kernel vulnerabilities, misconfigurations, shared re-
sources and escape mechanisms [2]. As a consequence, even non-dependent
services can be exposed to vulnerabilities.

Services have a significant influence on the tasks that utilize them, im-
pacting dependent services directly. However, even unused services have
a non-negligible security impact. For instance, a service under a CPU-
intensive attack could monopolize resources, impeding other services from
operating efficiently.

In this work, we introduce a methodology for optimal service deploy-
ment in the Edge-Cloud Continuum that takes into consideration security
and migrations. It involves several steps, including identifying eligible solu-
tions, evaluating cost profiles (that include both traditional QoS-related met-
rics and migration-oriented measures), and selecting the optimal placement.
This methodology is illustrated in Figure 4.2, which outlines the interaction
between key components of the deployment process. The process begins
with the client submitting an annotated Application Workflow model. Si-
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Figure 4.2: Cost optimized service deployment in the Continuum.

multaneously, the CSP defines its Continuum Network model, calculates fa-
cility vulnerability scores, and selects a cost profile. Using these inputs, the
Placement Solver generates feasible solutions that meet vulnerability con-
straints, and the Cost Optimizer selects the optimal one based on the chosen
cost metric. The Placement Solver computes a set of feasible solutions for the
application deployment, which are then evaluated by the Cost Optimizer. In
this work, we consider two types of cost: resource consumption, represent-
ing the amount of computational resources utilized by the deployed services,
and migrations, quantifying the number of services that must be relocated as
a consequence of the deployment decision. The optimizer uses the defined
cost profile to identify the optimal solution, ensuring the service meets both
functional and non-functional requirements. A profile specifies the degree
to which a Cloud Service Provider (CSP) prioritizes migration costs, enabling
dynamic adaptation of the deployment strategy at runtime. The purpose of
employing different profiles is to mitigate the number of migrations by ad-
justing the weight assigned to migration costs within the deployment deci-
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sion process.

A key aspect of our methodology lies in its ability to continuously moni-
tor the vulnerability levels of deployment facilities over time. Since the secu-
rity posture of a node can change due to evolving threat landscapes, updates
to deployed services, or new vulnerabilities being discovered, we incorpo-
rate a dynamic assessment mechanism that regularly evaluates whether each
node still satisfies the security requirements of the services it hosts. When a
node’s vulnerability level degrades below acceptable thresholds, the system
proactively triggers service migrations toward more secure facilities. This
adaptive response not only preserves the intended security guarantees but
also prevents the accumulation of risk in specific areas of the Continuum,
maintaining a balanced and resilient deployment landscape. To illustrate the
proposed methodology, we outline a step-by-step example in the healthcare
domain.

Example 4.1. Modern healthcare systems rely on continuous patient moni-
toring to enable timely medical interventions. IoT devices play a key role in
acquiring real-time physiological data, whose processing demands low-latency
and secure infrastructures [3]. The Cloud-Edge Continuum offers a suitable hi-
erarchical paradigm by distributing computational tasks across edge and cloud
nodes. To give a real-world correspondence of the concepts in the proposed
methodology, we consider a patient monitoring application as a guiding exam-
ple, comprising a set of services designed for data collection, processing, storage,
and visualization. Specifically, these services include: a data collection service
(s4c) responsible for acquiring, through AWS IoT Greengrass, raw physiologi-
cal data from wearable sensors attached to patients; a data processing service
(sap) tasked with analyzing the collected data, detecting anomalies, and gener-
ating alerts for healthcare providers using Apache Spark; a data storage service
(s4s) ensuring the secure preservation of processed data for future reference on
a Oracle MySQL database; and finally, a data visualization service (sy,), which
provides healthcare professionals with real-time dashboards and notifications
based on the processed data, leveraging Tableau Software. The deployment of
this application is supported by a Cloud-Edge Continuum infrastructure, com-
prising an on-premise facility (fo,), two edge facilities (f,, and f,,), and two
cloud facilities (f., and f,).
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4.4 System Model and Problem Formulation

This section delves into the methodology for assessing service vulnerabilities
and for assigning a vulnerability score to each facility, providing a quantifi-
able measure of their security level. The proposed model for assessing vul-
nerabilities is built on the aggregation of individual service vulnerabilities
and their potential interactions. We start by introducing the formal defini-
tions of the elements of our methodology, first of all the annotated Contin-
uum network. All the notation and symbols used in this chapter are reported
in Table 4.2.

4.4.1 Annotated Continuum Network

In our model, grounded on and extending the methodology presented in
Chapter 3, the facilities provided by a CSP are represented as a directed multi-
graph, where nodes model facilities and edges model communication links
between facilities. To represent both the properties held and the resources
provided in the network, each node and edge is annotated with one or more
capabilities ¢ € C.

Definition 4.1 (Continuum network). A Continuum network is an anno-
tated directed multi-graph N© = (F, L, srcp, dstp) consisting of:

« a finite set of nodes (facilities) F,
« a finite set of edges (links) L,

« a source mapping function srcp : L — F assigning its source node to
each edge,

. atarget mapping function dstg : L — F assigning its target node to each
edge.

Example 4.2. Considering Example 4.1, the Continuum network N comprises
a set of 5 facilities, denoted as F = {fp, fe, fe,s fo,» fo,}, and a set of 14 links,
represented as L = {1, ...,114}. The Continuum network depicted in Figure 4.3
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Figure 4.3: Patient monitoring application over the Continuum network.

graphically combines, for readability, bidirectional communication into bidi-
rected edges, although edges are intended to have only one direction and be iden-
tified by one of the two labels associated with them in the figure. The mapping
functions srcg and dstp define the source and target of each link, respectively.
For instance, srcp(l}) = fop and dstp(ly) = f,, specify that link I originates
from facility f,, and terminates at facility f, .
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Each element of the Continuum network has its own peculiarities, in
terms of resources and properties, and can be configured differently from
the others. Annotations reflect such differences by allowing the provider of
the network to declare capabilities on what resources are provided and which
properties are implemented.

Definition 4.2 (Capability Annotation). Let C be a finite set of capabilities
and for each ¢ € C let Dom(c) be the set of possible values of the capability
c. For each ¢ € C, the set Dom(c) always contains the symbol L (incompatible
with other values), meaning that the capability c is not provided. A capability
annotation is a function

ngul : C - UgecDom(c) (4.1)

defined for each facility f € F and each link | € L such that ngul(c) € Dom(c)

forallc € C, e, Y]?ul(c) returns the value of capability c provided by facility f
or link .

Example 4.3. Both facilities and links are characterized by capability an-
notations. For the sake of this example, we consider two capabilities: the la-
tency of a facility with respect to the end user (c;) and the confidentiality at
rest provided by a facility (c,). The capability ¢ is defined over the domain
Dom(c)) = {Low, Medium, High, 1}, whereas the domain of c, is given by
Dom(c,) = {T, L}, where T indicates that confidentiality is ensured, while L
signifies its absence. In this context, the on-premise node offers low latency
but no confidentiality, formally expressed as YEP(CZ) = Low and yﬁp(cc) = 1.
The edge nodes, f,, and f,,, provide medium latency, although only f, ensures
confidentiality. Regarding the cloud nodes, they exhibit both high latency and
confidentiality at rest.

In our problem we assume that each facility f € F has its own software
configuration given by a list of installed software components with different
software versions. A software component is any piece of software installed
on a system, such as a program, package, or executable, that performs specific
functions and typically has a version for tracking updates and compatibility.
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Definition 4.3 (Facility Configuration). Let O be a finite set of software ob-
jects and for each o € O let Dom(0) be the set of possible versions of the software
object o. For each o € O, the set Dom(o) always contains the symbol L (incom-
parable with the other software versions), meaning that the software object o is
not installed. A facility configuration is a function

yJQ : O = UyegDom(o) (4.2)

defined for each facility f € F such that y}Q(o) € Dom(o) forallo € O, i.e,
y})(o) returns the version of the software object o that is installed on the facility

f

Example 4.4. Furthermore, a facility can host a service, which runs a set of
software objects with its own configuration. For instance, facility f., hosts ser-
vice sy, which runs software object 0, = Apache Kafka with a domain defined
as Dom(o;) = {3.0,3.1,3.2, L}. The notation y]%(ol) = 3.0 specifies that the

installed version of 0y on f, is 3.0.

4.4.2 Annotated Application Workflow

In the Continuum, applications are made of services organized in a workflow,
which can be represented as a directed multi-graph. In this representation,
nodes model services and edges model data flow. Symmetrically to facilities
and links, the nodes and edges of a workflow are associated with annotations,
which define requirements on the workflow.

Definition 4.4 (Application workflow). An application workflow is an an-
notated directed multi-graph WRK = (S, E, srcg, dstg) consisting of:

« a finite set of nodes (services) S,
« a finite set of edges (flows) E,

« a source mapping function srcg : E +— S assigning its source node to
each edge,

« atarget mapping function dstg : E — S assigning its target node to each
edge.
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The structure of a workflow imposes a logical dependency between ser-
vices, which are represented as edges in the workflow graph. To preserve ser-
vice dependencies, we ensure that any two connected services in the work-
flow are deployed on facilities that are linked in the same direction. This
guarantees that required communications are supported in the resulting de-
ployment.

Example 4.5. Following Example 4.1, the application workflow WK consists
of a set of services, denoted as S = {s4, Sdp» Sds> sqvy, and a set of flows, repre-
sented as E = {ey, e5, e3}. The mapping functions srcg and dst s define the source
and destination nodes for each flow. For instance, for e, these mappings are
given by srcs(er) = sqc and dsts(e;) = sgp, indicating that flow e, originates
from service Sdp and terminates at service Sdp-

In a service-oriented application, each service has its own demands, in
terms of resources and non-functional properties. Annotations reflect such
demands by allowing users to define requests on the elements of the work-
flow. In this case, however, we distinguish between two kind of annotations:
i) requirements r € R, which refer to non-functional properties implemented
by specific techniques (e.g., confidentiality enforced with AES encryption),
and ii) constraints k € K, which refer to measurable attributes that assess
the resources provided by a facility. At a lower level, requirements refer to
qualitative attributes and can assume only Boolean values (i.e., a property is
implemented or not), while constraints refer to quantitative metrics and can
assume also numerical values (e.g., a facility provides 32 GBs of memory).

Definition 4.5 (Requirement Annotation). Let R be a finite set of require-
ments and for eachr € R let Dom(r) be the set of possible values of the require-
ment r. For eachr € R, the set Dom(r) always contains the symbol L (incom-
patible with other values), meaning that the requirement r is not claimed. A
requirement annotation is a function

Yabe © R = UregDom(r) (4.3)

defined for each service s € S and each flow e € E such that yX,,(r) € Dom(r)
forallr € R, i.e., y&,(r) returns the value of requirement r defined on service s
or flowe.
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Example 4.6. Each service and flow is annotated with requirement specifica-
tions. Analogously to Example 4.1, we consider confidentiality at rest (1) as a
requirement, defined over the domain Dom(r,) = {T,L}. Service sy is char-
acterized by yfdec(rc) = 1, as it does not require confidentiality, given that the
collected data is raw and less sensitive. Instead, service s, requires confidential-
ity due to the sensitivity of the processed health data. The data storage service
(sqs) prioritizes confidentiality to protect stored sensitive information. Lastly,
service sz, does not impose confidentiality constraints.

Definition 4.6 (Constraint Annotation). Let K be a finite set of constraints
and for each k € K let Dom(k) be the set of possible values of the constraint k.
For each k € K, the set Dom(k) always contains the symbol L (incompatible
with other values), meaning that the constraint k is not claimed. A constraint
annotation is a function

y&e © K > UgexDom(k) (4.4)

defined for each service s € S and each flow e € E such that yX,(k) € Dom(k)
for all k € K, i.e., yX,(k) returns the value of constraint k defined on service s
or flowe.

Example 4.7. Each service and flow is also annotated with constraint specifi-
cations. We consider latency with respect to the end user (k;) as a constraint, with
a domain given by Dom(k;) = {Low, Medium, High, 1}. Service s, is charac-
terized by ysdji(kl) = Low, as it necessitates minimal latency to ensure real-time
data acquisition. Service sy, requires low latency for prompt anomaly detection,
while for the data storage service (sgs) latency is less critical and can be high.
Lastly, service sy, requires medium latency to ensure timely and secure access
to patient data.

Similarly to facilities, a workflow has a configuration of the software ob-
jects included in its services given by the function

y$ + O = UsepDom(o) (4.5)

defined for each service s € S such that yso(o) € Dom(o) for all o € O,
i.e., yO(0) returns the version of the software object o that is included in the
service s.
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Example 4.8. Each service specifies a software configuration that defines the
versions of software objects on which it depends. Service sz, runs o, = AWS
IoT Greengrass with version 2.5, sq,, processed data with o3 = Apache Spark
version 3.4, sy; depends on o4 = Oracle MySQL version 8.0, and, finally, sy, relies
on version 2023.1 of software object o5 = Tableau Software, which is formally
expressed as ys(d)v(os) = 2023.1.

4.4.3 Vulnerability Model

For each service deployed on a facility, vulnerabilities from standard
databases such as the Common Vulnerabilities and Exposures (CVE) and the
National Vulnerability Database (NVD) are identified. In our approach, we
consider any vulnerability that can be described using OVAL definitions, in-
cluding version-based software flaws and misconfigurations. Given a facility
f € Fin a cloud network N€, we say that the facility configuration y}) is vul-
nerable if it contains a certain combination of software versions described,
e.g., by OVAL vulnerability descriptions [115]. The OVAL specification is
essentially a Boolean combination of atomic predicates over the statements
about the state (e.g., version number, parameters) of the software compo-
nents installed on a single facility.

Definition 4.7 (Software vulnerability). A vulnerability formula ¢ is a
Boolean combination of atomic predicates of the form:

¥9(0) ™ state (4.6)

where y is the configuration function, x € F, 0 € O, X € {<, =, >} and state €
Dom(0). We say that the vulnerability ¢ manifests in a facility configuration
y]? with f € F in a network N and we note ¢ € ng if substituting x.o X state

with y})(o) X state in all atomic predicates inside of ¢ results in evaluating the
whole formula to true.

Each vulnerability is associated with a severity score o(¢), typically on
a scale from 0 to 10, as provided by the Common Vulnerability Scoring Sys-
tem (CVSS). Subsequently, the interaction between services on a facility are
assessed to identify potential vulnerability chains. Services with network ac-
cess or inter-service communication may compound vulnerabilities, leading
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to a higher risk score. Then, the identified vulnerabilities and their severity
for each facility are aggregated, considering both individual vulnerabilities
and interaction-based vulnerabilities. This aggregation accounts for the di-
versity and severity of vulnerabilities, aiming to provide a holistic view of the
facility security posture. Finally, the aggregated vulnerability score is nor-
malized to a [0, 1] scale, where 1 represents the highest level of vulnerability
(least secure) and 0 represents the absence of vulnerabilities (most secure).
The normalization process considers the maximum theoretical vulnerability
score based on the number and severity of vulnerabilities assessed.

Definition 4.8 (Vulnerability score). Given a Continuum network N¢ =
(F, L, srcg, dstg) with specific facility configurations y}) : 0 = \/,c0Dom(o)
for each f € F, where O is a set of software objects, and a list of vulnerabilities
@15 .- @y, it is possible to compute the overall vulnerability score of a facility
score: F — [0,1] as:

zlggn stgey? (o)

score(f) = (4.7)

Zlgign o)

The vulnerability score is a value characterizing each facility, manifest-
ing to what degree a facility is affected by vulnerabilities or, in other words,
reflecting its level of security. For this reason, it is included among the ca-
pabilities a facility can declare. As a consequence, clients can set constraints
on the services they want to deploy grounded on the vulnerability score. A
client may want that a service is deployed on a facility that guarantees at
least a certain level of security. To achieve this, a vulnerability constraint in
the [0, 1] interval can be set on each service, meaning that the service must
be deployed only on a facility that has a score equal or lower than the con-
straint. As an example, a user can claim a vulnerability constraint, defined
as the lowest vulnerability score a facility can exhibit to host a service, as
k = 0.8, which can be met only by those facilities whose vulnerability score
is 0.8 or lower.

Example 4.9. Let us consider a vulnerability ¢, defined by a combination of
two atomic predicates. Specifically, the vulnerability is characterized by the
conditions y2(0;) < 3.0 A y9(04) < 8.0. The severity associated with the vul-
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nerability is given by o(p;) = 2. Since no facility hosts both objects included in
@1, the vulnerability scores of all facilities is set to 0.

Finally, the service placement problem can be defined.  Given
the list of vulnerabilities ¢,...,¢, from a standard database and con-
sidering i) N ¢ = (FL srcp, dstp) to be an annotated network,
ii) WwRK — (S, E, srcg, dstg) to be an annotated workflow, iii) R and K be the
sets of all possible requirements and constraints, iv) Cbe the set of all possible
capabilities, and v) y\% : S+ /g Dom(s) for all f € F to be a set of initial
facility configurations, the service placement problem can be expressed as
computing a mapping function M : S — F such that for every service s € S
in WRK there exists a facility f € F in N€ satisfying that every requirement
and constraint of s is met by a capability of f. In the case of a vulnerability
constraint, it must occur that score(f) < yX(k,), where k, denotes the vulner-
ability constraint and yX(k,) denotes the value of the vulnerability constraint
on s. It is important to note that the vulnerability score reflects the security
posture of a node, whereas the vulnerability constraint defines the maximum
level of vulnerability that a service can tolerate.

Example 4.10. The services described in Example 4.5 impose vulnerability con-
straints based on their sensitivity to potential security threats. Specifically, ser-
vice sy, exhibits a high tolerance to low security levels, as the data it processes
remains in its raw form, with ydec (k,) = 0.7. Conversely, services sdp and sy re-
quire stringent security measures due to the sensitivity of the processed health
data, with ysljp(kv) = 0.4 and ys{fs (k,) = 0.3, respectively. Finally, service sy,

maintains a balanced security requirement, characterized by ysl{fv(kv) = 0.5.

4.5 Vulnerability-driven Placement

Supporting user requirements provides an improvement in the overall se-
curity level of deployments since it enables automation in the implementa-
tion of the security features, which mitigates the risk of misconfigurations
from users. At the same time, however, it places a hard limitation on the
ability of the CSP to optimize deployment according to business policies.
The CSP no longer has full control over the placement of services, which
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in most cases can be deployed only on a subset of the available facilities.
Nevertheless, optimization can still be performed on costs, since a combina-
tion of requirements generally produces multiple placement solutions. All
possible solutions can then be compared based on business-relevant costs to
choose the best placement from the CSP perspective. A CSP considers sev-
eral costs when taking deployment decisions, including networking (use of
resources such as backbone network, routers and switches), computational
(CPU utilization and power consumption) and storage (amount of memory
used) costs. Each cost is produced as an outgrowth of performing an activ-
ity, e.g., deploying, monitoring, and scaling services, which generally results
in multiple costs to take into account. For instance, monitoring a service
has an impact on performance through both CPU consumption and mem-
ory utilization. Among these activities, migration represents a preponderant
source of cost in the life cycle of a service, both because it involves consider-
able resource usage (especially when data are involved in the migration) and
because it causes a downturn in the service, which results in unavailability
time for the user [85].

In our methodological setup, migration is triggered when a requirement
is no longer met, which situation can occur whenever a change in the de-
ployment environment takes place. This can happen frequently in a shared
environment such as the Cloud-Edge Computing, especially if we consider
the vulnerability score, which can change as frequently as new services are
deployed on a facility. In this case, the more vulnerability constraints are bro-
ken at every deployment, the more migrations are triggered and the higher
is the cost incurred by the CSP. This suggests that minimizing the number
of vulnerability constraints violated when deploying a workflow has a direct
impact on optimizing the cost of migrations. However, multiple costs can be
optimized at the same time. In this work, we consider migration costs, central
to dynamic deployment scenarios, and resource consumption costs, a widely
adopted metric in the literature. However, the framework is extensible and
can incorporate additional cost dimensions, such as communication-related
costs, including inter-facility bandwidth usage and network delay penalties.

In the remainder of this chapter, let wRK — (S, E, srcg, dstg) be an an-
notated workflow and N€ = (F, L, srcp, dstp) be an annotated Continuum
network. Let also R and K be the sets of all possible requirements and con-
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straints, respectively, and C be the set of all possible capabilities.

4.5.1 Migration Costs

Migration costs are incurred when a service requirement is violated. A mi-
gration can be triggered by any change in the environment, both hardware
and software. For instance, a hardware failure can break a constraint, while
the expiration of a certificate can invalidate a requirement. If we take into ac-
count vulnerability constraints, a migration is triggered when the constraint
value is lower than the facility capability. The Instability Indicator identifies
when a vulnerability constraint is violated.

Definition 4.9 (Instability Indicator). Let yX(k,) be the vulnerability con-
straint value of service s and score(f) be the vulnerability score of facility f.
The Instability Indicator I(s) is defined as:

L iy (ky) < score(M(s)),

4.8
0 otherwise (4.8)

I(s)={

where M(s) is the facility where service s is deployed.

The cost €, of migrations triggered by invalidated vulnerability con-
straints can be computed as:

Gi=) % (4.9)
SES

@ represents the cost of a deployment in terms of migrations caused by
vulnerability constraint invalidation. It assumes that the cost of migrating
each service is uniform. If two services have different migration costs (due
to size, complexity, dependencies, etc.), this model can be extended by intro-
ducing a weight wy, for each service s, where w,, represents the relative cost
of migrating service s.

Example 4.11. According to the workflow requirements and constraints, only
two feasible deployment solutions exist within the given environment. In both
cases, service sq. is assigned to facility f,,, sqp t0 fe,, and sz, to fe,. The primary
difference lies in the assignment of service sy, which can be deployed on either
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fe, or fo,- If sqs is assigned to f , this deployment necessitates running software
object o4 on that facility, thereby triggering the vulnerability condition of ¢;.
Consequently, the vulnerability score of f,, increases from 0 to 1, violating the
constraint }/des(kv) = 0.5. As a result, service sz, becomes unstable and requires
migration after deployment. For this solution, the migration cost is given by
G = 1= 0.2s. Alternatively, s 5 can be deployed on f. , where no software
objects are initially hosted. In this case, introducing object o4 to f. would not
raise the facility’s score, which remains within the acceptable range of the ser-
vice constraint. Consequently, for this deployment scenario, the migration cost
is (gl = % =0.

As a business policy a CSP might want to preserve some of its facilities
from vulnerabilities in order to keep them available for those services claim-
ing a low vulnerability level. This can be expressed by a vulnerability upper
bound, indicating what is the highest value the vulnerability capability of a
facility can reach. If a deployment request makes the capability of a facility
exceed its upper bound, the requested services deployed on that facility must
be migrated. Such migration can involve all the newly deployed services or
only the services causing the overflow (if they can be identified). To identify
when a deployment makes a vulnerability level exceed the bound, we define
the Boundary Exceeding Indicator.

Definition 4.10 (Boundary Exceeding Indicator). Let score(f) be the vulner-

ability capability value of facility f and B\Jj be the vulnerability upper bound of
facility f. The Boundary Exceeding Indicator B(f) is defined as:

1 ifscore(f) > B\Jj,

0 otherwise

B(f) = (4.10)

As aresult the cost €, of migrations triggered by vulnerability boundary
exceeding can be computed as:

G =), % (4.11)
feF

As before, it assumes that the cost of migrations is uniform. However,
being B(f) computed on each facility and not on each service, it cannot be
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weighted on the size or complexity of services. Nevertheless, a weight fac-
tor can be introduced in €, build on the number of services in the current
request deployed on the considered facility. Those services, or part of them,
are the cause of the boundary exceeding and, thus, have to be migrated after
deployment.

Example 4.12. Let us consider a vulnerability upper bound for fs, defined as

{}2 = 0.3. If sq; is deployed on f,,, this upper bound would be exceeded, neces-

sitating post-deployment migration of the service. Provided that no additional
upper bounds are violated, the migration cost incurred due to exceeding the
vulnerability threshold is €, = % =0.2.

4.5.2 Resource Consumption Cost

Alongside migrations, a CSP might want to optimize the usage of its re-
sources. Many factors can be considered to model resource consumption,
including traditional parameters such as CPU, memory, and bandwidth, or
more complex insights regarding energy consumption. As an example, we
consider the number of active facilities (i.e., the facilities hosting at least one
service) as a resource consumption parameter. However, other factors are
equally possible. The set of active facilities Uis given by:

U={M(s)|seS} (4.12)

Depending on its business policy, a CSP can minimize the number of
active facilities (encouraging resource consolidation) or can maximize it (po-
tentially for redundancy, fault tolerance, or load distribution purposes). To
accommodate both options, the resource consumption cost €5 can be defined
as:

_ |U|> Ul
@ =d (1 7)ra-9- o (4.13)
where d is a distribution parameter set by the CSP which takes values
in the range [0, 1]. Values closer to 0 foster configurations with fewer ac-
tive facilities, while values closer to 1 favor configurations with more active

facilities.
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Example 4.13. The resource consumption cost is also evaluated for the two
deployment solutions presented in Example 4.11. In this context, we assume
that the provider prioritizes maximizing the number of active facilities, and
thus, the parameter d is set t0 0.7. If service sy is deployed on facility f. , the set
of utilized facilities, U, includes all five facilities (since f., is already allocated
for sy). Consequently, the resource consumption cost is computed as €3 = 0.7 -
(1 - %) +(1-0.7)- g =0.7-0+0.3-1=0.3. Conversely, if sy, is deployed on
fe,» the set U consists of only four facilities, leading to a resource consumption
cost of %3 = 0.38. Therefore, deploying sqs on f, is the preferable option, as it
results in a lower resource consumption cost.

4.6 Recursive Migrations Mitigation

Recursive migrations emerge as a pivotal challenge within our proposed
methodology for service deployment in the Edge-Cloud Continuum. These
migrations are triggered by the invalidation of deployment requirements,
predominantly due to fluctuating vulnerability scores or environmental
changes. Since migration are handled as deployments, this results in a
domino effect, where one migration precipitates another, possibly undermin-
ing service stability and inflating operational costs. Addressing this cyclical
dilemma is crucial for ensuring the robustness and efficiency of service de-
ployments across the Edge-Cloud Continuum.

To mitigate the impact of recursive migrations, we introduce a dynamic
weight function applied to the calculation of the total deployment cost. The
total cost 6, is defined as a combination of migration costs (€; and 65)
and resource consumption cost (€3), adjusted according to the deployment
profile through weights:

Grot = W - (G + 62) + Wy - 63 (4.14)

Note that w; and wy assume values in the range [0, 1], allowing to tip the
balance towards migration or resource consumption costs respectively, and
that w; + wy = 1.

The function f(%); + &) allows to tackle the recursive migrations prob-
lem, by taking a different shape depending on four profiles:
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« Migration-Independent Profile: This profile operates under the
premise that migrations are an inherent aspect of Edge-Cloud Com-
puting dynamic nature. It prioritizes performance and resource opti-
mization without giving special consideration to migration costs. In
this case,

f€1+€)=0 (4.15)

+ Linear Migration Cost Profile: Under this profile, migration costs
are weighted linearly, creating a balance between the frequency of mi-
grations and operational efficiency. The linear profile is given by

f(61+62) =%+ 6, (4.16)

« Exponential Migration Cost Profile: Transitioning to an exponen-
tial weighting of migration costs, this profile aims to significantly pe-
nalize frequent migrations. The adjustment function becomes

(&1 + @) = (61 + 6)" (4.17)
with x > 1, enhancing the penalty on migrations exponentially.

- No Migrations Profile: The most conservative stance aims to
eliminate migrations altogether, significantly impacting deployment
choices to favor long-term stability over immediate performance gains.
The function prioritizes configurations that minimize the potential for
migrations:

0 lf Cgl + (gz =0

G+ 6,) = , ’ 4.18
1@ 2) { oo otherwise (4.18)
The CSP can adopt a progressive mitigation strategy, beginning with a
migration-independent perspective, gradually adopting stricter profiles to
reduce recursive migrations. This iterative refinement allows for flexible
adaptation to varying operational contexts and requirements, minimizing

migrations through progressive constraints on deployment decisions.
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4.7 Experimental Evaluation

In this section, we experimentally evaluate our Cloud-Edge Continuum ser-
vice deployment methodology, focusing primarily on optimizing deployment
costs, which include consumed resources, vulnerability scores, and migration
costs. Using a set of simulated requests and various migration profiles, we
employ an exhaustive algorithm to calculate the total deployment cost (TDC)
and the number of migrations (NoM). For each configuration, we assess: i)
performance in terms of computation time, under different vulnerability con-
straints, ii) differences between the final deployments. Finally, we compare
our approach with the state of the art to evaluate its effectiveness.

4.7.1 Experimental Setup

The experiments were run on a Windows® 11 machine equipped with an
Intel® Core i7 @ 1.3 GHz CPU and 16 GB of RAM. The algorithm was imple-
mented using Python 3.12.1. To evaluate TDC, NoM and computation time,
we randomly generated 100 deployment requests, each encompassing from 2
to 10 services. The number of facilities in the simulated Continuum was 20.
We simulated this scenario 5 times, considering the mean values for the met-
rics computation. To compute the difference between the final deployments
of the four profiles, we considered sets of requests with incrementally grow-
ing size from 10 to 100 requests. Each request included from 2 to 15 services
and, for each services, 2 to 5 facilities were eligible among the 20 available.
This scenario was simulated 5 times and the mean values were considered.

The parameters defined in Section V are instantiated in the experiments
as follows. Migration costs (6; and 6,) are computed by checking whether
vulnerability constraints or thresholds are violated after deployment. The
severity scores used for vulnerability computation are sampled from nor-
malized CVSS values. For the resource cost (63), we control the number
of active facilities, using a distribution parameter d = 0.5, unless otherwise
stated. These values are set uniformly across all simulations unless explicitly
varied in specific scenarios.
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Figure 4.4: Mean cumulative cost over 100 requests with confidence bands.

4.7.2 Deployment Cost Assessment

This experimentation objective is to evaluate the effectiveness of the pro-
posed methodology in reducing the cost of deployment. To do so, we col-
lected in 5 executions the cumulative cost and the cumulative number of
migrations over a batch of 100 simulated requests. To compute the cost we
applied eq. (4.14) with both weights w; and w, equal to 0.5, and set x = 2 for
the Exponential Migration Cost Profile. The applied profiles are incremented
at every migration triggered. In other words, when a new request is handled,
the Migration-Independent Profile is applied. If a migration is necessary, the
Linear Migration Cost Profile is selected, and so on until the No Migrations
Profile is applied. In this way, no more than three rounds of migrations can
occur for each request. We compare the obtained results on the same set of
requests with a baseline implemented by a stochastic approach that selects
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Figure 4.5: Mean cumulative number of migrations over 100 requests with
confidence bands.

the deployment facilities randomly.

Figure 4.4 and Figure 4.5 show respectively the mean cumulative cost
and the mean cumulative number of migrations for the two algorithms over
5 executions of 100 requests. The results show a substantial discrepancy on
both cost and number of migrations, which starts to emerge from the first
requests. On average, our approach menages to reduce TDC by 34.27%, com-
pared to the baseline, and to reduce NoM by 80.61%. Referring to the number
of migrations, we note that the gap between the two approaches is created
in the first quarter of the experiment, while in the rest of it the trends tend
to flatten. This is caused by the fact that, at the beginning of the experiment,
the pool of possible solutions is larger and the baseline, selecting a random
solution from the pool, is more likely to choose one causing migrations. In
contrast, our service deployment methodology outperforms the baseline in
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Figure 4.6: Deployment time and number of solutions over 100 requests, with
different vulnerability constraint threshold A. Time is in solid lines, number
of solutions is in dashed lines.

the first part of the experiment, being able to identify the optimal deployment
strategy in terms of NoM and, as consequence, also in terms of TDC.

4.7.3 Time Performance Evaluation

The focus of this experiment is to evaluate the performance of the proposed
approach and the impact of different values of vulnerability constraints. To
that effect, we generated four sets of services, each with a different vulnera-
bility constraints threshold A, i.e., Ag 25 = 0.25, 435 = 0.5, Ag 75 = 0.75, 4; = 1.
When the threshold is set to A 55, for instance, the generated services are
assigned with a vulnerability constraint ki < 0.25. For each set of services,
we assessed the computation time over 5 executions of 100 requests and col-
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lected the time needed to accomplish each request. Additionally, we assessed
the number of possible solutions for each request.

Figure 4.6 shows, for each A, both the mean cumulative computation time
(solid lines) and the mean cumulative number (dashed lines) of solutions over
the requests. We note that, in general, a stricter A leads to a decrease in the
computation time. In particular, computation time with A5 is 9.03% lower
than the one with no threshold (1), while A 75 takes 24.7% less than A; 5, and,
finally, computation time with A 55 is 49.84% lower then the time with A 75.
Such decrease is caused, as the overlapping patterns of time and number
of solutions in Figure 4.6 underline, by an overall lower number of possible
solutions for the services with a stricter vulnerability constraint, and the op-
posite for the looser ones. We note also that, for all values of A, the majority
of computation time is used for approximately the first 20 requests. After
these, both patterns (time and solutions number) undergo a flattening. This
demonstrates how, in this scenario, after a few deployments the number of
possible solutions drastically decreases and, on the other hand, the number
of missed deployments (i.e., the workflows that have no possible solution and
are not deployed) raises.

4.7.4 Migration Profile Comparison

In this experiment, we aim at evaluating what variation in the deployment
strategy is introduced by the four profiles. To do so, different sets of requests
were generated with length varying from 10 to 100 requests (91 sets in total).
To each set of requests, we executed our methodology four times, one for
each profile. Then, we generated a deployment matrix m = |S| x |F|, where
m; j is 1 if 5; was deployed on f;, 0 otherwise. Subsequently, we computed a
distance metric, in this case the Manhattan distance, between the Migration-
Independent Profile deployment and the other three profiles. We replicated
the simulation 5 times and take into account the mean values.

Figure 4.7 shows the resulting distances for the different length of the
set of requests. Compared to the Migration-Independent Profile deployment
(D1), the Linear Migration Cost Profile deployment (D2) and Exponential
Migration Cost Profile deployment (D3) show similar deployment outputs,
with the latter being on average slightly more different than the former. The
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Figure 4.7: Mean Manhattan distance between Migration-Independent Pro-
file deployment (D1) and Linear Migration Cost Profile deployment, Expo-
nential Migration Cost Profile deployment (D3), and No Migrations Profile
deployment (D4) for different sets of requests.

highest difference is exhibited by the No Migrations Profile deployment (D4),
which implements a stricter behavior than the other profiles. It is worth
noting that the difference gap between the D4 - D1 difference and the other
two increases with the number of requests. This is intuitive, considering that
the more services we introduce in the system, the more likely is it to migrate
and, consequently, the more different will be the decisions taken by each
profile.
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4.7.5 State of the Art Comparison

To evaluate the effectiveness of the proposed approach in comparison to
state-of-the-art service placement strategies, we conducted an experiment
focused on NoM triggered by deployment decisions. In addition to our
methodology, we considered the following benchmarks:

« Stochastic (ST) strategy, also employed in previous experiments, which
randomly selects a deployment facility among the valid candidates;

o MILP-based approach from [67] (denoted as FA), which, given a batch
of workflow requests, produces a placement by optimizing a target
function. To align with the objectives of this study, we adopted €3
as the optimization criterion. Notably, this baseline does not account
for service requirements or constraints;

« An extended version of the MILP-based (Ext-FA) approach that incor-
porates both service requirements and constraints.

« Latency-based Initial Placement (LIP) algorithm from [144]. It is based
on a scoring method that sorts facilities using the networking delays
and their price (i.e., the hourly price paid to use a server).

Consistent with the methodology adopted in previous experiments, we
executed each approach over 100 simulated workflow requests, with d =
0.5 in 63, and recorded the resulting NoM. For the stochastic strategy, LIP
and our proposed approach—being online strategies that process requests
sequentially—the migration count is directly evaluated during execution. In
contrast, FA and Ext-FA operate in batch mode, requiring a post-execution
assessment to determine the number of triggered migrations.

Figure 4.8 presents the average NoM computed across five simulation
runs, expressed as the percentage of migrated services over the total amount
of services (381 on average). The objective of these strategies is to minimize
both the number of migrations and missed deployments. The results indicate
that the proposed approach significantly outperforms the baselines in terms
of migration minimization, resulting in 2.6% of migrations and achieving a
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Figure 4.8: Average number of service migrations and missed deployments
across different deployment strategies, with the objective of minimizing both
of them.

reduction of 65% compared to the stochastic strategy (from 7.6%), 76% com-
pared to Ext-FA (from 11%), 85.5% compared to LIP (from 20.8%), and 95%
compared to FA approach (from 53.5%).

Nevertheless, it is important to note that FA and Ext-FA strategies suc-
cessfully compute a deployment for the entire batch of workflows, whereas
online methods may fail to deploy certain services when no valid assignment
can be found. To highlight this trade-off, Figure 4.8 also reports the percent-
age of missed deployments, overlaid on the migration counts. Our approach
results in 4.4% of missed deployments, in stark contrast to the 27% of failed
deployments observed in the stochastic strategy and 66.4% in LIP. Missed de-
ployments occur because the online approach handles requests individually,
leading to resource exhaustion at needed facilities. Though unacceptable
for critical applications, this can be mitigated by involving multiple CSPs or
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scaling resources dynamically as failures arise.

4.8 Chapter Conclusions

This chapter introduces a comprehensive methodology for vulnerability-
aware service deployment in the Edge-Cloud Continuum. By evaluating the
vulnerability footprint of deployment targets and considering the impact of
target platform vulnerabilities on the deployed service workflow, we outline
a strategy that significantly enhances security posture and deployment effi-
ciency. The proposed vulnerability assessment and scoring model, ranging
from 0 (least secure) to 1 (most secure), provides an approach for evaluating
node security in real-time, allowing for dynamic and informed deployment
decisions. The implementation of this model into the deployment process
enables a more secure, efficient, and adaptable Edge-Cloud Continuum. It
addresses a critical gap in current practices by providing a mechanism to
quantify and mitigate the risks associated with service deployment, thereby
improving the overall trustworthiness and reliability of distributed comput-
ing environments. As future work, we plan to further integrate the vulnera-
bility assessment and scoring mechanism with existing service deployment
tools and workflows, to automate and streamline the deployment process,
and to investigate advanced optimization approaches in order to further im-
prove the deployment decision process.

While our methodology provides a formal and practical framework for
vulnerability-aware service deployment in the Cloud-Edge Continuum, sev-
eral limitations remain. First, the current model assumes a centralized
decision-making process, which may not scale efficiently in large, distributed
environments. Second, our approach relies on static vulnerability assess-
ments based on predefined OVAL definitions, potentially limiting adaptabil-
ity to emerging threats. Third, we have not yet integrated our methodology
with existing orchestration frameworks, which could facilitate broader adop-
tion.

In the following chapter (Chapter 5), we leverage the provided frame-
work to build a workflow definition language that allows to express service
requirements and adjust the final deployment on the specific property im-
plementation of the target facility.
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Table 4.2: Table of Notations.
Notation | Section | Definition
N 441 Continuum network
F 4.4.1 Set of Continuum facilities
L 4.4.1 Set of links between facilities
sreg(l) 441 Source node of link [
dstr(D) 441 Destination node of link /
C 4.4.1 Set of facility capabilities
Dom(x) 4.4.1 Domain of variable x
ngul(c) 441 Value of constraint ¢ annotated on facility f
or link
0 4.4.1 Set of software objects
yJQ(o) 44.1 Software configuration on facility f
w 4.4.2 Application workflow
S 4.4.2 Set of services
E 442 Set of flows
sres(e) 4.4.1 Source service of flow e
dstg(e) 441 Destination service of flow e
R 442 Set of service requirements
K 442 Set of service constraints
yR (r) 4.4.2 Value of requirement r annotated on service
sor flowe
rK (k) 4.4.2 Value of constraint k annotated on service s
or flow e
y9(0) 4.4.2 Software configuration of service s
) 443 Software vulnerability
a(p) 443 Severity of vulnerability ¢
score(f) 443 Vulnerability score of facility f
I(s) 45.1 Instability indicator of service s
B(f) 45.1 Boundary exceeding indicator of facility f
61 4.5.1 Cost of vulnerability constraint invalidation
G, 45.1 Cost of boundary exceeding
U 4.5.2 Set of active facilities
G3 4.5.2 Cost of resource consumption
Grot 4.6 Total deployment cost




Polymorphic Workflow
Description Language

This chapter presents a polymorphic workflow description language for the
Cloud-Edge Continuum. The language extends traditional workflow models
with annotations and choreography-based constructs, supporting adaptive,
secure, and efficient deployment of service compositions. It enables develop-
ers to define workflows in a way that is both expressive and execution-ready,
bridging the gap between abstract specifications and practical deployment.
The work presented in this chapter moves towards the materialization of the
abstract framework introduced in Chapters 3 and 4 by proposing an imple-
mentation of the deployment process based on containers. The description
language inherits from our graph-based representation of workflows, build-
ing a concrete example application. The content of this chapter is based
on the following publication: R. Bondaruc, A. Ovena, M. Perfumo, M. Gala,
E. Damiani, and M. Anisetti, “Secure and Polymorphic Composition of Service
Workflows in the Cloud Continuum?, in 17th International Conference on Man-
agement of Digital Ecosystems, 2025.

5.1 Introduction

The specification of workflows is central to the execution of complex, dis-
tributed applications. Traditional workflow description languages (WDLs),
such as BPEL, were designed for centralized, cloud-based orchestration and
struggle to capture the decentralized, heterogeneous, and dynamic nature of
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the Cloud-Edge Continuum. They often lack constructs for runtime adapt-
ability, secure annotations, and efficient representation, limiting their ability
to support property-driven deployment of modern service compositions.

The motivation for this chapter stems from the need for a workflow lan-
guage that goes beyond static orchestration and embraces the polymorphic,
distributed reality of continuum computing. Existing WDLs either provide
limited expressiveness or are too rigid to accommodate context-driven de-
ployment decisions. In particular, they fail to link abstract service specifi-
cations with the constraints and capabilities of continuum facilities, forcing
developers to bridge the gap manually.

The goal of this chapter is to design a polymorphic WDL tailored for
the Cloud-Edge Continuum. The proposed language introduces annotations
for non-functional requirements, supports choreography-based interaction
models, and integrates with a polymorphic deployment engine capable of
interpreting workflows and generating deployment-ready instances. This
allows developers to specify workflows at a high level while ensuring that
they can be executed efficiently and securely across heterogeneous infras-
tructures.

The contributions of this chapter include: i) a polymorphic methodology
for extending workflows with QoS-aware annotations, ii) a choreography-
based WDL that captures decentralized interactions while supporting se-
cure and adaptive execution, and iii) an experimental validation showing im-
provements in representation efficiency and runtime performance compared
to existing WDLs.

5.1.1 Chapter Outline

The remainder of the chapter is organized as follows. Section 5.2 presents our
polymorphic service composition methodology. Section 5.3 illustrates the ar-
chitecture implementing our methodology. Section 5.4 introduces cWDL, our
polymorphic modeling language for choreographic workflows. Section 5.5
discusses the experimental evaluation of the proposed methodology. Finally,
Section 5.6 outlines the conclusions.
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5.2 Polymorphic Methodology

In this chapter, we consider a scenario in which: i) users aim to design and
deploy data processing workflows composed of various tasks, and ii) a Cloud
Service Provider (CSP) offers its Continuum (CSP Continuum) for workflow
deployment, supporting workflow design through a platform such as the one
proposed by MUSA [12]. A workflow is defined as a composition of services
organized in a graph structure, where each node represents a service. By def-
inition, a workflow encompasses the concepts of sequentiality (i.e., a service
must be executed before others), parallelization (i.e., multiple services can
be executed concurrently), and inter-service communication, represented by
the edges of the graph.

To compose their workflows, users generate a workflow deployment re-
quest by selecting a set of services from a registry, that is, an indexed cata-
log containing available services, their images, and functional descriptions.
Services are selected based on the operations they implement, the man-
ner of the implementation, and output formats. After selecting a service,
users may annotate it with non-functional requirements that specify the re-
sources and properties expected from the facility that will host the service.
Non-functional requirements include QoS constraints (e.g., latency, execu-
tion deadlines, resource demands), as well as privacy and security-related
constraints, such as confidentiality, integrity, and authentication.

Once the workflow request is completed and annotated, it is submitted to
the PDE, which computes the optimal placement for each service and orches-
trates the deployment across the CSP Continuum. This Continuum consists
of a set of computational nodes arranged in a graph, with each node repre-
senting a facility. Due to the potential limitation in reachability across the
infrastructure, the edges of the graph denote the available communication
links between pairs of facilities. Each facility is annotated with its capabili-
ties, i.e., the resources it hosts and the security properties it guarantees.

Non-functional properties can be provided by a facility in one of two
ways: inheritance or overriding. Inheritance applies when deploying a ser-
vice on a facility inherently satisfies the required property. In other words,
no additional mechanism is required to ensure the requested property other
than selecting that specific node for the deployment. For instance, confiden-
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tiality at rest is inherited when a facility employs an encrypted file system,
as any service using that system automatically benefits from the property. In
contrast, overriding is required when the desired property cannot be guaran-
teed solely by the deployment node and necessitates additional operations.
This typically involves modifying the workflow with the injection of one or
more support services, following defined patterns (discussed in Section 5.4.3).
A support service is thus a service originally not part of the workflow, but
is added by the PDE to enforce a property. An example of overriding is the
enforcement of integrity, achieved by injecting a service that computes a
cryptographic signature of the data before it is processed by the target ser-
vice.

The ability to override the workflow endows our approach with poly-
morphism, enabling the workflow structure to adapt to varying deployment
contexts. Specifically, our methodology supports: i) describing the workflow
(©) by selecting tasks using our cWDL language; ii) annotating tasks, inter-
task channels, and the entire workflow with non-functional requirements to
yield an enriched description (©”); and iii) generating a deployable workflow
instance (©) along with its corresponding deployment recipe (8,) for execu-
tion on the given CSP Continuum.

Example 5.1 (Reference Scenario). Consider a pharmaceutical company aim-
ing to perform molecular development via molecular-specific simulation work-
flows. Assume the company has an agreement with a given CSP implementing
our PDE. According to these agreements, the CSP Continuum may include nodes
located on the pharmaceutical premises (e.g., for data collection) and is utilized
for deploying the company’s workflows. Given the sensitive nature of pharma-
ceutical research, the following non-functional properties must be guaranteed:
i) only authorized users are permitted to execute specific analytics on designated
molecules; and ii) fine-grained control is enforced over the integrity, security and
intellectual property of the developed molecules.

5.3 Architecture

Figure 5.1 illustrates the architecture implementing the methodology intro-
duced in Section 5.2. It is composed of: i) a registry that stores the set of
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Figure 5.1: Deployment architecture including a Polymorphic Deployment
Engine (PDE) interpreting annotated workflows and deploying them in the
Cloud-Edge Continuum.

available tasks for workflow composition; ii) a high-level description of the
workflow © and its annotated version ©’ to be deployed; and iii) the PDE
engine, responsible for generating, deploying, and executing the workflow
on the CSP Continuum using the underlying CSP deployment technology.
The PDE engine is the core component of the architecture and operates
through four main phases. First, in the language interpretation phase, it
parses the annotated workflow ©” expressed in cWDL to verify its syntactic
and semantic correctness (e.g., ensuring the workflow is connected and well-
formed). Second, it performs service placement, computing an execution
plan that satisfies both functional and non-functional requirements. Third,
during the annotation implementation phase, it applies polymorphic trans-
formations to the workflow to enforce non-functional requirements that can-
not be fulfilled by existing tasks. For example, if authentication is required
but not natively supported by any task, the PDE engine injects an appropriate
authorization service, thereby producing the workflow instance ©. Finally,
in the recipe generation phase, it creates a deployment artifact ©, tailored to



88 5. Polymorphic Workflow Description Language

E Authentication E

Task annotation

. Conversion —
H False
v { Confidentiality |
E Authentication E
nlSk ------- )
i Confidentiality : v ""l_n-t.e;;;i-t;f """ 1
f True E Authentication E
I m <_

Communication
annotation

Figure 5.2: ® workflow for our scenario in Example 5.2. The workflow is
represented in a graphical form, with annotations depicted as dotted rectan-
gle attached to the relevant tasks.

the target environment (e.g., Docker Compose, Kubernetes, AWS Step Func-
tions, HPC clusters), enabling automated deployment and execution.

Example 5.2 (© and ©’). Consider the scenario introduced in Example 5.1,
where a pharmaceutical company designs a molecular docking workflow. The
process begins with the selection of tasks to construct the workflow ©. First,
the ParseDb task retrieves data from the company’s databases. Next, the Con-
version task transforms two-dimensional molecular representations into three-
dimensional structures. Finally, the Docking task executes the molecular dock-
ing process. The client then annotates the entire workflow with an authenti-
cation requirement, adds channel confidentiality annotations to ParseDb and
Conversion, and applies an integrity annotation to Docking, thus producing the
annotated workflow ©’, illustrated in Figure 5.2.

5.4 Choreography-based WDL Language

In this section, we introduce cWDL, our proposed language for defining
choreographic workflows of services within the polymorphic methodology.
c¢WDL builds upon WDL by adopting a choreographic execution model and
incorporating support for security annotations. Unlike orchestration, chore-
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ography eliminates the need for a centralized entity managing the data flow;
instead, the control is distributed among the services themselves. The gram-
mar of cWDL is derived from the OpenWDL standard, from which it inherits
most structures and keywords [172]. The main differences lie in the defi-
nition of workflows and the mechanism used to connect tasks. In cWDL,
tasks are modeled as services that not only implement the functional logic
but also manage communication with subsequent tasks. Thus, workflows are
expressed as chains of tasks in which each task explicitly defines the next step
upon completion.

A choreographic workflow consists of two sections: definitions and
tasks. The definitions section serves as the workflow header and includes
metadata necessary for workflow execution, such as version, options, depen-
dencies, data structures, and the starting task. Data structures are specified
in a C-like syntax, enabling precise definition of the data exchanged between
tasks. The starting task is declared in this section using the start construct.
The tasks section describes how each service is built and executed, and sup-
ports security annotations.

5.4.1 Tasks

A task is composed of several sections: input, command, runtime, and next.
The input section defines the task inputs and constants, specifying their data
types and names, as well as any constant values. The command section lists
the shell commands to be executed once the inputs are provided, and sup-
ports an escape syntax for referencing variables. The runtime section con-
tains key-value pairs specifying the execution environment, including con-
tainer runtime and image details. The next section determines the subse-
quent task to invoke after execution, using the call construct to map outputs
to the inputs of the next task. Variables, constants, and conditional logic can
also be used via the if construct to define conditional workflows. If a task
produces the final output of the workflow, it includes a result section spec-
ifying the result structure, which is returned only if no subsequent task is
invoked.

Example 5.3 (Task definition). In the © workflow from Example 5.2 expressed
in cWDL, the ParseDb task takes a File input named Db, and its output is aligned
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with the requirements of the subsequent task, to which it is forwarded as input.
Additionally, the molecules struct (defined in the workflow header) is instanti-
ated as data. This variable is passed to the next task (Conversion or Docking) via
the call construct, alongside Db. The logic of ParseDb is defined in the command
section, where data is extracted from Db using the syntax ~ {Db}.

5.4.2 Annotations

cWDL supports two types of annotations on a workflow ©: transforma-
tion annotations and constraint annotations. Transformation annotations,
declared using the with keyword, modify the workflow structure (e.g., by
adding tasks to enforce polymorphic behaviors). Constraint annotations,
specified via the runtime or comms keywords, define execution parameters
(e.g., performance or resource requirements) or communication properties
(e.g., secure channels between tasks).

Example 5.4 (Task annotation). Authentication is enforced globally using the
with auth annotation on the start call. Encryption between tasks is configured
through the comms section, where confidentiality is set and HTTPS is specified
as the secure protocol. Furthermore, the ParseDb task includes constraint anno-
tations in its runtime section, detailing the container version, engine, node type,

and RAM allocation.

5.4.3 Workflow Instance Generation

The annotations specified within the workflow are processed by the PDE
engine, which handles both constraint annotations and transformation an-
notations. Constraint annotations are evaluated in a subsequent stage, im-
mediately prior to recipe generation, to guide deployment decisions. Trans-
formation annotations, instead, are translated by the PDE into predefined
patterns, classified as follows: i) global patterns, which affect all tasks in the
workflow (e.g., the auth pattern in Example 5.4); ii) intra-task patterns, which
modify only the annotated tasks; and iii) inter-task patterns, which affect in-
teractions between the annotated task and one or more downstream tasks
(e.g., the HTTPS pattern in Example 5.4).
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As an example of an intra-task pattern, an availability pattern introduces
task replication within the workflow. This approach is fully transparent to
other tasks, thereby preserving a black-box model in which intra-task mod-
ifications remain encapsulated and isolated from the broader composition.

Example 5.5 (©). Consider the annotated workflow ©' described in Exam-
ple 5.2. The PDE engine applies the annotations to generate the instantiated
workflow ©. In this case, the global authentication annotation in ©' is imple-
mented by adding an authentication task at the beginning of the workflow to
provide an authentication mechanism (e.g., certificate-based or OAuth-based).
Additionally, each task is augmented with authentication features by injecting
authentication logic into their container images, enabling them to authenticate
against the authentication service. The PDE engine also enforces channel en-
cryption for the ParseDb task and appends a signature-verification task after
Docking to ensure data integrity.

5.5 Experimental Evaluation

We evaluated the proposed language along two primary dimensions: work-
flow representation efficiency (measured by the length of the workflow de-
scription) and runtime performance (measured by total execution time). This
evaluation highlights the benefits of our choreography-based PDE in com-
parison to existing solutions built on WDL and the Common Workflow Lan-
guage (CWL) [51]. For this purpose, we selected three representative work-
flows with distinct complexity and operational characteristics: i) a molecular
docking workflow following the reference scenario in Example 5.1, ii) a code
pipeline simulating a typical DevOps automation process, iii) an MLP data
pipeline for model training and evaluation. The code pipeline involves three
services to download data from a source, process it, and upload it to a desti-
nation, respectively. The MLP data pipeline features five services to down-
load the training dataset, perform preprocessing, train the model, evaluate it,
and upload the results. These workflows encompass realistic use cases with
diverse computational structures, data dependencies, and security require-
ments, allowing us to assess the flexibility and generality of our approach.
Before evaluating runtime performance, we illustrate the process of recipe
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generation in a Docker-based deployment environment. Additionally, we re-
port on preliminary experiments evaluating the PDE engine’s ability to gen-
erate deployment artifacts for HPC environments, thereby demonstrating the
platform-agnostic nature of our methodology. In this context, we consider
MLP-based data-intensive workflows derived from the UAERep project [25,
4] as a representative benchmark for HPC execution.

5.5.1 Experimental settings

All experiments were conducted on a virtual machine provisioned with 4
vCores and 6 GB of RAM, hosted on a system equipped with an Intel® Core
i5-10400 CPU running at 2.90 GHz and 3200 MHz RAM. Each workflow was
executed 100 times to ensure statistical robustness. Execution times were
measured from workflow submission to completion, encompassing all or-
chestration and task execution phases. To mitigate the influence of anoma-
lies, outlier values exceeding two standard deviations from the mean were
discarded prior to analysis, ensuring that the reported results reflect stable
and representative performance trends.

5.5.2 Representation efficiency

Figure 5.3 reports the number of lines of code required to describe the three
workflows using WDL, CWL, and ¢WDL. Overall, code length across the
three workflows ranges from approximately 75 to 150 lines. It can be ob-
served that CWL consistently results in the most verbose implementations,
reflecting its higher syntactic overhead and lower level of abstraction. In
contrast, WDL and ¢WDL exhibit comparable conciseness, which is ex-
pected given that c(WDL extends WDL by adapting it to a choreographic and
pattern-based paradigm.

In the first experiment, with Molecular Docking workflow, CWL required
approximately 150 lines of code, making it the most verbose among the three.
WDL reduced this to around 120 lines, offering a more compact specification.
Notably, cWDL produced the shortest implementation, with approximately
95 lines. This reduction is primarily attributed to the use of predefined pat-
terns (e.g., the authentication pattern), which eliminate the need for devel-
opers to manually implement recurring non-functional features such as au-
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Figure 5.3: Code length comparison.

thentication. By abstracting these concerns, cWDL simplifies workflow de-
sign, standardizes the handling of cross-cutting properties, and reduces the
potential for errors or inconsistencies.

In the second experiment, Code Pipeline, which involves a simpler work-
flow, WDL and cWDL resulted in nearly identical code lengths. This outcome
reflects their shared syntactic foundation: ¢WDL preserves the readability
and simplicity of WDL while offering additional expressiveness through op-
tional patterns. Conversely, CWL again required substantially more lines of
code, reinforcing its verbosity even for straightforward workflows.

Finally, in the third experiment, MLP Training, we evaluated the lan-
guages in a more complex, data-intensive context. Here, c(WDL was imple-
mented without the use of patterns, resulting in a code length similar to that
of WDL. This demonstrates that cWDL is capable of maintaining the core
advantages of WDL even in pattern-free scenarios. More importantly, it un-
derscores cWDL'’s flexibility: developers can selectively apply patterns when
beneficial, while still leveraging a syntax that remains concise and consistent
for workflows that do not require them.
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Table 5.1: Comparison of execution times across different languages.

Experiment Metric cWDL WDL CWL

Code Pipeline Mean (ms)  9863.57 38668.97  7588.72
Min (ms) 8240.00 33235.00 6680.00
Max (ms)  13416.00 46351.00 10505.00
CV (%) 11.57 7.37 13.10

Molecular Docking Mean (ms)  8460.66  6764.70  7203.21
Min (ms) 3753.00 4024.00 6002.00
Max (ms) 22290.00 11235.00 13173.00
CV (%) 33.58 23.21 21.96

MLP Data Mean (ms)  8260.62 43626.79 10630.31
Min (ms)  6476.00 37397.00  8820.00
Max (ms)  13586.00 51033.00 22512.00
CV (%) 18.43 7.03 21.02

CV (%) represents the Coefficient of Variation, calculated as the standard
deviation divided by the mean, expressed as a percentage.

5.5.3 Runtime performance

Execution time is a critical metric for evaluating workflow systems, particu-
larly in the Cloud-Edge Continuum, where latency, resource constraints, and
overall completion time significantly impact performance. While our pre-
vious analysis examined code length as a measure of language readability
and maintainability, runtime performance directly determines the feasibility
of deploying workflow solutions in production environments. The chore-
ographed execution model of PDE, in contrast to the orchestration models of
WDL and CWL, introduces a fundamentally different paradigm whose per-
formance warrants careful evaluation.

This experiment aims at evaluating the impact of the choreographed
model on runtime performance compared to orchestration-based alterna-
tives. An additional distinction is that PDE generates a Docker Compose file
that can be executed manually, offering operators the flexibility to inspect
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and modify it prior to execution. For comparability in our experiments, we
used a Bash script to automate the execution of the PDE-generated composi-
tion, thereby aligning it with the execution methods used for WDL and CWL.
The three benchmark workflows employed in our study reflect common real-
world computational patterns. The MLP Data and Code Pipeline workflows
share elements such as file transfers via curl, whereas the Molecular Dock-
ing workflow emphasizes compute-intensive tasks without network transfer
overhead.

Table 5.1 presents the mean, maximum, and minimum execution time
statistics for the three workflows across all tested languages. Several no-
table patterns emerge from this data. Overall, it can be seen that cWDL and
CWL perform similarly across all experiments, while WDL shows a signifi-
cant slowdown compared to the others. This anomaly, only present in Code
Pipeline and MLP Data, could be caused by the use of web requests, as the
task that took the longest to complete was DownloadFile. Given that iden-
tical commands were used across all languages, this bottleneck highlights
differences in execution handling between the paradigms. With reference to
the code pipeline, cWDL and CWL significantly outperform WDL, due to the
limitations discussed above. In particular, cWDL and CWL yield comparable
results, with CWL demonstrating marginally superior performance. In the
Molecular Docking experiment, which operates without web requests, WDL
achieves the best performance with the fastest execution times. CWL and
c¢cWDL maintain equivalent performance characteristics throughout these
tests. In the case of MLP Data experiments, the results align with the findings
on code pipeline, with cWDL being the fastest.

To preliminary showcase the versatility of our PDE methodology in han-
dling complex pipelines across diverse deployment platforms, we designed
and implemented the advanced data-intensive pipelines of the UAERep
project for execution on HPC infrastructure. The UAERep pipelines are ded-
icated to rainfall estimation and forecasting, leveraging a variety of hetero-
geneous data sources, including radar observations, satellite imagery, and
precipitation gauge measurements, to generate accurate predictions. In this
preliminary evaluation, for the sake of simplicity, the HPC environment is
equipped with a specific configuration of Docker, Docker Compose, and the
necessary libraries to support the execution of pipeline tasks by authorized
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users in advance. The UAERep pipelines were specified using cWDL and
executed through the PDE framework, resulting in two deployment recipes:
one targeting our local experimental environment, and the other tailored for
the UAERep HPC cluster. Although the two deployment recipes are largely
similar, they differ in the data gathering phase. In the HPC cluster, data ac-
cess is restricted to authorized users and confined to a designated directory,
necessitating a specialized retrieval procedure. To accommodate these con-
straints, the data gathering tasks were polymorphically adapted within the
PDE framework, ensuring full compliance with the access mechanism.

5.6 Chapter Conclusions

In this chapter, we introduced a polymorphic workflow composition method-
ology for choreographed workflows that dynamically adapts to specific se-
curity requirements and deployment contexts. We proposed PDE, an en-
gine generating deployment recipes that preserve non-functional properties
such as security and privacy. We evaluated PDE against existing workflow
execution environments across both traditional cloud platforms and high-
performance computing (HPC) clusters, demonstrating its ability to perform
better in terms of complexity and remain infrastructure-independent.

The following chapter (Chapter 6) presents the final contribution of this
thesis, that is, an RL-based approach to efficiently solve the placement prob-
lem in the Cloud-Edge Continuum. The approach builds upon the workflow
and Continuum structure formalized in this work and provides a model to
optimize several deployment-related costs, including resource consumption,
property provision, and service acceptance.



Reinforcement Learning for
Service Placement

This chapter presents a reinforcement learning methodology for service
placement in the Cloud-Edge Continuum. The proposed approach formu-
lates placement as a Markov Decision Process and leverages advanced DRL
algorithms to optimize deployment under multiple objectives, including la-
tency, resource utilization, and security. The methodology introduces a spe-
cialized training process and evaluates its effectiveness through extensive
experimental analysis. This chapter pursues the effort, started in Chapter 5,
to materialize an end-to-end deployment process and offers a practicable im-
plementation of the matching function first formulated in Chapter 3.

6.1 Introduction

Service placement in Cloud-Edge Continuum is a highly complex problem.
It involves assigning services to heterogeneous resources while balancing
latency, cost, energy consumption, and security. While latency, cost and en-
ergy optimization have been deeply researched in the literature, security is
the aspect that has received the least attention over the years. Despite that,
critical applications require security properties, such as those comprised in
the CIA triad (confidentiality, integrity, availability), to be enforced through-
out the entire application life-cycle. Data processed by medical imaging
or patient monitoring applications contain sensitive information, while au-
tonomous vehicles could cause serious harm if data is tampered. In addi-
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tion, the service placement problem is inherently NP-hard, and traditional
optimization approaches, such as linear programming, heuristics, or meta-
heuristics, often fall short in dynamic, large-scale environments [95]. They
either fail to adapt in real time or require prohibitive computational effort,
limiting their applicability in practice.

The motivation for this chapter is the growing promise of reinforcement
learning (RL) as a paradigm for placement optimization. RL is well-suited for
environments characterized by uncertainty, variability, and high dimension-
ality, as it enables agents to learn effective policies through interaction with
the system. Recent advances in deep reinforcement learning (DRL) further
extend this potential, offering the ability to scale to complex problem spaces
and integrate multi-objective optimization.

This chapter presents a reinforcement learning methodology for service
placement in the Cloud-Edge Continuum. The methodology models place-
ment as a Markov Decision Process (MDP), defines appropriate states, ac-
tions, and rewards, and employs a specialized DRL algorithm to optimize
deployment. In addition, it integrates security-aware constraints, ensuring
that the resulting policies are not only efficient but also robust against vul-
nerabilities.

The contributions of this chapter are threefold. First, we provide a formal
MDP-based system model for service placement in heterogeneous environ-
ments. Second, we define an RL methodology and algorithmic design, includ-
ing the use of Maskable PPO for efficient multi-objective learning. Third, we
evaluate our methodology by comparing the proposed approach with heuris-
tic and state-of-the-art solutions, highlighting its effectiveness in reducing
missed deployments, overprovisioning, and resource variance.

6.1.1 Chapter Outline

The remainder of this chapter is organized as follows. Section 6.2 introduces
the system model and deployment metrics. Section 6.3 presents our rein-
forcement learning methodology. Section 6.4 reports on the experimental
evaluation. Finally, Section 6.5 concludes the chapter.
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6.2 System Model

The Cloud-Edge Continuum represents a large-scale, heterogeneous, and
dynamic environment in which services must be deployed while satisfying
both functional and non-functional requirements. In our work, we focus on
resources and security properties as the primary non-functional dimensions,
leaving aside latency and vulnerability details that were considered in previ-
ous studies [17, 33]. The system model provides the formal basis for casting
service placement as a reinforcement learning problem. It describes both the
underlying infrastructure and the structure of applications, and defines a set
of cost metrics that guide placement decisions.

6.2.1 Annotated Continuum Network

We begin by describing the infrastructure. The Continuum is naturally mod-
eled as a graph structure capturing the facilities and their interconnections.

Definition 6.1 (Continuum network). A Continuum network is an annotated
directed graph

Ne = (F,L), (6.1)

where F = {fy, fo, ..., fip|} is the finite set of facilities and L C F x F is the
set of directed links between them.

Facilities can correspond to large-scale cloud data centers, regional edge
servers, or small on-premise installations. This diversity reflects the actual
deployment landscape, where high-capacity cloud nodes coexist with more
resource-constrained edge nodes. Each facility f € F exposes two types of
characteristics:

» Resource capacities. Quantitative descriptors of the available com-
putational power, memory, and storage, expressed as a vector

Cp= (cjcpu, c}”em, c?is"). (6.2)

These values define the amount of CPU cores (cjcjJ “), memory (c}”em),
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and storage space (c%s%y available to a facility and determine how many

and what kind of services a facility can host concurrently.

« Security properties. Qualitative descriptors of the protections imple-
mented by a facility, modeled as a subset

Secg C P, (6.3)

where P is the set of all possible security properties considered in the
system (e.g., confidentiality, integrity, compliance with a given stan-
dard). In our model, these properties are abstract, we are not concerned
with the underlying mechanisms (encryption schemes, isolation tech-
niques, etc.), but rather with their presence or absence.

This abstraction is crucial in the Cloud-Edge context, as different facili-
ties may be operated by distinct providers and may expose only a subset of
the expected security features. By modeling them as simple annotations, we
allow service placement algorithms to reason explicitly about where security
requirements can be met, rather than how they are implemented.

6.2.2 Annotated Application Workflow

The Continuum infrastructure provides resources to deploy applications. In
the scope of this work, we consider applications structured as workflows of
services.

Definition 6.2 (Application workflow). An application workflow is repre-
sented as an annotated directed graph

W = (S,E), (6.4)

where S = {sq, sy, ...,5|5|} is the set of services and E C S x S is the set of
directed edges capturing inter-service dependencies.

Each service s € S demands a defined amount of resources, determined
by a demand vector

Ry = (s, yimem, ydisky, (6.5)
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representing CPU cores (rs"), memory (™), and storage space (r#s¥)

required. In addition, each service has a set of required security properties

Req, C P, (6.6)

defining the minimum set of properties a facility must have to host the
service.

The graph structure of the workflow encodes ordering constraints: if
(s;,5;) € E, then service s; must be deployed in a way that permits its out-
puts to reach s;. In practice, this implies that dependencies must be placed
on facilities connected by at least one path in Np. Although our model ab-
stracts communication delays, we maintain these constraints to ensure that
workflows remain executable after placement.

A deployment is defined as a mapping function

M :S—F, (6.7)

which associates each service with a facility. This mapping must respect
both the resource and security feasibility conditions described next.

6.2.3 Feasibility Constraints

The first requirement of a valid deployment is that services do not exceed the
resources available on the chosen facilities. For every service s € S mapped
to a facility f = M(s), we must have

C;‘Du > rsCPu, c}nem > pmem leciSk > r;iisk' (6.8)
The second requirement concerns security properties. A service can only

be placed on a facility if all of its required properties are guaranteed by the
facility. Formally, it is defined as

Reqs C Secy. (6.9)

Definition 6.3 (Feasibility). A placement M is feasible if and only if, for every
service s € S, the conditions eq. (6.8) and eq. (6.9) hold.
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Feasibility ensures that services receive both the computational resources
they require and the level of security demanded by their specification. If
either condition fails, the deployment is invalid.

6.2.4 Deployment Metrics

Although feasibility is a necessary condition, it is far from sufficient to guar-
antee an effective placement. Different feasible mappings may lead to very
different system behavior. For instance, one mapping may overload a single
facility, another may consume scarce security-enabled facilities unnecessar-
ily, and a third may fail to deploy some services altogether. To distinguish
between such cases, we define four cost metrics that quantify deployment
quality.

6.2.4.1 Deployment Cost

Deployment cost reflects the trade-off between consolidating services on few
facilities and distributing them across many. Consolidation reduces the op-
erational overhead of maintaining active nodes, while distribution improves
resilience and may facilitate future deployments.

Definition 6.4 (Deployment cost). Let U C F be the set of facilities actually
used by a deployment. The deployment cost is defined as

U] U]
Cigep=a-—+(0—-a)-(1-——=], (6.10)
PR IF]
where « € [0,1] controls the preference. When a — 0, consolidation is
favored, minimizing the number of active facilities. When a — 1, the system
encourages wider distribution.

6.2.4.2 Missed Deployment

Even if most services are placed, a deployment may fail to accommodate
some due to resource exhaustion or missing properties. This reduces the
effectiveness of the infrastructure and is penalized accordingly.
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Definition 6.5 (Missed deployment). The missed deployment cost is defined
as

1
Criss = 1o Z Lniss(S), (6.11)
|S| SES
where L, (s) = 1 if service s is not deployed and 0 otherwise. The metric
ranges from 0 (all services placed) to 1 (no service placed).

6.2.4.3 Deployment Imbalance

A deployment may be feasible but inefficient if some facilities are heavily
loaded while others remain idle. This imbalance may degrade performance
in practice and reduce robustness to failures. We capture this aspect using
variance-based measures.

Definition 6.6 (Deployment imbalance). Let u’", /7™ u®s* denote the uti-
lization ratios of CPU, memory, and disk resources at facility f. The imbalance
cost is

1 .
Cimp = E(Var(ucf’”) + Var(u™™) + Var(ud”k)), (6.12)
where the variance is computed across all facilities. Lower values indicate
more balanced load distribution.

6.2.4.4 Overprovision

Overprovision occurs when a service is assigned to a facility that offers more
security properties than the service requires. Although feasible, this wastes
scarce secure facilities and can block the deployment of future services with
stricter requirements.

Definition 6.7 (Overprovision). For a service s deployed on facility f, the over-
provision is defined as

1 if Reqs C Secy and Reqs # Secy,

Lver(s, f) = (6.13)
0 otherwise.
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The overprovision cost is then

2 Tover(s, M(5)). (6.14)

seS

1
Cover = E
This metric is particularly relevant in security-aware placement, as fa-
cilities offering strong security properties are typically fewer in number and
should be preserved for services that explicitly require them.

6.2.4.5 Total Cost

Finally, we combine the four components into a single objective.
Definition 6.8 (Total cost).
Crot = Wdepcdep + WinissCrmiss + WimbCimb + WoverCovers (6.15)

where weights Wyep, Wiiss> Wimb» Wover = 0 are parameters. By adjusting
them, system administrators or learning agents can emphasize different priori-
ties, such as maximizing acceptance rate, balancing load, or conserving secure
nodes.

6.3 Reinforcement Learning Methodology

The deployment metrics defined in Section 6.2 provide quantitative criteria
for evaluating service placements. However, solving the placement problem
through combinatorial optimization is infeasible at scale and under dynamic
workloads. RL offers a way to derive adaptive strategies by interacting with
a simulated environment: the RL agent observes the system, selects place-
ment actions, and receives feedback in the form of rewards tied to deploy-
ment quality. Over time, the agent learns to balance conflicting objectives
such as avoiding missed deployments, reducing imbalance, and minimizing
overprovision.

To this end, we cast service placement as a Markov Decision Process
following the framework illustrated in Figure 6.1, and formalize each com-
ponent.
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Figure 6.1: Learning framework that uses EdgeSimPy as Edge-Cloud Contin-
uum simulator.

6.3.1 MDP Formulation

The service placement problem is defined as an MDP /# = (S, 4, P, R, y),
where & is the state space, & the action space, Pthe transition function,
R the reward function, and y € [0, 1] the discount factor.

6.3.2 Observations

The observation vector provides the agent with the most relevant informa-
tion about the system state. It must include both the supply side (available
resources and properties of facilities) and the demand side (requirements of
the next service). In this way, the agent can compare what is offered with
what is required, and make informed placement decisions.

At decision step ¢, the observation 4; is constructed with facility and ser-
vice descriptors.

The facility descriptors represent, for each facility f € F, the normalized
remaining resources
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cpu €U mem _ gmem . disk _ jdisk
¢ —dp g odi g —dy
cpu > mem > cdisk >
f

cs Cr

resf = (6.16)

where d¥ " d}"em, dj‘f“k are the amount of used resources, alongside its
binary vector of provided security properties Secy C P.

The service descriptor represents, for the current service s € S, the nor-
malized demand vector

cpu mem disk
T ¥
R, = ( s s S ) (6.17)

cpu’ mem’ i
maxgy rif" maxy rg™ max,, rdisk

together with its property requirements vector corresponding to Reg, C
P.

The full state vector is the concatenation of all facility descriptors and
the current service descriptor as

3y = [resfl, Secf, ... resg,; Secfm, Ry, Reg;]. (6.18)

This design ensures that the agent perceives both infrastructure status
and request requirements, making it possible to learn placements that bal-
ance supply and demand.

6.3.3 Actions

The actions correspond to feasible decisions: assigning the service to a spe-
cific facility, or rejecting it if no facility is suitable. This reflects the real-world
orchestration task and allows the agent to explicitly account for missed de-
ployments. The discrete action space is

d =Fu {@reject}- (6.19)

Each action either maps the current service to a facility f € F or rejects
it with ,,je. Infeasible actions (e.g., insufficient capacity or missing prop-
erties) are excluded through action masking, which acts as a filter to avoid
unwanted results. This prevents the agent from exploring meaningless or
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invalid options, improving sample efficiency and stability.

6.3.4 Transitions

Transitions describe how the system evolves after a placement decision: re-
source capacities decrease, imbalance may increase, and overprovision may
occur. Capturing these dynamics is essential, since decisions taken at time
t dictate feasibility at time ¢ + 1. The transition function P deterministically
updates the environment given state J; and action «,. If the service is de-
ployed on facility f, the facility’s resources are reduced and the system met-
rics (deployment cost, imbalance, overprovision) are updated accordingly. If
the service is rejected, it contributes to the missed deployment cost. In either
case, the next state 4;,; corresponds to the updated infrastructure and the
next pending service.

6.3.5 Rewards

The reward integrates the four deployment costs. It is the central driver
of learning, guiding the agent to minimize undesirable outcomes (missed de-
ployments, imbalance, etc.) while still respecting feasibility. At each decision
step, the agent receives an immediate reward equal to the negative weighted
sum of costs

7= _<Wdepcdep(t) + WinissCmiss(t) + WimpCimp(t) + Wovercover(t)>- (6.20)

This formulation aligns the agent’s learning objective with the placement
optimization goal, that is, maximizing long-term reward and, correspond-
ingly, minimizing long-term deployment costs.

6.3.6 Episodes

Finally, episodes are structured as workflows. This allows the agent to learn
from sequences of decisions, rather than isolated placements, encouraging
strategies that remain effective across the lifetime of an application. An
episode corresponds to the deployment of an application workflow. It starts
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with an empty mapping and ends when all services are processed or when a
maximum step limit is reached. The cumulative reward of an episode mea-
sures the quality of the overall deployment.

6.3.7 Algorithm Choice

We adopt Proximal Policy Optimization with action masking. PPO is a
policy-gradient algorithm known for its robustness and stability. The clipped
objective prevents destructive updates, a common issue in dynamic and high-
dimensional environments like ours. Action masking is essential, as it avoids
infeasible actions and accelerates exploration.

Standard PPO is a policy gradient algorithm. It improves the policy 7y by
iteratively sampling trajectories, estimating advantages, and applying gradi-
ent ascent on a clipped surrogate objective. This objective prevents overly
large updates that could destabilize training:

LCLIP(g) = ]I:Zt[ min (7}(0)&7;, clip(74(0),1 —e€,1 + e)d;)], (6.21)

LGSNED)
ﬂeold(@th)
policies, ) is the advantage estimate, and € is the clipping parameter. This
ensures updates remain within a “trust region” around the previous policy,
combining stability with efficiency.

where »/(0) = is the probability ratio between new and old

However, applying standard PPO to service placement faces a major is-
sue, as the action space contains many infeasible actions. For example, a
service may request confidentiality and integrity, but many facilities lack
one of these properties. Exploring those infeasible actions is wasteful, and
penalizing them post-hoc (by giving negative rewards) slows down learning.
Maskable PPO extends PPO by introducing action masks directly into the
policy sampling step.

At each state 4, the mask is a Boolean vector m(s) € {0,1
m(3); = 1 if action «; is feasible and m(4); = 0 otherwise.

}W', where

Instead of sampling from the full distribution my(:|3), the algorithm sam-
ples from a masked distribution:
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mg(@|s) -m(3)s
Z@’EM”G(@’M) -m(3) ‘

In practice, this means the logits of infeasible actions are set to —co be-
fore applying the softmax, ensuring they have zero probability. This mod-
ification preserves PPO’s clipped objective but ensures that all updates are
conditioned only on feasible actions. The surrogate loss is unchanged in
form, but the action distribution is masked:

(als) = (6.22)

LCLIP-MASK(gy — ]Et[ min (7‘{‘4(9).327;, clip(#gw(ﬁ), 1—¢1+ 6)-527;)], (6.23)

. M _ ”éw (CAED)
with 7y (9) = W.

The advantages of Maskable PPO are its sample efficiency, as exploration
is focused exclusively on valid actions, accelerating policy improvement, and
its reduced variance, since the agent no longer receives large negative re-
wards for infeasible attempts, which often dominate the reward signal. Addi-
tionally, even early in training, the agent respects hard feasibility constraints,
avoiding misleading results and enhancing safety.

In our context, this is critical. The proportion of infeasible actions grows
with the number of facilities and properties. Without masking, the agent
would waste most of its rollouts on actions that cannot succeed. With Mask-
able PPO, the effective action space is reduced dynamically at every step,
making the algorithm scalable.

6.4 Experimental Evaluation

In this section, we present the experimental evaluation of our RL-based
model for service placement in the Cloud-Edge Continuum. The analysis
focuses on three main aspects: i) optimization of resource utilization bal-
ance, ii) performance with respect to property overprovisioning and missed
deployments, and iii) computation time of the placement process.

For training and evaluation, we employed EdgeSimPy, an Edge-Cloud
simulator that supports the deployment of containerized, service-based ap-
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plications across a network of nodes. The simulator allows specifying the
characteristics of the nodes (e.g., CPU, memory, and storage) as well as the
requirements of the services to be deployed (e.g., CPU, memory, and storage
demands). We extended the simulator to incorporate security requirements
and capabilities. The resulting environment is then wrapped to ensure com-
patibility with the Gym interface.

To benchmark the model’s performance, we compared it against the fol-
lowing baseline strategies:

« Stochastic (ST) strategy: randomly selects a node among those avail-
able.

« Greedy strategies: pool of approaches that evaluate all possible place-
ment options and selects the one yielding the lowest reward according
to a give metric, including CPU usage (Greedy-CPU), memory usage
(Greedy-Mem), available storage space (Greedy-Disk), resource usage
imbalance (Greedy-Imb), amount of overprovisioned services (Greedy-
OP), and deployment cost (Greedy-DC).

6.4.1 Experimental Setup

All experiments were conducted on a machine running Ubuntu 24.10,
equipped with an Intel ® Core 17 12850HK 16-Core (24-thread) CPUs @ 4.80
GHz, a Nvidia RTX A3000° GPU, and 32 GB of RAM. The algorithms were
implemented in Python 3.12.3, with training carried out using RL Baselines3
(v2.6.1).

Each experimental scenario comprises 500 services distributed across 50
applications (10 services per application) and deployed over 7 infrastructure
nodes. At the beginning of each simulation, node characteristics and service
demands (CPU, memory, disk space, and security properties) are randomized.
The parameters used in the simulation setup are listed in Table 6.1.

6.4.2 Missed Deployments

This experiment evaluates the number of services that remain undeployed
at the end of an episode (500 steps). The metric reflects both the efficiency
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Table 6.1: Parameter settings.

Parameter Symbol Value
Number of services S 500
Number of workflows w 10
Number of facilities F 7
Number of properties P 2

CPU demand re pu [1, 4]
Memory demand rinem {2, 4} GB
Storage demand rs‘liSk [20, 30] GB
CPU capacity c;p ! (190, 200]
Memory capacity c;’fem {256, 521} GB
Disk capacity c?iSk {2, 4} TB
Learning rate oy 8.8-107°
Discount factor Y 0.96
Update frequency Neopy | 512 iterations

of the resource distribution and the effectiveness of the deployment strategy
over time.

As shown in Figure 6.2, across 100 simulations with 500 services each,
ST is the strategy that performs considerably worse compared to the oth-
ers. Among greedy strategies, Greedy-Disk and Greedy-DC reach a higher
amount of missed deployments, showing that they are not sufficient alone to
optimize the number of accepted services. Our strategy outperforms all the
benchmark strategies, exhibiting good performance in keeping the number
of rejected services low. Among the greedy strategies, Greedy-OP achieves
the lowest number of missed deployments, confirming that avoiding over-
provisions can increase the number of accepted services in our system set-
ting. The results of all experiments are reported in Table 6.2.

6.4.3 Overprovisioning

This experiment assesses the model’s ability to minimize overprovision-
ing, i.e., assigning services to nodes offering more properties than re-
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Figure 6.2: Average number of missed deployments over 100 simulations
with 500 services each.

quired. Avoiding overprovisioning is desirable, as it preserves the capacity
of resource-rich nodes for future service placements.

Over 100 simulations with 500 services each, Maskable PPO and greedy
strategies yield similar results (shown in Figure 6.3). In this evaluation, ST
performs better that the other approaches, although this result stems from
the fact that more services remain undeployed. As fewer services are suc-
cessfully deployed with the ST strategy, there are fewer services that can
be overprovisioned. The same argument can be applied to Greedy-Disk and
Greedy-DC, that show poorer performances in the missed deployments eval-
uation.
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Table 6.2: Comparison of MaskablePPO, Stochastic, and Greedy strategies
across evaluation metrics (mean + std over 100 simulations).

Approach Missed Overprovision Vari-
Deploy- ance
ments
Maskable PPO  51.28 + 55.72 337.53+42.44  0.05+0.01
Stochastic 169.99 +44.19  247.64 +34.50  0.05 £ 0.02
Greedy-CPU 65.51 £ 61.11 325.61 £46.35 0.03+0.01
Greedy-Mem 68.2 = 63.77 32337 +£4792 0.04 £0.01
Greedy-Disk 93.54 £ 60.56 303.54 £ 46.02  0.07 £ 0.02
Greedy-Imb 73.35 £ 64.56 319.4 + 48.27 0.05 £ 0.01
Greedy-OP 62.41 £ 62.90 328.03 +£47.50  0.08 =0.04
Greedy-DC 100.22 £ 54.09  298.22 + 41.20 0.1 £0.03

6.4.4 Resource Distribution Variance

This experiment investigates how evenly the model distributes resource de-
mand across nodes, considering CPU, memory, and storage utilization. A
lower variance across nodes helps prevent early saturation, thereby preserv-
ing resources for later stages of the simulation and enabling the placement
of more services.

Results are shown in Figure 6.4. After 100 simulations with 500 services
each, our approach is outperformed only by Greedy-CPU and Greedy-Mem.
Greedy-Imb, which places services with the aim to use the computional re-
sources of facilities as evenly as possible, starts the simulations with the
lowest variance, but gets outperformed after ~150 services by the three best
strategies. ST, performing a uniformly random placement, shows a low final
variance with an approximately linear trend. Conversely, Greedy-OP and
Greedy-DC show the worse behavior with a distinct peak at ~300 services
followed by a descending trend resulting from the saturation of the resources.
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Figure 6.3: Average number of overprovisioned services across 200 simula-
tions with 100 services each.

6.5 Conclusion

This work presented a reinforcement learning approach for security-aware
service placement in the Cloud-Edge Continuum. By modeling the problem
as a Markov Decision Process and employing Maskable PPO, we developed
a placement strategy that accounts for resource heterogeneity and security
requirements while minimizing deployment cost, missed deployments, im-
balance, and overprovisioning.

Experiments on an extended version of EdgeSimPy show that the pro-
posed method performs competitively, reducing constraint violations and
achieving results close to exhaustive search while outperforming stochastic
baselines.

The following chapter (Chapter 7) draws the conclusions of the thesis.
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100 simulations with 500 services each.
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Conclusions

In this thesis, we investigated the challenges of service composition and
placement in the Cloud-Edge Continuum, with a focus on data-intensive and
security-sensitive applications. The thesis aimed to bridge the gap between
the promise of continuum computing and the limitations of current deploy-
ment strategies, languages, and optimization methods.

After introducing the motivations and objectives (Chapter 1), we re-
viewed related work in service placement, workflow description languages,
and reinforcement learning approaches (Chapter 2). We then proposed a
QoS-aware deployment framework (Chapter 3), a vulnerability-aware place-
ment methodology (Chapter 4), a polymorphic workflow description lan-
guage (Chapter 5), and a reinforcement learning approach for placement op-
timization (Chapter 6). Each of these contributions was validated experimen-
tally, demonstrating their feasibility and effectiveness.

The following sections summarize the contributions (Section 7.1) and
outline open challenges and directions for future work (Section 7.2).

7.1 Summary of the Contributions

The contributions of this thesis are manifold and address key challenges in
service composition and placement.

QoS-Aware Deployment Framework. We presented a novel framework
for deploying service compositions in the Cloud-Edge Continuum. The
framework models workflows and facilities using annotated graphs and
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performs requirement-resource matching to generate deployment recipes.
This property-driven approach enables developers to deploy applications
across heterogeneous infrastructures while preserving non-functional
requirements such as latency, integrity, and confidentiality.

Vulnerability-Aware Placement and Migration. We proposed a
methodology that integrates vulnerability assessment directly into place-
ment decisions. By modeling vulnerabilities and their impact on service
stability, the approach accounts for migration costs and introduces mech-
anisms to mitigate recursive migrations. This improves both the security
posture and the efficiency of deployments in dynamic environments.

Polymorphic Workflow Description Language (cWDL). We designed a
workflow description language tailored for the continuum, extending exist-
ing models with annotations, choreography constructs, and polymorphism.
The language is supported by a deployment engine capable of interpreting
annotated workflows and generating polymorphic deployment artifacts.
This bridges the gap between high-level workflow design and executable
deployments, enhancing flexibility and runtime adaptability.

Reinforcement Learning for Service Placement. We formulated service
placement as a Markov Decision Process and introduced a reinforcement
learning methodology leveraging Maskable PPO. This contribution includes
the formalization of system states, actions, and rewards, as well as the inte-
gration of security constraints into the training process. Experimental eval-
uation shows that our RL-based approach significantly reduces missed de-
ployments, overprovisioning, and variance compared to heuristic and base-
line methods.

Together, these contributions advance the state of the art in contin-
uum computing by offering theoretical models, practical tools, and validated
methodologies for secure, efficient, and intelligent service composition and
placement.



7.2. Future Work 119

7.2 Future Work

The research presented in this thesis opens several directions for future
investigation.

Integration of Multiple Objectives. While our RL methodology accounts
for latency, resource efficiency, and security, future work should extend it
to consider energy efficiency, carbon footprint, and cost-awareness. These
objectives are increasingly important for sustainable computing and green
Al

Trust and Decentralization. The proposed frameworks rely on system-
level models and trusted placement decisions. Future research could
explore decentralized orchestration mechanisms, leveraging blockchain
or distributed consensus to enhance transparency and trust in continuum
deployments.

Compositional Security Guarantees. Extending the vulnerability-aware
approach to composite workflows remains an open challenge. Certifying the
security of entire service compositions based on the properties of individual
services and facilities would significantly enhance trustworthiness.

Adaptive and Self-Evolving Workflows. The proposed cWDL supports
polymorphism and annotations, but future work could extend it with
self-adaptive mechanisms, where workflows evolve at runtime by learning
from past deployments and adapting to changing conditions.

Large-Scale Real-World Validation. While this thesis includes experi-
mental evaluations, future work should focus on large-scale industrial pilots,
integrating our methodologies into real ecosystems such as 5G-enabled
smart cities, healthcare infrastructures, or critical manufacturing pipelines.

Hybrid Learning Approaches. The reinforcement learning methodology
could be combined with traditional optimization techniques or metaheuris-
tics in hybrid frameworks, exploiting the strengths of both approaches for
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faster convergence and higher quality decisions.

7.3 Closing Remarks

This thesis has proposed frameworks, languages, and methodologies that
collectively enable secure, QoS-aware, and intelligent service deployment in
the Cloud-Edge Continuum. By addressing fundamental challenges in place-
ment, workflow description, and optimization, the thesis contributes to mak-
ing continuum computing a viable paradigm for future distributed systems.

The work presented here constitutes a step toward trustworthy and effi-
cient service orchestration across heterogeneous infrastructures, but it also
highlights the vast research opportunities that remain. Bridging the gap be-
tween theoretical models and large-scale industrial adoption will be the key
to unlocking the full potential of the Cloud-Edge Continuum.
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Publications

This work has appeared in varying forms, in the form of journals and
conference papers. In the following we report papers and articles published
or submitted used in this thesis.

P1:

QoS-Aware Deployment of Service Compositions in 5G-
Empowered Edge-Cloud Continuum
Co-authors: M. Anisetti, F. Berto
In: Proc. of 2023 IEEE 16th International Conference on Cloud Computing
(CLOUD), Fuly 2023
Abstract: Nowadays, modern service compositions are increasingly
adopted in critical scenarios where advanced Quality of Services
(QoS) such as low latency, security, and privacy are fundamental.
The landing platforms for the deployment of such compositions are
progressively becoming capable to offer capabil-ities that support
such advanced QoS requests (e.g., low latency via 5G network slice)
spanning the Edge-Cloud Continuum. Actual deployment solutions
focus mainly on resource allocation (i.e., CPU, memory, and storage),
falling short of addressing advanced QoS and unleashing the true
potential of the Edge-Cloud Continuum. In this paper, we present an
automatic QoS-aware deployment solution for composed services in
the Edge-Cloud Continuum. It compares QoS requests on the service
composition with the capabilities of a given continuum in order to find,
generate and execute suitable deployment recipes. Our preliminary
experimental evaluation demonstrates the feasibility of our solution in
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a realistic scenario.

P2: Advanced IoT Edge Architecture for Smart City

P3:

Co-authors: M. Anisetti, D. Cazzetta

In: Proc. of 2023 17th International Conference on Signal-Image Technol-
ogy & Internet-Based Systems (SITIS), Nov. 2023

Abstract: In the last few years, terms like Internet of Things, Cloud
Computing and Edge Computing have captured a lot of attention from
both scientific and industrial perspectives. They are independent but
closely related concepts, and their use extends into several scenarios,
such as Smart Agriculture, Smart Home, autonomous vehicles, and
Smart City, to name but a few. Among the Smart City solutions,
Smart Parking aims to solve the problem of parking space and parking
management in big cities, since the search for free parking spaces
brings along a serious cost, air pollution and stress issues. The objective
of this article is to propose an Edge Computing architecture tailored
for Smart Parking solutions, addressing the challenges of real-time
data processing and efficient parking management. This architecture
integrates a Deep Learning solution based on Gated Recurrent Units
(GRU) to accurately forecast the number of available and occupied
parking spaces.

MUSA: A Platform for Data-Intensive Services in Edge-Cloud
Continuum

Co-authors: M. Anisetti, C. A. Ardagna, M. Banzi, F. Berto, E. Damiani, A.
Pedpretti, A. Pisati, A. Retico

In: Lecture Notes on Data Engineering and Communications Technologies,
vol. 203.

Abstract: In the rapidly evolving landscape of modern applications,
the Edge-Cloud Continuum emerges as a pivotal paradigm, promising
unprecedented flexibility and efficiency in service deployments. As
the demand for low-latency, high-throughput applications intensifies,
the Continuum provides a dynamic framework, enabling the distri-
bution of computational tasks between centralized cloud servers and
decentralized edge devices. However, the transition from traditional
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cloud-centric models to the Continuum introduces complexities that
necessitate careful consideration. Besides development, Continuum ap-
plications call for a placement process with the aim to allocate services
to the best suitable deployment node, according to application require-
ments and nodes capabilities. Furthermore, controlling non-functional
properties within the Cloud-Edge Continuum and balancing trade-offs
between performance, reliability, and security becomes increasingly
intricate in this distributed architecture. This paper addresses the above
challenges proposing MUSA, a deployment platform for data-intensive
workflows of services integrating continuous non-functional properties
verification.

P4: Vulnerability-Aware Secure Service Deployment in Cloud-Edge
Continuum
Co-authors: M. Anisetti, C. A. Ardagna, R. Badonnel, N. Schnepf
In: IEEE Transactions on Network and Service Management, 2025
Abstract: Software weaknesses and vulnerabilities are continuously
discovered and rapidly evolving. Their direct and indirect interference
with the business process workflow execution is neither fully under-
stood nor addressed by the current literature. The strict control of the
vulnerability footprint of the landing platform before cloud/web service
workflow execution is nowadays largely used as a prevention measure
in order to improve execution trustworthiness. The vulnerability
footprint governance is exacerbated by the cloud, where a common
execution platform hosting (vulnerable) services is shared between
different tenants. The paper proposes a service workflow deployment
solution tailored for Edge-Cloud Continuum, made of different landing
platforms showing different peculiarities. The proposed solution is
capable of finding a suitable deployment recipe for a given workflow by
i) evaluating the vulnerability footprint of each platform, ii) computing
the set of candidate deployment platforms, iii) finding the optimal
deployment solution, and iv) migrating already deployed workflows
in case the vulnerability requirement is no longer satisfied. Each
workflow can be associated with a set of requirements to be satisfied
by our deployment solution, like the maximum level of vulnerability
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footprint accepted. Each workflow deployment contributes to the
vulnerability footprint of the landing platform involved.

P5: Secure and Polymorphic Composition of Service Workflows in
the Cloud Continuum
Co-authors: M. Anisetti, E. Damiani, M. Gala, A. Ovena, M. Perfumo
To appear in proceedings of: 17th International Conference on Manage-
ment of Digital Ecosystems, 2025
Abstract: Modern applications are increasingly built as compositions
of services deployed across diverse platforms. Ensuring the security
and privacy of these service compositions remains a significant chal-
lenge, particularly within the dynamic and distributed environment of
the Cloud Continuum. In such contexts, choreography, which avoids
reliance on a centralized orchestrator, is often more suitable than
traditional orchestration approaches. In this paper, we introduce a
polymorphic workflow composition methodology that supports the
design of choreographed workflows capable of adapting their structure
(i.e., the polymorphism) and behavior based on specific security
requirements and deployment contexts. Our approach generates
deployment recipes that preserve critical non-functional properties,
such as security and privacy. We evaluate our methodology in both
traditional Cloud Continuum environments and high-performance
computing (HPC) clusters, demonstrating its ability to maintain
deployment independence from the underlying infrastructure.



Acronyms

A3C Asynchronous Advantage Actor-Critic.
AES Advanced Encryption Standard.

Al Artificial Intelligence.

BPEL Business Process Execution Language.

BPMN Business Process Model and Notation.

CAWL Context-Aware Workflow Language.
CDC Coded Distributed Computation.

CSP Cloud Service Provider.

CVE Common Vulnerabilities and Exposures.
CVSS Common Vulnerability Scoring System.

c¢WDL choreographic Workflow Description Language.

DAG Directed Acyclic Graph.

DDPG Deep Deterministic Policy Gradient.

DG-DDPG Dual-GNN Deep Deterministic Policy Gradient.
DQN Deep Q-Network.

DRL Deep Reinforcement Learning.

ECC Edge-Cloud Continuum.
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Acronyms

ESPP Edge Server Placement Problem.

FaaS Function as a Service.
FC Fog Computing.

FL Federated Learning.

GCN Graph Convolutional Network.

GNN Graph Neural Network.
HPC High Performance Computing.

IDS Intrusion Detection System.
IoT Internet of Things.

IPS Intrusion Prevention System.

JCCSP Joint Caching and Computing Service Placement.

LP Linear Programming.

LSTM Long Short-Term Memory.

MARL Multiagent Reinforcement Learning.

MDP Markov Decision Process.

MEC Mobile Edge Computing.

NLP Nonlinear Programming.
NoM Number of Migrations.

NVD National Vulnerability Database.
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OVAL Open Vulnerability and Assessment Language.

PDE Polymorphic Deployment Engine.
PDQN Parameterized Deep Q-Network.
POWL Partially Ordered Workflow Language.

PPO Proximal Policy Optimization.

QoE OQuality of Experience.
QoS Quality of Service.

RL Reinforcement Learning.

SAR Service Acceptance Ratio.

SFC Service Function Chain.

SFCP Service Function Chain Placement.
SGE Service Graph Embedding.

SL Split Learning.
TD Twin-Delayed.

TDC Total Deployment Cost.

VM Virtual Machine.

VNF Virtual Network Function.

WATQD Weight-Averaged Twin-Q-Delayed.
WDL Workflow Description Language.

WS-CDL Web Services Choreography Description Language.

YAWL Yet Another Workflow Language.
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