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Abstract

Cloud computing processes and stores critical data, necessitating
robust protections against unauthorized access. Confidential Com-
puting (CC) technologies address this need by enabling secure
computation in hardware-backed Trusted Execution Environments
(TEEs). While solutions like AMD’s Secure Encrypted Virtualiza-
tion (SEV) provide strong protections, they remain vulnerable to
attacks targeting applications within virtual machines (VMs). Sim-
ilarly, the recent Armv9-A architecture introduces a promising
Realm World for enhanced security, but its adoption is limited by
hardware availability and upgrade constraints. ARM TrustZone,
while widely supported, lacks native support for multiple isolated
TEEs. In this paper we proposed framework eliminates the need for
these components in the Trusted Computing Base (TCB), enabling
secure integration of TEEs with VMs. It features a VS-TEE Driver
for VM interaction and a VS-TEE Hypervisor for secure communi-
cation, ensuring compatibility with ARM TrustZone and OP-TEE
libraries. We developed and evaluated an open-source prototype,
demonstrating its effectiveness in addressing challenges like mem-
ory translation, resource management, and interoperability. Our
framework enhances security for cloud environments, allowing
multiple VMs to securely share TEE capabilities.
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1 Introduction

Cloud computing has been widely adopted across diverse sectors,
resulting in the extensive processing and storage of critical data
within cloud infrastructures. Consequently, protecting these data
from unauthorized access by both external attackers [10, 17], and
internal entities, including cloud service providers, is imperative.
Confidential Computing (CC) technologies have emerged to address
this demand, offering secure computation within hardware-based,
attested Trusted Execution Environments [14]. Although software
mechanisms can ensure the confidentiality and integrity of data at
rest and during transmission, securing data in use and facilitating
remote attestation typically require hardware-based mechanisms.
Major hardware manufacturers such as AMD, Intel, and ARM have
incorporated functionalities that protect code execution from both
the host and the cloud service provider, thus establishing a secure
platform for sensitive computational processes and data manage-
ment. For example, AMD introduced Secure Encrypted Virtual-
ization (SEV) [32] to strengthen Virtual Machines memory. SEV
enhances security by enabling users to encrypt a VM’s memory,
rendering the data within the VM unreadable to attackers even if a
hypervisor is compromised. While this measure improves security,
it remains inadequate when an attacker takes over an application
inside the VM, as the application’s memory is still freely accessible
in plaintext to the application. Recently, it has been demonstrated
that the embedded SPD chip within commercial DRAM modules
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can be manipulated by researchers, enabling attackers to circum-
vent SEV protections, even the most recent SEV-SNP version from
AMD [18]. In such instances, technologies such as application-level
Trusted Execution Environments offer superior protection for sen-
sitive data.

The Confidential Compute Architecture model, proposed with
the Armv9-A architecture [27], addresses cloud contexts by in-
troducing the Realm World (Realm). This is a newly established
environment that operates alongside older environments, being
fully compatible with the Non-secure world (NS) to ensure that
existing software stacks work seamlessly within the Realms. Each
ARM world (Non-secure, Secure, Realm) manages its own Physical
Address Space, and hardware mechanisms perform checks on every
memory access using a table that monitors the physical address
space of each memory granule and enforces access control poli-
cies to prevent unauthorized access. Although the new Armv9-A
hardware feature offers a promising opportunity, it has limited
availability in commercial devices. This limitation is due to both
hardware constraints and the substantial effort required for soft-
ware modification or full redevelopment and hardware upgrade.
Updating production servers in cloud environments to incorporate
the latest hardware can take several years, making solutions that
utilize existing infrastructure extremely valuable.

The ARMv7 TrustZone architecture does not inherently sup-
port multiple isolated TEEs. To overcome this limitation, various
methods for secure virtualization of the world have been pro-
posed [13, 22, 26]. Notable among these are approaches such as
OSP [12], PrivateZone [23], and vIZ [22], which leverage hard-
ware virtualization extensions present in the Non-secure world
(NS-EL2) to establish isolated environments. For example, vIZ
achieves effective virtualization of ARM TrustZone, allowing multi-
ple virtual machines to maintain isolated TEEs on a single physical
machine without necessitating hardware alterations. Primarily, vIZ
enhances the protection of existing TEEs by isolating Trusted Ap-
plications (TAs) within secure VMs in the Non-secure world, while
also being potentially valuable in cloud settings by safeguarding
against inter-TA breaches. The threat model presumes that an at-
tacker is capable of breaching the confidentiality of one Trusted
Application while leaving the security of other TAs intact.

In this context, our system adopts a more robust threat model
by addressing such attacks directly within the TA, moving it into a
TEE for improved isolation and security, and employing protocols
to secure data during transmission, thus fulfilling confidentiality
requirements. Our approach enables applications running within a
virtual machine to utilize the functionalities of an external Trusted
Application. Significantly, our system eliminates the necessity of
having the host or hypervisor as trusted components, thus exclud-
ing them from the TCB. This exclusion markedly advances confiden-
tial computing, augmenting the security of applications deployed
in cloud environments. The proposed framework comprises two
crucial components: VS-TEE Driver and VS-TEE Hypervisor. The
VS-TEE Driver operates within the guest virtual machine, designed
to facilitate interaction with a specific Trusted Application, while
the VS-TEE Hypervisor acts as a bridge, transmitting commands to
the host Trusted Execution Environment. Our framework is fully
compatible with the ARM TrustZone TEE implementation, ensuring
that the invocation of TA functions remains unchanged. In addition,
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it utilizes standard OP-TEE libraries for easy integration. We have
implemented and evaluated our system in various contexts, and the
results affirm its effectiveness and ease of use, highlighting its value
to cloud service providers. In conclusion, the research emphasizes
the framework’s potential to share TEE capabilities among multiple
virtual machines within cloud-based environments. In particular,
our paper makes the following contributions:

e We present a novel architecture along with communication
protocol tailored to allow Virtual Machines to easily utilize
the features offered by a Trusted Execution Environment.

e Our approach addresses the main obstacles in integrating

VMs with TEE, including resource management and inter-

operability. Specifically, we encounter technical challenges

related to memory address translation and buffer synchro-
nization between the virtual machines (nonsecure world)
and the TEE (secure world).

We developed an open-source prototype of our suggested

framework using the QEMU emulator. This prototype was

tested in numerous scenarios that involved trusted compu-
tation using ARM TrustZone to assess its effectiveness. The

source code of VS-TEE is available at [5].

2 Background

2.1 Trusted Execution Environment

A Trusted Execution Environment [33] is a tamper-resistant pro-
cessing environment that runs on a separation kernel. It guarantees
the authenticity of the executed code, the integrity of the runtime
states (e.g., CPU registers, memory, and sensitive I/O), and the confi-
dentiality of its code, data, and runtime states stored on a persistent
memory. Commonly used in mobile and IoT devices, a TEE isolates
TAs from the rest of the system, including the operating system
and other applications. It combines hardware and software security
measures, starting with a secure boot process that verifies system
integrity.

2.1.1 ARM TrustZone. ARM TrustZone, introduced by ARM in
2004, offers a suite of hardware features for CPUs with Application
(profile A) and Microcontroller (profile M) profiles [32]. Popular
TEEs implementations using TrustZone include Samsung Knox,
Qualcomm QTEE, and OPTEE. TrustZone architecture virtualizes
the processor into two states: Secure World and Non-secure world.
These states have access to different memory areas and are isolated
by hardware protection systems. ARM’s privilege modes, which
range from EL-2 (highest) to EL-0 (lowest), are augmented with
the secure modes SEL-0, SEL-1, SEL-2, and EL-3. The system boots
at the EL3 level, where firmware from a ROM partitions memory
into Secure and Non-secure regions, configures peripheral access
for both modes, and sets up a handler for the Secure Monitor Call
(SMC) instruction, facilitating transitions between Secure and Non-
secure worlds. In ARM TrustZone, applications are categorized as
Client Applications, which operate in the Non-secure world, and
Trusted Applications, which reside in the Secure world. For trusted
operations, a TA must be developed, signed, loaded into the Secure
world, and invoked by a CA to execute secure code.

2.1.2 Intel SGX. Intel Software Guard Extensions (SGX) is an ex-
tension of the x86_64 architecture introduced in 2015 alongside 6th
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generation Intel Core processors. SGX enables the creation of en-
claves—private, encrypted memory regions of limited size. Access to
data within an enclave is restricted to processes that utilize specific
SGX mechanisms, such as the EENTER instruction. Unlike ARM’s
TrustZone, SGX does not require a separate operating system for
the TEE, which facilitates its integration into cloud environments.
Enclaves operate solely in protected mode and are established by
the operating system. The creation of an enclave [16] is managed
by the operating system, but execution authority is passed to a
special Launch Enclave that coordinates with a remote Intel service
for verification and to upload public certificates. An enclave must
be officially signed by Intel. Designed entirely in microcode, Intel
SGX allows for the mitigation of various vulnerabilities over time
through software updates alone. However, as of 2021, SGX has been
deprecated in 11th and 12th generation Intel Core processors [15],
although its support continues for Intel Xeon processors, which are
primarily used in servers and cloud environments.

2.1.3  AMD SEV. Secure Encrypted Virtualization (SEV) is an exten-
sion of the x86_64 architecture introduced in 2017 with Epyc proces-
sors [8]. SEV enhances security by allowing users to encrypt VMs
memory, ensuring that even if a hypervisor is compromised, the
data within the VM remain unreadable to attackers. Although simi-
lar to Intel’s SGX, which creates protected enclaves, SEV applies its
encryption mechanisms directly to entire virtual machines, making
it particularly suitable for cloud infrastructures. In particular, SEV
also supports secure migration of virtual machines between hosts.
SEV’s implementation includes an AES-128 encryption engine on
the memory bus and a Secure Processor (SP), an ARM processor
installed on the motherboard. The SP performs several critical func-
tions, including generating and managing cryptographic keys for
VM memory encryption and producing continuous attestation re-
ports for each VM. These reports help establish a remote attestation
system, allowing customers to verify that virtual machines on a
server are derived from verified images and are operating in the
intended environment. The attestation reports are signed using
a private key housed within the SP, which can only be extracted
through physical and destructive means.

3 Related work

With the introduction of Armv9-A architecture [27], the Confi-
dential Compute Architecture model has been proposed to handle
cloud contexts: it introduces the Realm World (Realm), a new en-
vironment aside the older ones designed to be fully compatible
with the NS allowing existing software stacks to operate seamlessly
within the Realms. Each ARM world (NS, S, Realm) maintains its
own Physical Address Space, and hardware mechanisms enforce
checks on every memory access using a table, which tracks the
physical address space of each memory granule and enforces access
control policies to prevent unauthorized accesses. In this architec-
ture, the untrusted hypervisor retains the capability to halt the
scheduling of a Realm and reclaim memory assigned to it; however,
it is strictly prohibited from accessing the CPU or memory state of
the Realm. The ARM CCA necessitates the introduction of a new
component, the Realm Management Monitor (RMM): this firmware
operates within the Realm World at a higher privilege level than
the Realms. The hypervisor can request the RMM to perform tasks
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such as delegating memory, creating Realms, executing Realms,
and allocating memory to Realms. The newly introduced Armv9-A
hardware feature presents a promising opportunity; however, it
is not yet widely available on commercial devices. This limitation
arises from both hardware constraints and the significant effort
required for software adaptation or complete redevelopment. In
contrast, our solution is designed to be compatible with billions
of existing ARM devices, offering immediate applicability without
requiring hardware upgrades. Moreover, in cloud environments, the
process of updating production servers to the latest hardware is a
time-consuming undertaking that often spans several years, making
solutions that leverage existing infrastructure highly valuable.

Currently, ARM TrustZone does not natively support multiple
isolated TEEs. To address this limitation, several approaches to Se-
cure World virtualization have been proposed [13, 22, 26]. Among
these, solutions such as OSP [12], PrivateZone [23], and vTZ [22]
use hardware virtualization extensions available in the Non-secure
World (NS-EL2) to create isolated environments. For instance, vIZ
effectively virtualizes ARM TrustZone, enabling multiple Virtual
Machines to have isolated TEEs on a single physical machine with-
out requiring hardware modifications. While vIZ primarily en-
hances the security of existing TEEs by isolating Trusted Appli-
cations running inside a secure VM in the Non-secure World, it
also has potential applications in cloud environments, where it can
provide protection against inter-TA attacks. Their threat model
assumes that an attacker can compromise a single TA, bypassing
its confidentiality requirements. In contrast, our system employs
a stronger threat model by mitigating such attacks within the TA
itself, relocating it into a TEE for enhanced isolation and protection,
and also using protocol to protect data in transit (confidential re-
quirement). Moreover, our system offers enhanced portability and
scalability, making it adaptable to a broader range of hardware and
software environments.

A second line of research focuses on retaining Trusted Applica-
tions within the Secure World while enhancing isolation between
them. For example, TEEv [34] and [25] introduce a minimalist hy-
pervisor within the Secure world, enabling TAs to run on multiple
isolated secure guest operating systems. These approaches perform
isolation within the TEE environment and are complementary to
our work, as they can be used to further improve isolation between
TAs that reside within the TEE. Although TEEv’s purpose is to
support multiple isolated virtual TEEs in the Secure world, it is not
suitable for cloud context where the setting is typically multitenant
with concurrent non-secure-VMs that want to share the TEE.

From an architectural perspective, CoCoTPM [30] is quite similar
to our proposed solution, as both aim to offer a hardware feature
to multiple VMs in a confidential cloud computing context. Unlike
traditional virtual TPM solutions that rely on the host, including
the hypervisor, CoCoTPMs operate independently of the host’s
reliability, ensuring the secure functioning of VMs even if the host
environment is compromised. Although TPMs are adept at miti-
gating a wide range of attacks, they do not protect against issues
such as memory errors or logic programming faults. TEEs, on the
other hand, can thwart these attacks by safeguarding sensitive code
within the Trusted Environment. TEEs and TPMs are complemen-
tary solutions that can form a layered security approach, incorporat-
ing secure boot, cryptographic techniques, and TPM cryptographic
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functions alongside Trusted Execution Environments to ensure
security and privacy in cloud environments. To our knowledge,
we are the first to introduce a novel framework for virtualizing
the Trusted Execution Environment, specifically tailored for cloud
service providers. This framework enables multiple Client Appli-
cations running in separate VMs to interact with Trusted Applica-
tions within a shared physical TEE (thereby leveraging the secure
hardware features) virtualized for every VMs. This innovative ap-
proach improves the security of cloud-based applications, marking
an advancement in the field of confidential computing for cloud
environments.

4 Threat model

From a security analysis perspective, our threat model assumes
the availability of a Trusted Execution Environment on the host
device. Within this framework, only the Secure World and the EL-
3 firmware are trusted components. In contrast, the Non-secure
World, including the EL-2 hypervisor, is deemed untrusted and
susceptible to compromise by malicious actors. An attacker gaining
control of the Non-secure World could exploit it to access other
Non-secure resources, undermining the system’s integrity.

If a TEE is unavailable, the application’s core logic must operate
entirely in the Non-secure World, significantly increasing its vulner-
ability to external threats, including malware, privilege escalation
attacks, and unauthorized access to sensitive data (see Figure 1,
scheme 2). This creates a critical risk, as attackers could directly
target the exposed application logic, leading to data breaches or
system compromise. Our solution addresses this risk by migrat-
ing the application’s primary logic into a TEE, effectively isolating
it from the Non-secure World and potential adversaries (see Fig-
ure 1, scheme 1). This isolation ensures that even if the Non-secure
World is fully compromised, the application’s critical operations
and sensitive data remain protected within the TEE. An untrusted
VM and a TA could experience a service disruption if a malicious
hypervisor selectively blocks their requests, essentially launching
a DoS attack. Nevertheless, we believe that such a scenario would
have limited impact in cloud contexts, since any disruption by the
hypervisor, under the cloud provider’s control, would amount to
self-sabotage. Our main concern is protecting data confidentiality;
thus, DoS attacks fall outside of our threat model.

The threat model aligns with the Trusted Execution Environment
model defined by GlobalPlatform [21], which treats all resources
and data outside the TEE as untrusted. Consequently, our approach
emphasizes the need for robust security measures, particularly dur-
ing data transfer. To safeguard data confidentiality, we advocate
for end-to-end encryption for communications between the user
terminal and the Client Application (CA), as well as between the
CA and the Trusted Application (TA). This encryption ensures that
sensitive information remains secure during transit, even in the
presence of a compromised Non-secure World. By combining the
TEE’s isolation properties with end-to-end encryption, our solu-
tion strengthens the overall security posture, effectively mitigating
risks associated with untrusted components and maintaining the
confidentiality and integrity of critical application data.
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5 Running Example

Consider, as an illustrative case as depicted in Figure 1, a health ap-
plication that operates on the user’s device and aggregates personal
data to generate personalized health insights. The functionality
of this application depends on the secure extraction of sensitive
patient information from a central server. This scenario under-
scores the inherent limitations of conventional hypervisor security
mechanisms, particularly their ineffectiveness in preventing the
hijacking, theft, or modification of data processed within a Vir-
tual Machine. The AMD SEV solution proves to be insufficient to
mitigate these threats. Despite the encryption of the VM’s mem-
ory, adversaries can still compromise and take over the software
within the VM, thereby gaining control over the critical applica-
tion. Focusing on hardware-oriented features of Trusted Execution
Environments, our suggested architectural model, as shown in Fig-
ure 1, incorporates a hypervisor extension (VS-TEE hypervisor)
that facilitates smooth communication between the main applica-
tion and the Trusted Application. When a user terminal initiates
a secure computation request, it first passes through the NS ap-
plication (Figure 1, Scheme 1); VS-TEE then detects and activates
the appropriate TA to execute the secure task. After the task is
completed, the payload is re-encrypted and sent back to the user
terminal. With this approach, numerous VMs are able to securely
share the same hardware TEE.

6 Architectural Overview

The primary objective of our system is to provide a consolidated
Trusted Execution Environment platform to multiple virtual ma-
chines within a cloud infrastructure, thereby facilitating TEE vir-
tualization. In contrast to conventional cloud configurations that
require separate TEE hardware units for individual VMs, our ap-
proach distinguishes itself by leveraging a singular TEE hardware
unit supplemented by a suite of software components (Driver and
Hypervisor) to accomplish virtualization. Figure 2 elucidates our
comprehensive system architecture, where a single hypervisor sup-
ports three virtual machines while collectively using the same TEE.
The initial component of our system is the driver VS-TEE, denoted
by @, which is installed on the virtual machine of the user and
functions as an intermediary between the virtualized TEE (within
the VM) and the hypervisor, managing all requests directed to the
physical TEE hardware. The primary role of the driver is to pro-
cess requests from the Client Application and transform them into
protocol-compliant messages for interaction with the hypervisor’s
virtual device.

The hypervisor @ receives secure computation requests and
subsequently invokes the appropriate Trusted Application through
the physical Trusted Execution Environment component. As stated
previously, the messages are encrypted end-to-end, thereby pre-
venting the hypervisor from accessing sensitive data. Upon arrival,
the message is delivered to the TA, which decrypts and processes
the payload securely. This efficient interaction between the driver
and the hypervisor facilitates seamless message routing within the
VS-TEE system, ensuring secure communication. VS-TEE intro-
duces two main technical challenges essential to our approach. (I)
Address translation (section 8.2.1): it is crucial to implement an
effective memory mapping technique between the Virtual Machine
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Figure 1: Hypervisor is considered untrusted, secure world components and user terminal are considered trusted.
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VS-TEE passthrough :
_____________________ e e
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Figure 2: Overview of the system with VS-TEE, showing the
two main components: (1) VS-TEE driver installed within
VMs, (2) hypervisor passthrough. Blue connections indicate
encrypted communication, while black connections indicate
plain communication.

and the TEE, especially to facilitate buffer address conversion be-
tween the CA and the TA. (II) Buffer synchronization (Section
8.2.2): creating a method to properly synchronize memory buffers
during communication. This requires a selection of sync points
during every inbound /outbound request between CA and TA.

7 VS-TEE Communication Protocol

7.1 Protocol Execution Flow

The application intended for secure execution using a VS-TEE as
a virtual shared TEE environment must be segmented into three
parts: (1) the user terminal, which securely retrieves processed
data, (2) the Client Application, which runs in a virtualized cloud
setting and operates in the NS world, and (3) the Trusted Ap-
plication, which resides in the Secure World. The sequence di-
agram shown in Figure 4 illustrates the operational flow of this
architecture. Each invocation of secure functions (referred to as In-
vokes) necessitates both the opening and closing of a session. Given
that the operational procedures for TEE_IOC_OPEN_SESSION and
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TEE_IOC_CLOSE_SESSION are the same as for TEE_IOC_INVOKE,
only the Invoke flow will be detailed for simplicity. The sequence
begins when a user submits a request @ to the CA, hosted on the
server of a cloud provider. Upon receiving the request, the Client
Application assesses it () and issues a ioctl command to trigger
specific tasks within the TEE. This command is intercepted by the
VS-TEE driver @ which transmits an encrypted message to the
hypervisor through a device file containing the secure computation
request. The hypervisor processes the command, converts it into a
TEE standard message, remaps the memory addresses, and finally
forwards @ the message to the physical TEE. Upon reception, the
TA decrypts the message’s data and selects the appropriate secure
function for execution @ After running the secure function, the
TA compiles the result and encrypts the information before storing
it in a shared buffer. It then sends a message @ to the hypervisor
with execution status; the hypervisor writes the data into dedicated
registers, adjusts memory addresses if needed, and relays the sta-
tus back to the appropriate VM’s VS-TEE driver @ The VS-TEE
driver processes the response by placing the results in the Client
Application’s program memory (), which then transmits the data
to the user’s terminal @.

7.2 VS-TEE Protocol and TA Selection

The comprehensive format for messages generated by VS-TEE pro-
vides guidance to the hypervisor on interpreting its contents. The
cmd field includes one of several predefined operations (illustrated
on the right side of Figure 3) which the hypervisor will execute,
and this defines the payload contents. Because some messages may
contain a varying number of arguments, the payload_size field
specifies the size of the payload in bytes. The allowable values for
payload_size depend on the nature of the transmitted message,
and these constraints are detailed in Table 1. The selection of the TA
is straightforward and leverages the fd (File Descriptor) field, which
is common in all protocol messages intended to communicate with
a specific TA. Similarly to Linux file descriptors, this field allows
the driver to identify the active connection between the hypervisor
and the TA target to receive the message. The fd is assigned dur-
ing the OPEN operation of the virtual device, and all subsequent
messages within the same connection must reference the same
fd. The hypervisor maintains a translation mapping between the
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Figure 3: Protocol messages. On the left header of all protocol messages. The first 2 value ensure that the destination is able to
extract the type and the parameter of the message (inside payload). On the right the list of function that can be executed by the

TEE contained in payload block.

Table 1: Payload size and constraint for implemented proto-
col messages

Command Payload size Constraint
GetVersion 12 byte

OpenSession 64 < x <192byte | (x—64) mod32=0
InvokeFunction 32 < x <160 byte | (x—32) mod32=0
CancelRequest 16 byte

CloseSession 12 byte

EnsureMemoryBuffers 12 < x < 112 byte | (x —12) mod 24 =0
FreeSharedMemoryBuffer 16 byte

file descriptors used by the driver inside the VM and the corre-
sponding file descriptors used by the host when interacting with
the physical TEE (e.g. VM1_CA1: : FD1TA1: : FD2). This translation
layer allows the hypervisor to efficiently route messages, ensuring
that each CA within a VM is matched to its corresponding TA. To
prevent conflicts during message transmission, the driver employs
synchronization mechanisms, such as semaphores, ensuring that
concurrent requests to the TEE do not clash while communicating
with the virtual device.

8 System Design

In this section, we will outline the various design choices and ex-
plain the two main components of the VS-TEE framework. This
summary aims to help the reader understand the architecture of
our system and the rationale behind our design selections.

8.1 VS-TEE Driver

The TEE subsystem in Linux offers a dedicated kernel-space in-
terface designed to facilitate the creation of TEE drivers. This in-
terface is vital for the VS-TEE to handle key functions like the
allocation and assignment of shared memory, message encryption,
and the synchronization between the TEE and the kernel-space
driver, VS-TEE. The VS-TEE driver @ operates within the user’s
VM, serving as a crucial communication link between the user-level
virtual environment and the underlying physical TEE, referred to
as @. The VS-TEE driver sets up a virtual TEE interface within
the user-managed VM, primarily tasked with processing, convert-
ing, and forwarding requests from the Client Application to the
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hypervisor. This mechanism ensures seamless and secure commu-
nication between the CA and the TA (the trusted counterpart), as
described in 4. The end-to-end encryption protocol used ensures
that data exchanged between the CA and TA is safeguarded against
unauthorized access. In its operation, the VS-TEE driver operates
with clarity and efficiency. It starts by receiving requests from the
TEE Linux subsystem, initially generated by the Client Application.
These requests are then converted into standardized messages that
follow a specific communication protocol. The driver then sends
these messages to a virtual device using the Memory-Mapped I/O
(MMIO) mechanism, ensuring reliable and secure communication
between the virtual and physical TEEs.

8.2 VS-TEE Hypervisor

This element constitutes the central part of our framework and
facilitates the primary interactions between the virtual machine
and the trusted application. The VS-TEE passthrough @ requires a
patch for the hypervisor. Specifically, the hypervisor needs to show
a virtual device that the guest OS can use to manage VM requests.
The passthrough monitors register states (Table 2), which get up-
dated whenever the VM writes to the device’s Memory-Mapped I/O
(MMIO) region. When a write occurs at specific offsets (0x0b000000
- 0x0b000200), a signal is activated in the hypervisor. It takes con-
trol to manage the inbound request by making an ioctl call to the
physical TEE and saves the results back in the VM’s memory. The
hypervisor allocates a portion of MMIO memory within the VM’s
address space, sectioning it into multiple registers for dispatching
commands to the physical TEE. This mechanism is similar to user
space requests, yet performed at a lower level by the VS-TEE driver,
employing memory-mapped registers writable exclusively by the
kernel. When a user-space application (Client Application) perform
secure a operation using the TEE, the VS-TEE driver first access
the OPEN_TEE hypervisor register. If a non-zero value is detected,
a connection is established by obtaining an identifier (much like
acquiring a file descriptor). Subsequently, the driver composes the
command intended for the TEE in a buffer and writes the buffer’s
address to the MMIO COMMAND_PTR register. To initiate trusted exe-
cution and hand control to the TEE, the driver then writes a 4-byte
value to the SEND_COMMAND register. The hypervisor pass-through



VS-TEE: A Framework for Virtualizing TEEs in ARM Cloud Contexts

CODASPY ’25, June 4-6, 2025, Pittsburgh, PA, USA

Client VS-TEE .
L . Hypervisor TEE
Application Driver
1 ' 1 1
1 ! 1 1
1 ! 1 1
1 ! 1
1 ! 1
1 M 1
o ( L ! NS \ '
N, ! [
[ TEE7IOC70PEN7$ESSION\ ' 0x0b000000 !
7 requestopen | T T T T T T open_session 1
| N y, N
7 < I R > >
L —— o | |} »i \
| retum session_id "\ read STATUS . "\ wiite STATUS \
) h w OPEN !
! ; @ CLOSE :
1 > 5 f
1 52 STATUS '
! 29 1
h £ 2| COMMAND_PTR ,
TEE_IOC_INVOKE ! ® % COMMAND, SEND ,
> write CMD_PTR o !
A 1
2 0 Id m invoke_func (-
: > > P &
g write CMD_SEND £
5 MMIO )
£ hypervisor 3
S VS-TEE ) °
| 1ead STATUS registers | wite STATUS g 0
P return error_code Y ) | 3
) 1 1
1 1
1 1
1 1
1 1
1 1
TEE_IOC_CLOSE_SESSION ! !
5 ! !
» write CLOSE close_session !
| » Yy » !
r g » >
t d < 0x0b000200 <€
et error_code read STATUS x B write STATUS !
< v 1
1 1
T 1 T 1
1 1 :; 1 1
buffer used for | S|
data sharing
NAANAA

J

D Adversary

VS-TEE implementation Trusted component VS-TEE message

]

Figure 4: VS-TEE communication protocol

Table 2: Registers mapped in MMIO zone, the offset is cal-
culated from the starting point of the virtual device MMIO
zone.

Register Offset | Dimensione
OPEN_TEE 0x0 8 byte
CLOSE_TEE 0x8 8 byte

STATUS 0x10 8 byte

COMMAND_PTR 0x18 8 byte
SEND_COMMAND | 0x20 4 byte

architecture poses two main challenges: (1) Address Translation
and (2) Buffer Synchronization.

It is crucial to understand that TEE execution operates on a client-
server model, requiring the Client Application to wait for a response
when requesting trusted execution. The status of the request can
be determined by reading the STATUS register, which contains the
result of the TEE operation. Additionally, in the specified ARM
architecture, the smallest atomic write is 4 bytes, making it unsafe
to read or write to registers larger than 4 bytes during a command
execution. E.g. it is possible that only the initial 4 bytes of the
function entry point might be processed, leading to an incorrect
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execution address. To address this issue, we transfer the control for
trusted execution only when the SEND_COMMAND (supplementary
4-byte binary register) is set to 1 (Table 2).

8.2.1 Address translation. Translation of addresses between a VM
and the VS-TEE Hypervisor presents notable technical challenges,
primarily due to the inherent separation of environments and their
unique address spaces. This separation ensures that data or re-
sources pertinent to the hypervisor’s context are restricted to that
environment and cannot be directly accessed or used by the VM
without risking errors. Furthermore, the TEE communicates exclu-
sively with the hypervisor, making the hypervisor the sole mediator
for any requests originating from Client Applications on the VMs.
Consequently, the hypervisor must remap all addresses along with
the VM which have initiated such request. A key example of this
issue is the difference in file descriptors utilized by the VM and the
hypervisor to interact with the Trusted Execution Environment.
The file descriptor used by the VM is only valid within its own
address space and does not align with the file descriptor recog-
nized by the hypervisor. Trying to use such hypervisor-specific
data within the VM might result in severe errors, such as segmen-
tation faults, caused by invalid memory access. To resolve these
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Figure 5: Buffers shared between NS and S worlds are allo-
cated in two distinc buffers. During an InvokeFunction call a
memcpy operation is performed to synchronize the NS buffer
with Hypervisor (host). Then, a second copy is performed to
synchronize the secure TA buffer with the Hypervisor (host)
buffer. The copy operation are executed backward when re-
turning from the call.

challenges, our system features a translation table that serves as
a mediator for translating VM-specific addresses and identifiers
to their equivalents in the hypervisor’s environment. This transla-
tion table is dynamically refreshed by monitoring and capturing
open and closed operations along the communication channels
between the Client Applications and the Trusted Applications. This
translation mechanism is vital for ensuring that resources like file
descriptors and shared-memory addresses are properly translated
and interpreted across the distinct address spaces. This strategy is
essential to preserve the integrity and functionality of TEE between
different layers of the system.

8.2.2 Buffer synchronization. The main major challenge in buffer
synchronization is the creation of “shared” memory buffers that
function effortlessly across both the Non-secure and Secure Worlds.
Creating a shared buffer between two environments with differing
security levels, such as the nonsecure and secure worlds, poses a
significant challenge due to the inherent disparities in their trust
and operational requirements. The Secure World enforces stringent
security policies to protect sensitive data and resources, while the
Non-secure World operates with fewer restrictions, prioritizing
performance and accessibility. This mismatch makes it difficult to
establish a memory-sharing mechanism that is both secure and
efficient. The GlobalPlatform standard [21] acknowledges this limi-
tation, emphasizing that directly sharing physical memory between
these domains is often infeasible without resorting to data copying.
To address this issue, the VS-TEE system adopts a practical solution
by implementing two separate memory buffers of equal size—one
allocated to the Non-secure World and the other to the Secure
World. This approach avoids the complexities and risks associated
with direct shared physical memory while ensuring efficient and
secure synchronization between the two environments.

From a technical perspective, prior to utilizing a shared buffer,
the VS-TEE driver dispatches a message to the hypervisor via the
EnsureMemoryBuffersAreSynchronized API function. This mes-
sage contains details about the buffer’s unique ID within the guest,
its allocated size, and its physical address. This procedure estab-
lishes the map of buffers within the hypervisor’s mapping table,
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enabling it to select the appropriate memory address when nec-
essary. During operation, synchronization points uphold buffer
consistency by synchronizing them every time the boundary be-
tween the Secure World and the Non-secure World is traversed.
This synchronization occurs under two circumstances: firstly, be-
tween the TEE and the VS-TEE hypervisor, and secondly, between
the VS-TEE hypervisor and the VM. In both instances, a copy opera-
tion is performed to align the buffers. For instance, when the Client
Application in the VM aims to invoke a secure function within the
TEE, the procedure starts with an InvokeFunction, intercepted
by the hypervisor, leading to the first synchronization (Figure 5).
The hypervisor then forwards the request to the TEE on behalf
of the VM, resulting in the second synchronization, after which
the InvokeFunction is executed with both buffers accurately syn-
chronized. While this technique of data transfer between buffers is
less efficient compared to direct memory sharing, it is essential for
ensuring data integrity and consistency between the Non-secure
and Secure Worlds.

8.3 Provision of new TAs

Once the virtual machine setup is complete, two critical steps are
required for secure communication with the Trusted Execution
Environment. The initial step is to deploy the Trusted Application,
followed by the creation of a key for secure communication between
the user terminal and the TA. Deploying a new TA is simple, as it is
loaded into the secure filesystem through a specialized Loader TA
supplied by the Hypervisor. Once the TA has been uploaded, a 128-
bit AES shared key is created and exchanged between the TA and
the user terminal using the Diffie-Hellman algorithm. The first key
is securely stored in the TEE’s secure filesystem, while the second
key is held in the user terminal. Since not all user terminals come
with a TEE or TPM that can securely handle keys, we recommend
utilizing the Signal Protocol [7]. This protocol uses the Double
Ratchet algorithm, which allows two parties to swap encrypted
messages based on a shared secret key. The algorithm generates
new keys for each message, ensuring that previous keys cannot
be inferred from later ones. This approach greatly improves the
security of both prior and future encrypted messages, even if one
of the party’s keys is compromised.

8.4 TAs Migration

In cloud environments, migrating an application involves trans-
ferring it from one host server, A, to another host server, B. The
migration process is divided into two sections. CA migration and
TA migration. Migrating the TA is relatively simple because the
Client Application can dispatch requests to the TA and wait for
responses to proceed. The TA can be quickly migrated during pe-
riods when no functions are executed within the TA. If requests
reach the hypervisor while the TA is offline (undergoing migration),
they are queued until the TA is back online (TEE status BUSY). To
duplicate a TA, it is necessary to transfer its memory, virtual device
state, pending I/O requests, etc., to the destination host. Given that
TAs are usually small in size, the migration process is expected to
introduce minimal overhead. Although VM migration (including
CA) has been thoroughly covered in various studies [35], our ap-
proach follows the design presented in [34]. It is detailed as follows:
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after setting up a secure channel with the migration target, the
hypervisor continues operating the VM, resets the dirty bit across
the entire second-level page table, and copies the VM’s memory to
the target. The VM is then paused and the hypervisor inspects the
dirty page-table bit. Any pages marked dirty are retransferred to
the target platform, along with the state of virtual devices and any
pending I/O requests; this process reduces VM downtime.

8.5 TA isolation

Within the VS-TEE prototype, TA isolation is overseen by OP-
TEE. Currently, alternative solutions based on TrustZone, such as
QSEE (Qualcomm) [24], Trusty (Android) [1], TrustedCore (Huawei)
[11], and Kinibi (Trustonic) [4], employ various methods for the
management of TA isolation. Nevertheless, these solutions are pre-
dominantly closed-source, apart from Trusty, which is tailored for
Android and not optimal for cloud applications. OP-TEE maintains
isolation by functioning in a higher privilege tier (SEL1) compared
to TAs (SEL0). Each TA executes as an individual user mode pro-
cess within the TEE, with the MMU enforcing memory isolation by
assigning each TA a distinct virtual address space to avert unau-
thorized access. Consequently, a TA cannot directly compromise
another unless a vulnerability in the secure kernel is fully exploited.
Although some past vulnerabilities in OP-TEE’s isolation have been
documented [29], developers have addressed these issues. We claim
that our TCB remains consistent with typical TEE architectures
[21] and is comparable to the Android Trusty framework. While
Android does not cater to cloud settings, it similarly supports the
simultaneous execution of multiple TAs, safeguarding against di-
rect attacks from a compromised TA on another, unless the secure
kernel is first exploited.

9 Evaluation and analysis

We evaluated VS-TEE across several dimensions: functional cor-
rectness to ensure that no functionality is lost when switching from
bare metal to virtualized environment, microbenchmark to assess
the overhead of new components, and macrobenchmark on the
overall overhead with a real use case scenario. All experiments run
on QEMU, the board emulated is a Cortex-A53 (ARMv8) with Trust-
Zone support equipped with 1GB of RAM. The system running the
OP-TEE framework 3.20.0 with OPTEE-OS as the trusted OS and
BusyBox as the rich OS is shipped with OP-TEE.

9.1 Functional Correctness Tests

To validate the transparency of VS-TEE in terms of TEE functional-
ities, we performed several tests using OPTEE’s xtest [6], a com-
prehensive suite comprising 46174 across 99 categories. This suite,
created by the OP-TEE project, covers a variety of common sce-
narios of TEE usage, including cryptographic operations, secure
storage, and secure data transfer. Although it mainly uses the Linux
TEE subsystem interface, the majority of tests can be applied to
any TEE using a Linux driver. After testing VS-TEE with the entire
suite, we did not detect any error or divergence from the expected
behavior. Hence, we can declare with high confidence that VS-
TEE maintains functional transparency to the host and does not
compromise any OPTEE functionality.
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9.2 System Overhead

9.2.1 Microbenchmark overhead: the initial batch of tests com-
prises seven small general-purpose user-space applications based
on OP-TEE examples [2]. These programs include encryption al-
gorithms, random generators, and secure storage. We performed
our measurements using the time utility available in OP-TEE OS,
specifically we used systime, that is, the time spent in kernel mode
to serve the calling process, in order to assess the overhead of the
VS-TEE passthrough infrastructure. The baseline we confronted our
system with was collected by running the same examples on our
host VM that can access directly to the TEE without using VS-TEE,
even in this scenario we used the time utility and the sys time in
order to ensure a fair comparison. Experiments 3 demonstrate that
in this scenario the passthrough overhead is minimal, less than 2%.
As additional data in Table 3, we provide the comparison between
the xtest suite run with and without VS-TEE. Although this suite
was used mainly to assess the functionality of our system, here the
VS-TEE system exhibits an overhead 8%. We hold that the primary
reason for this overhead is caused by the synchronization of shared-
memory buffers that are much more prevalent in this suite than in
the examples provided by OP-TEE. However, we deem this result to
be acceptable considering the security advantages of sharing TEE
in cloud environments.

Hypervisor allocation with multiple VMs
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Figure 6: VMs executing the OP-TEE AES program with VS-
TEE. The graph show a linear upward trend, increasing lin-
early with each additional VM.

9.2.2  Memory overhead: in this experiment, we focus on how the
memory allocation of our hypervisor scales as the number of VMs
that request secure TEE computation increases (parallel workload).
The setup involved executing the same AES encryption program
across 1 to 4 VMs simultaneously; in this test, we consider memory
consumption by logging the allocation/free performed inside hy-
pervisor and driver components. The results (Figure 6) showed that
the memory consumption of VS-TEE grew consistently and linearly
as the number of VMs increased, indicating that the hypervisor and
driver’s memory allocation scales efficiently with the addition of
more VMs who request secure TEE calculations with VS-TEE.

9.2.3 Overhead in Cloud context: in this experiment, we focused on
the cloud context by simulating a multi-tenant environment. Our
aim was to observe how the time overhead scales when multiple
virtual machines request TEE computation. Specifically, we mea-
sured the time required to encrypt/decrypt a binary data inside the
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TA. To achieve this, we selected an open source available AES [3]
and developed a POC program that reads a large file into memory
and, block by block, iterates to perform encryption and decryption.
The total execution time is measured by sending a UDP signal at
the beginning and end of the operation to a time server. We have
measured block encryption in two different scenarios:

o Emulated guest with TA (w VS-TEE) we record the time it
took to encrypt / decrypt using the TEE from an emulated
guest running inside the host with the VS-TEE driver loaded.
This measure will include the overhead of the emulation and
the overhead of VS-TEE.

e Emulated guest without TA (w/o VS-TEE) in order to assess
the trend of the overall time taken to complete the workload,
we execute encryption / decryption without TEE on the
emulated guest.

Parallel executions across multiple VMs
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Figure 7: Average of AES encrption workload executed mul-

tiple times on parallel VMs. VS-TEE have lower overhead due
offloading TEE computation on the host.

As more parallel VMs are introduced (Figure 7) into the cloud
environment, the overhead of the workload with TEE (+ VS-TEE)
and without TEE increases linearly and consistently in both cases.
Furthermore, VMs using VS-TEE to request TEE computation ex-
perience reduced overhead compared to VMs performing identical
tasks without TEE utilization. This reduction occurs because the
primary encryption/decryption process is delegated to the host
TEE, thereby avoiding the overhead of the emulation for the en-
cryption process. We want to point out that the total increase in
execution time as more VMs are added is not solely due to the
execution itself, but is also heavily influenced by the overall con-
sumption of resources on the machines, including CPU, RAM and
disk I/O saturation. These factors contribute significantly to system
performance degradation as resource contention increases.

9.3 End to End Performance

We conducted a comparative analysis to highlight the overall per-
formance of the system in a real context. The experimental setup
was designed to evaluate a real use case scenario: a content delivery
application emulating the behavior of a popular video streaming
service (e.g., Netflix). The application receives a signal from the user
containing the ID of the data to be retrieved (e.g., the ID of a chunk
containing a set of frames to be rendered on the user’s device). This
data is stored encrypted in a cloud virtual machine with a private
server key. The application extracts the selected fragment, decrypts
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Table 3: Comparison of execution time with and without pass-
through across two test sets. The average overhead in time is
about + 8% and drops to about +1. 7% when the parameters
are passed mainly without a shared buffer.

-thi h Pass-th; h
Test set ‘W/o pass-through (ms) ass-through (ms) Overhead
mean std. dev. mean  std. dev.
xtest 1221,416 7,876 | 1319,174 12,790 8,003%
OP-TEE examples 34,989 0.132 35.581 0.400 1,710%

it, and reencrypts it with the user’s key. This process occurs in a
dedicated TA running in a trusted execution environment protected
by VS-TEE to prevent data leakage and maintain integrity against
hypervisor attacks. Finally, the chunk is sent back to the user. The
benchmark setup involves a virtual environment with OPTEE-OS
(qemu armv8), which hosts the running server application, and
a client that requests data. The virtual environment consists of a
VS-TEE hypervisor with physical TEE capabilities and a virtual ma-
chine running on the hypervisor with the VS-TEE driver installed.
In this interactive test benchmark, we observe a 9% time increase
with VS-TEE compared to the baseline program executed without
VS-TEE. These data are consistent with the results seen in Table 3 of
the microbenchmark. Since the emulation is nested (amd64-based
system that emulates an aarch64 and the hypervisor that further
emulates an aarché64 system), we have isolated the overhead of our
component; in particular, we have set the same executable to use
only TEE inside the VM and compared the overhead of the same
executable running with TEE +VS-TEE in the same cloud context,
eliminating the QEMU emulation overhead.

10 Security Analysis

The implementation of VS-TEE that leverages TEE and its inter-
action with the hypervisor and virtual machines is crucial to the
security position of our system. In this section, we discuss the se-
curity measures and assumptions that underlie our framework to
safeguard these components against potential threats.

10.1 Limitations and Assumptions

The proposed framework significantly improves security in cloud
computing environments by addressing critical vulnerabilities in
existing approaches and ensuring robust protection for sensitive
data and computations. By excluding the host and hypervisor from
the Trusted Computing Base (TCB), the framework minimizes the
attack surface and eliminates reliance on components that are tra-
ditionally prone to compromise. This architectural decision ensures
that the security of trusted applications (TA) remains independent
of the host or hypervisor, effectively mitigating risks such as plain-
text memory access or privilege escalation attacks, which are com-
mon in approaches such as AMD’s Secure Encrypted Virtualization
(SEV) [32].

A key feature of the framework is its ability to enforce strict iso-
lation between multiple virtual machines (VMs) that share Trusted
Execution Environment (TEE) capabilities. By dynamically manag-
ing address translation and resource allocation through a translation
table, the framework ensures that each virtual machine interacts
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exclusively with its assigned TEE resources. This prevents unautho-
rized access to memory or data belonging to other virtual machines,
significantly reducing the risk of data leakage or interference be-
tween virtual machines [22, 23]. Furthermore, the fine-grained
resource management of the framework ensures that the synchro-
nization of memory and buffer between the VMs and the TEE is
handled securely, further enhancing isolation and robustness.

The framework also provides strong protection against inter-TA
attacks, a critical issue in multi-tenant environments where TAs
may co-exist within the same TEE. By relocating TAs to isolated ex-
ecution environments and mediating their interactions with secure
communication protocols, the system ensures that the compromise
of one TA does not jeopardize the integrity or confidentiality of
others [12, 26]. This capability makes the framework particularly
valuable for cloud deployments, where multiple clients rely on the
same infrastructure while requiring strict data isolation.

Communication security is another area where the framework
excels. Secures the channels between virtual machines, hypervisors,
and TEEs by implementing authenticated communication protocols
and end-to-end encryption. These measures ensure that sensitive
data exchanges are protected from tampering, intercepting, or unau-
thorized modification, even in scenarios where the hypervisor or
network may be compromised. This robust approach to communi-
cation security complements the overall isolation mechanisms and
further strengthens the resilience of the framework to sophisticated
attack vectors.

The framework is also designed to mitigate several classes of
known attacks. Its strict address translation and access control poli-
cies prevent unauthorized memory access, while its isolation mech-
anisms reduce the risk of side channel attacks by limiting shared
resource usage [18]. Additionally, the exclusion of the hypervisor
from the TCB ensures that even if the hypervisor is compromised,
it does not affect the confidentiality or integrity of TEE-protected
data or processes.

Using widely available ARM TrustZone hardware and standard
OP-TEE libraries, the framework ensures wide compatibility with
existing infrastructure. Unlike solutions dependent on newer ar-
chitectures such as Armv9-A, which face limited availability and
require significant hardware and software upgrades [27], this ap-
proach provides immediate applicability. This makes it a practical
and scalable solution for real-world cloud environments, where
hardware updates often span years.

Our framework is centered on adapting the ARM TEE architec-
ture for cloud environments without attempting to improve the
security of the trusted kernel or OP-TEE. Our selection of OP-TEE
was based on its user-friendliness, which simplifies prototyping
and performance evaluations. In practical applications, our frame-
work allows for an easy shift to a more secure trusted kernel when
necessary, as it does not depend on OP-TEE. Rather, VS-TEE utilizes
Linux’s general-purpose TEE APIs, offering flexibility and allowing
a smooth transition if needed.

10.2 Side channel attacks

Within the context of our work, side-channel attacks can be cate-
gorized into two distinct types:
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(1) Hardware-Based — These attacks [9, 31] are not included
in our study scope. Our assumption, with VS-TEE tailored
for cloud settings, is that the attacker lacks physical access
to the server, making hardware-based side-channel attacks
implausible.

(2) Microarchitectural - This approach is practical within our
framework [28]. Specifically, our system has the capability to
incorporate microarchitectural side-channel attacks at two
distinct levels: through the TA delegation mechanism and at
the TA level.

(a) TA Delegation Mechanism —Although the delegation mech-
anism in our design might theoretically act as a side chan-
nel, its potential impact on data security remains mini-
mal because the data is protected through cryptographic
means.

TA Level - Increasing the quantity of TA within the TEE

broadens the potential attack surface for side channel

threats. Although these TAs function autonomously from
our framework, these risks can be managed by employ-
ing current defense strategies, such as those presented in

[19][20], which cloud providers can adopt to strengthen

TEE security.

(b

~

11 Conclusion

In this work, we addressed critical security challenges in cloud
computing environments by proposing a novel framework that
integrates Trusted Execution Environments (TEEs) with virtual
machines (VMs) while excluding the host and hypervisor from the
Trusted Computing Base (TCB). Unlike existing solutions that rely
on the trust of the host or hypervisor, our approach ensures robust
isolation and secure communication through a VS-TEE driver for
VM-TEE interactions and a VS-TEE hypervisor to mediate requests.
Designed for compatibility with the ARM TrustZone and OP-TEE
libraries, our framework leverages widely available hardware, avoid-
ing the adoption delays associated with newer architectures such
as ARMv9-A. The framework effectively addresses key technical
challenges such as memory translation, resource management, and
interoperability, ensuring that multiple virtual machines can se-
curely share TEE capabilities. Our open source prototype, tested
in various scenarios, demonstrates the practicality and scalability
of the solution for real-world deployment. By enhancing security
while maintaining compatibility with existing infrastructure, our
framework represents a significant step forward for Confidential
Computing. It provides a practical, scalable solution to protect sen-
sitive data and computation in cloud environments, aligning with
the growing demand for secure and efficient cloud infrastructure.
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