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Abstract. Biometric systems are the ensemble of devices, procedures,
and algorithms for the automatic recognition of individuals by means of
their physiological or behavioral characteristics. Although biometric sys-
tems are traditionally used in high-security applications, recent advance-
ments are enabling the application of these systems in less-constrained
conditions with non-ideal samples and with real-time performance. Con-
sequently, biometric technologies are being increasingly used in a wide va-
riety of emerging application scenarios, including public infrastructures,
e-government, humanitarian services, and user-centric applications. This
chapter introduces recent biometric technologies, reviews emerging sce-
narios for biometric recognition, and discusses research trends.
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1 Introduction

Traditional authentication mechanisms are based on something that is known or
possessed, such as keys, tokens, passwords, and codes. In these mechanisms, the
information to be recalled and the objects to be stored can be stolen or spoofed.
In contrast, biometric systems are based on the characteristics of individuals
that cannot be stolen or forgotten and are more difficult to spoof [27].

The interest in these technologies is growing and the biometric market is
expected to reach 21 billion US$ by the end of 2020 [43]. This market growth is
mostly due to the increased adoption of automatic recognition systems for na-
tional biometric identification, border control, access control, and mobile phones.
Biometric identification systems are also increasingly being used in forensic anal-
yses to identify criminals and terrorists.

The increased adoption of biometric systems has been fostered by the intro-
duction of advanced processing algorithms, high-resolution acquisition systems,
and parallel architectures, which have enabled the development of highly accu-
rate real-time biometric systems that are capable of handling less-constrained
conditions and the presence of sample non-idealities, commonly defined as the
possible problems affecting the quality of the biometric samples.
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The innovations in recent biometric systems have led to the heightened ac-
ceptance and popularity of biometric technologies in consumer applications, in
addition to governmental and forensic scenarios. Less-constrained and highly us-
able biometric systems are enabling technologies for creating smart applications
that simplify human-machine interactions by adapting their characteristics to
users’ needs. Emerging application scenarios for biometric technologies include
public infrastructures (e.g., automated systems for border control, surveillance,
humanitarian services, e-health, and public transport), private infrastructures
(e.g., e-banking, e-commerce, and private transportation), user-centric applica-
tions (e.g., home automation, user-centric entertainment, and social media), and
personal devices (e.g., smartphones and laptops).

To further expand the possible applications of biometric technologies, the re-
search community is currently studying novel hardware and software solutions by
considering all the aspects that characterize biometric systems, such as usability,
user acceptance, privacy, security, accuracy, execution time, and interoperability.

This chapter introduces recent advances in the main biometric technolo-
gies, reviews emerging scenarios for biometric recognition, and discusses research
trends considering the different aspects of a biometric system.

The remainder of this chapter is structured as follows. Section 2 describes the
main biometric traits and recent advances in each trait. Section 3 presents the
emerging scenarios for biometric recognition. Section 4 analyzes the challenges
and research trends of current biometric systems by analyzing biometric tech-
nologies from different perspectives. Finally, Section 5 concludes the overview.

2 Recent advances in biometric technologies

Biometric traits are physiological or behavioral characteristics that present suf-
ficient distinctiveness and permanence to be used for recognizing individuals.
Regarding physiological traits, the characteristics are related to a person’s body
and include the face, fingerprint, iris, and palmprint. For behavioral traits, the
characteristics are related to actions performed by an individual and include
their voice and gait.

Biometric traits have different characteristics that should be evaluated based
on the application scenario and its requirements, with no biometric system being
the perfect choice for every situation. In particular, the most important char-
acteristics are related to the recognition accuracy that can be achieved using
a specific biometric trait and the user acceptance of the corresponding acquisi-
tion procedure. The recognition accuracy measures the ability of the biometric
system to discriminate between individuals based on the biometric trait, while
the user acceptance refers to how the users perceive the system based on its us-
ability, invasiveness, and perceived risks. These two aspects are strictly related
and must be evaluated at the same time. In fact, biometric systems with higher
recognition accuracies usually have intrusive acquisition procedures, resulting in
a lower user acceptance. As a consequence, more accurate biometric systems are
usually deployed when it is necessary to guarantee high security (e.g., military
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Table 1. Summary of the accuracy and user acceptance of the main biometric traits

Biometric trait Accuracy User acceptance
Face Medium (96% TAR at 0.1% FAR) [29] High [28]
Fingerprint High (99.4% TAR at 0.01% FAR) [29] Medium [28]

Iris Very high (99.1% TAR at 0.001% FAR) [20] Low [28]

Voice Medium (93% TAR at 0.1% FAR) [29] High [28]

Notes: TAR (True Acceptance Rate) represents the probability that the system
correctly grants access to an authorized person; FAR (False Acceptance Rate)
represents the probability that the system incorrectly grants access to a
non-authorized person

installations, border control), while biometric systems with greater user accep-
tance are often preferred for low-security applications (public transport, personal
devices).

In contrast to biometric traits, soft biometric features are characteristics with
limited distinctiveness or permanence and can be used to complement the bio-
metric information or to classify individuals into sets of people with a common
characteristic [27]. Examples of soft biometric features include age, gender, eth-
nicity, and height.

Every biometric technology presents a different recognition accuracy and
user acceptance. These characteristics greatly influence the diffusion of each
biometric technology. Table 1 summarizes the recognition accuracy and user
acceptance of systems based on the mostly used physiological and behavioral
biometric traits [20,28,29]. The accuracy is expressed using the following figures
of merit: True Acceptance Rate (TAR), which represents the probability that the
system correctly grants access to an authorized person; False Acceptance Rate
(FAR), which represents the probability that the system incorrectly grants access
to a non-authorized person. Differently, the user acceptance is expressed using
qualitative values, because this characteristic of biometric systems is particularly
subjective and cannot be easily described using quantitative figures of merit.
Table 1 shows that the most accurate biometric systems are based on the iris
and fingerprint. On the other hand, biometric systems based on the face and voice
are more accepted by the users but are less accurate. In addition to the biometric
traits analyzed in Table 1, palmprint, electrocardiogram, gait, and soft biometric
features are obtaining increasing attention from the research community due to
their favorable trade-off between accuracy and user acceptance for a wide set of
application scenarios.

This section introduces the main biometric technologies based on physio-
logical traits, behavioral traits, and soft biometric features. For each biometric
trait and soft biometric feature discussed, this section presents the traditional
recognition methods, followed by the recent advances and the research trends
in biometrics. Finally, this section presents recent advances in multibiometric
systems.
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Fig. 1. Examples of face images of different individuals, along with the local features
(dots) used for face recognition

2.1 Face

The face is one of the biometric traits most used for recognition because it offers
the advantages of being socially accepted and having a non-intrusive acquisition
process.

Methods for face recognition include approaches based on either global fea-
tures or local features. The first class of methods considers the entire facial image
for recognition, whereas the second class analyzes facial landmarks such as the
eyes, mouth, and nose. Methods based on global features generally present higher
recognition accuracy but require high-quality samples, whereas methods based
on local features are more robust to non-ideal acquisitions of face images, such as
the ones performed with non-uniform illumination, non-frontal pose, or different
expressions. Fig. 1 shows examples of local features used for face recognition.

Traditional methods for face recognition can achieve relevant accuracy in
applications characterized by cooperative users and controlled illumination con-
ditions, in which the acquisitions are performed by illuminating uniformly the
face, without occlusions caused by glasses or hair, and using steady subjects
with frontal gazes and neutral expressions. However, the performance of these
methods can be decreased by negative factors, such as aging of the users, un-
controlled illumination, lateral poses, expressions, and non-idealities of the face
images caused by occlusions, blur, noise, and low resolution.

Research trends aim to increase the biometric recognition accuracy and the
possible applications of face recognition methods. In particular, the research
community is currently studying several approaches, such as techniques based
on three-dimensional models; hybrid methods that combine global and local
information; algorithms to compensate rotations, facial expressions and aging;



Advanced Biometric Technologies: Emerging Scenarios and Research Trends 5

2N

fﬁ\m\n‘q}@:«&'

RN FITERIR
N @33&%%\} U :*1,.?,29‘ FIRRS

Fig. 2. Examples of fingerprint images of different individuals with respective minutiae
points

and methods based on global features using recent machine learning techniques,
such as Deep Learning (DL) and Convolutional Neural Networks (CNNs) [6].

2.2 Fingerprint

The fingerprint is one of the biometric traits most widely used because, even
though its acquisition can be considered as more intrusive than the acquisition
of facial images, it offers a good trade-off between accuracy and user acceptance.

Fingerprint recognition systems typically require the user to touch a surface
to perform a biometric acquisition. The acquired sample consists of a greyscale
image representing the pattern of the ridges and valleys of the fingertip. The
majority of fingerprint recognition algorithms exploit information related to dis-
continuities in the ridges, called minutiae points. The patterns of minutiae points
are highly distinctive, are unique for every person, and do not change through-
out life. The biometric algorithms typically perform the recognition by enhanc-
ing the image, extracting the minutiae points, and then comparing the relative
coordinates of the minutiae in the samples using non-exact graph matching tech-
niques [27]. Fig. 2 shows examples of fingerprints of different individuals with
the corresponding minutiae points.

One of the main drawbacks of traditional fingerprint recognition systems lies
in the acquisition process. The contact with a sensor surface can be considered
by the users as being uncomfortable or privacy-invasive, introduces non-linear
distortions in the ridge pattern, and can be inaccurate in the case of dirty fingers.
Fingerprint sensors are also prone to presentation attacks that are performed
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Fig. 3. Examples of images of the eyes of different individuals and their corresponding
iris regions

using fake fingerprints. Furthermore, fingerprint recognition algorithms generally
perform identity verifications by comparing two samples per time. Therefore, an
identification query needs to compare a fingerprint sample with all the identities
stored in a biometric database, which requires hours or days of computation in
the case of governmental databases containing millions of identities.

One of the main research trends in fingerprint recognition aims to overcome
the limitations of traditional touch-based acquisitions by focusing on touchless
acquisition systems using two-dimensional images or three-dimensional models
[16]. Other research trends focus on improving the robustness and accuracy of
traditional touch-based fingerprint recognition for low-quality samples, detecting
fake samples, and reducing the computational time needed for identification
queries [34].

2.3 Iris

The iris is a ring-shaped membrane on the frontal part of the eye that, together
with the pupil, controls the amount of light that a person perceives. Iris recog-
nition systems offer very high accuracy and low matching times. Iris recognition
is particularly useful in countries where the face may be partially covered due
to traditional habits or in the case of worn fingerprints (e.g., manual workers or
elderly people).

The acquisition process consists of capturing an ocular image with an iris
scanner, which is a digital camera capable of capturing near-infrared images at
a distance of approximately 30 centimeters. The biometric recognition process
includes three main steps: segmentation, feature extraction, and matching. The
majority of the methods in the literature segment the iris by approximating its
shape to a ring delimited by two concentric circles, extracting biometric tem-
plates consisting of binary strings, and using a fast matching algorithm based
on the computation of the Hamming distance between two templates [27]. Fig. 3
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shows examples of images of the eyes of different individuals and their corre-
sponding iris regions.

The main limitation of iris recognition systems consists of the used acquisition
procedure, which requires high cooperation from the users to avoid possible
problems due to a non-frontal gaze and occlusions caused by eyelids, eyelashes,
and glasses. Furthermore, the acquisition procedure can be negatively influenced
by environmental light conditions, which can introduce reflections, reduce the
contrast of the iris pattern and modify the size of the pupil. The acquisition
procedure also presents low user acceptance and can erroneously be considered
as dangerous to health due to the use of near-infrared illuminators.

The main research trend consists of reducing the constraints of the acquisition
process by studying methods working at distances greater than 30 centimeters
from the sensor in natural light conditions and with non-cooperative users [15].
To achieve this goal, researchers are studying novel techniques to increase the
robustness of the overall biometric recognition process. Specifically, the research
community is working in the following directions: designing less-constrained ac-
quisition setups and hardware, studying algorithms for segmenting the iris region
as a non-circular shape from noisy ocular images affected by occlusions and poor
illumination, implementing techniques for compensating pupil dilations and gaze
deviations, and realizing feature extraction and matching techniques based on
recent machine learning techniques, such as DL and CNNs.

2.4 Palmprint

The palmprint is the region of the hand from the wrist to the base of the fingers.
The skin in this area is of the same type as that covering the fingertips and con-
tains highly distinct features. The advantages of palmprint recognition systems
with respect to other biometric technologies reside mainly in the fact that they
can use low-cost acquisition devices, achieve high recognition accuracy, and are
generally well-accepted by users.

Palmprint recognition systems can perform touch-based and touchless acqui-
sitions. Based on the acquisition device used, biometric matching algorithms can
use ad hoc segmentation algorithms and feature extraction approaches based on
the principal lines of the palm, local texture descriptors, or coding-based algo-
rithms that output a binary image of the palm [17]. Fig. 4 shows examples of
segmented regions of interest considered by palmprint recognition systems.

One of the main limitations of palmprint recognition systems is that they
need high-quality acquisitions to achieve satisfactory accuracy. Therefore, palm-
print acquisition systems require training the users to properly place their hand
in front of the camera or adopting physical guides to direct hand positioning.

The main research trend consists of studying techniques for achieving highly
accurate recognitions while reducing the acquisition constraints. In particular,
the research community is studying methods based on three-dimensional models
to compensate possible problems due to unconstrained hand positions in touch-
less acquisitions and novel feature extraction and matching techniques based on
local texture descriptors, coding methods, or CNNs [49].
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Fig. 4. Examples of regions of interest considered by palmprint recognition systems,
which correspond to the region of the hand covering from the wrist to the base of the
fingers

2.5 Electrocardiogram

The electrocardiogram (ECG) is a set of physiological signals representing the
electrical activity of the heart over a period of time and collected using electrodes
placed on the skin. ECG signals are generally collected for medical purposes, but
studies in the literature have proven that they present sufficient discriminability
to also be used for biometric recognition. With respect to other biometric traits,
the ECG presents the advantages of being more difficult to counterfeit and ac-
quirable for longer periods of time without requiring specific actions from the
user.

In the literature, there are different methods for ECG recognition, which
can be based on signals acquired using one or more electrodes. The biometric
recognition approaches can use fiducial or non-fiducial features. Methods based
on fiducial features extract points of interest within the heartbeat wave, called
fiducial points. Systems based on non-fiducial features do not consider fiducial
points and generally extract features in a transformed domain (frequency or
wavelet) [40]. Fig. 5 shows the fiducial points commonly extracted from a heart-
beat wave.

The main problem with using ECG signals for biometric recognition is that
the research community has not yet proven the stability of the trait over long
periods of time and in heterogeneous emotional and physiological conditions.
Furthermore, the interoperability between acquisition devices has not been suf-
ficiently analyzed.

An important research trend in ECG-based biometric recognition consists
of studying techniques to guarantee the stability and interoperability of ECG
signals. Other trends consists of adapting ECG recognition methods for signals



Advanced Biometric Technologies: Emerging Scenarios and Research Trends 9

200
R

150 |
(0]

S100 - 1
';—;1

< 50l T |

P
or Q 1
1 | S\ Il Il 1 L
0 0.1 0.2 0.3 0.4 0.5 0.6 0.7

Time (s)

Fig. 5. Example of a heartbeat wave in an ECG signal, with the fiducial points used
for recognition

acquired from wearable devices (e.g., from smartwatches or hardware for contin-
uous health monitoring) and in designing continuous authentication techniques
based on ECG signals [44].

2.6 Voice

The voice is one of the most widespread behavioral traits used for biometric
recognition since the acquisition of voice signals requires only a microphone and
in most cases does not require additional devices [27]. It is possible to divide voice
recognition systems into speaker recognition and speech recognition systems.
Whereas the former is aimed at recognizing the identity of the speaker, the
latter is mostly used in human-computer interaction to transcribe spoken words
into a digital format; therefore, it will not be discussed here.

Speaker recognition can be conducted with either text-dependent or text-in-
dependent verification techniques, based on whether the words spoken by the
individual need to be identical to a text. In both text-dependent and text-
independent verification, the majority of voice recognition methods use the mel-
frequency cepstral coefficients, which are features designed to resemble the fre-
quency characteristics perceived by humans.

Although a satisfactory recognition performance can be achieved using high-
quality signals, state-of-the-art voice recognition systems have the main draw-
back of having a significant decrease in accuracy when low-quality or noisy signals
are used.

The main research trend consists of designing biometric recognition methods
that are robust to poor-quality signals, and the research community is mainly
focused on DL techniques, which learn the discriminative representation of an
individual directly from the raw input signal [18].
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Fig. 6. Examples of images used to perform gait recognition

2.7 Gait

The gait is a behavioral biometric trait that is especially used for recognition
when the traditional biometric traits cannot be easily observed, for example,
when the individual is distant or presents a non-frontal pose. Biometric systems
based on gait consider the distinctive characteristics of the way an individual
walks to perform the recognition.

The distinctive pattern of the gait can be extracted from frame sequences
acquired at long distances and with low-quality cameras. For each frame, the
recognition methods extract the silhouette of the individual. The silhouettes are
processed to extract motion features, which are the inputs of machine learning
techniques used to recognize the individual. Fig. 6 shows examples of images
used to perform gait recognition.

Although they exhibit satisfactory performance under partially constrained
situations (e.g., constant direction with respect to the camera and uniform walk-
ing speed), the current methods for gait recognition are less reliable for recog-
nition in the presence of non-ideal acquisitions, such as those performed at long
distances, with different points of view, non-frontal poses, uncontrolled back-
grounds, blur, or occlusions.

One of the main research trends consists of studying novel approaches capa-
ble of handling samples acquired in unconstrained scenarios. In particular, the
research community is working on innovative techniques based on three-dimen-
sional models and CNNs [50] and on using gait features to perform unobtrusive
continuous authentication [47].

2.8 Soft biometric features: age and gender

Age and gender are two of the most used soft biometric features due to the
possibility of estimating them from face images to complement the biometric
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Fig. 7. Examples of age and gender estimation from facial images of different individ-
uals

information used in face recognition systems. Age and gender estimation is per-
formed in different scenarios, including face recognition systems, surveillance,
and ambient intelligence applications.

Age and gender estimation techniques typically extract features from the
images and then use machine learning approaches to perform the estimation.
Examples of features include Gabor features, local binary patterns, and ad hoc
features [52]. Fig. 7 shows examples of age and gender estimation from facial
images of different individuals.

The performance of age and gender estimation methods are satisfactory for
face images acquired in controlled conditions and from cooperative users. How-
ever, state-of-the-art methods suffer from decreasing performance in the presence
of samples affected by rotations, non-neutral facial expressions, poor illumina-
tion, and occlusions.

The research trends in age and gender estimation are increasingly considering
DL and CNNs to achieve high accuracy and to estimate a person’s age and gender
directly from images acquired in uncontrolled conditions [22].

2.9 Multibiometrics

Multibiometric systems fuse biometric data from multiple sources, for example,
different biometric traits or different biometric algorithms. The goal of multi-
biometric systems is to overcome some of the problems of systems based on a
single biometric trait, such as non-universality of the trait, limited distinctive-
ness, noisy data, or variability in different biometric acquisitions of the same
individual. Furthermore, the use of multiple biometric traits improves the recog-
nition accuracy and the resistance to spoofing attacks with respect to systems
based on a single biometric trait.
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Typically, biometric systems consider data originated from a single source
(e.g., a single biometric trait). They can be divided into four main components:
i) the sensor module, which acquires the biometric sample; i) the feature extrac-
tion module, which extracts an abstract and discriminative representation from
the sample, called biometric template; éii) the matching module, which compares
the biometric templates and outputs a match score representing the degree of
similarity or dissimilarity between the templates; iv) the decision module, which
compares the match score against a threshold and returns a Boolean (yes/no)
decision indicating whether the the considered biometric templates belong to the
same person or not.

Multibiometric systems can integrate biometric information at four levels,
corresponding to every module of typical biometric systems: i) at the sensor level,
they combine raw biometric samples to obtain a more complete representation;
i1) at the feature level, it is possible to concatenate the features obtained using
different feature extraction algorithms to obtain a single template; i) at the
match score level, multibiometric systems can merge the scores resulting from
different matching algorithms; iv) at the decision level, they combine the Boolean
decisions of the single biometric systems.

The majority of multibiometric systems perform the fusion at the match
score level, which enables them to fuse information from heterogeneous biometric
sources with significant increases in accuracy and in a technology-independent
manner [27]. Fig. 8 presents an outline of the match score-level fusion of face
and fingerprint biometrics.

Although it is almost always possible to improve the recognition accuracy by
fusing biometric information originating from different sources, multibiometric
systems presents different drawbacks based on the fusion level considered. At the
sensor level, it is necessary to combine samples captured with compatible devices
and in similar conditions. As a consequence, the diffusion of heterogeneous sen-
sors increases the complexity of sensor-level fusion methods. At the feature level,
it is not always possible to concatenate features obtained using heterogeneous
feature extraction algorithms, since they might use a different representation.
At the match score level, fusion algorithms are dependent on the distribution of
the scores in the considered application scenario, which might not be available
in every situation. In some cases (e.g., commercial biometric systems already
deployed), it might not be possible at all to access information at intermediate
levels such as sensor, feature, or match score level.

An important research trend in multibiometric systems consists of design-
ing an advanced feature-level fusion of heterogeneous biometric sources, which
can improve the accuracy and robustness of the state-of-the-art multibiomet-
ric systems [24]. The research community is also working on machine learning
techniques to perform an adaptive fusion at the match score level [2] and on
multibiometric fusion strategies for ambient intelligence applications.
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Fig. 8. Outline of the match score-level fusion of face and fingerprint biometrics

3 Emerging scenarios for biometric recognition

Biometric systems have gained increasing user acceptance and popularity and
are now also being applied to novel scenarios beyond the traditional security and
forensic applications. This section reviews the main emerging scenarios in which
biometric systems are becoming more widespread, considering four main areas:
i) public infrastructures, ii) private infrastructures, 4ii) user-centric applications,
and v) personal devices.

3.1 Public infrastructures

For infrastructures owned by public institutions or destined for public use (e.g.,
trains or buses), the main emerging scenarios include automated systems for
border control, surveillance, humanitarian services, e-health, and public trans-
port.

Automated Border Controls The term Automated Border Control (ABC)
refers to an ensemble of technologies that enable automatic verification of the
identities of travelers at border crossing points (i.e., without requiring constant
human intervention). In particular, ABC gates (or e-Gates) use biometrics to
perform a fast, reliable, and accurate verification of a traveler’s identity. The
deployment of e-Gates has been growing in recent years and has been increasingly
adopted worldwide, with 48 countries currently using ABC systems in airports,
land borders, and seaports. Therefore, the problem of developing a harmonized
global framework for ABC systems is receiving increasing attention from the
academic and industrial communities.

The diffusion of machine-readable travel documents such as electronic pass-
ports (or e-Passports) and electronic ID cards is also increasing. These doc-
uments store biometric samples of the owner and enable the use of e-Gates
without needing the users to be enrolled in dedicated databases. Typically, the
documents store a face image and, optionally, fingerprint and/or iris samples.
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With the increased adoption of ABC systems and e-Passports, and there-
fore, the greater flow of passengers using such systems that is expected in the
near future, it is necessary to design biometric systems with high usability, ac-
curacy, and speed. Biometric systems for e-Gates should be easy to use by the
majority of the population; able to guarantee an accurate biometric recognition,
with sufficiently low execution times to enable a high throughput of passen-
gers; and resistant to spoofing attacks. In particular, to improve the usability
of ABC systems, research trends are considering advanced quality assessment
algorithms that are able to detect and identify specific acquisition problems in
fingerprint and face biometric modalities. To increase the recognition accuracy,
other research trends are focusing on novel privacy-compliant multibiometric
fusion techniques that can be tuned to operate in ABC systems [14].

Surveillance Biometric recognition in surveillance applications consists of rec-
ognizing individuals from samples captured at long distances, on the move, with
non-frontal poses, and from uncooperative subjects. In surveillance scenarios,
the most useful biometric traits are those that can be acquired at a distance,
such as face or gait, but soft biometric features can also be extracted from face
or body images. However, biometric recognition in surveillance systems faces
problems caused by low-resolution images and poor-quality samples, making the
use of such traits complex. To overcome the problem of low-resolution images,
academic and industrial communities are considering the use of pan-tilt-zoom
cameras, which enable acquiring high-resolution biometric data even at high dis-
tances. Other research trends are focusing on surveillance applications based on
gait and soft biometrics, which are showing encouraging results for biometric
recognition under unconstrained conditions. Gait information and soft biomet-
ric features can also be used together with other biometric traits in multimodal
systems to achieve higher accuracy [38].

Humanitarian services Humanitarian services consists of the ensemble of
aid given by a government to those who need help (e.g., due to war, famine,
or natural disasters). The success of humanitarian actions depends to a signif-
icant degree on being able to identify people in need of essential goods and
services. For this purpose, biometrics can act as enabling technologies that allow
enrolling and identifying aid recipients and helps to reduce fraud. Recently, bio-
metric technologies have been receiving increasing attention as useful tools for
emergency support and refugee management. In fact, the United Nations High
Commissioner for Refugees considers the adoption of biometric technologies to
be strategic [26]. However, biometric systems used for the recognition of individ-
uals in the context of humanitarian services face problems such as a high risk
of spoofing attempts performed to receive goods and services allocated to other
individuals and the impossibility to enroll a part of the population when using
a particular biometric trait (e.g., fingerprints worn or damaged). To overcome
these problems, iris recognition systems are being studied to identify refugees in
Afghan regions [25].
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Fig. 9. Examples of images used to count pedestrians in public transportation

E-health Electronic healthcare (or e-health) consists of the ensemble of hard-
ware and software architectures that permit access to healthcare services through
information and communication technologies. In e-health applications, the ma-
jor issue is represented by the low confidence of people toward the exchange of
health information, considered as private and sensitive information, over com-
munication networks. Biometric technologies are therefore emerging in this field
to provide greater security with respect to traditional authentication mecha-
nisms and to increase the confidence of the users toward the use of healthcare
services. In this case, biometrics can be used to protect and manage sensitive in-
formation, verify the identities of patients, improve security in medical facilities,
restrict access, and reduce fraud. Thanks to these advantages, research trends
are considering the application of fingerprint recognition in e-health to control
access to medical resources and encrypt personal medical data [1].

Public transport Public transport refers to the means and technologies used
to transport groups of passengers, which are available to the general public and
often operating on fixed schedules. In public transport applications, biometrics
offer many possibilities for authorities to monitor and secure the infrastructures.
In fact, biometrics can verify the identities of driver’s license holders or travel
documents when they include biometric data such as face, fingerprint or iris.
Other possible applications include securing access to traffic management centers
and providing accurate estimates of the number of pedestrians [23]. Fig. 9 shows
examples of images used to count pedestrians in public transport.

Since public transport applications typically represent low-security applica-
tions that need to guarantee a high throughput of passengers, biometric recog-
nition technologies should perform a fast and highly usable recognition. Recent
trends in public transport are therefore focusing on technologies based on un-
controlled face recognition or touchless fingerprint acquisition [36].

3.2 Private infrastructures

Private infrastructures consist of the structures that are owned by private com-
panies and are not necessarily available for public use. Among the numerous
applications of biometric systems in this area, the main emerging scenarios in-
clude e-commerce, e-banking, and private transport.
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Fig. 10. Architecture of a biometric and health monitoring system for cars based on
ECG signals. The system processes the ECG signal to detect heart rate anomalies and
to perform continuous driver authentication.

E-commerce and e-banking E-commerce is increasingly used on the Internet
to perform online transactions such as payments and e-banking operations. Al-
though online payments are only a small proportion of total transactions, they
represent a major source of losses for financial institutions due to fraud. Another
major issue faced by e-commerce and e-banking applications is the possible lack
of confidence of people toward performing online transactions that may involve
considerable amounts of money. In online transactions, many of the security
challenges involve user authentication because the service provider and the user
are not in the same location. To address these issues and minimize losses in
e-commerce and e-banking, novel techniques based on biometric systems are
increasingly being studied to improve the security of identification and authen-
tication tasks. In particular, biometric traits such as palmprint and fingerprint
are being studied to enhance the security of one-time passwords for e-commerce
and e-banking transactions [42].

Private transport Private transport refers to the means and technologies for
transportation that are not available to the general public. In private transport
applications, biometrics are receiving increasing interest due to the recent pos-
sibility of using portable devices with embedded biometric sensors that can also
monitor the health status of the driver in real time. Biometric technologies, such
as fingerprint readers, can be used to prevent thefts. A promising research trend
consists of using portable devices with biometric capabilities to capture ECG sig-
nals, which can then be used to detect important factors that affect safe driving
behavior, such as distractions, drowsiness, and drunkenness [33]. Fig. 10 shows
an example of an architecture of a biometric and health monitoring system for
cars based on ECG signals.

A different area of private transport that can benefit from biometrics is car
sharing since the service supports short-term car rentals, typically for a duration
of minutes or hours, requesting a fast recognition of the authorized users. The
market for this type of service is evolving quickly, although the security part is
evolving more slowly. To use car-sharing services, users simply need to log in with
a password; then, they receive a smart key that they can use to unlock the car
and drive. In car-sharing applications, biometric authentication mechanisms are
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being increasingly studied to increase the security of the driver authentication
and guarantee a more reliable service for both users and the service provider [41].

3.3 User-centric applications

User-centric applications represent ensembles of systems and technologies that
facilitate individuals’ interactions with the environment by providing adaptive
services tailored to their preferences and activity patterns. Some of the emerging
scenarios that apply biometric systems to user-centric applications include home
automation, user-centric entertainment, and social media.

Home automation Home automation refers to the technologies used to fa-
cilitate human-computer interactions in ambient intelligence scenarios, with a
specific focus on home environments. In these scenarios, a growing area of re-
search considers the application of biometric technologies to facilitate a trans-
parent human-computer interaction and support individuals in their everyday
life tasks and activities. The biometric technologies required for ambient intelli-
gence should be less constrained than those in traditional biometric systems. In
addition, given the limited computational resources available for ambient intel-
ligence devices, ambient intelligence and home automation applications should
use low-complexity and optimized algorithms. In particular, fingerprint recogni-
tion systems are being increasingly studied in home automation scenarios, for
example, by using mobile applications on smartphones to restrict access to ap-
pliances after the user performs a user-friendly authentication via the integrated
fingerprint reader [10]. Similarly, voice recognition systems are being studied to
identify users independently of their position in home environments, with the
purpose of personalizing the user experience in home control applications [7].

User-centric entertainment User-centric entertainment refers to the tech-
nologies used to provide amusement to a single individual. Electronic games are
the most common form of user-centric entertainment and are being increasingly
studied as a test field for biometric technologies. In fact, computer games are vir-
tual environments that allow researchers to evaluate biometric and physiological
sensors in simulated applications without causing harm to the individuals [35].
Entertainment devices used in electronic games are evolving to integrate an in-
creasing number of smart functionalities. In these devices, biometric recognition
technologies can be used to automatically recognize users and tailor the enter-
tainment content according to their preferences or to estimate the user’s age to
limit access to mature content [5]. In particular, research trends are attempting
to use off-the-shelf depth sensors designed for games to perform in-game face
recognition or age estimation [8]. Fig. 11 shows an example of age and gender
estimation using three-dimensional body metrics obtained with a depth sensor.

Social media Social media refers to the computer technologies used to cre-
ate virtual communities where individuals can exchange information and ideas.
In this field, impersonation attacks represent a serious issue because they are
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Fig. 11. Example of age and gender estimation using three-dimensional body metrics
obtained with the Kinect sensor

difficult to discover and relatively easy to perform. Biometric technologies, as
user-friendly approaches that can authenticate users both at the beginning of
the session and then continuously, are emerging in social media applications
as useful tools for preventing impersonation attacks. In addition, social media
service providers can use biometrics to build user profiles for targeted market-
ing [31].

Another emerging topic in social media is the definition of distinctive features
based on social network activities, called social behavioral biometrics. These
biometric features are increasingly being used to verify a user’s identity in virtual
domains, perform continuous authentication in cyberspace, or obtain forensic
information for cybercrimes. These biometric features can be used alone and in
combination with other biometric traits [48].

3.4 Personal devices

Personal (or mobile) devices are computing devices that are small enough to
be held and operated with one hand, such as smartphones or personal digital
assistants (PDAs). Today, many such devices are equipped with biometric capa-
bilities, and many users prefer their use over traditional passwords or personal
identification numbers. However, biometric systems deployed on personal devices
must address several issues, such as limited computational capabilities, limited
size of the sensors, use in uncontrolled conditions, and spoofing attacks.

To overcome these issues and the specific drawbacks of biometric recogni-
tion using personal devices, research trends are considering different biometric
traits. In particular, fingerprint recognition has been increasingly adopted due
to the decreasing size of touch-based capacitive sensors, which are currently in-
tegrated in many mobile devices. Touchless fingerprint recognition algorithms
for personal devices are also being studied since they can perform the recogni-
tion without requiring dedicated sensors but using only the integrated camera.
However, touchless acquisitions of fingerprint images are more sensitive to vari-
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Fig. 12. Examples of fingerprint images acquired with a smartphone under different
environmental illumination and background conditions

ations in illumination and background with respect to touch-based acquisitions.
Therefore, research trends are considering robust processing algorithms able to
extract the pattern of minutiae points in touchless acquisitions performed using
personal devices. Fig. 12 shows examples of fingerprint images captured by the
camera of a smartphone under different environmental illumination and back-
ground conditions.

Facial recognition is also a popular trait in mobile devices. However, per-
sonal devices capture face samples under uncontrolled conditions, with the con-
sequence that the acquisitions present uncontrolled backgrounds, non-uniform
illumination, and differences in pose and expression. For these reasons, research
trends are focusing on dedicated sensors that can capture the three-dimensional
model of the face in real time, thereby increasing the robustness to differences
in background, illumination, and pose variations.

The use of iris recognition is also gradually becoming popular for personal
devices, and research trends are studying recognition algorithms using uncon-
trolled acquisitions performed using visible light, with non-frontal gaze and with
a non-constant distance from the sensor. Furthermore, studies are focusing on
optimizing the iris processing algorithms due to the limited computational ca-
pabilities of personal devices.

Other biometric traits that are being considered for mobile devices include
the voice, which can be captured using the microphone integrated in all per-
sonal devices, and the palmprint, whose recognition can be performed even with
low-resolution images captured using an integrated camera. In addition, other
research trends are studying biometric features specific to personal devices, such
as touch screen dynamics [37].

Because almost all mobile devices integrate biometric sensors such as cam-
eras, microphones or fingerprint scanners, the next natural step is to fuse their
information using multimodal biometrics, which can provide higher accuracy
and increase the difficulty of spoofing attacks [19].
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4 Challenges and research trends of current biometric
systems

In this section, we present challenging aspects and emerging solutions in cur-
rent biometric systems by analyzing their main characteristics from different
perspectives.

To incentivize more people to adopt and correctly use biometric systems in
a growing number of scenarios, it is necessary to consider and improve different
aspects of the biometric recognition process. The methods used to evaluate these
aspects belong to different fields, ranging from engineering and computer science
to social sciences and economics. In particular, the aspects to consider are the
following (Fig. 13):

— Usability refers to how user friendly a system is to use and the time required
for people to learn how to use it. Its measurement is related to the acquisition
time and to the number of acquired samples of insufficient quality, as well as
to the overall experience.

— User acceptance is based on how users perceive the system. It is related to
the system’s invasiveness and usability, as well as to personal inclinations or
perceived privacy risks.

— Privacy considers the degree to which a biometric system protects the users’
personal data and avoids data theft or misuse.

— Security refers to the robustness of the system against attacks made using
fake biometric traits or malicious software.

— Accuracy is measured as the capability of the biometric system to effectively
discriminate between users.

— FEzxecution time is the amount of time required to perform the recognition,
including the enrollment and matching procedures. This aspect is important
because it influences the usability of the system. In fact, people can become
frustrated when they feel that the recognition process takes too long.

— Interoperability considers the degree of compatibility between different sys-
tems. Interoperability is influenced by both the type of device (e.g., touch-
based or touchless) and the data format used to store the biometric infor-
mation. Biometric standards are used to partially mitigate interoperability
issues.

— Scalability refers to the way in which the performance is affected when the
number of users enrolled in the system increases or when the computer and
network architecture face a greater number of requests. This aspect is re-
lated to both architectural aspects (e.g., CPU/GPU performance, hard disk
throughput, and network bandwidth) and software aspects (e.g., the algorith-
mic complexity of the software implementation).

4.1 Usability and user acceptance

To improve the usability and user acceptance of biometric systems, research
trends are currently focusing on aspects such as enhancing the characteristics of
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Fig. 13. Different aspects and emerging technologies in biometric systems

acquisition devices and their ergonomics, improving the robustness of the recog-
nition algorithms to sample non-idealities, and using proper feedback techniques
to achieve effective human-machine interactions.

To enhance the characteristics of acquisition devices, the research community
is designing less-constrained and less-intrusive technologies for biometric recog-
nition, such as touchless fingerprint /palmprint recognition [17], uncontrolled face
recognition [6], iris recognition at a distance [39], and voice recognition in am-
bient intelligence scenarios [4]. Research on less-intrusive technologies includes
the design of appropriate acquisition devices (e.g., scanners and cameras) and
dedicated software. These technologies should be able to perform biometric veri-
fications under less-controlled conditions compared to current biometric systems,
for instance, at higher distances, in natural light, while a person is moving, or by
using mobile devices. Touchless technologies are better accepted by users than
touch-based biometric systems, and they can provide a better solution in terms
of hygiene because they require no contact with any surface.

To achieve more robustness and flexibility in biometric identification, research
trends are considering matching algorithms that can work with samples captured
in non-ideal conditions [46]. For this purpose, DL and CNNs are also being
increasingly studied for face [6] and gait [50] recognition systems to compensate
for different non-idealities, such as acquisitions performed at high distances,
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Fig. 14. Automatically detecting and correcting biometric acquisition problems in the
ABC case

from different points of view, and with differences in illumination, pose, and
expression.

To achieve an effective human-machine interaction, the algorithms that eval-
uate the quality of the acquired samples are particularly important. When people
are tired, stressed, or inexperienced, such conditions can result in the capture
of poor-quality samples, which can negatively affect the overall recognition ac-
curacy. Research trends are therefore addressing advanced quality assessment
algorithms for face, fingerprint [13], and iris samples [45] that can detect the
different acquisition problems and improve the signaling by providing users with
more precise feedback about which corrective action to perform. Fig. 14 shows an
example of how advanced quality assessment algorithms for face and fingerprint
acquisitions can be used in ABC systems to perform corrective actions tailored
to the situation, such as compensating for non-idealities or using intelligent sig-
naling.
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4.2 Privacy and security

Biometric samples are personal and sensitive data that cannot be changed and
that are unequivocally related to their owner. Therefore, protecting privacy and
security is of paramount importance. In fact, if a person’s biometric information
is stolen, the thief could potentially use the stolen biometric data to impersonate
the victim for an indefinite amount of time because it is not possible for peo-
ple to change their biometric traits as they can with traditional authentication
mechanisms (e.g., a password or a token) [27].

To increase people’s confidence in biometric systems, users may need assur-
ance about the privacy measures that such systems adopt. Therefore, interna-
tional restrictions limit the retention of sensitive personal data strictly to the
period during which they are effectively used and use logs for monitoring system
quality that store data in an anonymized format [12]. To ensure the privacy of
biometric data, some systems store templates rather than the original samples
and use cryptographic techniques that were specifically developed for biomet-
ric systems [6]. Other methods use privacy-compliant and adaptive match-score
normalization and fusion approaches [3].

Regarding the security of biometric verification, researchers are studying in-
novative antispoofing techniques, such as liveness detection methods able to
detect a greater number of fake biometrics traits, including printed face images,
fake fingers made of silicone, or synthetic irises [6]. Antispoofing techniques for
multibiometric systems are also being studied [53].

4.3 Accuracy and execution time

The execution time is also a decisive factor for biometric recognition because
lower biometric matching times decrease the time required for authentication
and enable more transparent user interactions. At the same time, lower matching
times could enable the real-time identification of individuals on blacklists or in
large-scale automated fingerprint identification systems.

Recently, biometric systems based on DL techniques and CNNs have been
gaining popularity and have achieved accuracy improvements for face, finger-
print [30], iris [6], palm [49], ECG [44], voice [18], and gait [50] recognition, as
well as for age and gender estimation. DL techniques are also being used in multi-
biometric systems to increase accuracy [2] or to learn multiple representations
from the same biometric sample [22]. However, the main drawbacks of methods
based on DL techniques are the need for large amounts of training data, which
can be difficult to collect, and the potentially large number of features to be
stored in the template, which can cause storage problems when high numbers
of users are present in the system [4]. Furthermore, these methods could require
too much computational time for some live applications. To reduce the execution
time in biometric systems, recent techniques have considered optimized imple-
mentations using parallel and general-purpose computing on graphics processing
units, allowing performance gains of up to 14 times compared to sequential CPU-
based implementations [21].
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4.4 Interoperability

At present, biometric systems are composed of several collaborating subsystems
and use common rules to favor the exchange of biometric information [14]. These
rules specify the data format, the type of data exchanged, and the cryptographic
schemes. However, even if standards for biometric data interchange exist, inter-
operability problems between different biometric systems can arise when, for
example, different sensors are used to collect the samples [32].

Recent methods to improve the interoperability use cross-database evalua-
tion techniques to increase the matching accuracy between different databases
captured with different sensors. The current research trends focus on finger-
prints [32], irises [11], and online signatures [51].

Biometric algorithms are also using machine learning approaches to perform
matching among heterogeneous databases. In fact, recent methods are able to
train and test models on samples captured with different modalities, with only
limited performance decreases [3].

4.5 Scalability

The scalability of a biometric system is measured as the amount that the per-
formance of the system is negatively affected in terms of both accuracy and
execution time when the size of biometric databases enlarges or when the hard-
ware and network infrastructure must handle a greater number of requests. A
scalable biometric is able to perform an accurate biometric match and respond
within an acceptable time window when both the number of enrolled users and
the number of requests increase, without requiring significant changes in the
software, hardware, and network architectures.

Scalability is particularly important in biometric systems working in the iden-
tification modality when it is necessary to match a biometric sample against
many other samples to determine the identity of the individual (e.g., in national
law enforcement databases composed of millions of biometric records) or op-
erating with large populations of users (e.g., border control applications with
thousands of passengers per day).

Recent trends are considering the use of techniques based on distributed
computation, parallelism, and modularity. For example, some approaches have
studied the adoption of biometric recognition as a service using cloud computing
architectures [9].

5 Conclusions

This chapter provided an overview on recent technologies, emerging scenarios,
and research trends in biometric recognition.

One of the main goals of the research community is to increase the robustness
of state-of-the-art biometric systems to samples acquired in uncontrolled condi-
tions. Important research trends consist of studying novel and robust methods to
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perform the recognition in unconstrained conditions using physiological traits,
behavioral traits, soft biometric features, and multibiometric systems. For this
purpose, recent machine learning approaches based on DL, and CNNs showed par-
ticularly promising results in terms of accuracy and robustness to poor-quality
acquisitions. The improve robustness of biometric recognition methods to poor-
quality samples acquired in uncontrolled conditions is enabling a diffusion of bio-
metric technologies in a wider set of application scenarios. Emerging scenarios
include public infrastructures, where it is necessary to perform accurate biomet-
ric recognitions using databases of millions of identities, such as border control,
surveillance, and humanitarian services. Other emerging scenarios include pri-
vate infrastructures, where it is necessary to guarantee a correct recognition to
avoid fraud, such as e-commerce and e-banking. Furthermore, emerging scenarios
include user-centric applications where biometrics can facilitate the interaction
of the person with the environment, such as home automation, user-centric en-
tertainment, and personal devices.

Although the diffusion of biometric technologies is increasing in heteroge-
neous application scenarios, academic and industrial communities are still study-
ing new methods to improve the different aspects of biometric technologies, mak-
ing them more usable, socially acceptable, privacy compliant, and secure, as well
as with higher accuracy, faster execution, and improved interoperability. How-
ever, although the research community is proposing important novelties, further
studies should be performed to design biometric systems that are deployable
in completely unconstrained conditions, thus permitting their diffusion in fur-
ther application scenarios and making them enable technologies for new types
of human-centric personalized services.
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