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Abstract
Scalable and secure authorization of smart things is of the crucial essence for the successful deployment of the Internet of
Things (IoT). Unauthorized access to smart things could exacerbate the security and privacy concern, which could, in turn,
lead to the reduced adoption of the IoT, and ultimately to the emergence of severe threats. Even though there are a variety of
IoT solutions for secure authorization, authorization schemes in highly dynamic distributed environments remain a daunting
challenge. Access rights can dynamically change due to the heterogeneous nature of shared IoT devices and, thus, the identity
and access control management are challenging. This survey provides a comprehensive comparative analysis of the current
state-of-the-art IoT authorization schemes to highlight their strengths and weaknesses. Then, it defines the most important
requirements and highlights the authorization threats and weaknesses impacting authorization in the IoT. Finally, the survey
presents the ongoing open authorization challenges and provides recommendations for future research.

Keywords Access control · Security threat · Security attacks

Introduction

The exponential growth of connected devices (from tiny
sensors to larger devices) will revolutionize the current dis-
tributed IT scenario and applications. Smart transportation,
sustainable mobility, smart cities, e-health, smart vehicles,
unmanned aerial vehicles (UAVs), and many more are just
some examples of domains where the IoT is generating a
paradigm shift promising positive impacts on everyday life.
According to Intel,the IoT market value could reach 6.2 tril-
lion dollars by 2025, and most of it will be in the health
care and manufacturing sectors. The recent advancement in
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techniques related to IoT (e.g., Distributed storage, dynamic,
and heterogeneity access) has enabledmuch easier device-to-
device (D2D) communication over the Internet. However, the
influx of IoT has introduced security and privacy concerns,
thus reducing the radical growth of the emerging IoT. For
adopting IoT, it is crucial to define standardized access con-
trols for each system and adopt these controls on the final IoT
deployment architecture as distributed or centralized. In IoT,
it is difficult to manage D2D communication while ensuring
secure authentication and authorization1. Unlike traditional
access control mechanisms for centralized systems such as
role-based access control (RBAC) [1] and attribute-based
access control (ABAC) [2], the decentralized environment
necessitates a new standard access control mechanism to
cope with constrained physical devices and provide scalable
and secure authorization accordingly. The IoT is specifi-
cally inter-networking of smart (often resource-constrained)
devices that allow things to connect and exchange data; there-
fore, access control is mandatory. Access control can be
viewed as how authorization is structured. Usually, autho-
rization schemes are designed according to the organization
structure using policies that are determining the appropriate

1 https://www.intel.com.au/content/www/au/en/internet-of-things/
infographics/guide-to-iot-new.html.
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allocation of access rights after successful authentication.
Inadequate authorization may lead to some threats such as
loss of data and control. Hackers or spammers may exploit
access control weaknesses to alter, delete, or abuse sensitive
data. This may raise several privacy concerns, especially in
a critical environment. A third-party API may be used in IoT
to enable D2D communication. Therefore, manufacturers
should incorporate security mechanisms (authentication and
authorization)with the third-party services. In healthcare sys-
tems, patients’ devices (i.e., mobile phones) are used to store
and visualize health records. These devices may face phys-
ical threats, since the handheld devices may be misplaced,
stolen, or temporarily accessed by some othermalicious third
parties. Smart cards with two-factor authentications are vul-
nerable to smart card attacks.2 Once a side-channel attack
that observes the device operation succeeds, the attacker can
gain the inside resource information easily. Even though
IoT provides a large number of IoT solutions for secure
authorization, authorization schemes in the highly distributed
environment of IoT still present a formidable challenge.
Since IoT is a shared infrastructure with heterogeneous
devices, access rightsmay dynamically change. As a result, it
is difficult to manage identity and access control. Nowadays,
the adoption of IoT devices in specific application domains,
such as health and industrial controls, is opening a new sce-
nario, where IoT security is becoming strongly connected
with safety. Security breaches in IoT could lead to privacy
violations, safety and health consequences such as vehicle
crashes, and failures in IoT medical devices such as pace-
makers.

Our survey takes a different approach than the previous
surveys on IoT, which normally considered IoT and the rel-
ative security aspects as a whole. In this survey, we focus on
a specific aspect relative to the authorization mechanisms in
IoT, which has been demonstrated to be one of the key block-
ing factors for the diffusion of IoT in a critical environment
where trustworthiness is fundamental. 3 Our contributions
can be summarized as follows:

1. Provided a comprehensive comparative analysis to show
the strengths and weaknesses of the current authorization
schemes in IoT,

2. Identified requirements for secure authorization in IoT,
3. Identified security leakages together with a comprehen-

sive taxonomy of IoT threats and weaknesses,
4. Identified key challenges and future research trends.

2 Access Control Attacks and Monitoring, May-29-2012, https://
access.itxlearning.com/data/cmdata/CISSP2012/Books/sbx_cissp_
c02.pdf.
3 OWASP Internet ofThingsProject:https://wiki.owasp.org/index.php/
OWASP_Internet_of_Things_Project.

Fig. 1 Total amount of papers containing IoT and authorization key-
words

The remainder of this survey is structured as follows. Sec-
tion“Paper selection criteria” elucidates the paper selection
criteria and provides a preview of the selected papers.
Section“Comparison with the existing surveys” presents a
comparison with the other existing surveys dealing with
similar topics. In Section “The taxonomy”, we propose
a taxonomy for IoT authorization schemes and present a
comparative analysis of the selected papers. Section“Non-
functional requirements for authorization in IoT”presents the
identification of requirements of the authorization schemes
for IoT. In Section “Threats and weaknesses in IoT”, autho-
rization threats and weaknesses are elaborated. Finally,
Sections “Challenges in authorization for IoT” and “Future
trends” discuss the ongoing research challenges and future
trends in IoT authorization, while Section “Conclusion” con-
cludes the paper.

Paper selection criteria

In this section, we first present the paper selection criteria,
and then we provide a short overview of the selected papers.
We used the Explora journal discovery tool, provided by the
Universitá degli Studi di Milano and complemented it with
Google Scholar. To select from the available literature, we
used the following selection criteria:

1. Quality, to select papers based on the quality.We privilege
scientific and archival publications of well-recognized
scientific publishers (e.g., IEEE, ACM, and Elsevier) and
papers from international conferences and workshops.

2. Coverage, to be as inclusive as possible, considering even
more generic papers that touch the aspects that we are
interested in.

3. Actionability, to select papers based on their impact on
concrete solutions and final products.
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Fig. 2 Total number of papers
based on the most popular
authorization schemes
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4. Timeliness, to facilitate the selection of the most recent
papers where a better maturity of IoT has been reached
even if the survey spans nearly a decade of research
(2013–2022).

The paper selection process was based on a logic query
definition compliant with the above criteria. First, we used
the general keywords/queries such as (“IoT authorization”)
AND (“cybersecurity” OR “cyber security”). The initial
number of returned papers containing these queries is shown
in Fig. 1. Afterward, we further narrowed our search by
includingmore specific keywords such as “Blockchain-based
authorization” and “elliptic curve cryptography”, to namebut
a few.

The shortlisted papers were then double checked by
inspecting the abstract and searching for related terms in the
paper. Due to the sheer number of published works during
the considered period, we have prioritized the works having
the largest number of citations in relation to the year of publi-
cation. On top of that, we have also set the exclusion criteria
as follows:

1. Works in which IoT authorization was only mentioned
briefly or as a part of use cases were excluded. Only
those works in which authorization schemes for differ-
ent aspects of IoT were the main topic of the research
were included.

2. Regardless of their impact, works published by govern-
ment institutions were not considered.

3. All of the works not written in English were excluded.

Figure 2 shows the distribution of the eight most popular
authorization schemes in the period from 2013 until 2022.
The considered schemes include:

– Elliptic Curve Cryptography (ECC), first introduced
by Miller [53] in 1985, is a public-key cryptography
approach based on the mathematical concept of ellip-
tic curves over finite fields that implements the main
capabilities of the asymmetric cryptosystems, including
encryption, signatures, and key exchange.

– Attribute-based Access Control (ABAC) is a variation of
the Role-based Access Control (RBAC) scheme, which
was first coined by Ferraiolo and Kuhn in 1992 [1]. It is
a logical access control approach that establishes autho-
rization to carry out a sequence of operations.

– Identity-based Encryption (IBE), introduced in 2001 by
Boneh and Franklin [54], is an encryption scheme based
on Weil pairing that allows anyone within an organiza-
tion to encrypt any text/information with another user’s
identity.

– Attribute-based Encryption (ABE), initially proposed in
2005 by Sahai and Waters [55] as fuzzy identity-based
encryption, allows for multiple private keys to be used
with a single public key, which is built from a list of
attributes.

– Open Authorization (OAuth), created as a part of Twitter
OpenID implementation in 2006 by Twitter, is an open
protocol that provides secure authorization in a simple
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Table 1 Evolution of authorization schemes

Period Principal schemes

2013–2014 Policy-based access control with Extensible Access
Control Markup Language (XACML) [3]

Capability-based access control(CapBAC) [4,5]

Identity Authentication and Capability-based Access
Control (IACAC) [6]

Distributed Capability-based Access Control
(DCapBAC) [7,8]

Fuzzy Trust Based Access Control (FTBAC) [9]

Delegation-based authorization scheme [10]

Host Identity Protocol (HIP) and Datagram Transport
Layer Security (DTLS) based schemes [11]

Attribute-based Signature (ABS) [12]

Attribute-based Access Control (ABAC) [13]

Attribute-role-based hybrid access control [14]

Open Authorization (OAuth) [15]

Federated Identity and Access Management (FIAM)
OAuth2 with MQTT [16]

Hierarchical Attribute-based access control [17]

Advanced Encryption Standard (AES) [18]

2015–2017 Attribute-based access control (ABAC) [19]

Smart gateways [20]

DCapBAC [21,22]

Attribute-based Encryption (ABE) [23,24]

Multimedia files access control [25]

OAuth [26]

Identity-based Encryption (IBE) [27]

Ontology based context-aware role-based access control
[28]

Certificateless signcryption scheme [29]

Decentralized Blockchain-based approach [30,31]

2018–2022 Decentralized Blockchain-based approach [32–39]

Elliptic Curve Cryptography (ECC) based inter-device
authentication and authorization [40,41]

Ciphertext-policy Attribute-based Encryption (CP-ABE)
[42,43]

Pseudonyms based scheme [44]

IBE [45,46]

Three-factor certificateless signcryption-based access
control [47]

Blockchain and ABE-based authorization [48]

One-way cryptographic hash functions [49]

CapBAC [50,51]

OAuth2.0 [52]

and standard way from the web, mobile, and desktop
applications.4

– Attribute-based Signature (ABS), proposed in 2010 by
Maji et al. [56], allows a user to sign a message with fine-
grained control over identifying information. The scheme
reveals only that the user has attested the message with a
certain set of attributes.

– Capability-based Access Control (CapBAC), first pro-
posed byGusmeroli et al. [4] in 2013, provides users with
the capability to manage their access control processes
while providing delegation and access control customiza-
tion.

– Decentralized blockchain-based authorization schemes
authorize users to the resources found on the underlying
technology of cryptocurrencies, such as Bitcoin, first cre-
ated in 2008 by an individual or group of people under
the name Satoshi Nakamoto [57].

It can be noted that the research interest in the topic of ABE
has been progressively increasing over the years, while the
authorization schemes based on Blockchain technology have
gained traction since 2017. Out of this pool, for this survey,
we considered the final set consisting of 50 papers according
to the previously specified criteria. Table 1 illustrates the set
of selected papers according to the period they were pub-
lished, as well as the scope of authorization/access control
approaches they are based on.

Comparison with the existing surveys

In this section, we present the relevant surveys that focused
on IoT security. To compare them to our study, we identi-
fied prominent contributions they may provide, including i)
taxonomy of mechanisms (T), vulnerabilities or weaknesses
(V), requirements addressed (R), and challenges and future
trends (C). Table 2 provides the comparison of the related
surveys according to the above contribution provided.

Ouaddah et al. [59] surveyed the access control issues in
IoT. However, the paper lacks a discussion on the authoriza-
tion vulnerabilities, threats, and resilience to attacks, as well
as the thematic classification of the existing state-of-the-art
schemes. Trnka et al. [61] provided a detailed taxonomy to
study the authorization and authentication schemes for IoT.
The authors argued that security context-awareness leads
to a better user experience. The authors also discussed the
suitability of the studied techniques for distributed and cen-
tralized architectures in IoT. Lone et al. [73] provided an
overview of the literature based on the use of Blockchain
smart contracts for providing security services in IoT, and

4 https://oauth.net/about/introduction/.
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Table 2 Comparison of the related surveys in the terms of taxonomy
(T), Vulnerabilities (V), Challenges (C), and Requirements (R) where
✓indicates that topicwas covered,✗indicates that topicwas not covered,
and ∼ indicates that topic was partially covered

Reference T V C R Y

Aleisa et al. [58] ✗ ✓ ∼ ✗ 2016

Ouaddah et al. [59] ✓ ✗ ✓ ✓ 2017

Yang et al. [60] ∼ ∼ ∼ ✓ 2017

Trnka et al. [61] ✓ ✗ ✓ ∼ 2018

Sfar et al. [62] ✓ ✓ ✓ ✓ 2018

Hou et al. [63] ∼ ✓ ✓ ✓ 2019

Verma et al. [64] ∼ ✓ ✓ ∼ 2019

Gonzalez-Manzano et al. [65] ✗ ∼ ✓ ✗ 2019

Celik et al. [66] ✗ ✓ ✓ ✓ 2019

Ferrag et al. [67] ✗ ✓ ✓ ✗ 2019

Sequeiros et al. [68] ✗ ✓ ∼ ✓ 2020

Qiu et al. [69] ∼ ✗ ✓ ✓ 2020

Sha et al. [70] ✗ ✓ ✓ ∼ 2020

Sengupta et al. [71] ∼ ✓ ∼ ∼ 2020

Hathaliya et al. [72] ✓ ∼ ✓ ✓ 2020

Lone et al. [72] ✓ ✗ ✗ ∼ 2021

Mohammad et al. [72] ∼ ∼ ✓ ✓ 2021

Sudarsan et al. [72] ✓ ✗ ✓ ✓ 2021

singled out access control and authentication as the most
commonly mentioned factors for accomplishing this goal.

There are several surveys conducted on the security
aspects of IoT [58,60,63,66,68]. Aleisa et al. [58] studied the
privacy issues and threats along with their limitations from
the IoT perspective. Yang et al. [60] organized the survey in
segments covering limitations and classification of attacks
with a special focus on mechanisms and architectures for
authentication and access control. They also presented some
security issues and solutions organized into the perception,
network, transport, and application layers. Compared to our
survey, they did not structure the security issues into threats,
weaknesses, and attacks, but just listed them. Besides, they
did not provide future trends and gaps analysis. Sfar et al.
[62] focused on the roadmap for security in IoT. It provides
a classification of different surveys based on security issues
covered and systemic and cognitive approaches used for clas-
sifying the state-of-the-art of IoT security research activities
and technological solutions. It also presents an extensive
review of the main standardization activities related to IoT
security. It uses a smart factory as a use case to show the appli-
cation of the proposed systemic and cognitive approaches to
IoT security.Houet al. [63] presented a survey focusedon IoT
security from a data perspective. They focused on data life
cycles, following different dimensions ranging from a data
sourceon thedevice (i.e., the security of the source), to groups

of IoT entities (i.e., security of the communication, authen-
tication, and access control), until the final application (i.e.,
privacy, forensics, and legal challenges). However, the dis-
cussion on authentication and authorization is quite limited.
Verma et al. [64] discussed the security challenges and coun-
termeasures in the IoT context. Compared to our survey, it is
generic to all the IoT aspects and only superficially touches
on the issue of IoT authorization. Gonzalez-Manzano et al.
[65] focused on continuous authentication aimed at ensur-
ing user identity via user-related IoT devices. Celik et al.
[66] studied program-analysis techniques for evaluating pri-
vacy and security issues in IoT with a specific emphasis on
identifying attacks and countermeasures. Ferrag et al. [67]
investigated the existing authorization and authentication
techniques for mobile IoT devices using bio-features. The
authors only focused on bio-features-based techniques and
discussed the threat models and countermeasures. Sequeiros
et al. [68] surveyed existing approaches, tools, and techniques
for attack and system modeling applicable to IoT, Cloud
computing, and Mobile Computing. In their work, Qiu et
al. [69] reviewed the current state-of-the-art access control
models and systems in the IoT environment, focusing on
characteristics, technologies, challenges, and open research
issues. They highlighted access control policy composition
and access control policy sharing as two main categories of
requirements for supporting future access control research.
Finally, the survey discusses access control policy autho-
rization from three aspects, including attribute discovery
mechanism, policy mining, and policy authorization. Sha et
al. [70] scrutinized existing edge-based IoT security solu-
tions and research endeavors, from the perspective of security
architecture designs, firewalls, intrusion detection systems,
authentication and authorization protocols, and privacy-
preserving mechanisms. Sengupta et al. [71] put limelight
on IIoT problems and solutions. Furthermore, the authors
provided object-based categorization of attacks in IoT based
on vulnerabilities, after which they investigated the advan-
tages and disadvantages of Blockchain-based solutions in
addressing security challenges. However, the authors pri-
marily focused their research only on one Blockchain-based
solution, namely Tangle. Hathaliya et al. [72] overviewed
a range of top-notch solutions for maintaining security and
privacy in Healthcare 4.0, such as Blockchain-based solu-
tions. They thoughtfully presented various taxonomies for
exploring different security and privacy issues affecting
Healthcare 4.0 and classified the advantages and weaknesses
of the available techniques. Mohammad et al. [74] anal-
ysed the existing access control-based authorization schemes
for smart homes and underlined the related requirements,
design and implementation challenges, and characteristics
based on the maturity level and access control model. The
authors also identified multi-user management, resource
constraints, dynamicity, flexibility, and machine-to-machine
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interaction as the open challenges to be solved for smart
homes. Sudarsan et al. [75] suggested classification of the
existing authorization techniques, based on the three pil-
lars, namely access control models, subgranting models, and
authorization governance. They also compared the advan-
tages and shortcomings of governance strategies based on
their organizational structure. However, unlike our study, the
authors did not consider security threats covered by each
of the investigated solutions. However, our survey is differ-
ent from these studies in several ways. First, we provide an
in-depth analysis of the existing IoT authorization schemes
based on the cryptographic technique used by a scheme. The
above surveys either ignored or partially discussed the cryp-
tographic techniques used by the authorization mechanisms.
Second, none of the previous surveys defined the require-
ments for IoT authorization nor presented a comparative
analysis of the existing schemes based on these requirements.
Third, the above surveys did not consider security threats on
authorization schemes. In our survey, we consider threats and
securityweaknesses on various authorization techniques, and
provide a complete overview of challenges and future trends.

The taxonomy

In this section, we propose a taxonomy of IoT autho-
rization techniques based on the current state-of-the-art,
as depicted in Fig. 3. According to our taxonomy, the
authorization schemes in IoT can be broadly divided into
two categories, namely cryptographic schemes and non-
cryptographic-based schemes. In the following, we describe
each of our taxonomy classes identifying the most relevant
works among the ones we selected according to our crite-
ria in Section “Paper selection criteria”. We also compare
them in terms of strengths and weaknesses recouping their
peculiarities in Tables 3, 4,5,6.

Cryptography-based authorization Schemes

Cryptographic authorization schemes can be further divided
into symmetric and asymmetric schemes.

Symmetric-key cryptography (SKC)-based schemes:

Symmetric-key cryptography is an encryption scheme in
which both the sender and receiver share the same secret key.
The following works proposed IoT authorization schemes
based on the symmetric-key cryptography.

In 2013, Seitz et al. [3] suggested a framework for enabling
fine-grained andflexible access control for connected devices
that have limited power. The authors utilized XACML for
producing policy-based access control and symmetric keys
for ensuring object protection. Alohali et al. [18] proposed

a lightweight security scheme for smart homes that consid-
ers device types, as well as their capabilities, scalability, and
energy efficiency. The proposed scheme is based on AES. To
protect device interaction, Garcia-Morchon et al. [11] pro-
posed two separate schemes, namely an HIP-based scheme
and a DTLS-based scheme. They noted that the DTLS-based
scheme allows for easier interaction and interoperability,
while the overall performance of HIP is better. In 2014,
Hummen et al. [10] proposed a delegation architecture for
memory-constrained devices that forwards costlyDTLS con-
nection establishment to a delegation server. The proposed
architecture also offers authorization while maintaining the
role of the central server. To mitigate security risks coming
from information sharing and gathering over public channels,
in 2021,Alsahlani and Popa [49] proposed lightweightmulti-
factor authentication and authorization scheme for real-time
data access in IoT. Their solution is based on one-way cryp-
tographic hash functions and bitwise XOR operations, in
addition to deploying a fuzzy extractor algorithm for veri-
fying users’ biometric information.

Asymmetric cryptography (PKC)-based schemes

Asymmetric cryptography is a type of cryptography in which
the public key is distributed freely to anyone,while the private
key must be kept secret.

Asymmetric schemes are further divided into non-
homomorphic schemes and homomorphic schemes:

Homomorphic encryption-based schemes: In homomor-
phic encryption, computations are carried out directly on
encrypted data without requiring access to a secret key.
Such type of encryption generates results in an encrypted
form, which matches the result of the operations made on
the plaintext when decrypted. In the time period from 2013
to 2014, the major area of research focused on capabili-
ties and contextualization challenges in IoT. Mahalle et al.
[6] introduced the concept of capabilities in the context of
IoT. This approach suggested Identity Authentication and
Capability-based Access Control (IACAC) grant access to
the local network. However, the scheme does not apply to a
WAN environment. In 2013, Gusmeroli et al. [4] affirmed
that several authorization frameworks, such as RBAC do
not offer effective, scalable, and manageable mechanisms
to support the dynamic and distributed nature of IoT. Such
frameworks cannot provide the least privileges. For this,
delegation-based authentication and attribute-based access
control using symmetric-key-based datagram transport layer
security (DTLS) protocol (CapBAC) were proposed. How-
ever, this approach is not compatible with multi-cast traffic
and lacks contextualization. A distributed capability-based
access control model (DCapBAC) is presented in the work
of Skarmeta et al. [7]. This is based on Elliptic Curve Digi-
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Fig. 3 Taxonomy for authorization schemes in IoT

tal Signature Algorithm (ECDSA), where smart objects are
enabled with access control logic for IoT devices. Sim-
ilarly, in 2014, Hernández-Ramos et al. [8] proposed an
efficient and scalable DCapBAC scheme for certification
and authorization, which also supports a trust mechanism.
Vucinic et al. [5] established an efficient Object-based Secu-
rity Architecture (OSCAR) that provides End-to-End (E2E)
security. Furthermore, the proposed system can offer the
validity of trust domains and access control, while it achieves
authentication using DTLS for key distribution. This scheme
utilizes CapBAC for ensuring communication confidential-
ity and safeguarding nodes from replay attacks. Ye et al. [13]
defined ABAC policies to resolve contextualization issues.
It provides a lightweight ciphering and trust relationship in
distributed environments using ECC. Kaiwen and Lihua [14]
used an attribute-based hybrid model for defining access
control in IoT. The proposed scheme has defined a policy
language of attribute rules and amechanism to overcome pol-
icy conflicts and redundancy. The authors used an example of
theWeChat social networking application andprovide a com-
parison with traditional ABAC. Ning et al. [17] suggested an
aggregated-proof-based hierarchical authentication (APHA)
mechanism to provide hierarchical attribute-based access
control. This proposed scheme used the homomorphism
function for Chebyshev chaotic maps [17], and directed path
descriptors to achieve data integrity and data confidential-
ity. APHA assumed that the path descriptor is fresh and a
trusted third party has authority on the entitled values. In their
work, Su et al. [12] proposed an attribute-based signature
approach using tree attributes, where policies are expressed
by defining AND/OR gates thresholds. Signature forging is
not possible as the signature guarantee that the user with
appropriate attributes satisfies the policy. Mahalle et al. [9]
introduced a scalable and energy-efficient fuzzy trust-based
access control model for calculating trust. Attribute-based

encryption (ABE) is used for achieving data storage, shar-
ing, and transformation security in IoT. In the work by
Yao et al. [23], lightweight key policy-based ABE with
ECC was used to address privacy and security issues in
IoT. Thatmann and Zickau [24] extended this approach
using ciphertext policy-based ABE, which incorporates a
fast and robust MQTT resource. Hernández-Ramos et al.
[21] proposed a lightweight authentication and authoriza-
tion mechanism based on DCapBAC. Moreover, to initiate
the security bootstrapping process, a light-weighted authen-
tication protocol over LAN (EAPOL) was associated with
constrained devices.On the other hand, to achieve end-to-end
secure authorization, XACML (Extensible Access Control
Markup Language) was used for attaining lightweight access
tokens. The year after, the same authors presented a flexible
and lightweight DCapBAC using ECC that is based on pol-
icy decision point (PDP) [22]. To cope with the pervasive
nature of heterogeneous devices’ ecosystems, Bernabe et al.
[19] proposed a flexible and efficient trust-aware distributed
capability-based access control (DCapBAC) approach. This
approach provides a flexible, efficient, and end-to-end secu-
rity access control approach, but lacks privacy-aware fea-
tures. Li et al. [27] used heterogeneous signcryption (HSC)
scheme based on identity-based encryption (IBE). The pro-
posed scheme aims to tackle identity issues ofwireless sensor
networks (WSN) in the context of IoT. In theirwork,Hossein-
zadeh et al. [28] proposed a hybrid context-aware role-based
access control for evaluation of the response time for regu-
lating an access request. In 2017, Li et al. [29] designed an
access control using a certificateless signcryption scheme for
industrial IoT. Their scheme managed to achieve public veri-
fiability, ciphertext authenticity, and insider security. Yang et
al. [25] introduced a notion of multimedia protection into the
role-based access control scheme. On top of that, the authors
adopted the method of encrypted files for storage for ensur-
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ing multimedia data security and utilized digital signatures
for verifying senders’ identities during the reception phase.
In 2018, Chifor et al. [42] proposed an authorization stack for
IoT devices specifically installed in smart homes. Based on
the Fast Identity Online (FIDO) protocol, users are allowed
to authenticate their corresponding IoT devices. Moreover,
this scheme has also analyzed the integration aspect, which
makes it applicable to the existing solutions. To reduce com-
putation overhead, Ding et al. [43] proposed a simple scalar
multiplication pairing-free access control scheme based on
CP-ABE. Moreover, for boosting the expressiveness of the
access policy, they deployed a linear secret sharing scheme
access structure (LSSS). The proposed scheme is also able
to directly revoke a user or an attribute without the need
of updating other users’ keys. Xu et al. [50] proposed a
Blockchain-enabled decentralized capability-based access
control (BlendCAC) scheme for large-scale IoT systems. The
authors suggested an identity-based capability token man-
agement strategy ensuring propagation and revocation of the
access authorization. Moreover, the proposed scheme can
efficiently impose authorization and validation in distributed
and trustless IoT networks. In 2019, Lohachab [40] proposed
an inter-device authentication and authorization scheme
based on ECC and Message Queuing Telemetry Transport
(MQTT).MQTT is an inexpensiveM2Mand IoT application
protocol based on publish-subscribe architecture, designed
specifically for resource-constrained devices. Zemmoudj et
al. [44] proposed a context-aware pseudonymization and
authorization model for a smart hospital. The proposed
scheme uses the context information to generate a set of rules,
which are used to generate a value for the trust threshold. The
scheme also supports a dynamic delegation to better manage
patient health between different entities. Kumar et al. [46]
proposed JEDI,which is amany-to-many end-to-end encryp-
tion and key delegation for IoT systems. The authors have
used a pairing-based scheme called wildcard key derivated
identity-based encryption (WKD-IBE) as a building block
for their proposed scheme. In 2020, Mandal et al. [47] pro-
posed a three-factor certificateless-signcryption-based user
access control for the IoT environment (CSUAC-IoT), where
user password, personal biometrics, and mobile device are
as authentication factors. In their scheme, the user and smart
device authorize and authenticate mutually via the trusted
gateway. Su et al. [45] used a proxy re-encryption-based
authentication mechanism to provide a trusted authoriza-
tionmechanism for nodes in CloudIoT. The authors provided
the concept of dividing the cloud servers into servers based
on downloading and uploading behavior. Shin and Kwon
[41] proposed an ECC-based privacy-preserving authenti-
cation, authorization, and key agreement scheme for WSNs
in 5G-based IoT. Besides providing anonymity, untraceabil-
ity, session key agreement, forward and backward secrecy,
the proposed scheme offers protection against a wide variety

of attacks, including replay, user-collusion, desynchroniza-
tion, impersonation, and privilege insider attacks. In 2021,
Bakir et al. [51] presented a capability authorization mecha-
nism named CAPLets that can be efficiently used by the least
capable IoT devices for supporting granular access control.
Moreover, the proposed solution bolsters token capabilities
by utilizing static and dynamic constraints for permitting a
growing number of policies through and safeguarding the
metadata channel and utilizes strong cryptography for defin-
ing a secure key exchange protocol.

5 6 Non-homomorphic encryption-based schemes: In
2013, Fremantle et al. [16] used OAuth2 with MQTT pro-
tocol to support user-directed decisions over access in a
federated IoT environment. In 2014, Cirani et al. [15] pre-
sented an architecture based on the OAuth protocol and
using a non-homomorphic encryption scheme that allows
access tokens to third-party clients through an authoriza-
tion server. This access control scheme lowers the processing
load, while at the same time providing fine-grained and flex-
ible access control policies. However, this architecture lacks
end-to-end security integration between IoT and the Inter-
net, thus allowing a single point of security compromise.
This architecture does not support single sign-on (SSO). In
2016, Niruntasukrat et al. [26] designed and implemented
an OAuth 1.0a-based authorization mechanism for MQTT-
based IoT. During the design process, the authors carefully
considered certain aspects, including node resources and user
interface limitations, and key/secret distribution and man-
agement. Afterward, they showcased the robustness of the
proposed scheme against eavesdropping, replay, node cap-
turing, and man-in-the-middle attacks. Starting from 2017,
an increasing focus of research has been placed on autho-
rization schemes based on Blockchain technology. One of
the first significant Blockchain-based schemes for managing
and revoking delegation for granting access control, called
FairAccces was proposed by Ouaddah et al. [30] In their
work, Pinno et al. [31] presented a decentralized, scalable,
interoperable, fault-tolerant, transparent, and user-friendly
scheme for IoT access authorization called ControlChain.
The proposed scheme can form relationships between users
and devices, thus allowing attributes’ allocation for their
use for authorization. The number and popularity of decen-
tralized Blockchain-based authorization schemes continued
growing in the period from 2018 until the time of writing
of this work. Tapas et al. [32] proposed a Blockchain-
based IoT-Cloud authorization and delegation mechanism.
Moreover, the authors have used Ethereum-based smart con-
tracts for the implementation of the scheme. The scheme is
decentralized and allows the client to audit the authoriza-
tion of operations. Fayad et al. [33] proposed an adaptive

5 We note that this scheme is also based on ECC.
6 We note that this scheme is also based on Blockchain.
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Table 3 Strengths and
weaknesses of ECC-based
cryptographic schemes

Reference Strengths (⊕) and Weaknesses (�)

Hernández-Ramos et al. [21] ⊕ Enabling a secure Thing-to-Thing communication ⊕
Integrity and confidentiality � No trust management
�Lack of availability, reliability and principle of least
privileges

Gusmeroli et al. [4] ⊕ Scalable, manageable, flexible, granular � Lack of
confidentiality, integrity, availability and reliability

Hosseinzadeh et al. [28] ⊕ Support heterogeneous environment � Low response
time � Lack of confidentiality and robustness

Hernández-Ramos et al. [22] ⊕ Access to CoAP resources ⊕ Feasibility,
non-repudiation, scalability, interoperability � Lack
of flexibility

Skarmeta et al. [7] ⊕ Lightweight, flexible, scalable, interoperable and
providing E2E security � Authorization decisions
externalized � DCapBAC does not provide trust
mechanism

Ye et al. [13] ⊕ Flexible and scalable � Lack of confidentiality

Mahalle et al. [6] ⊕ Data integrity, scalability ⊕ Protection from DoS,
replay, and MIN attacks � Not suitable if a set of
resources is large and changes a lot � Not fully
suitable for WAN � Lack of integration and usability

Vucinic et al. [5] ⊕ Protection from replay and DoS attacks � Lack of
availability and anonymity

Kaiwen and Lihua [14] ⊕ Policy management and permission assignment �
Limited applicability

Ning et al. [17] ⊕ Data confidentiality, data integrity, and trust � TTP is
involved � The trusted entity has authority on the
entitled values, so any malicious activity can cause the
loss of user’s data

Yanget al. [25] ⊕ Resistant to tampering, replay, MITM and password
guessing attacks � Lack of scalability

Zemmoudj et al. [44] ⊕ A dynamic delegation mechanism � Public-key
certificate not supported � Storage and computation
overhead

Lohachab [40] ⊕ Lightweight � Strong authentication � Cannot
handle the dynamic nature of devices

Hernández-Ramoset al. [8] ⊕ Scalable and interoperable � Lack of privacy

Xu et al. [50] ⊕ Scalable and lighweight � More work required for
real-world apps

Shin and Kwon [41] ⊕ Resistance against a wide variety of attacks � Lack
of scalability

Bakiret al. [51] ⊕ High efficiency on the least-capable devices � Lack
of non-repudiation and scalability � Certain memory
constraints

and lightweight Blockchain-based authentication and autho-
rization scheme for different IoT use cases. The proposed
scheme meets security requirements such as heterogeneity
and robustness against cryptanalysis attacks while maintain-
ing the low cost of implementation. In 2019, Ding et al. [35]
suggested an attribute-based access control mechanism for
simplifying access management. To avoid a single point of
failure and data tampering, the authors used a Blockchain,
which stores the record of the distribution of attributes. In
2020, Siris et al. [36] proposed decentralized authorization

models for constrained IoT devices based on smart contracts
and interledgermechanisms. Proposedmodels exploit princi-
pal advantages of smart contracts and multiple Blockchains,
involving immutably recording hashes of authorization infor-
mation and policies, resilience through the execution of smart
contract code on all Blockchain nodes, and cryptographically
linking transactions and IoT events recorded on the differ-
ent Blockchains using hash-lock and time-lock mechanisms.
Ali et al. [34] proposed a decentralized Blockchain-based
permission delegation and access control framework for IoT
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Table 4 Strengths and
weaknesses of the other
homomorphic-based
cryptographic schemes

Reference Strengths (⊕) and Weaknesses (�)

Li et al. [27] ⊕ Confidentiality, integrity, authentication, and
non-repudiation ⊕ Message and ciphertext
attack � TTP, also called the key generating
center (KGC) is involved � As KGC generates
a partial private key by using user identity and
the master key, the user identity is at risk if
KGC is curious

Su et al. [12] ⊕ Unforgeability, reduced computational cost �
Lack of confidentiality, integrity, availability,
reliability, and non-repudiation

Bernabe et al. [19] ⊕ Light-weighted, flexible, heterogeneous,
context-aware, interoperable, E2E security
QoS, reputation and social relationship � Lack
of anonymous access token

Ferraiolo et al. [76] ⊕ Flexibility, integrity � Access control
decisions can be determined by the roles
individual users � Lack of scalability

Yao et al. [23] ⊕ Lowcommunication overhead � Poor
generality in application scope � Lack of
flexibility and scalability

Thatmann and Zickau [24] ⊕ Forward/backward secrecy supported �
Intrusion can remain undetected

Suet al. [45] ⊕ Scalable and flexible � High cost of
encryption/decryption by using PRE in IoT �
The permission revocation is a serious problem

Li et al. [29] ⊕ Low computational cost � Lack of scalability

Kumar et al. [46] ⊕ Encryption with URIs and Expiry ⊕ Integrity,
anonymity � Relies on an application-layer
gateway � Lack of reliability and flexibility

Chifor et al. [42] ⊕ Lightweight � Overhead in network packet
loss injection � Lack of software security stack
for multiple platforms

Dinget al. [43] ⊕ Data security, forward security and backward
collision resistance � High computation cost

Mandalet al. [47] ⊕ High resilience against the variety of attacks �
High computational cost

Renet al. [48] ⊕ Relatively low complexity and overhead ⊕
Resilience against some common attacks �
Access delay in token decryption � Lack of
availability and confidentiality

called xDBAuth. The proposed solution preserves users’ pri-
vacy by utilizing the Proof-of-Authenticity/Integrity mecha-
nism for finding/retrieving user/IoT device platform hashes
in the Blockchain. Blockchain in this scheme also enables
user transparency and prevents potential adversaries and
legitimate users from exploiting delegated permissions.
Khalid et al. [37] proposed a decentralized authentication
and access control mechanism for lightweight IoT devices
that is based on fog computing and public Blockchain. In
2021, Putra et al. [38] proposed a decentralized IoT access
control scheme based on ABAC with a supplementary Trust
and Reputation System (TRS), which separates sensitive
data from the public TRS data. Furthermore, their approach

quantifies Service Consumer (SC) and Service Provider
(SP) behavior, while utilizing recursion for streamlining the
trust and reputation score computation. Ren et al. [48] pro-
posedABE andBlockchain-based access control mechanism
for applications in SDN-IoT networks. Besides supporting
authorization in heterogeneous and untrusted SDN-IoT con-
trol domains, their solution also enables the recording of all
interactions between applications and the IoT network. The
authors designed dedicated token encapsulation, distribution,
validation, and update schemes to satisfy the decentraliza-
tion requirements, whereas they utilized ABE for reducing
complexity and overhead. Similarly, Wickstrom et al. [39]
proposed a protocol that utilizes smart contracts on the
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Table 5 Strengths (⊕) and
weaknesses (�) of the other
cryptographic and
non-cryptographic schemes

Symmetric-based cryptographic schemes
Reference Strengths (⊕) and Weaknesses (�)

Hummen et al. [10] ⊕ E2E connections, reduced computation, memory
overhead and network transmission to some extent ⊕
Remote authorization � Incompatibility with
multi-cast traffic � Lack of contextualization

Mahalle et al. [9] ⊕ Low energy consumption � No real-world
implementation

Garcia-Morchon et al. [11] ⊕ Flexible key management, secure communication ⊕
Interoperable and scalable � Lack of availability and
scalability

Seitz et al. [3] ⊕ Fine grained and flexible access control � Meta-data
can easily be compromised � Lack of reliability and
non-repudiation

Alohali et al. [18] ⊕ Backward and forward secrecy ⊕ Resilience to
replication and MITM attacks � Lack of scalability

Alsahlani and Popa [49] ⊕ High scalability ⊕ Low computation costs � Lack of
reliability and non-repudiation

Non-cryptographic schemes

Reference Strengths (⊕) and Weaknesses (�)

Moosavi et al. [20] ⊕ Low overhead � Limited usability

EthereumBlockchain for enforcing secure deployment, com-
munication, management, and maintenance of IoT devices,
in addition to providing authorization and authentication. in
the same year, Julku et al. [52] attempted to integrate Device
Identity Composition Engine (DICE)-based device attesta-
tion with the IAM system and explained how this proposed
solution can augment the OAuth 2.0 framework and provide
a scalable way for managing trustworthiness in distributed
environments which have a significant amount of sensi-
tive network resources. Furthermore, the authors proposed
a proof-of-concept implementation of device attestation-
enhanced identity management for a microcontroller class
device.

Non-cryptographic-based schemes

7Cryptographic schemes are often computationally intensive,
which is not always feasible in the context of IoT. Hence,
Moosavi et al. [20] proposed a secure and efficient authen-
tication and authorization scheme for IoT-based healthcare
that relies on smart e-health gateways for taking away some
weight from medical sensor nodes that are used for secure
communication. In addition, their architecture depends on
the certificate-based DTLS handshake protocol, and utilizes
a secure key management scheme between sensor nodes and
the smart gateway to accomplish security.

7 We note that this scheme is also based on ABAC.

Non-functional requirements for
authorization in IoT

In this section, we present a set of requirements that are fun-
damental for authorization in IoT, including:

R1 Authentication: Identification and authentication play a
critical role in IoT security and privacymanagement. The
authorization process strongly relies on the success and
trustworthiness of the authentication process.

R2 Access control: Access control is used to restrict the
access of available resources against undesired access.
Different from traditional systems, IoT mainly focuses
on more ubiquitous services being accessed on top of a
heterogeneous network architecture for people, things,
devices, services, etc. Therefore, who gets access to
which resource is essential in IoT. Paramount character-
istics of the access control can be summarized as follows:

(a) The principle of Least Privileges (PoLP): Access control
is critical, so that the least privileges must be assigned
to assure that during maintenance, and the maintainer
cannot use all authorized rights. In IoT, PoLP provides
the lowest level of things rights.

(b) Granularity (Gr): The level of access control must be
fine-grained to satisfy the principle of least privileges.

(c) Separation of duties (SoD): Separation of duties is a sig-
nificant part of internal controls. The objective of SoD is
to distribute the tasks and subordinate privileges among
multiple things (i.e., devices or users).
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Table 6 Strengths and
weaknesses of
non-homomorphic-based
cryptographic schemes

Reference Strengths (⊕) and Weaknesses (�)

Cirani et al. [15] ⊕ Flexible, configurable, easy to integrate, customized
fine-grained access policies ⊕ Low processing load �
Single point of security compromise � No E2E
security integration, SSO not addressed

Niruntasukrat et al. [26] ⊕ Protection against a wide variety of attacks � Lack of
confidentiality � Poor application-level data
encryption

Ouaddah et al. [30] ⊕ Transparency and granularity � Blockchain bloat �
Multiple real-time confirmations required

Tapaset al. [32] ⊕ Blockchain as a technological building block scheme
and Smart contracts � Weak session key management
� Lack of scalability

Fremantleet al. [16] ⊕ Token size of OAuth is minimized � Prone to DoS
attacks

Pinno et al. [31] ⊕ User friendly, transparent and scalable ⊕ High
compatibility and scalability � Lack of revocation and
delegation

Xu et al. [50] ⊕ Scalable and lighweight � More work required for
real-world apps

Fayad et al. [33] ⊕ Robustness against cryptanalysis attacks ⊕ Scalable
and lightweight � Still incomplete

Dinget al. [35] ⊕ Low overhead � Lack of flexibility, scalability and
robustness

Khalidet al. [37] ⊕ Resilience to spoofing, Sybil, message replay and
substitution attacks � High energy consumption

Ali et al. [34] ⊕ Lightweight ⊕ High throughput � No formal
verification

Siriset al. [36] ⊕Reduces the amount of data that needs to be sent to the
constrained IoT devices � High execution cost in
certain scenarios

Julku et al. [52] ⊕ Simplicity of service implementation and scalability
� Limited usability � High performance overhead

Putra et al. [38] ⊕ Scalable and reliable ⊕ Access control,
reputation,and network protocol attacks resilience �
High latency � Bootstrapping problem

Wickstrom et al. [39] ⊕ Autonomous device management �Lack of
scalability, and non-repudiation

– Static separation of duties (SSoD): The separation of
duties that is enforced in the administrative environ-
ment is called static separation of duties.

– Dynamic separation of duties (DSoD): The separa-
tion of duties that is enforced only at the runtime is
called dynamic separation of duties.

(d) Revocation (Re): In revocation, the access rights are taken
back.

(e) Delegation (De): Assigning access rights to someone else
to do parts of someone else’s job.

(f) Semantics (Se): Semantics provide meanings to things.
Semantic requires supporting contextualization, hetero-
geneous, and interoperable environment.

– Contextualization (Con): Contextualization means to
provide a meaning within which an action is taken in
the constrained environment.

– Interoperability (Int): Interoperability denotes the
exchange of useful information from unambiguous,
shared resources. In IoT compatibility is still one of
the most important hurdles.

– Heterogeneity (Het): Access control is one of the
security parameters in a heterogeneous environment.
IoT aims to connect several heterogeneous devices to
improve the quality of life. However, only authorized
users have the privileges to access the given resource.

R3 Confidentiality: In IoT, data confidentiality means
that the user’s and application’s data must be kept pri-
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vate and only authorized entities should have access
to view or modify it. Privacy-enhancing technologies
(PETs) represent a set of techniques, which are used to
achieve confidentiality. Due to the recent general data
protection regulations (GDPR), the confidentiality of
data has been recently gaining a lot of attention.

R4 Availability: Availability means that the services and
data must be accessible. Before the services and IoT
data can bemade accessible, the access has to be autho-
rized.

R5 Non-repudiation: Non-repudiation guarantees that
things cannot deny their actions. The fact that a particu-
lar object has accessed a certain resource or performed
a certain action cannot be denied. Authorization plays
a fundamental role in this context. Denial of activity in
the IoT environment is also a serious concern. How-
ever, it can be countered by measures carried out for
non-repudiation threats.

R6 Data Integrity: Authorization framework in the het-
erogeneous IoT environment requires having end-to-
end data integrity in the storage system. This means
that the data cannot be modified by unauthorized enti-
ties and only the legitimate authorized entities should
have the ability to do it.

R7 Flexibility: In IoT, access rights are dynamically
changed. Therefore, it is required to have a flexible
access control mechanism. For example, the security
framework should be easy to update and dynamic pol-
icy rules should be customizable at runtime.

R8 Accountability: Accountability is defined as an obli-
gation or responsibility. It ensures that all the actions
of entities are traceable. Generally, security logs are
used to keep track of the activities with only autho-
rized entities having access to these logs.

R9 Trust: In IoT, there is a need for a reliable access
control mechanism. In IoT, lack of trust leads to con-
sumers’ hesitation to the new technologies, while a
trustworthy authorization mechanism improves the
user’s experience and reputation.

R10 Privacy: Privacy determines what type of data is
shared with the third parties. This entails the privacy
of the data collected and processed at various nodes in
the IoT ecosystem.

R11 Scalability: In the context of IoT, scalability is defined
as the capability of things to control a growing amount
of work and its ability to accommodate this growth.
It also denotes how the authorization technique will
work if the number of devices is increased for the IoT
ecosystem.

Table 7 shows a comparison of the selected papers in terms
of the satisfaction of the requirements.

Threats and weaknesses in IoT

IoT is characterized by a large-scale distributed architec-
ture of objects that are heterogeneous in functionalities and
platform/communication protocols. They cope with differ-
ent legislation/regulations, but can be deployed in places
where the legislation is different. The IoT objects may need
to show high automation, since they can be unsupervised,
with a limited user interface, and deployed in a potentially
unknown environment. They are becoming increasingly inte-
gratedwith the physicalworld,which leads to a rising number
of safety concerns (e.g., in the case of UAVs and autonomous
cars). Given this scenario, IoT comes with tremendous secu-
rity challenges. The peculiarity of IoT devices, which can
be deployed fast, globally, and without a controlled lifespan,
does not find a counterpart in cybersecurity strategies, which
are still not permeating the industries. In the early stages of
IoT deployment, the Vtech data breach on toys, Mirai bot-
net, and more recently the Silex malware attack showed how
a threat to IoT can be catastrophic. Device/IoT systems can
benefit from a security by design approach due to their man-
ufactured nature.

The concepts of vulnerabilities and weaknesses have been
largely used to characterize security issues, and sometimes
over-defined in literature, generating colliding definitions. In
this survey, we reconcile the Mitre and ENISA (European
Union Agency for Cybersecurity) definitions as follows. A
threat represents the potential for an attacker to exploit one
or more systemweaknesses through a concrete vulnerability.
The attack is the action generated from this exploitation. We
note that vulnerabilities are system-specific, whereas threats
and weaknesses are generic and thus more suitable for a
survey. The concept of weaknesses and vulnerabilities has
been materialized in Common Weakness Enumeration that
represents high-level weaknesses as Common Vulnerabili-
ties Exposures .8 The concept of threats has been percolated
in a number of taxonomies in literature. In this survey, we
refer to the one released by ENISA9 contextualizing it for
IoT.

In the following, we focus on authorization in IoT. We
first identify the main threats and then describe the principal
security weaknesses.

IoT authorization threats

In the following, we define a set of threat groups, taking
inspiration from the generic ENISA threat taxonomy, but
focusing on IoT authentication/authorization. We describe

8 CWE Common Weakness Enumeration, https://cwe.mitre.org/data/
definitions/699.html
9 https://www.enisa.europa.eu/topics/threat-risk-management/
threats-and-trends/enisa-threat-landscape/threat-taxonomy.
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why they are relevant and present a list of corresponding
threats.

G1 deliberate physical attack: IoT devices are more
exposed to physical attacks than other traditional devices
due to their pervasive nature. This in conjunction with the
resource-constrained nature of these devices causes several
risks that depend on the weaknesses of the authorization pro-
cedure introduced by the physical access to the device (e.g.,
via unprotected dedicated management port).

– Device cloning and substitution: The absence of strong
authentication of the devices in the IoT ecosystem allows
cloning and substitutions [77]. The device can be substi-
tuted with a compromised one, rendering the rest of the
IoT ecosystem incapable of identifying this substitution.
Even simple cloning can be used to block the legitimate
device, in turn causing a sort of DoS. During the boot-
strapping procedure, a device can be also cloned and
deployed in a malicious environment to extract informa-
tion such as credentials.

– Device tampering: The physical access allows reverse
engineering of firmware that can bypass any authoriza-
tion and replace the firmware with malicious code [25].
For instance, the direct access to firmware replacement
procedures and authorization weaknesses for such phys-
ical procedures (e.g., hardware reset without authoriza-
tions)may cause a number of attacks, such as camouflage,
and malicious device/node injection, just to name a few.

– Extraction of private information:Physical accessmay
lead to the evasion of access control or authorization, and
extraction of sensitive information, such as hard-coded
credentials, from the device memory.

G2 Unintentional damage/loss of information: Human
errors are among the most critical threats in today’s complex
environment. These errors cause accidental threats, usually
resulting from misconfiguration, clerical errors, misapplica-
tion of valid rules, and knowledge-based mistakes. In IoT,
an authorization may need a non-trivial human intervention,
since things usually do not have apriori knowledge about
their ecosystem or completely automatic mechanisms to dif-
ferentiate legitimate and illegitimate devices.

– Inadequate design and adaptation: It refers to inad-
equate design of the authorization mechanisms or the
absence of accountability [21]. IoT devices rely on soft-
ware that might contain severe bugs due to wrong design
choices and the absence of a reliable adaptation/update
strategy to fix such bugs. This makes the devices persis-
tently vulnerable to many different types of attacks that
can exploit access control leakages.

– Over-privileged services: It refers to misconfiguration
due to a humanerror that leads to grantingmore privileges
than required for services that can be used by an attacker
to compromise the IoT system.

– Conflict of interest of confidential data: It refers to
human error that allows an unauthorized user to access
confidential data, including access credentials [6,27]. In
many cases, it refers to the back-end IoT-Cloud infras-
tructure.

G3 interception and unauthorized acquisition: In an
IoT network, not all communication channels are protected
adequately. For instance, keying material, security parame-
ters, or configuration settings can be exchanged with weak
or unsuitable cryptographic algorithms. In IoT, it is usually
assumed that no third parties can eavesdrop during the exe-
cution of key materials exchange protocol. However, this
assumption may lead to the introduction of the following
weaknesses:

• Interception of information: Interception of informa-
tion refers to the threat of intercepting improperly secured
information in transmission [6,27]. An attacker with low
privileges can misuse transitional flaws in the authoriza-
tion mechanisms to gain more privileged access to the
device.

• Communication protocol hijacking: It refers to taking
control of an existing communication session between
two elements of the network. IoT communication proto-
col hijacking takes advantage of the possibility to sniff
the traffic, and then uses aggressive strategies such as
disconnection forcing.

G4Nefarious activity/abuse:Deliberatemalicious activ-
ities focused on gaining control or advantage. This threat
group contains some of the most widespread IoT threats
related to authentication/authorization weaknesses.

– Identity fraud: It refers to both weak user/admin cre-
dentials and authentication, and identity spoofing, which
involves authentication protocol leakages at device boot-
strapping time [4,6]. Identity fraud in IoT can occur as
a result of spoofing identity provisioning protocols. This
links back to the G3 group.

– Poor credential management: Poor credential man-
agement, including weak password choices and lack of
multi-factor user authentication and administrative inter-
faces of devices, gateways, or back-ends, is a common
vulnerability in many information systems. It is even
more exacerbated in IoT due to the limitations at the
device side [4,6].
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– Denial of Service: DoS is among the main threats for
IoT inwhich devices are resource-constrained [3]. It aims
to threaten components’ availability by exhausting their
resources, causing performance decrease, loss of data,
service outages, on one side, and also potential safety
issues on the other side.

– Unauthorized activities: It refers to activities that often
lead to malicious code injection (malware, worms, tro-
jans, etc.). This is strongly related to weak authentication
and authorization mechanisms that allow the injection
without suitable access credentials verification.

– Malicious trusted third-party APIs: It refers to the use
of third-partyAPI for authorization,which is quite diffuse
in IoT given the limited capabilities of the devices [27].

IoT authorization weaknesses

We first present the generic source of leakages that affect IoT
and then refine them into a set of more authorization-specific
weakness groups.

– Software bugs: All softwares are affected by bugs. In
IoT, software bugs are often more frequent than in other
ICT systems due to a small budget and strict time for
dealing with software/firmware-related constraints, e.g.,
web interface-level constraints.

– Designmistakes:Nowadays, security-by-design is becom-
ing an essential recommendation in ICT. IoT devices can
benefit a lot from a security-by-design approach, since
they are traditionally designed tomeet budget constraints
and provide as many functionalities as possible. Wrong
security design/planning affectsmost of the ICT systems,
but it is much more severe in IoT, since it is quite com-
plex to patch a device posteriori, especially when the
patches have to deal with wrong design decisions. For
instance, despite frequent patches, the risk of vulnerabil-
ities at the OS level is often high. Real-time operating
systems (RTOS) such as RIoT used for IoT use a high
level of abstraction. Thus, they provide less control over
access control fine details [78]. Once the hacker can cre-
ate an authenticated session with the operating system,
he/she can easily escalate privileges.

– Security policy errors: Security policy-related vulnera-
bilities are common in IoT due to the nature of the IoT
devicewhich is often simple in terms of onboard software
solutions. In addition, the security in IoT is still not well
addressed by the producers, who usually neglect security
policies and technologies that support the security fea-
tures in heterogeneous and untrusted environments. It is
quite frequent to have unwritten or poorly written secu-
rity policies [79]. In addition, when available, levels of

Access policies are usually not fine-grained and thus not
able to achieve the principle of least privileges.

– Miss-configurations: Generally, IoT devices have lim-
ited configuration capabilities. A full configuration inter-
face for addressing issues, such as security policies or
features updates is rarely provided after deployment. The
difficulties in IoT device software updating are the prin-
cipal reasons for the high number of unpatched devices.
In general, the security of the IoT also depends on the
security of the involved third parties, which inherently
have weak default configurations. Consequently, such
configurations have an initialization stage that can be eas-
ily bypassed or re-executed, which can in turn allow an
attacker to insert backdoors and gain elevation of privi-
leges.

Inspired by Mitre Common Weakness Enumeration (CWE)
taxonomy 8, Fig. 4 shows specific authorization weakness
groups and the most relevant sub-weaknesses. In the follow-
ing, we describe the peculiarities of each weakness group
describing the link to principal leakages and threats groups.

– Authentication weaknesses: It encompasses all the
weaknesses that refer to the process of authentication
and the credentials. It encompasses all the weaknesses
that refer to the process of authentication and the creden-
tials. More specifically, it refers to IoT authentication
credential weaknesses, such as (i) the widely diffuse
adoption of hard-coded credentials, (ii) lack of protec-
tion of those credentials, (iii) weakness of the password
requirements, and iv) weaknesses related to the recov-
ery of forgotten passwords. It also refers to the generic
weaknesses in proving the correctness of a given identity
and the possibility to bypass authentication procedures.
Another critical weakness is the absence of limitations
on the number of allowed authentications attempts. This
weakness can lead to brute force attacks. This group is
mainly affected by software bugs and design mistakes
leakages. For instance, it relates to threat group (G2) in
case of human error in treating credentials and to threat
group (G3) in the case of leakages at the protocol level.
Besides brute force attacks, weak or insufficient authen-
tication can also open the door for password, dictionary,
ciphertext, and replay attacks [80].

– Protection weaknesses: It encompasses all the weak-
nesses related to the protection of sensitive information at
rest and in transit, cleartext storage, unprotected transport
of credentials, generic miss encryption, and insufficient
control at the networking level. This group is mainly
affected by software bugs and miss-configurations leak-
ages. It relates to the following threat groups:

123



3936 Complex & Intelligent Systems (2022) 8:3919–3941

Weaknesses
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Authoriza�on (CWE-863,

CWE-285, CWE-862)
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Unprotected Transport /Storage of Sensi�ve 
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Incorrect Default Permissions (CWE-
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Through User-Controlled
Key (CWE-639)

Improper Privilege
Management (CWE-269)

Improper Check for
Dropped Privileges
(CWE-273)

Improper Cer�ficate Valida�on
(CWE-295)

Improper  Authen�ca�on (CWE-287)

Missing Encryp�on of sensi�ve data (CWE-311)

Improper Access Control (CWE-284)

Fig. 4 IoT authorization and authentication weaknesses with the relative CWE ids

– (G1), due to the possibility of physically capturing, mod-
ifying, substituting, or cloning the device,

– (G3), due to the possibility of intercepting information
in transit and hijacking protocol

– (G4), due to the exposure to identity fraud and DoS.
Moreover, the attacks related to weak protection on the
in-transit channel and at the device level include dis-
tributed denial of services (DDoS), man-in-the-middle
attack (MITM), eavesdropping, node capture, side chan-
nel, and tampering.

– Authorizationweaknesses: IIt encompassesweaknesses
that refer to the authorization process, including incor-
rect, improper, or missing authorization, bypassed or
improperly checked privilege, and incorrect permission
assignment using the default, or improperly preserved
definition of privileges. This group is mainly affected
by security policy errors, design mistakes, and miss-
configurations leakages. It relates to the threat group
(G2) mainly due to human errors, over-privileged assign-
ments, and adaptation in handling access control and
threat group (G4) for the exposure to unauthorized activi-
ties. Themost commonattacks that canoccur as a result of
weak authorization and impact privacy include removal
reapplication, access aggregation, and internal attacks.

We note that from the pool of the analyzed research works,
88%at least partiallyfill in protectionweaknesses,while two-
thirds satisfy authenticationweaknesses. However, only 28%
at least partially fill the identified authorization weaknesses,
indicating that there is still space for improvement in future
research.

Challenges in authorization for IoT

Several issues and challenges related to security and privacy
in IoT are discussed in [62,81–84]. In the following, we
underline the challenges in the context of Access controls
and authorization in IoT.

C1 Provision of new services: The advent of IoT has
been continuously bringing new services, such as smart
cities. Such services can be a significant source of rev-
enue for the governments and private sectors alike.

C2 Building trust: Building trust in the IoT environment
is a key challenge. Therefore, enhancing trust using
flexible revocation and delegation methods will pave
the way for the adoption of IoT technologies.
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C3 Distributed versus centralized authorization: The
recent diffusion of IoT networks and devices has made
centralized architecture a centerpiece for addressing
the protection of smart object services and resources.
In such environments, back-end servers are responsi-
ble for authentication and authorization tasks. Using
traditional access control mechanisms prevents E2E
security [85]. Consequently, centralized architecture
cannot provide scalability for smart objects in IoT. To
deal with the distributed nature of IoT and to support
the least privileges of requirements, a deep revision and
adaptation are required [83].

C4 Standardization: In general, standards are defined
as beliefs of conventionality with legal requirements.
However, in IoT, standards can be described in the
aspect of the easy-to-use user interface, application
design, and security and privacy tools.

C5 Data confidentiality: In the IoT scenario, data confi-
dentiality represents a major concern [6]. Data confi-
dentiality indicates that unauthorized entities are not
allowed to access and modify the data. In a hetero-
geneous IoT environment, both users and authorized
smart objects may access data. Thus, there is a need
to address the two most important aspects, namely
defining an object authentication method (Identity
management Models) [86] and deploying a proper
access control framework for the federated IoT envi-
ronment. Some existing solutions for ensuring data
confidentiality are not directly applicable in the context
of IoT because of the following major limitations:

– Scalability:A scalable system can increase its efficiency
and performance when tested in a constrained environ-
ment.

– Flexible access control: In the dynamic and heteroge-
neous environment of IoT, there is a need for a flexible
access control mechanism.

To ensure data confidentiality based on the above-discussed
issues, several extended access control methods are pro-
posed, including RBAC, ABAC, Cap-RBAC, context-aware
access control, and OAuth.

C6 Data integrity:Data integrity refers to combining het-
erogeneous data sources and providing an easy-to-use
single query interface to end-users. The integration of
data with different access attributes and roles is a fun-
damental research problem in IoT. Thus, there is a need
to ensure fine-grained easily accessible access control
policies.

C7 Standard security services adoption: Standard secu-
rity services adoption denotes the process of evaluating

each IoT manufacturer’s implementation and select-
ing appropriate vendors, that obey and follow the best
applicable industry standards (i.e., OWASP and Build
it Securely).

C8 Sharing of IoT-related information with device
manufacturers: To provide support and monitor
devices’ health, device manufacturers continuously
collect and analyze the data from devices. Therefore,
to ensure that the authorized model is properly imple-
mented at the back-end of the data warehouses, the
least privileged access to the third parties and manu-
facturers has to be enabled.

C9 Implementation of the AAA server for defining
access control preferences:AAA server (Authentica-
tion, Authorization, and Accountability) handles user
requests for access. It is often difficult to ensure what
type of access privileges are permitted, to whom, under
what circumstances, and under which location and
time. At the same time, in some other cases, there is a
need to integrate the AAA server with the third party.

C10 Integration of Identity management with Physi-
cal access control systems (PACS): Physical access
control systems are the key challenge for ensuring addi-
tional security in IoT devices. One of the solutions for
this challenge is selective provisioning, which can pro-
vide improved physical security [77].

C11 Ensuring physical availability of the devices: Small-
size IoT devices (i.e., RFID) embedded pervasively in
the IoT have limited resources and are often physically
connected to malicious third parties. To identify tam-
pering in such devices, one of the solutions is to utilize
trust-aware and context-aware access control mecha-
nisms.

C12 Access control attacks and threats: Inappropriate
security controls lead to malicious attacks and threats
against IoT systems and devices. The challenge is
to identify appropriate controls for the final archi-
tecture of IoT (distributed or centralized). To prevent
such attacks, “Access control attacks and monitoring”
whitepaper2 suggests solutions in which:

(a) Control Physical access is a key solution to prevent
Physical access control attacks.

(b) Encrypted password files or password masking can be
used to prevent illegal access.

(c) Multi-factor authentication with the least privileges
must be deployed.

(d) Multiple audits can be very effective for access controls
as they keep track of the actual usage of data.
Nevertheless, malicious attacks may still increase the
risk of unauthorized access to resources in IoT2.

C13 Spreading IoT awareness: IoT awareness and cam-
paigns are necessary for consumers, who should take
security seriously and respond accordingly [87].
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Future trends

The presented survey not only provides an insight into the
work which has to be done in the IoT authorization but also
opens up the following questions:

– What type of access privileges are permitted to whom in
which context?

– Who can be trusted?
– Do authorization mechanisms and policies provide full
security?

InABAC, attribute-based rules are used to grant access. Thus,
it is difficult to determine which permission is available for
a specific user. To address this, multiple rules have to be
executed. This ultimately leads to rule explosion (similar
to role explosion) in IoT. It is noteworthy mentioning that
both RBAC and ABAC have overlapping qualities. A hybrid
approach betweenABACandRBACcan be used for support-
ing the dynamic nature of IoT. However, defining a state line
between individual and entity roles can prove to be effective.
Other questions open to researchers include:

– How the authorization procedure is provided and what
are the adoption methods in IoT?

– What information should be accessed, when should it be
accessed, and who should be allowed to access it?

– Which interoperable semantic standards and policies are
adopted within an organization and across the organiza-
tion?

– What are the proper theories of authorization manage-
ment in IoT?

In context-aware access control, rules adaptation and deci-
sions can be performed on the fly. It is worthwhile to use
context-aware access control to achieve dynamic access
requests. Effective semantic techniques are helpful for
context-aware access control, assembling, and finding con-
flicts in shared policies. However, contextualization is not
enough for secure authorization. The use of authentication,
which includes POLP by default, holds fine-grained dynamic
access rights with separation of duties, delegation rights,
and auditability. However, in such access controls, single
sign-on security is compromised. Hence, it is necessary to
deploy a multi-factor authentication with the principle of
least privileges and incorporate accountability to keep track
of all user data usage. The timeline of access control in
Table 1 shows that CapBAC can be assumed as the rep-
resentative approach in IoT in recent years, since it offers
the principle of least authorization (POLA) with a high
degree of flexibility and fine-grained access control. More-
over, to deal with machine interoperability and trust, it is
advisable to incorporate lightweight and reusable seman-

tic techniques with CapBAC. Furthermore, more research
efforts are needed for privacy enhancement using anony-
mous capability-based access control techniques. On the
other hand, issuing capabilities to all subjects is the major
drawback ofCapBAC. It is necessary to standardize the struc-
ture ofCapBACservices, tokens, and protocols [4]. In the last
couple of years, Blockchain technology has been becoming
increasingly popular as one of the most promising solu-
tions for IoT authorization. Blockchain comes with several
perks, including decentralization, transparency, scalability,
and immutability.As one of the definingBlockchain features,
immutability refers to the ability of the Blockchain ledger
to maintain its transaction history permanent, indelible, and
unalterable. Consequently, authorization schemes based on
decentralized Blockchain technologies have the potential of
providing additional data integrity and trust, while at the
same time having a lower cost. However, despite its undeni-
able potential in the field of IoT authorization, Blockchain
technology brings certain shortcomings that still have to be
addressed. One such shortcoming is the ever-growing size of
an entire Blockchain, which in some cases presents an issue
for the resource-constrained devices. Another similar issue is
that resource-constrained devices might not be able to keep
up with the speed and volume of the new registers [31]. We
can expect to see an even larger number of Blockchain-based
authorization solutions in the upcoming years, as well as
their further advancements from both security and technical
viewpoints. In the following list, we present the recommen-
dations for enabling secure authorization in IoT, as well as
the challenges identified in Section “Future trends” that can
be potentially resolved with each of the provided recommen-
dations.

– Implement unified user identity and access management
with single sign-on. Related challenges: C4, C7

– Use multi-factor authentication with POLP by default
[88]. Related challenges: C8

– Use cryptographic approaches to ensure the security of
sensitive data. Related challenges: C5, C6

– Deploy fine-grained access rights with multiple audits.
Related challenges: C1, C7

– Include accountabilitymeasureswithin secure IoTdevices.
Related challenges: C10, C11

– Have AAA server with the third-party services [89].
Related challenges: C1, C9

– Bind laws to establish trust. Related challenges: C1, C2
– Deploy lightweight attack-resistant solutions. Related
challenges: C1, C5, C6, C12

– Shift focus to decentralized solutions. Related chal-
lenges: C3

– Raise awareness of IoT security requirements. Related
challenges: C13.
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Conclusion

Authorization is an important concern and a formidable chal-
lenge in IoT. While extended access control mechanisms
are proposed to tackle these problems, IoT is still facing
several issues and challenges related to the application of
access control frameworks and authorization schemes. This
survey presents a comprehensive overview and a compara-
tive analysis of the existing authorization schemes. On top
of that, we propose a thematic taxonomy of the existing IoT
authorization techniques based on the current state-of-the-
art. Afterward,we classify authorization threats,weaknesses,
and loopholes, as well as their related subgroups. Finally, we
identify IoT authorization challenges, analyze current trends,
and provide recommendations for addressing the identified
challenges in the future.
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