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Abstract

Missing values arise routinely in real-world sequential (string) datasets due to: (1)
imprecise data measurements; (2) flexible sequence modeling, such as binding pro-
files of molecular sequences; or (3) the existence of confidential information in a
dataset which has been deleted deliberately for privacy protection. In order to ana-
lyze such datasets, it is often important to replace each missing value, with one or
more valid letters, in an efficient and effective way. Here we formalize this task as
a combinatorial optimization problem: the set of constraints includes the context of
the missing value (i.e., its vicinity) as well as a finite set of user-defined forbidden
patterns, modeling, for instance, implausible or confidential patterns; and the objec-
tive function seeks to minimize the number of new letters we introduce. Algorithmi-
cally, our problem translates to finding shortest paths in special graphs that contain
forbidden edges representing the forbidden patterns. Our work makes the following
contributions: (1) we design a linear-time algorithm to solve this problem for strings
over constant-sized alphabets; (2) we show how our algorithm can be effortlessly
applied to fully sanitize a private string in the presence of a set of fixed-length for-
bidden patterns [Bernardini et al. 2021a]; (3) we propose a methodology for sanitiz-
ing and clustering a collection of private strings that utilizes our algorithm and an
effective and efficiently computable distance measure; and (4) we present extensive
experimental results showing that our methodology can efficiently sanitize a collec-
tion of private strings while preserving clustering quality, outperforming the state of
the art and baselines. To arrive at our theoretical results, we employ techniques from
formal languages and combinatorial pattern matching.
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1 Introduction

A string is a sequence of letters over some alphabet. Strings are one of the most
fundamental data types. They are used to model, among others, genetic informa-
tion, with letters representing DNA bases (Koboldt et al 2013), location infor-
mation, with letters representing check-in’s of individuals at different locations
(Ying et al 2011), or natural language information, with letters representing
words in some document (Aggarwal and Zhai 2012).

Missing values arise routinely in real-world sequential datasets:

1. Due to imprecise, incomplete or unreliable data measurements, such as streams
of sensor measurements, RFID measurements, trajectory measurements, or DNA
sequencing reads (Rubin and Little 2019; Aggarwal 2009; Aggarwal and Yu 2009;
Li et al 2009; Li and Durbin 2010).

2. Due to (deliberate) flexible sequence modeling, such as binding profiles of molec-
ular sequences (Staden 1984; Alzamel et al 2020; Wuilmart et al 1977).

3. When strings contain confidential information (patterns) which has been deleted
deliberately for privacy protection (Aggarwal 2008; Bernardini et al 2021a; Mieno
et al 2021).

Let us denote by w the input string, by X the original alphabet, and by # & X the
letter representing a missing value in w. It is often important to be able to replace
each missing value in w with one or more valid letters (letters from X) efficiently
and effectively. Let us give a few examples:

1. In bioinformatics, since the DNA alphabet consists of four letters, i.e.,
Y ={A,C,G, T}, many off-the-shelf algorithms for processing DNA data
use a two-bits-per-base encoding to compactly represent the DNA alphabet
A < 00,C < 01,G < 10,T < 11). In order to use these algorithms
when w contains unknown bases (# letters), we would have to modify these algo-
rithms to work on the extended alphabet {A, C, G, T, #}. This solution may have a
negative impact on the time efficiency of the algorithms or the space efficiency
of the data structures they use. Thus, instead, in several state-of-the-art DNA data
processing tools (e.g., (Li et al 2009; Li and Durbin 2010)), the occurrences of
# are replaced by a fixed or random letter from {A, C, G, T}, so that off-the-shelf
algorithms can be directly used. This, however, may introduce spurious patterns,
including patterns that are unlikely to occur in a DNA sequence (Brendel et al
1986; Régnier and Vandenbogaert 2006).

2. In data sanitization, the occurrences of # in w may reveal the locations of sensi-
tive patterns modeling confidential information (Bernardini et al 2021a). Thus,
an adversary who knows w, the dictionary of sensitive patterns, and how #’s have
been added in w may infer a sensitive pattern. To prevent this, the occurrences
of #’s must be ultimately replaced by letters of X. This replacement gives rise to
another string y over X which must ensure that sensitive patterns, as well as any
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implausible patterns (i.e., known or likely artefacts of sanitization that could be
exploited to locate the positions of replaced #’s) do not occur in y.

3. In databases, some values may be missing because of errors due to system fail-
ures, when data are collected automatically, or because of users’ unwillingness
to provide these values, due to privacy concerns (Aggarwal and Parthasarathy
2001). Replacing missing values is important to improve the quality of query
answers (Biefmann et al 2018) or to build accurate models from data (Dong et al
2015). Meanwhile, there are dependencies among values leading to constraints
which must be satisfied by missing value replacement methods, such as integ-
rity constraints (Rekatsinas et al 2017) and functional dependencies (Breve et al
2022).

The aforementioned constraints motivate us to formalize the task of missing value
replacement in strings as a combinatorial optimization problem, which we call the
MissING VALUE REPLACEMENT IN STRINGS problem (MVRS, in short). The set of con-
straints of MVRS includes: (1) the context of the missing value (i.e., its vicinity,
which is important for the sequential structure of the string); and (2) a finite set of
user-defined forbidden patterns (i.e., patterns which should not be introduced as a
byproduct of the replacement). The objective function of MVRS seeks to minimize
the number of added letters. In particular, minimizing the number of added letters
implies that the k-gram distance (Ukkonen 1992) between the input and the output
string is minimized.! Let X* denote the set of all strings over =. The MVRS problem
is defined as follows.

MissING VALUE REPLACEMENT IN STRINGS (MVRS)
Input: Two strings u, v € £* and a finite set § C X*.

Output: A shortest string x € X* such that u is a prefix of x, v is a suffix of x, and no s € S occurs in x;
or FAIL if no such x exists.

Let us now directly link the definition of MVRS to the context of missing value
replacement. String u is the left context; i.e., a string of arbitrary length that occurs
right before the missing value. String v is, analogously, the right context; i.e., a string
of arbitrary length that occurs right after the missing value. The missing value thus
lies in between u and v. The finite set S corresponds to the set of forbidden patterns.
The output string x corresponds to a string that could be used to replace u#v, where
# denotes a missing value. Finally, minimizing the length of the output string x cor-
responds to the fact that we want to keep the output string as similar as possible to
u#v by introducing the smallest number of new letters. It should now be clear that a
single instance of MVRS corresponds to one missing value replacement.

! We give a formal definition of the k-gram distance (Ukkonen 1992). Let G(x)[v] denote the total
number of occurrences of string v in string x. Fix an enumeration order to list all possible k-grams (i.e.,
length-k strings) over X. The k-gram profile of x is the vector G, (x) = (Gx)[v]),v € =X, The k-gram dis-
tance between two strings is defined as the L;-norm of the difference of their two corresponding k-gram
profiles.
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Fig. 1 The complete de Bruijn
graph G, = (V,, E}) of order

k =4 over £ = {a, b}; forbidden
edges are in red

We now consider the simple case in which all forbidden patterns have fixed length
k. In this case, MVRS translates to a reachability problem in de Bruijn graphs: we
seek for a shortest path in the complete de Bruijn graph of order k over Z (de Bruijn
1946) in the presence of forbidden edges.? Let = be the set of all length-k strings
over X. The complete de Bruijn graph of order k over an alphabet X is a directed
graph G, = (V,, E,), where the set of nodes V, = Z¥! is the set of length-(k — 1)
strings over X. There is an edge (x,z) € E, if and only if the length-(k — 2) suffix
of x is the length-(k — 2) prefix of z. There is therefore a natural correspondence
between an edge (x, z) and the length-k string x[1]x[2] ... x[k — 1]z[k — 1], where x[i]
denotes the ith letter of x and similarly for z. Analogously, forbidden edges corre-
spond to forbidden patterns of length k. We will thus sometimes abuse notation and
write S, C E,. In this setting, one MVRS instance reduces to constructing a shortest
path from the length-(k — 1) suffix of u to the length-(k — 1) prefix of v (the left-
and right-context of the missing value) without using edges S, C E; (the forbidden
patterns).

Example 1 (MVRS problem with length-k forbidden patterns) Consider a string
aab#aba, where # denotes a missing value, and the following instance of the
MVRS problem: k = 4, £ = {a,b}, u = aab (left context), v = aba (right context),
and S, = {bbbb, abba, aaba} (set of forbidden patterns). Figure 1 shows the com-
plete de Bruijn graph of order 4 over £ = {a, b}. There is one node for every string
in X3. There is, for instance, an edge from bbb to bba, since bb is both a suffix of
bbb and a prefix of bba. The edge aab to aba corresponds to the forbidden pat-
tern aaba. The MVRS instance is: Find a shortest path from u = aab to v = aba
without using any of the forbidden edges S, = {bbbb, abba, aaba}. Such a path is
formed by following the edges in blue in Fig. 1. This path corresponds to the short-
est string aabbbaba that starts with aab, ends with aba, and avoids the set of forbid-
den patterns. Thus, x = aabbbaba replaces the missing value with bb. This solution
is indeed a shortest string that has aab as a prefix, aba as suffix, and no occurrence
of a forbidden pattern.

In real-world string datasets, we may have a large number of missing values.
This is, for instance, the case in string sanitization, which is the main applica-
tion of MVRS we consider here. However, we emphasize that MVRS is a general

2 In graph theory, reachability refers to the ability to get from node u to node v in a given graph.
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combinatorial optimization problem, which is directly applicable to any domain
beyond sanitization where a string contains missing values that must be replaced.
String sanitization is motivated by the need to disseminate strings in a way that does
not expose sensitive patterns. For instance, location-based service providers, insur-
ance companies, and retailers outsource their data to third parties who perform min-
ing tasks, such as similarity evaluation between strings, frequent pattern mining, and
clustering (Hong et al 2012; Liu et al 2015; Gwadera et al 2013; Ajunwa et al 2016).
Yet, this dissemination raises privacy concerns, stemming from the fact that sensi-
tive patterns may be exposed, if they occur in the disseminated string. Examples of
sensitive patterns are certain parts of DNA associated with diseases (Steinlein 2001),
visits to places that reveal health conditions (Bonomi et al 2016), or phrases that
reveal sensitive facts about trial participants in a legal document (Allard et al 2020).
In this context, we use the terms sensitive or forbidden patterns interchangeably.

Contributions We assume throughout an integer alphabet X = [1, |Z|], whose
size |Z| is polynomial in the input size n. More formally, we assume || = n9D.
We also assume the standard word RAM model of computations with a machine
word size w = O(log n) (Cormen et al 2009). We summarize our main contributions
below.

1. We design an efficient algorithm to solve the MVRS problem, and prove that
the algorithm works in O(|u| + |v| + ||S]] - |X]) time and space.

Note that, as justified in Sect. 3, we can always assume that
|Z| < |ul + |v| + |IS]| + 1. In particular, if X is of constant size, our algorithm
solves the MVRS problem in linear time. Our algorithm also implies that when
we have |S, | forbidden patterns of fixed length k, we solve the MVRS problem in
O(lu| + |v| + k|S,| - |Z]) time and space without explicitly constructing the complete
de Bruijn graph, which would require Q(|Z|*) time and space, as it has @(|Z[¥1)
nodes and ®(|Z|¥) edges. To arrive at our algorithm, we employ techniques from
formal languages (e.g., deterministic finite automata) and combinatorial pattern
matching (e.g., suffix trees). See Sect. 3.

2. We show how our algorithm for MVRS can be effortlessly applied to fully
sanitize a private string w. Specifically, we introduce the SHORTEST FULLY-SANITIZED
STRING (SFSS) problem. On a high level, in the SESS problem, we are given a pri-
vate string w and a set S, of length-k forbidden patterns, and we are asked to con-
struct a string y which contains no occurrence of a forbidden pattern and is as close
as possible to w with respect to the k-gram distance (Ukkonen 1992). We solve
SFSS by reducing it to d < |w| special instances of MVRS. Our algorithm runs in
O(w| +d - k|S,| - |Z|) time using O(|w| + k|S,| - |Z|) space. See Sect. 4.

3. We propose a methodology for sanitizing and clustering a collection of pri-
vate strings. Clustering is one of the main tasks for publishing privacy-protected
data (Fung et al 2009; Jha et al 2005) and sanitization is necessary to prevent the
inference of sensitive patterns from such data. For example, clustering a collection
of DNA sequences has numerous applications in molecular biology, such as “group-
ing transposable elements, open reading frames, and expressed sequence tags, com-
plementing phylogenetic analysis, and identifying non-reference representative
sequences needed for constructing a pangenome” (Girgis 2022). Similarly, in text
analytics, clustering can group similar documents or sentences, each modeled as a
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string, to improve retrieval and support browsing (Aggarwal and Zhai 2012), while
clustering a collection of location profiles, each modeled as a string, can help dis-
cover user intention and user interests (Li et al 2008). As mentioned above, in these
domains, there are naturally strings that are sensitive (Steinlein 2001; Bonomi et al
2016; Allard et al 2020) and many methods for sanitizing such strings (Bernardini
et al 2019, 2020a, b, 2021a; Mieno et al 2021) add a letter #, which is not a mem-
ber of the original alphabet X, to the input string. Then, each # must be replaced
with letters from X for privacy reasons. Motivated by this, we study how we can
first meaningfully replace these #’s and then how to effectively cluster the resultant
strings. Our methodology utilizes our algorithm for SFSS to sanitize the strings in
the collection; as a baseline, we also propose a greedy algorithm. Next, our method-
ology computes distances between pairs of sanitized strings using a new effective
and efficiently computable measure we propose, which is based on the notion of
longest increasing subsequence (Schensted 1961). Last, the computed distances are
provided as input to a well-known clustering algorithm (Kaufman and Rousseeuw
1990; Schubert and Rousseeuw 2021a). See Sect. 5.

4. We perform an extensive experimental study using several real and synthetic
datasets to demonstrate the effectiveness and efficiency of our methodology for sani-
tizing and clustering a collection of private strings. Our results show that our algo-
rithm for SFSS performs sanitization with little or no impact on clustering quality.
They also show that it performs: (1) equally well or even better than the state-of-
the-art method (Bernardini et al 2021a), which however is only applicable to very
short strings due to its quadratic time complexity in the input string length; and (2)
significantly better in terms of effectiveness compared to our greedy baseline, which
is however significantly faster. In addition, we show that existing missing value
replacement methods are not appropriate alternatives to our SFSS algorithm because
they construct strings with a large number of forbidden patterns. See Sect. 7.

We organize the rest of the paper as follows: we present the necessary prelimi-
naries in Sect. 2; we discuss related work in Sect. 6; and we conclude the paper in
Sect. 8. A preliminary version of the paper without Contributions 3 and 4 was pub-
lished by a subset of the authors as Bernardini et al (2021b).

2 Preliminaries

Strings We start with some definitions and notation from Crochemore et al (2007).
An alphabet ¥ is a finite nonempty set of elements called letters. We assume
throughout an integer alphabet X = [1, |Z|], whose size |X| is polynomial in the
input size. A string x = x[1] ... x[n] is a sequence of length |x| = n of letters from X.
The empty string, denoted by ¢, is the string of length 0. The fragment x[i..j] is an
occurrence of the underlying substring s = x[i] ... x[j]; s is a proper substring of x if
x # s. We also write that s occurs at position i in x when s = x[i] ... x[j]. A prefix of x
is a fragment of x of the form x[1 ..j] and a suffix of x is a fragment of x of the form
x[i..n]. An infix of x is a fragment of x that is neither a prefix nor a suffix. The set of
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all strings over X (including €) is denoted by X*. The set of all length-k strings over
¥ is denoted by =X

String Indexes Let M be a finite nonempty set of strings over X of total length m.
The trie of M, denoted by TR(M), is a deterministic finite automaton (DFA) that rec-
ognizes M and has the following features (Crochemore et al 2007). Its set of states
(nodes) is the set of prefixes of the elements of M; the initial state (root node) is
€; the set of terminal states (leaf nodes) is M; and edges are of the form (u, a, ua),
where u and ua are nodes and « € X. The size of TR(M) is thus O(m). The com-
pacted trie of M, denoted by CT(M), contains the root node, the branching nodes,
and the leaf nodes of TR(M). The term compacted refers to the fact that CT(M)
reduces the number of nodes by replacing each maximal branchless path segment
with a single edge, and it uses a fragment of a string s € M to represent the label of
this edge in O(1) machine words. The size of CT(M) is thus O(|M]). When M is the
set of suffixes of a string y, then CT(M) is called the suffix tree of y, and we denote
it by ST(y). The suffix tree of a string of length n over an alphabet = = {1,...,n%1}
can be constructed in O(n) time (Farach 1997). The generalized suffix tree of strings
Yi ...,y over Z, denoted by GST(y,, ..., y;), is the suffix tree of string y;$; ... .$,,
where $,, ..., $, are distinct letters not from X (Ukkonen 1995).

Randomized Algorithms We next recall some basic concepts on randomized
algorithms (Motwani and Raghavan 1995). For an input of size n and an arbitrar-
ily large constant ¢ fixed prior to the execution of a randomized algorithm, the term
with high probability (whp), or inverse-polynomial probability, means with prob-
ability at least 1 — n~°. When we say that the time complexity of an algorithm holds
with high probability, it means that the algorithm terminates in the claimed com-
plexities with probability at least 1 —n™¢. Such an algorithm is referred to as Las
Vegas whp. When we say that an algorithm returns a correct answer with high prob-
ability, it means that the algorithm returns a correct answer with probability at least
1 — n°. Such an algorithm is referred to as Monte Carlo whp.

3 Missing value replacement in strings

In this section, we show how to solve the MVRS problem: given two strings
u,v € X" and a set S C X* of forbidden strings, construct a shortest string x € X*
such that u is a prefix of x, v is a suffix of x, and no s € S occurs in x; or FAIL if no
such x exists.

3.1 Simple preprocessing

By [IS|| = X,s Isl, we denote the total length of all strings in set S. We make the
standard assumption that X is a subset of [1, |u| + |v| + ||S]|| + 1]. If this is not the
case and |X| is polynomially bounded, we can sort the letters (i.e., integers) appear-
ing in u, v, or S using radix sort in O(|u| + |v| + ||S]|) time and replace each letter
with its rank; if the alphabet is larger than that, we use a static dictionary (hashta-
ble) (Fredman et al 1984) to achieve this in O(|u| + |v| + ||S]|) time whp. Note that
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all letters of ~ which are neither in u nor v nor in one of the strings in S are inter-
changeable. They can therefore all be replaced by a single new letter, reducing the
alphabet to a size of at most |u| + |v| + ||S|| + 1. We will henceforth assume that
is such a reduced alphabet. Further note that the input size of the MVRS instance is
(IS]| + |ul + |v]) log |Z]| bits or ||S]| + |u| + |v| machine words. We further assume
that set S is anti-factorial, i.e., no s; € S is a proper substring of another element
s, € S. If that is not the case, we take the set without such s, elements to be S. This
can be done in O(]|S||) time by constructing the generalized suffix tree of the origi-
nal S after reducing X (Farach 1997). Finally, we will assume that no strings from
S occur in u or v, as this would immediately imply that the problem has no feasible
solution. This condition can be verified in O(Ju| + |v| + ||S||) time by constructing
the generalized suffix tree of u, v and S (Farach 1997).

3.2 Mainidea

We say that a string y is S-dangerous if y = € or y is a proper prefix of an s € S; we
drop S from S-dangerous when this is clear from the context. Thus, a dangerous
string can be a substring of x, since it is not an element of S. We aim to construct a
labeled directed graph G(D, E), which represents all feasible solutions of MVRS , as
follows. The set of nodes is the set D of dangerous strings. There exists a directed
edge labeled with a letter a € X in the set E of edges from node w, to node w,, if the
string w,a is not in S and w, is the longest dangerous suffix of w;a. Thus, an edge
tells us how we can extend a dangerous string so that the extended string is still not
in S.

Recall that, in MVRS , u and v must be a prefix and a suffix of the output string x,
respectively. We can divide two cases: either u and v have a nonempty suffix/prefix
overlap p (i.e., u = u’p and v = pv') such that «’pv' does not contain any occurrence
of forbidden patterns, in which case x = u’pv’, or no such overlap exists.

For the non-overlap case, we set the longest dangerous string in D which is a
suffix of u to be the source node. We do this to be able to successfully spell « in the
graph, since u must be a prefix of x, and x must not contain any string from S. We
set every node w such that wv does not contain a string of S to be a sink node. Thus,
sink nodes are possible suffixes of x, since they all have v as a suffix and do not con-
tain any string from S. A path from the source node to any sink node corresponds to
a feasible solution of MVRS , since we can spell u through G to arrive at the source,
by traversing the path edges we extend u without creating any forbidden strings, and
when we arrive at a sink node w, we know that we can safely append v to it. A short-
est path from the source node to any sink node corresponds to a shortest such x, in
the cases where u and v are not allowed to overlap.

The overlap case is treated separately before the non-overlap case: we compute
all suffix/prefix overlaps of u and v in O(|u| + |v|) time and return - if it exists - the
string u/pv’ such that u = u’p, v = pv/, and p is the longest overlap such that u'pv’
does not contain any forbidden pattern. This condition can be enforced again by
using G, as we describe later in this section. The algorithm has two main stages.
In the first stage, we construct the graph G(D, E). In the second stage, we find the
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source and the sinks, and we construct a shortest string x by checking the two cases
separately.

Crochemore et al (1998) showed how to construct a complete deterministic finite
automaton (DFA) accepting strings over X, which do not contain any forbidden sub-
string from S. This is precisely the directed graph G(D, E). > We show that this DFA
has O(||S]|) states and O(||S]]| - |Z]) edges in the worst case. Note that we could use
this DFA directly to solve MVRS by multiplying it* with the automaton accepting
strings of the form uwv, with w € Z*: in this way, we would obtain another automa-
ton accepting all strings of length at least |u| + |v| starting with u, ending with v and
not containing any element s € S as a substring. However, this product automaton
would have O((|u| + |v])|]|S]|) nodes. We will instead show an efficient way to com-
pute the appropriate source and sink nodes on G(D, E) in O(|u| + |v| + ||S]]|) time,
resulting in a total time of O(|u| + |v| + [|S]] - |Z]).

We start by showing how G(D, E) can be constructed efficiently for completeness.

3.3 Constructing the graph

First, we construct the trie of the strings in S in O(]|S]|) time (Crochemore et al
2007). We merge the leaf nodes, which correspond to the strings in S, into one for-
bidden node s’. Note that all the other nodes correspond to dangerous strings. We
can therefore identify the set of nodes with D' = DU {s’}. We turn this trie into
an automaton by computing a transition function § : D’ X £ — D', which sends
each pair (w,a) € D X Z to the longest dangerous or forbidden suffix of wa and
(s',a) € {s'} x Z to s’. We can then draw the edges corresponding to the transitions
to obtain the graph G(D, E). To help constructing this transition function, we also
define a failure function f : D — D that sends each dangerous string to its longest
proper dangerous suffix, which is well-defined because the empty string € is always
dangerous.

The trie already has the edges corresponding to 5(w, @) = wa if wa € D'. We first
add 6(s’, @) = ¢/, for all @ € Z. For the failure function, note that f(e) = f(a) = €. To
find the remaining values, we traverse the trie in a breadth-first manner. Let w be an
internal node, that is, a dangerous string of length # > 0. Then

wa if wae € D

fw) = 8(f(wll..£ — 11), w[£]) and (w, @) = { 5(f(w),a) if wa g D' °

Note that this is well defined, because w[l..Z — 1] and fiw) are dangerous strings
shorter than w, so the corresponding function values are already known.

Once we have computed the transition function and created the corresponding
automaton, we delete s’ and all its incident edges, thus obtaining G(D, E). To ensure
that we can access the node 6(w, @) in constant time, we implement the transition
functions using arrays in ©(|X|) space per array.

3 In what follows, we use the term graph and automaton interchangeably, depending on the context.
* We can run two DFAs simultaneously on the same input via the so-called product construction.
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Observe that we need to traverse ID| nodes and compute |Z| + 1 function values
at each node (one value for f and |Z| values for §). Every function value is computed
in constant time, thus the total time for the construction step is O(||S|| + |D| - |Z]).

Lemma 1 G(D, E) has Q(||S||) states and O(||S|| - |Z|) edges in the worst case.
G(D, E) can be constructed in the worst-case optimal O(||S|| - |Z|) time.

Proof For the first part of the statement, consider the instance where S consists of
all strings of the form ww with w € . Then S contains |S| = |Z|* strings of total
length ||S|| = 2k - |Z|*. Observe that no two strings from S have a common prefix
longer than k — 1, thus the trie of S has more than (k + 1)|Z| nodes (e.g., if T is
binary the trie has exactly 2 - 2F — 1 + k - 2% nodes). This implies that G(D, E) has
more than k|Z|*¥ = ©(||S||) nodes, as we need to remove the |Z|* leaves from the
trie. Moreover, for this instance, all but |Z|* nodes of G (the former parents of the
leaves of the trie) have exactly |X| outgoing edges, thus the total number of edges is
O(||S]| - |Z]). The second part of the statement follows from the construction above
(see also (Crochemore et al 1998)). O

3.4 Constructing a shortest string

To find the source node, that is, the longest dangerous string that is a suffix of u, we
start at the node of G(D, E) that used to be the root of the trie, which corresponds
to £, and follow the edges labeled with the letters of u# one by one. This takes O(|u|)
time. Finding the sink nodes directly would be more challenging. Instead, we can
compute the non-sink nodes, i.e., those dangerous strings d € D such that the string
dv has a forbidden string s € S as a substring.

To this end, we construct the generalized suffix tree of the strings in SU {v}.
Recall from Sect. 2 that this is the compressed trie containing all suffixes of all
strings in S U {v}. This takes O(||S|| + |v|) time (Farach 1997): let us remark that
this step has to be done only once. We then find, for each nonempty prefix p of v,
all suffixes of all forbidden substrings that are equal to p. We do that by travers-
ing the unique path from the leaf representing the whole v to the root of the suffix
tree. There are no more than |vl nodes on this path, thus the whole process takes
O(|v| + [IS]]) time (Farach 1997). For each such suffix p, we set the prefix g of the
corresponding forbidden substring to be a non-sink node, i.e., we have that gp € S,
q is a non-sink, and p is a prefix of v. Recall that all proper prefixes of the elements
of § are nodes of G(D, E), and so this is well defined. Any other node is set to be a
sink node.

We divide two cases, depending on the solution length: |x| < |u| + |v| (Case 1)
and |x| > |u| + |v| (Case 2).

Case 1: |x| < |u| + |v]. In this case, u and v have a suffix/prefix overlap: a non-
empty suffix of u is a prefix of v. We can compute the lengths of all possible suf-
fix/prefix overlaps in O(|u| + |v|) time and O(|u| + |v|) space by, for instance, first
constructing the generalized suffix tree of u and v (Farach 1997) and then travers-
ing the unique path from the leaf corresponding to the whole v to the root. We
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must still check whether the strings created by such suffix/prefix overlaps con-
tain any forbidden substrings. We do that by starting at € in G(D, E) and follow-
ing the edges corresponding to u one by one. For each followed edge, we check
if we have reached a sink node. If we reach a sink after following i edges and
we have that u[i + 1..|u|] = v[1..|u| —i], that is, |u| — i is the length of a suffix/
prefix overlap, then we output x = u[1..i]v and halt. Proceeding in this way, the
suffixes of u are processed in decreasing order of their length, thus longer suffix/
prefix overlaps are considered before shorter ones. Spelling # in G and checking
the above condition at the sinks requires O(|u|) total time.

Case 2: |x| > |ul + |v|. Suppose that Case 1 did not return any feasible path.
We then use a breadth-first search on G(D, E) from the source node to the nearest
sink node to find a path. If we are at a sink node after following a path spelling
string h, then we output x = uhv and halt. In the worst case, we traverse the whole
G(D, E). It takes O(|E]) = O(|D] - |Z]) time.

In case no feasible path is found in G(D, E), we report FAIL.

Correctness By construction, paths in graph G ending at sink nodes corre-
spond to all and only the strings over X having v as a suffix and with no occur-
rences of forbidden substrings. In both Case 1 and Case 2, we only follow paths
that start with u and end at a sink, thus we always return a feasible solution. Let
us now show that the returned solution is always optimal. First, note that the algo-
rithm correctly searches for solution strings x in Case 1 (|x| < |u| + |v|) before
processing Case 2 (|x| > |u| + |v|), which is only considered if no solution in Case
1 exists. Furthermore, in Case 1, the algorithm halts as soon as it finds a feasi-
ble solution: since longer suffix/prefix overlaps of u and v are considered before
shorter ones, and the longer the overlap, the shorter the output string, if the algo-
rithm returns x in Case 1, this is optimal. Similarly, in Case 2 the paths corre-
sponding to feasible solutions are processed in order of increasing length, and the
algorithm will output x corresponding to the shortest feasible path if it exists, or
report FAIL otherwise. Since, in Case 2, longer paths correspond to longer solu-
tions, the length of x is always minimized.

Complexities Constructing G(D, E) takes O(||S|| + |D|-|XZ|) time (see
also (Crochemore et al 1998)). Finding the source and all sink nodes takes
O(lu| + |v| + 1|S]]) time. Checking Case 1 takes O(Ju| + |v|) time. Checking Case
2 takes O(|D| - |X]) time. It should also be clear that the following bound on the
size of the output holds: |x| < |u| + |v| + |D|. The total time complexity of the
algorithm is thus

OISI + [ul + [ + D] - |Z]) = OClul + |v[ + [ISI] - 2D

Remark 1 By symmetry, we can obtain a time complexity of
O(|S|] + |u| + |v| + |D,| - |Z]), where D is the set including € and the proper suf-
fixes of forbidden substrings.

The algorithm uses O(||S|| - |Z| + |u| + |v|) working space, which is the space
occupied by G(D, E) and the suffix tree of u and v. We obtain Theorem 1:
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Theorem 1 Given two strings u,v € * and a finite set S C *, MVRS can be solved
in O(lul| + |v| + |IS|] - |Z]) time and space, where ||S|| = Y. ¢ |s]-

seS

3.5 Afull example

In Fig. 2, we illustrate the automaton for the example in Fig. 1. Note that in this
example, the automaton has more states than the corresponding complete de Bruijn
graph, but for larger alphabets and larger values of k the opposite will be true. In
particular, the complete de Bruijn graph has size O(|Z|¥), while G(D, E) is always
guaranteed to be of size O(||S|| - |Z]) (Crochemore et al 1998), i.e., polynomial in
the input size (recall that we have reduced to the case T C [1, |u| + [v| + ||S]| + 1]).

Recall that u = aab, v =aba and S = {aaba, abba,bbbb}. We start at node
€ of the automaton. After processing u = aab we are at the source node (the node
marked s). From the generalized suffix tree of S we find that the indexed suffixes
aba and a are prefixes of v = aba. The complementary prefixes are a, aab and abb,
therefore the nodes marked s, 1, 2 are non-sink nodes, and all other nodes are sink
nodes. Note that # and v have a suffix/prefix overlap (Case 1), and so we first check
if the overlap string aaba contains any string from S; indeed aaba is itself a member
of S and so x cannot be aaba. In fact, if from s we spell b, then we end up at node 2,
a non-sink node. Hence we use breadth-first search (Case 2). The shortest path from
s to any sink node (the node marked e) spells bb. Therefore x = aab - bb - aba is a
shortest string with prefix u and suffix v not containing any string from S.

Remark 2 The algorithm for obtaining Theorem 1 is fully deterministic when
the original alphabet size is polynomial in the input size. As already noted at the

a
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Fig.2 The graph G(D, E) after we have computed the source node marked s and the non-sink nodes
marked s, 1, 2. All other nodes, marked with double circle, are sink nodes. The shortest path from source
node to any sink node (the node marked e) is then bb, which gives the solution x = aab - bb - aba ( *
denotes concatenation)
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beginning of Sect. 3, for larger alphabets, the preprocessing step to reduce the origi-
nal integer alphabet to the integer interval [1, ||S|| + |u| + |v| + 1] uses a static dic-
tionary (Fredman et al 1984), which requires a Las Vegas preprocessing step run-
ning in O(||S|| + |u| + |v|) time whp.

In the following, we show that our result can be directly applied to solve a reach-
ability problem in complete de Bruijn graphs in the presence of forbidden edges.

Shortest Path in Complete de Bruijn Graphs Recall that the complete de Bruijn
graph of order k over an alphabet X is a directed graph G, = (V,, E,) with V, = Z¢~!
and E, = {(u,v) € V, XV, | u[l] - v =u - v[k — 1]}. A path in G, is a finite sequence
of elements from E;, which joins a sequence of elements from V,. By reachability,
we refer to a path in G, which starts with a fixed starting node u, its infix is a sought
(possibly empty) middle path, and it ends with a fixed ending node v. We consider
this notion of reachability in G, in the presence of forbidden edges (or failing edges)
represented by the set S, of forbidden length-k substrings over alphabet X.

We say that a subgraph G§ = (V}, E}) of a complete de Bruijn graph G, avoids
S, C Zkifit consists of all nodes of G and all edges of G, but the ones that correspond
to the strings in S, that is, if Vi = V, and E; = E; \ {(u,v) € E; | u-v[k — 1] € S, }.
Given u,v € =¥ ! and S, C >k it can be readily verified that there is a bijection
between strings in " with prefix u and suffix v that do not contain any strings in S
and paths of length n — k + 1 that start at # and end at v in Gi.

Shortest Path in de Bruijn Graphs Avoiding Forbidden Edges (SPFE)

Input: The complete de Bruijn graph G, = (V,, E;) of order k > 1 over an alphabet X, nodes u,v € V,,
and a set S, C E,.

Output: A shortest path from u to v avoiding any e € S;; or FAIL if no such path exists.

Note that since G, is complete, it can be specified by k and X in O(1) machine
words. Theorem 1 yields the following corollary:

Corollary 1 Given the complete de Bruijn graph G, = (V,, E,) of order k over an
alphabet 2, nodes u,v € V,, and a set S, C E,, SPFE can be solved in O(k|S,| - |Z|)
time and space.

Note that Fig. 1 from Sect. 1 illustrates the same example as the one in Fig. 2,
highlighting the difference between the de Bruijn graph perspective and the automa-
ton perspective: explicitly constructing the complete de Bruijn graph would require
Q(|Z|%) time and space. (For compressed representations of de Bruijn graphs,
see (Italiano et al 2021) and references therein.)

4 Shortest fully-sanitized string

In Sect. 4.1, we motivate and formally define the SHORTEST FULLY-SANITIZED
STRING (SFSS) problem. In Sect. 4.2, we present our algorithm for solving it.
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4.1 The problem

To support the dissemination of a string while preventing the exposure of a given
set of sensitive patterns, a series of recent works (Bernardini et al 2019, 2020a, b,
2021a; Mieno et al 2021) investigated the problem of string sanitization: given a
string w of length Iwl over an alphabet X and a set S, of |S,| length-k strings (pat-
terns), construct a sanitized version y of w in which no pattern in S, occurs. We refer
to patterns in S, as forbidden to emphasize how they are treated, and to S, as the
antidictionary of the string. The aforementioned works consider an adversary who
knows y, 2, and S, and succeeds if, based on their knowledge, they can determine
whether one or more patterns in S, occur in w. These works also impose some util-
ity constraints and some objectives on y. Let S(w, S;) denote the sequence of non-
forbidden length-k substrings as they occur in w from left to right. To maintain the
sequential structure of w as much as possible, all works imposed the constraint that
S(w, S,) is a subsequence of S(y, Sk).5 Depending on the targeted analysis task, they
employed a different objective function, such as minimizing the edit distance of w
and y or minimizing the k-gram distance of w and y.

The main common disadvantage of all existing works (Bernardini et al 2019,
2020a, b, 2021a; Mieno et al 2021) is that they do not simultaneously satisfy the fol-
lowing highly desirable requirements related to string sanitization:

Req. 1 String w should ultimately be fully-sanitized, i.e., the output string y must
contain no occurrence of a forbidden pattern and no occurrence of any let-
ter that is not in the original alphabet X. If only the former holds, y is called
partially-sanitized.

Req. 2 The output string y should be as similar to w as possible (e.g., with respect
to edit distance or some other similarity measure on strings, such as the
k-gram distance).

Req. 3 The output string y should be constructed efficiently (e.g. in time linear or
near-linear in the size lwl of the input string).

Requirement 1 is relevant to prevent the inference of forbidden patterns from
y based on knowledge of the sanitization algorithm that produces y from w (Ber-
nardini et al 2021a). Requirement 2 is relevant to preserve the sequential structure
of w, which is important to accurately perform data analysis tasks that are based
on sequence similarity. An example of such tasks is clustering, which aims to

5 Note that by “sequence of k-grams” we mean a sequence of k-gram ifems rather than a concatena-
tion of strings; therefore, by “subsequence” we mean a subsequence of these items, rather than a subse-
quence of their letters. For instance, the sequence of 2-grams of u = aabaabb is (aa, ab, ba, aa, ab, bb);
(aa, ab,bb) is a valid subsequence, whereas (aa, bb, ab) is not, because the 2-gram bb appears in u only
after ab.
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group a collection of strings into coherent groups (known as clusters) (Yang and
Wang 2003). Requirement 3 is relevant to realize sanitization in practice since
individual strings are typically long; e.g., an individual string could be a docu-
ment written in natural language or a DNA sequence.

Specifically, none of the previous works (see Sect. 6) can fully sanitize a string
w in polynomial time (i.e., satisfy Requirement 1), or efficiently construct a simi-
lar string to w under edit distance (i.e., satisfy Requirement 2 with edit distance
and Requirement 3). These requirements have motivated us to formalize the task
of constructing a fully sanitized string as the following combinatorial optimiza-
tion problem.

SHORTEST FULLY-SANITIZED STRING (SFSS)
Input: A string w € 2%, an integer k > 1, and a set S, C =X

Output: A shortest string y € X* such that no s € S, occurs in y and S(w, S) is a subsequence of
S(y, S;); or FAIL if no such y exists.

We stress that SFSS is a general combinatorial optimization problem that
applies to any domain involving a string which needs to be processed to satisfy
Requirements 1, 2, and 3. Indeed, it is easy to see that these requirements are
application-independent: for instance, in applications beyond sanitization (see
Sect. 1), Requirement 1 should state that a string must not contain any occurrence
of a forbidden pattern (e.g., domain-specific implausible patterns) or any missing
value.

Example 2 Let w = abbbbaaabaa, X = {a,b}, k =4, and S, = {bbbb, aaba, abba}.
We have  S(w, S,) = (abbb, bbba, bbaa, baaa, aaab, abaa). All occur-
rences of forbidden patterns (strings from S;) in w are underlined. A solu-
tion to the SFSS problem is string y = abbbaaabbbabaa. Note that y is the
shortest string in which no s €S, occurs and S(w,S,) is a subsequence of
8@, S;) = (abbb, bbba, bbaa, baaa, aaab, aabb, abbb, bbba, bbab, baba, abaa).

As mentioned above, in Sect. 4.2, we show an algorithm for solving SFSS in
O(w| +d - k|S,| - |Z]) time using O(|w| + k|S;| - |Z|) space. Let us now briefly
explain why the SFSS problem and our algorithm for solving it satisfy our three
requirements.

Req. 1 String y is in Z* In Example 2, y is over £ = {a,b}, the original input
alphabet.

Req.2 We require that y is a shortest string that has S(w, S;) as a subsequence
of its k-gram sequence, as this implies that y has a long common subse-
quence of k-grams with w, and thus w and y are likely to be at small edit
distance (Delcher et al 1999; Grossi et al 2016; Loukides and Pissis 2021).
In Example 2, strings w and y share a subsequence S(w, S;) of 6 4-grams
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and are at edit distance 4 (since a in red replaces b and three b’s in red are
inserted):

baa---abaa
aaabbbabaa

p o
o o
o o
o o

In fact, it is easy to prove that SFSS minimizes the k-gram distance between w and
y, effectively making the length of the common subsequence of k-grams as long as
possible relatively to the length of y. Recall that y is a string over the original alpha-
bet X containing no forbidden pattern as a substring.

Req.3 Note that k is typically small (Bernardini et al 2021a, 2020a; Mieno et al
2021; Bernardini et al 2020b). Thus, if d and X are reasonably small too,
the algorithm is both time- and space-efficient.

4.2 The algorithm

In this section, we show how to solve the SFSS problem: given a string w € ", an
integer k > 1, and a set S, C =¥ of forbidden strings, construct a shortest string y € =*
such that no s € S, occurs in y and S(w, S,) is a subsequence of S(y, S,); or FAIL if no
such y exists. We achieve this goal by solving multiple instances of the MVRS prob-
lem. Specifically, we show that Corollary 1 can be applied on the output of the TFS
problem, introduced by Bernardini et al (2019), to solve the SFSS problem.

The TFS problem asks, given a string w € X", an integer k > 1, and a set of forbidden
strings S, C =¥, to compute a shortest string x € * such that no s € S, occurs in x and
Sw, S;) = S(x, Sy), or report FAIL if no such x exists. Bernardini et al (2019) showed
that the solution to TES is unique and is always of the form x = xy# x,#, --- #,x,,
where d € [0, n], #; denotes the ith occurrence of a symbol # & X for i € [1,d], with
x; € X and |x;| > k. It is easy to see why: if we had an occurrence of #x#,,; with
|x;] <k —1inx then we could have deleted #,x; to obtain a shorter string x, which is a
contradiction. Furthermore, d is always upper bounded by the total number of occur-
rences of strings from S in w, and it holds |x| < |w| 4+ dk Bernardini et al (2019). Let
us summarize the results related to string x from Bernardini et al (2019).

Theorem 2 (Bernardini et al (2019)) Let x be a solution to the TFS problem. Then x is
uniqgue, it is of the form x = xo#,x#, --- #,x,, with x; € ¥, |x;| > k, and d < n, it can
be constructed in the optimal O(n + k|S,| + |x|) time, and|x| = O(nk) in the worst case.

Since |x;| > k, each # replacement in x with a string from X* can be treated separately.
In particular, an instance x;#;, | x;, of this problem can be formulated as a shortest path
problem in the complete de Bruijn graph of order k over alphabet X in the presence of
forbidden edges. Corollary 1 can thus be applied d times on x = xy#,x,#, --- #,x, to
replace the d occurrences of # in x and obtain a final string over X: given an instance
x#,, 1%, we set u to be the length-(k — 1) suffix of x; and v to be the length-(k — 1) pre-
fix of x;, ;. Let us denote by y the string obtained by this algorithm.

@ Springer



Missing value replacement in strings... Page 17 0f50 12

Example 3 Let w = abbbbaaabaa, ~ = {a,b}, k = 4, and S, = {bbbb, aaba, abba}
(the instance from Example 2), and let x = abbbaaab#abaa be the solution of the
TFS problem. By setting # = aab and v = aba in the SPFE problem, we obtain as
output the path corresponding to string p = aabbbaba. The prefix aab of p corre-
sponds to the starting node u, its infix bb corresponds to the middle path found, and
its suffix aba corresponds to the ending node v. We use p to replace aab#aba and
obtain the final string y = abbbaaabbbabaa.

However, to prove that y is a solution to the SFSS problem, we further need to
prove that S(w, S;) is a subsequence of S(y,S,), and that y is a shortest possible
such string.

Lemma 2 Let x = x#,x#, - #,x,, with x; € X* and |x;| > k, be a solution to the
TFS problem on a string w, and let y be the string obtained by replacing the occur-
rences of #,, ... ,#, with the algorithm underlying Corollary 1. String y is a shortest
string over X such that S(w, S,) is a subsequence of S(y,S,) and no s € S, occurs in

y.

Proof No s € S, occurs in y by construction. With a slight abuse of notation, let
S(x, S;,) be the sequence of k-grams over X occurring in x from left to right. Since
x is a solution to the TFS problem, we have that S(x, S;) = S(w, S;). To show that
S(x, S,) = S(w, S,) is a subsequence of S(y, S;), we must guarantee that (i) no k-gram
is lost in the solution of the MVRS instances, and (ii) their order is preserved. For
(1), note that some occurrences of k-grams from strings # and v input to MVRS do
not appear in the output x only when |x| < |u| + |v| — k, i.e., Case 1 of the algorithm
is applied with an overlap longer than k — 1: for shorter overlaps, the sequence of
k-grams of x is a supersequence of those of u - v. Since all of the d instances of
MVRS have both u and v of length k — 1, no overlap longer than k — 1 exists, thus (i)
holds; (ii) follows directly from x,, x|, ..., x,; occuring in y in the same order as in x
by construction.

We now need to show that there does not exist another string y’ shorter than
y such that S(w, S}) is a subsequence of S(y, S;) and no s € S, occurs in y'. Sup-
pose for a contradiction that such a shorter string y’ does exist. Since x is such
that S(x, S,) = S(w, S;) and no s € S, occurs in x, S(x,S,) forms also a subse-
quence of S(y', S;) by hypothesis. Let y[£;..r;] and y'[£]..r/] be the shortest sub-
strings of y and ', respectively, where the k-grams of x; and x;,, appear and such
that |y[;..r]| > |y'[£]..r]]| (there must be an i such that this is the case, as we
supposed |y| > |y'|). Since y[#;..r;] is obtained by applying Corollary 1 to the
length-(k — 1) suffix of x; and the length-(k — 1) prefix of x,,, it is a shortest string
that has x; as a prefix and x,,, as a suffix, implying that y'[#] .. /] can only be shorter
if it is not of the same form: have x; as a prefix and x;,, as a suffix. Suppose then
that x; is not a prefix of y'[#]..r]], and thus there exist two k-grams of x; that are
not consecutive in y'[#]..r/]. But then it is always possible to remove any letters
between the two in y'[£ l’ .. rlf] to make them consecutive and obtain a string shorter
than y'[#] .. r/]. This operation does not introduce any occurrences of some s € S,
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as the two k-grams are consecutive in x; which, in turn, does not contain any s € .
By repeating this reasoning on any two k-grams of x; and x;,;, we obtain a string yl’f
that has x; as a prefix, x;;; as a suffix and such that |y’| < [y'[£]..7r]]| < [y[£;..r]l.
This is a contradiction, as y[Z; .. r;]is a shortest string that has x; as a prefix and x;,
as a suffix. a

By Theorem 2, Corollary 1, and Lemma 2, we have obtained Theorem 3:

Theorem 3 Let d < |w| be the total number of occurrences of strings from S,
in w. The SFSS problem can be solved in O(|w|+d - k|S;| - |Z|) time using
O(w| + k|S,| - |Z]) space.

Remark 3 The algorithm for obtaining Theorem 3 uses Corollary 1 (which relies on
Theorem 1). It is thus deterministic if | 2| is polynomially bounded in the input size,
otherwise, it is Las Vegas whp; see Remark 2.

We stress that the fact that y is the shortest possible is important for utility. The
k-gram distance is a pseudometric that is widely used (especially in bioinformat-
ics), because it can be computed in linear time in the sum of the lengths of the two
strings (Ukkonen 1992). It is now straightforward to see that the k-gram distance
between strings w (input of SFSS) and y (output of SESS), such that S(w, S,) is a
subsequence of S(y,S,) and no s € S, occurs in y, is minimal. Thus, conceptually,
SFSS introduces in y the least amount of spurious information, satisfying Require-
ment 2 of string sanitization (see Sect. 4.1).

Remark 4 By definition, SFSS uses a single antidictionary to replace all d occur-
rences of the letter #. However, one can easily use a different antidictionary for
every of the d occurrences of # without affecting the time complexity of our algo-
rithm, since we “pay” for the whole antidictionary size in each of the d instances
(see Theorem 3).

5 Sanitizing and clustering private strings

Clustering a collection of sanitized strings is important to enable a range of appli-
cations in domains such as molecular biology, text analytics, and mobile comput-
ing (see Sect. 1). Meanwhile, the sanitized strings produced by many recent algo-
rithms (Bernardini et al 2019, 2020a, b, 2021a; Mieno et al 2021) contain #’s that
must not appear in the clustered data, since they reveal the location of sensitive
patterns. To address this issue and produce a high-quality clustering result, we
employ our algorithm in Sect. 4, which solves the SFSS problem to ensure that #’s
are not present in the data, and develop a methodology for sanitizing a collection
{wy,...,wy} of N strings in a way that preserves clustering quality. Clustering qual-
ity is captured by the well-known K-median problem (Kariv and Hakimi 1979; Ack-
ermann et al 2010), as it will be explained in Sect. 5.3; informally, the clustering of
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{wy,...,wy} into K clusters, for some integer K > 0, must be similar to the cluster-
ing of the strings {y;,...,yy} into K clusters, where y; is the sanitized version of
w;, for all i € [N]. As an alternative to our algorithm for SFSS, we also present a
baseline which performs full sanitization by deleting letters from the occurrences of
the forbidden patterns — in this context, we call them sensitive patterns.

Our methodology is comprised of three phases: (I) We solve the SFSS problem
with input each string w; in the collection of strings and the same & and set S, of for-
bidden patterns. This creates a collection of strings with no occurrence of #. (II) We
directly compute distances between each pair of the strings that are output in Phase
I, by employing an effective and efficiently computable measure. (III) We give these
distances as input to a well-known clustering algorithm.

In the following, we discuss each phase in detail.

5.1 Phase I: Sanitization

We employ the algorithm for solving the SFSS problem (Sect. 4), which we denote
by SFSS-ALGO. This encapsulates the algorithm underlying Theorem 1 for solving
MVRS (Sect. 3). We apply SFSS-ALGO to each string of the input collection of
strings separately, using the same & and set S, of forbidden patterns.

We also design, as an alternative, a baseline algorithm, referred to as GFSS (for
Greedy Fully-Sanitized String). The main idea of GFSS is to read w in a streaming
fashion and sanitize a forbidden pattern as soon as it arrives, by deleting the last let-
ter (i.e., the one making it forbidden). It should be clear that the empty string y = ¢
is a fully-sanitized string. As can be seen in Algorithm 1, GFSS appends letters from
w to y from left to right as long as this does not introduce a forbidden pattern.

Algorithm 1 GFSS(w, k, Si)

L y<e

2. for i € [1,|wl|] do

3 Yy y-wli] > Append the ith letter of w
4: if y[max(1,|y|—k+1)..|y|] € Sk then > A forbidden pattern ends at position |y|
5: y < y[l..max(1,]y| — 1)] > Delete y[|y|] from y

6: return y

GFSS(w, k, S)

Algorithm 1 is correct in always producing a fully-sanitized string because, for any
string x = x[1..|x|], if x[1..|x| — 1] is fully-sanitized and x[|x| —k+ 1..|x|] &€ S,,
then x is also fully-sanitized. However, GFSS is not guaranteed to construct a feasible
solution to the SFSS problem, since S(w, S;) may not be a subsequence of S(y, Sy).
For instance, in Example 2, GFSS produces y = abbb — aaab—— (for ease of refer-
ence the deleted letters have been replaced with —). It is easy to see that S(w, S;) in
Example 2 is not a subsequence of S(y, S;) = abbb, bbba, bbaa, baaa, aaab.

GFSS is a good baseline because it removes an occurrence of a forbidden pat-
tern by deleting at most one letter from w. In particular, when such occurrences
are sparse in w, GFSS is often optimal in minimizing the edit distance of y to w.
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Moreover, GFSS is extremely fast in practice as we explain next. GFSS can be
implemented in linear O(|w| + k|S,|) time (Monte Carlo whp) by using Karp-Rabin
fingerprints (KRFs) (Karp and Rabin 1987), a rolling hashing method that associ-
ates integers to strings in such a way that, with high probability, no collision occurs
among the (length-k) substrings of a given string. The KRFs for all the length-k sub-
strings of a string w can be computed in O(|w]) total time (Karp and Rabin 1987),
and the KRFs of the strings from S, can be computed in O(k|S,|) total time. To
achieve the claimed time complexity, GFSS stores the KRFs of the strings from S, in
a static dictionary (hashtable); it then reads the length-k substrings of w from left to
right. For each such substring s, GFSS computes its KRF, searches it in the hashta-
ble, and only appends the last letter of s to the output string if the KRF is not found.
Thus, GFSS is expected to be much faster than SFSS (and hence also much faster
than the edit distance based methods in Table 1).

5.2 Phase II: Distance matrix computation

Given a string x and an integer k > 0, we denote the sequence of length-k sub-
strings as they occur from left to right in x by S,(x). Given a string y, we denote
the list of occurrences of S,(x)[i] in y by Occy(Sk(x)[i]), and their concatenation for
alli € [1, |x] —k+ 1] in order by OCcy(Sk(x)). These lists can be computed in time
O(]x| + |y|) by constructing the generalized suffix tree of y and x (Farach 1997). By
LIS, (x,y), we denote the length of a longest increasing subsequence (that is, a long-
est subsequence such that all elements of the subsequence are in strictly increasing
order) of the sequence:

OCcy(Sk(x)) = 0ccy(Sk(x)[1]) . OCCy(Sk(X)[Z]) OCC},(Sk(x)[lxl —k+1)).

From there on, to compute LIS,, we make use of the algorithm of Schensted (1961)
that takes O(k log k) time for any length-A sequence. The LIS, (x, y) notion is widely
used for efficient and effective sequence comparison (especially in bioinformat-
ics (Delcher et al 1999)), as it is a good proxy for the edit distance of x and y. This is
because when x and y have a large LIS, (x, y) value they are likely to be at small edit
distance. The computation of edit distance between x and y requires O(|x]||y|) time
using dynamic programming (Crochemore et al 2007); and, unfortunately, there is
good evidence (Backurs and Indyk 2018) suggesting that the textbook algorithm
cannot be significantly improved. We next provide an example for LIS, (x, y).

Example 4 Consider the strings x = abbbbaaabaa, y = abbbaaabbbabaa and let
k = 4. All substrings of length k in x and y can be listed as follows:

Si(x) = [abbb, bbbb, bbba, bbaa, baaa, aaab, aaba, abaa]

S;(y) = [abbb, bbba, bbaa, baaa, aaab, aabb, abbb, bbba, bbab, baba, abaa].

To compute LIS, (x, y), we search for each element in S, (x), and get its list of occur-
rences in S, (y). In this example, we getOccy(Sk(x)[l]) =1, 7],0ccy(Sk(x)[3]) =[2,8],
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Occ, (S (0[4]) = [3], Occy (S (0[5]) = [4], Occy (S (0l6]) = [5],
Occy(Sk(x)[S]) =[11], and Occy(Sk(x)[Z]) = Occy(Sk(x)[7]) = []. We construct the
combined sequence:

Occ (S (x)) = Occy(S()[1]), Oce (S (D[2]), ..., Oce (S (x)[8])
=1,7,2,8,3,4,5,11.

The longest increasing subsequence in 0ccy(Sk(x)) is1,2,3,4,5,11, so LIS, (x,y) = 6

For LIS,(y,x), the nonempty occurrence lists are Occ (S,(y)[1]) = [1],
Oce(S,»I2D) = [3], Oce (S, 3] = [4], Oce,(S,I4]) = [5],
Oce,(SWB) =6l Oce WD =11, Oce (S8 =[3,  and
Occ (S,(WI[11]) = [8], so Occ, (S,(y)) =1,3,4,5,6,1,3,8. The longest increasing
subsequence in Occ,(S,(y))is 1, 3,4,5,6, 8, so LIS, (v, x) = 6.

Note that generally, LIS, (x,y) # LIS, (y, x). A simple example is when x = ab,
y = ababababab, and k = 2, where LIS, (x,y) = 5 and LIS,(y,x) = 1.

We next define a sequence comparison measure based on LIS, and use it as
our distance measure. For two strings x and y and an integer k > 0, we define this
function as follows:

L (x,y) = |x| + |yl = 2(k = 1) = LIS;(x, y) — LIS, (v, x).

In the following, we examine some properties of L.

We first remark that L, (x,y) does not satisfy the triangle inequal-
ity. For instance, consider the strings x = aaabaaab, y = abaaaaaa,
7 = aaaaaaaa, and k =4. Then L,(x,y) =6, L,(x,z) = 10, L,(y,z) = 2, whence
L4(x,2) > L4(x,y) + L4(y,2). Thus, the triangle inequality is not satisfied, and £,
is not a metric. The fact that £, is not a metric implies that we cannot incorporate
it in clustering algorithms whose objective function must be a metric (see (Acker-
mann et al 2010) for such algorithms for the K-median problem).

We next prove that £, enjoys all properties of a pseudometric except for the
triangle inequality.

Theorem 4 L, (x,y) satisfies the following properties, for any strings x, y and any

integer 0 < k < min(|x|, |y|):

L. Li(x,y) 2 0;

2. Ly(x,x)=0;

3. Li(x,y) = L, x).

Proof We show each property separately.

1. By the definition of LIS, we have LIS, (x, x) = |x| — (k — 1), which is the length of
the sequence of all length-k substrings of x. This is because the longest increasing
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subsequence of Occ,(S,(x)) is clearly 1, ..., |x| =k + 1, as [1, [x| — k + 1] is the
range of positions of x where any length-k substring can occur. For any string y
different from x, we cannot have a longest increasing subsequence of Occ, (S,(y))
longer than |x| — (k — 1), thus LIS, (y, x) < LIS, (x, x) = |x| — (k — 1). We can thus
rewrite £,(x,y) as

Liy(x,y) = |x| = (k= 1)+ |y| — (k — 1) = LIS;(x, y) — LIS, (y, x)

= LIS, (x,x) + LIS, (y,¥) — LIS, (x,y) — LIS, (y, x).

Since LIS, (x,x) > LIS;(y,x) and LIS,(y,y) > LIS,(x,y), it follows that
L(x,y) > 0.
2. Since L (x,y) = LIS (x,x) + LIS, (y,y) — LIS, (x,y) — LIS;(y,x), we get that
L (x,x)=0.
3. Trivial by the definition of £, (x, y).

O

Note that £,(x,y) =0 does not imply x =y. For instance, consider x = aaa,
y = aaaaaaa, and k =3. Then, LIS;(x,y) =5, LIS;(y,x) =1, and L;(x,y) =0.
Thus, £,(x,y) is not a semimetric.

It should thus be clear that a smaller value in £, implies that x and y are more sim-
ilar. To illustrate this, we have performed an experiment using the INFLUENZA dataset
(see Table 2a for its characteristics). In this experiment, we compared the distance
of each pair of strings in the dataset, using first the edit distance and then £, with
each k in [6, 10]. We plot the results in Fig. 3: the x axis represents the string pairs
in the dataset, in order of decreasing edit distance, and the y axis their distances;
edit distance and £, with each k € [6,10]. Note that £, tends to decrease when

3000

edit distance

2000 L
3 6
|
5 £,
w
a + L,
1000
L 9
‘C1 0
0
0 200 400 600
String pair ID

Fig. 3 Edit distance and £, distance, with k € [6, 10], for each pair of strings in the INFLUENZA dataset.
The gap between both distance measures at string pair ID 400 is due to the underlying nature of the
INFLUENZA dataset. This dataset is comprised of five virus subtypes (HIN1, H2N2, H7N3, H7N9, H5N1).
Sequence pairs within the same subtype or between closely related sutypes are highly similar (e.g.,
the pair with ID 618 comprised of two sequences of H2N2, or the pair with ID 419 comprised of one
sequence in HIN1 and another in H5SN1), whereas sequence pairs spanning other subtypes are not that
similar (e.g., the pair with ID 26 comprised of one sequence in HIN1 and another in H2ZN2). Indeed, this
is captured by both the edit distance and the £, distance, k € [6, 10], which have similar trends
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edit distance decreases, which indicates that a pair of similar strings with respect
to edit distance will also be similar with respect to £,. To quantify the strength of
the relationship between edit distance and £,, we applied the Kendall rank correla-
tion coefficient test (Kendall 1938). The test uses the Kendall’s = coefficient, which
takes values in [—1, 1] and measures the relationship between two ranked variables.
In our case, the first variable represents the edit distances of pairs of strings and the
second £, for the same pairs. A positive value for z (respectively, 7 = 1) signifies
that the ranks of both variables increase (respectively, that the ranks of both vari-
ables are identical). The test results in the experiment of Fig. 3 for k = 6,7,8,9, 10
are 7 = 0.70,0.67,0.66, 0.65,0.64 respectively, with p-value p < 2.2e~'¢ (the null
hypothesis is that edit distance and £, for a given k are not related). The results thus
indicate that edit distance and £, distance have similar trends of change.

As a final step, we compute £, (w;, w;) for every pair of strings w;, w;, such that
i # j, in the input collection of strings, and fill up an N X N distance matrix with the
values of L.

5.3 Phase lll: Clustering

After sanitizing the sensitive patterns in Phase I and constructing the distance
matrix in Phase II, we are ready to perform the actual clustering. We perform clus-
tering following the well-known K-median clustering paradigm (Kariv and Hakimi
1979; Ackermann et al 2010). Intuitively, this paradigm seeks to find K representa-
tive strings in a given collection of strings, so as to minimize the sum of distances
between each string in the collection and its closest representative string. That is,
the objective of clustering is to minimize the error that is made by representing each
string in the collection by its corresponding representative string. In our work, we
quantify the distance between a pair of strings using our £, measure.

This leads to the following clustering problem: Given an input collection of
strings {y,,...,yy} and an integer K > 0, find K strings {m,, ..., my} from the col-
lection, so that ZiE[N] minje gy £,(y;, m;) is minimized. The clusters are subsequently
produced by assigning each string in the collection to its closest string from these K
strings.

Since this problem is known to be NP-hard (Ackermann et al 2010), we employ
the well-known Partitioning Around Medoids (PAM) (Kaufman and Rousseeuw
1990) heuristic. Specifically, we input the distance matrix constructed in Phase II to
an efficient variant (Schubert and Rousseeuw 2021a) of PAM (Kaufman and Rous-
seeuw 1990), as it does not require the triangle inequality property (Kaufman and
Rousseeuw 1990) and is effective in practice. Specifically, PAM can be used with
any distance function (Schubert and Rousseeuw 2021b), i.e., a function d that is
symmetric and for which d(x, x) = 0 for all x, and thus it can be used with £, (see
Theorem 4).

PAM starts by an arbitrary selection of K strings in the input collection as the
initial representatives (in PAM they are called medoids). It then selects randomly
one representative and one non-representative string and swaps them if the cost of
clustering ¥ cc X, £4(m,,y) decreases, where c is a cluster in a clustering C, m,
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Table 1 Existing string sanitization algorithms vs. our Theorem 3

Algorithm Sanitization Minimization Time complexity
ETFS-RE (Bernardini et al 2021a) Partial Edit distance O(Iw)*k|Z] + k|S])
ETFS-DP (Bernardini et al 2020a) Partial Edit distance O(|lw|*k + kIS, |)
ETFS-DP * (Mieno et al 2021) Partial Edit distance O(w|* log? k + k|S, |)
TFS (Bernardini et al 2021a) Partial k-gram distance O(lw| + dk + k|S,])
TFS+HM (Bernardini et al 2020b) Full ghost patterns Polynomial s.t. conditions
Theorem 3 [This paper] Full k-gram distance O(lw| +d - k|S;| - 1Z])

Note that all algorithms satisfy the constraint that S(w, S) is a subsequence of S(y, S;) so as to maintain
the sequential structure of w; d denotes the number of occurrences of forbidden patterns in the input
string w

is the representative of ¢, and y is a non-representative string in c. This is performed
iteratively as long as the total cost of clustering decreases.

6 Related work

The main application of our work we consider here is data sanitization (a.k.a. knowl-
edge hiding), whose goal is to conceal confidential knowledge, so that it is not easily
discovered by data mining algorithms.® We thus review work on sanitizing strings
and on sanitizing other data types in Sect. 6.1 and 6.2, respectively. The more fun-
damental problem we consider in this paper is missing value replacement in strings.
We thus review work on missing value treatment in Sect. 6.3.

6.1 String sanitization

There are several recently proposed approaches to sanitize a single string w (Ber-
nardini et al 2019, 2020a, b, 2021a; Mieno et al 2021; Bernardini et al 2023); see
Table 1. All these approaches are applied to a given set S, of length-k forbidden pat-
terns and sanitize each such pattern by ensuring that it does not occur in the output
string y. With the exception of (Bernardini et al 2020b), they perform partial sani-
tization. Specifically, they produce a string containing a letter, denoted by #, that is
not in the alphabet. Thus, it is not difficult for an adversary to locate the occurrences
of forbidden patterns in the output string y and reverse the sanitization mechanism to
produce w (Bernardini et al 2021a). On the other hand, the approach of (Bernardini
et al 2020b) performs full sanitization.

The aforementioned approaches solve constrained optimization problems to pre-
serve data utility, enforcing the following constraint: the output string y contains

% Note that the term data sanitization has sometimes been used more generally as a synonym of privacy-
preserving data publishing; see e.g., (Li et al 2017a; Hong et al 2012). We use it precisely as explained
above.
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S(w, Sy), the sequence of all non-forbidden length-k substrings of w, as a subse-
quence of S(y, S;). However, their optimization objectives differ.

Specifically, the ETFS-RE (Bernardini et al 2021a), ETFS-DP (Bernardini et al
2020a), and ETFS-DP * (Mieno et al 2021) algorithms optimize edit distance (sub-
ject to the constraint). The problem they solve is called ETFS (for Edit-distance,
Total order, Frequency, Sanitization) and their name describes the main technique
behind each of them. Specifically, ETFS-RE (RE is for Regular Expression) con-
structs a sanitized string by solving an approximate regular expression matching
problem. That is, it first constructs a regular expression that encodes all ways in
which the input string w can be sanitized and then constructs the sanitized string
y that matches this regular expression with minimal edit distance from w. As can
be seen in Table 1, the time complexity of ETFS-RE is quadratic in the length of
w and linear in the size of the alphabet X. ETFS-DP (DP is for Dynamic Program-
ming) removes the dependence from |Z| of the time complexity of ETFS-RE by
avoiding actually constructing the regular expression. Instead, it exploits recurrences
encoding the choices which specify the instance of the regular expression that is
output. ETFS-DP * improves the time complexity of ETFS-DP, replacing |w|?k with
|w|? log? k. This is done by advanced algorithmic techniques that reduce the redun-
dancy and improve the efficiency of dynamic programming. Since k is a small con-
stant in practice (Bernardini et al 2021a), the improvement is mostly of theoreti-
cal interest. Since ETFS-RE, ETFS-DP, and ETFS-DP * need time quadratic in the
length of w and take space at least quadratic in the length of w, it is not practical
to apply them to even moderately large strings (see Sect. 7). Even worse, as it was
shown in Bernardini et al (2020a), there is no hope for a strongly subquadratic algo-
rithm that solves ETFS, unless a famous computational hardness conjecture, called
the Strong Exponential-Time Hypothesis (Impagliazzo et al 2001), is false.

The TFS algorithm (Bernardini et al 2021a) optimizes the k-gram dis-
tance (Ukkonen 1992) instead of the edit distance. It works by reading the string w
from left to right and checking whether a length-k substring s = w[i..i+k — 1] is
non-forbidden. If s is non-forbidden, then it is simply appended to y. Otherwise, TFS
enforces two rules: (1) It appends the longest proper prefix of s (i.e., w[i..i + k — 2])
followed by # and then by the longest proper suffix of s (i.e., wli+1..i+k—1]);
and (2) It removes # and the appended suffix, if this suffix is the same as the
appended prefix. TFS is practical, as it requires time and space linear in the length of
w and in the length of y. However, it only performs partial sanitization, as explained
above. To address this issue, (Bernardini et al 2020b) recently proposed an Integer
Linear Programming-based algorithm for replacing #’s in the output of TFS. The
algorithm, referred to as HM (for Hide and Mine), aims to preserve the utility in
frequent length-k pattern mining. Specifically, it performs replacements that mini-
mize the number of ghost patterns. ' The time complexity of HM is polynomial only
when certain conditions regarding the alphabet, k, and the number and position of
these substrings hold; otherwise it is exponential in the size of the input.

7 A ghost pattern is a length-k substring that occurs infrequently in the string to be sanitized (i.e., fewer
times than a given threshold) but frequently in the sanitized string.
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Our work here differs from the aforementioned works along three important
dimensions: (1) It applies full sanitization thereby better protecting w; (2) Its objec-
tive helps minimizing edit distance, which is computationally expensive to minimize
directly; (3) It is efficient both in theory (i.e., it has a polynomial time complexity in
all cases unlike HM) and in practice, as we show experimentally.

6.2 Sanitizing other data types

There are numerous approaches to sanitize a collection of records. Each record can
be a set of values (itemset) (Wu et al 2007; Gkoulalas-Divanis and Verykios 2009;
Stavropoulos et al 2016; Lin et al 2018; Wu et al 2017), a sequence (Abul et al 2010;
Gkoulalas-Divanis and Loukides 2011; Gwadera et al 2013; Bonomi et al 2016),
a trajectory (Abul et al 2010), or a graph (Abul and Gokge 2012). The forbidden
patterns in these approaches are: itemsets in Wu et al (2007); Gkoulalas-Divanis
and Verykios (2009); Stavropoulos et al (2016), subsequences in Abul et al (2010);
Gkoulalas-Divanis and Loukides (2011); Gwadera et al (2013); Bonomi et al (2016),
and graphs in Abul and Gokge (2012). In addition, there is an approach for sanitiz-
ing a temporally annotated sequence (Loukides and Gwadera 2015), which aims to
sanitize single letters. In terms of algorithmic techniques, these approaches employ
integer programming (Gkoulalas-Divanis and Verykios 2009; Stavropoulos et al
2016), dynamic programming (Loukides and Gwadera 2015), or heuristics (Wu et al
2007; Abul et al 2010; Gkoulalas-Divanis and Loukides 2011; Gwadera et al 2013;
Abul and Gokge 2012; Bonomi et al 2016; Lin et al 2018; Wu et al 2017). Their goal
is to: (1) reduce the frequency (support) of forbidden patterns, so that they cannot be
mined from the output at a given frequency threshold; and (2) preserve data utility,
often by preserving the set of frequent patterns that can be mined at a given fre-
quency threshold (Gkoulalas-Divanis and Verykios 2009; Stavropoulos et al 2016;
Wau et al 2007; Gkoulalas-Divanis and Loukides 2011; Gwadera et al 2013; Lin et al
2018; Wu et al 2017).

Our work here differs fundamentally from the aforementioned approaches: (1) in
the type of forbidden patterns it considers (substrings vs. itemsets, subsequences,
or graphs); and (2) in the type of utility it aims to preserve (string similarity vs. fre-
quent pattern mining accuracy).

6.3 Missing value treatment

A straightforward way to treat missing values is to delete them (Little and Rubin
2019; Enders 2010). However, deletion methods may incur excessive information
loss (Enders 2010). An alternative to deletion is dealing directly with incomplete
data (i.e., designing methods specifically for data that have missing values) (Calders
et al 2007; Fiot et al 2007; Yu et al 2022; Figueroa et al 2008). Methods that directly
deal with incomplete data are developed for problems other than string sanitization.
For example, (Calders et al 2007; Fiot et al 2007) consider pattern mining and utilize
interestingness measures suited to mining patterns with missing values. The work of
Yu et al (2022) considers causal feature selection (Yu et al 2020) and proposes an
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approach for this problem. Last, the work of Figueroa et al (2008) considers cluster-
ing and proposes a clustering algorithm for a set of fixed-length binary strings. A
third way to deal with missing values is missing value replacement (a.k.a. imputa-
tion) (Dong et al 2015; Tuikkala et al 2008; BieBmann et al 2018; Zhu et al 2021; Li
et al 2015; Karmitsa et al 2022; Vreeken and Siebes 2008; Zhang et al 2019; Bansal
et al 2021; Lin et al 2020; Ma et al 2020; Wellenzohn et al 2017; Bernardini et al
2023). Missing value replacement methods have the benefit that their output can be
used in any task.

Missing value replacement methods have been proposed for different types of
data, ranging from relational data with different types of attributes (Zhu et al 2021;
Li et al 2015; Karmitsa et al 2022) to transaction data (Vreeken and Siebes 2008),
time-series (Zhang et al 2019; Bansal et al 2021; Lin et al 2020), data streams (Ma
et al 2020; Wellenzohn et al 2017), and strings (Li et al 2009; Li and Durbin 2010;
Bernardini et al 2023). In the following, we discuss some of the most relevant miss-
ing value replacement methods for our setting. However, note that none of these
methods outputs a string that solves our SFSS problem.

For DNA strings, it is common to replace a missing value with a fixed or ran-
domly selected letter from the DNA alphabet {A, C, T, G}. This strategy is employed
by state-of-the-art DNA data processing tools (Li et al 2009; Li and Durbin 2010).
A more effective method working for any string has recently been proposed in Ber-
nardini et al (2023). It can be seen as a generalization of the Hide and Mine (HM)
method, discussed in Sect. 6.1. As in the HM method, the objective is to mini-
mize the number of ghost patterns. The difference from the HM method is that two
missing values do not need to be at least k positions apart in the input string. The
method of Bernardini et al (2023) is based on Integer Linear Programming and is
exponential in the number of missing values. Our work differs from Bernardini et al
(2023) in: (1) the objective function; and (2) the fact that it has a polynomial time
complexity.

A third approach (Halpin 2016, 2012, 2013) for missing value replacement in
strings is called MIMR (for Multiple Imputation with Multinomial Regression).
This approach is based on prediction and more specifically on a statistical technique,
called multiple imputation (Rubin 1987). The main idea behind multiple imputa-
tion is to generate multiple plausible values, called imputations, for a variable (i.e.,
multiple letters, each of which can replace a missing letter in our setting) by making
draws from the predicted distribution of the data multiple times and then using these
plausible values to quantify the uncertainty of what the missing value might be. The
benefit of using more than one imputation per value is increased accuracy in miss-
ing value replacement. The MIMR approach replaces the missing values iteratively:
the candidate replacements for a missing value are the non-missing values that are
immediately before and after it. Furthermore, the already replaced missing values
at a certain iteration are treated as non-missing values and taken into account in
the replacement of missing values in the next iterations. For example, if the input
string to MIMR is ab##4#de, this approach will first replace the leftmost or right-
most missing value # with a letter and then use the replaced letter to decide how the
remaining #’s will be replaced. To predict the best imputation for a letter using the
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letters before and after it, MIMR uses a multinomial regression (Hilbe 2009) predic-
tion model.

Another approach that is similar to MIMR in that it uses a prediction model is
MissForest (Stekhoven and Biithlmann 2012). This approach differs from MIMR in
that it uses a machine learning algorithm instead of a regression model. Specifically,
MissForest trains a Random Forest (Breiman 2001) classifier on the non-missing
values, which is used to predict the missing values. The classifier training and use
is performed multiple times, until a convergence criterion regarding the quality of
the output data is met. Another difference from MIMR is that MissForesT makes no
assumptions about the data distribution (Tang and Ishwaran 2017). A drawback of
MissForesT is that its basic implementation is not scalable to large datasets. There-
fore, a faster implementation has been proposed in Tang and Ishwaran (2017).

Both MIMR and MissForesT methods are well-established Fuller and Stecy-
Hildebrandt (2015); McMunn et al (2015); Tang and Ishwaran (2017). Furthermore,
MissForest has been shown (Stekhoven and Biithlmann 2012; Tang and Ishwaran
2017) to outperform many classic missing value replacement algorithms, such as
KNNimpute (Troyanskaya et al 2001) and MICE (van Buuren and Groothuis-Oud-
shoorn 2011). MIMR, MissForest, KNNimpute, and MICE differ from our work in
that they do not explicitly consider forbidden patterns and in that they do not have
the same quality requirements as those in the SFSS problem. Consequently, they
cannot guarantee that the strings they produce will not have forbidden patterns. In
fact, as we show experimentally in Sect. 7, incorporating either MIMR or MissFor-
EST in methods for replacing missing values in our context is not satisfactory because
it leads to strings containing a large number of forbidden patterns.

Last, we note that the main application of our work is to replace missing values
(#’s) in a string, in order to better preserve privacy. Missing value replacement has
been extensively used for the same general purpose of preserving privacy on rela-
tional data (see e.g., (Rubin 1993; Raghunathan et al 2003)).

7 Experimental evaluation

In this section, we evaluate our methodology (Sect. 5) in terms of effectiveness and
efficiency:

e We measure effectiveness based on the similarity between clustering a collec-
tion of strings and the clustering produced after sanitizing the same collection
of strings. In addition, we measure effectiveness based on how similar are the
sanitized strings to their representative.

e  We measure efficiency based on the runtime of a sanitization method.

In addition, we demonstrate that using well-established missing value replacement
methods, namely MIMR and MissForesT (see Sect. 6.3), as basis of heuristics for
dealing with the SFSS problem is not appropriate. In particular, we show that it
leads to strings with forbidden patterns.
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Table 2 (a) Real datasets and their characteristics. Each dataset is a collection of strings. (b) and (c)
Parameters and range of values used in these parameters (default values are in parenthesis)

Dataset Domain Alphabet size No. of strings ~ Max string length Mean
|Z] N string
length
()
NEws (Zhou et al News 100* 4976 6779 140
2016)
WEeBKB (Nguyen Web 100* 4167 2082 133
et al 2018a)
INFLUENZA (Lietal  Virus 4 38 1467 1350
2017b)
Mokesm15 (Kelil Proteins 20 316 2441 259
et al 2007)
Hprc (log dataset Log file 65 2000 368 44
2022)
(W)
Dataset No. of forbid-  No. of occurrences ~ Pattern length ~ No. of clusters
den patterns of forbidden pat- k K
[Sel terns d
NEws [80, 200] [492, 1130] [6, 14] (10) 5
WEeBKB [80, 200] [470, 1013] [6, 14] (10) 5
©
Dataset Percentage of  Pattern length No. of clusters
forbidden pat- & K
_ IS
terns R = ﬁ
INFLUENZA [5, 251 (10) [6, 10] (8) 5
MoEsm15 [5,25] (10) [3.51 (4 28
Hec [5,25] (10) [2,4]1(3) 8

7.1 Datasets

We used both real and synthetic datasets, as described next.

Real datasets We used five publicly available real datasets; each dataset is a col-
lection of N strings, which we denote by {w,, ..., wy}. The characteristics of these
datasets are shown in Table 2a. As can be seen, the datasets we used come from
different domains and have quite different characteristics. The parameters used in
experiments on these datasets are shown in Tables 2b and 2c. Note that these data-
sets were also used in many prior works on clustering (Nguyen et al 2018b; Steineg-
ger and Soding 2018; Li et al 2017b; Kelil et al 2007; Anjum et al 2023).
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We preprocessed the News and WEBKB datasets to help their clustering by reduc-
ing their alphabet size to 100 ® and by removing an outlier * in WeBKB.

In addition, we used substrings of two single strings to evaluate runtime. The first
string is the chromosome 21 sequence of Homo Sapiens (Schneider et al 2016) and
is referred to as CHR; the second string is a protein sequence (Suzek et al 2015) and
is referred to as ProT. The length Iwl of CHR is 46,709,983 letters and that of ProT is
16,000 letters. The alphabet size || of CHRr is 4 and that of Pror is 20.

Synthetic datasets We used synthetic datasets to study the impact of different
parameters. To generate each synthetic dataset, we first obtained K strings from a
real dataset that have length 2000. These strings were used as seeds to initiate clus-
ters, each comprised of L strings (including the seed string). To construct a cluster,
we started from a seed string Q and generated L — 1 strings O, ..., Q;_, that we
added to the cluster. Each of these strings is at edit distance at most e from Q since it
was created by performing e edit distance operations on Q, each with equal proba-
bility. We used K € [5,25] and L € [10, 100]. We varied e in [200, 1800] and report

results for a normalized version of e, which is defined as § = é, where |Q| = 2000.

We selected seed strings from two real datasets: (1) a DNA dataset obtained from
Zhang and Zhang (2017); and (2) a protein dataset obtained from Suzek et al (2015).

7.2 Setup

SFSS-ALGO (or SFSS algorithm), which uses the output of TFS as input, constructs
a fully sanitized string y that is at minimum k-gram distance from the original string
w subject to the constraint: S(w, S, ) is a subsequence of S(y, S;). We compared SFSS
to ETFS-DP (ETFS, in short) (Bernardini et al 2020a), which constructs a partially
sanitized string y that is at minimum edit distance from the original string w subject
to the same constraint: S(w, S,) is a subsequence of S(y, S;,) (see Table 1). Since par-
tial sanitization is insufficient to hide the locations of the confidential patterns (Ber-
nardini et al 2019, 2021a), ETFS is not an alternative to our approach. However,
we use it to evaluate the impact that using k-gram distance and full sanitization
instead of edit distance and partial sanitization has on quality. Recall that ETFS-DP,
ETFS-RE, and ETFS-DP * are exact algorithms, which construct a solution with the
same optimal cost (minimum edit distance) in Q(|w|?) time. Yet, we chose ETFS-
DP because it is significantly faster than ETFS-RE, and equally efficient in prac-
tice, but much easier to implement, than ETFS-DP *. We did not compare against
TFS+HM (Bernardini et al 2020b), since it has a fundamentally different objective
function (see Table 1). In addition, we compared against GFSS.

To capture the effectiveness of our methodology, we used the following meas-
ures: (1) Normalized Mutual Information (NMI); and (2) Adjusted Rand Index

8 This was performed by sorting the words lexicographically, transforming them into integers based on
their rank and mapping the same number of consecutive integers to an integer in [1, 100]. This operation
made the datasets less sparse (their strings became more similar), so that it is possible to construct rea-
sonably coherent clusters. A smaller |X| also improves the efficiency of our algorithm.

° This was a length-27881 string that was much longer than all others.
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(ARI). NMI and ARI quantify the impact of sanitization on clustering by com-
paring a clustering C, which is comprised of ICl clusters and obtained from the
original data, to another clustering C’, which is comprised of |C’| clusters and
obtained using the sanitized version of the same data. NMI and ARI are standard
measures of clustering quality (Nguyen et al 2010; Meila 2007), which measure
the similarity between C and C’. The values of NMI and ARI are in [0, 1] with
larger values being preferred (more similar clusterings). A value of 1 in either
measure implies that two clusterings C and C’ are identical.

Let N be the number of strings that C and also C’' are comprised of and g;
(respectively, b;) be the number of strings contained in the ith cluster of C
(respectively, C'). NMI is defined as follows:

1C.c)
max(H(C), H(C"))’ M

NMI(C, C) =

where H(C) = — legll la—v"log(%) (respectively, H(C")) is the entropy of C (respec-

tively, C"), and I(C,C") = ZE'I Z,E;l %’ log(N %) is the joint entropy of C and C’,

with n;; being the number of strings contained in both the ith cluster of C and the jth
cluster of C".
ARI is defined as follows:

. NooN11 = NoiNyg @
(Noo + Nop)WNo; + Nyp) + (Ngg + Ny )Ny + Ny’

ARI(C,C') =2

where N, is the number of pairs of strings that are in different clusters in both C
and C’, N, the number of pairs of strings that are in different clusters in C but in the
same cluster in C’, N, the number of pairs of strings that are in the same cluster in C
but in different clusters in C’, and N,, the number of pairs that are in the same cluster
in both C and C’. We also used the LIS, similarity measure (see Sect. 5.2) to evalu-
ate how similar are the strings in each cluster of the sanitized dataset. Specifically,
we Teport Y.y, MaX;e(x) (LISk(y,», m;) + LISk(mj,yi)), where y; is a string in the
sanitized dataset and m; is a cluster representative. We refer to this measure as LIS.
Clearly, larger values in LIS indicate a clustering of higher quality. We do not report
results with the normalized version of LIS (y;, m;) + LIS, (m;, y;), denoted by L, in
Sect. 5.2, as the sanitized strings produced by the different algorithms we evaluate
have different lengths, which makes the use of £, inappropriate.

The clustering C was obtained by applying Phases II and III (see Sects. 5.2
and 5.3, respectively) to the input collection of the original strings. The cluster-
ing C’' was obtained by applying Phase I (i.e., applying a sanitization algorithm
such as SFSS), followed by Phases II and III. Recall that Phases II and III use
the k-gram based £, measure. An approach that uses ETFS in Phase I and edit
distance in Phases II and III is feasible but it would violate Req. 1 and Req. 3 in
Sect. 4.1. That is, it would reveal the location of sensitive patterns and be ineffi-
cient. We do not consider it further, as it did not offer a benefit in terms of quality
in our preliminary experiments.
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Since the datasets do not come associated with forbidden patterns, we selected
the forbidden patterns randomly, following previous works on data sanitization (Ber-
nardini et al 2021a; Gkoulalas-Divanis and Loukides 2011; Gwadera et al 2013). In
the cases of NEws and WEBKSB, the forbidden patterns had to occur in the dataset, in
accordance with the setup of ETFS we compare against (Bernardini et al 2021a) (see
Table 2b for details). In all other datasets, the forbidden patterns were selected from
the set ¥, the space of all possible length-k substrings that can be constructed from
the alphabet Z, to be able to consider a larger number of forbidden patterns (see
Table 2c for details). We used 10 different sets of forbidden patterns.

We conducted all experiments on a server with an AMD Opteron’" Proces-
sor 6386 SE at 2.8 GHz and 252GB RAM. We used a single CPU of the server.
Our source code is written in C++. The heuristics in Sect. 7.6 employ the stand-
ard R implementations of MIMR (Halpin 2016, 2012, 2013) and MissForest (Stek-
hoven and Biihlmann 2012); see Sect. 6.3 for a discussion of MIMR and MissFor-
EsT. These implementations can be found in package (2022b) and package (2022a),
respectively, and they were configured using their default values. The source code
and all datasets we used can be found at https://github.com/YagaoLiu/SFSS. All
experimental results have been averaged over 10 runs, and we report the mean of
results. When the difference between two means (e.g., the mean NMI of ETFS vs the
mean NMI of SFSS) is numerically small, we also report the obtained p-values from
a t-test, used to determine if there is a significant difference between two means.
A p-value smaller than 0.05 implies that the difference between the two means is
statistically significant. The running time has been measured using the C++ class
std::chrono::high resolution clock.

7.3 Small antidictionary

In this section, we show that when the antidictionary is small, SFSS is able to pre-
serve the clustering quality well, while being efficient. We compare it to ETFS
whose effectiveness is not affected by the antidictionary size, since it does not
replace the #’s. The efficiency of SFSS and ETFS are affected in the same way by
the antidictionary size. Note that for such a small antidictionary, GFSS performs
perfectly because it is trivial for this algorithm to not reinstate any forbidden pattern
(since there are very few patterns, deleting a letter removes an occurrence of a for-
bidden pattern without creating an occurrence of another forbidden pattern or of the
forbidden pattern itself). Therefore, we have excluded GFSS from the experiments
of this section. However, as we will show in the next section, GFSS performs much
worse than SFSS (and ETFS) when the size of the antidictionary grows.

We demonstrate in Figs. 4 and 5 that both ETFS and SFSS are very effective at
preserving clustering quality, as captured by both NMI and ARI. In particular, Fig. 4
shows the NMI and ARI scores for both methods, for varying number of forbidden pat-
terns. Note that the NMI and ARI scores are very high. For example, the average NMI
scores were 0.80 and 0.88 for ETFS and SESS, respectively, and the corresponding
ARI scores were 0.85 and 0.91, respectively. The differences between the two methods
are not statistically significant, except in four cases (see the cases in Figs. 4a and 4b
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[l SFSS W ETFS

B SFSS W ETFS

0 059 065 069 0.68 0.6 0 0.58 0.65 069 0.68 0.68
5 0.8 = 0.8
0.6 0.6
Z04 o4
0.2 0.2
0.0 0.0

10 130 170 200 190 140 170 200

o2 w06 &9 1081 1180 492 706 879 1031 1130

IS, ISJI
(a) NEwWS (b) NEWS
B SFSS W ETFS B SFSS W ETFS
0 0.0022 0.5493 0.3490 0.5025 0.0205 10 0.0028 0.5360 0.3325 0.5349 0.0305

5 0.8 = 0.8
0.6 0.6
Z04 o4
0.2 0.2
0.0 0.0

190 130 170 200 10 140 170 200

o0 62 Teo %68 i0i3 o0 2 T %8 1013

S| 1S,
d
(c) WEBKB (d) WEBKB

Fig.4 NMI and ARI for varying number |S, | of forbidden patterns, for: a, b News and ¢, d WesKs. The
NMI and ARI values, as well as |S, | and the number d of occurrences of forbidden patterns, are averages
over 10 runs. On the top of each pair of bars, we plot the p-value of a r-test; p < 0.05 implies that the dif-
ference between ETFS and SFSS is statistically significant

where the number on the top of bars is < 0.05). In these cases, SFSS outperformed
ETFS. Also, Fig. 5 shows the NMI and ARI scores for ETFS and SFSS, for varying
length of forbidden patterns. Again, the two methods performed very well, and the dif-
ferences between them are not statistically significant.

However, SFSS is much faster than ETFS (e.g., 5 times faster on average in the
NEews dataset). This can be seen in Figs. 6 and 7, which report the runtimes of these
two sanitization methods. The result is consistent with the time complexities of the two
algorithms: quadratic in the length of the input string for ETFS and linear in the length
of the input string for SFSS (see Table 1). The differences in the runtimes of the two
methods are statistically significant.

To summarize, the results in Figs. 4, 5, 6, and 7 are very encouraging because SFSS:
(I) is equally effective to (and sometimes more effective than) ETFS despite offering
better privacy, as it replaces the #’s, unlike ETFS which does not and thus risks reveal-
ing the location of sensitive patterns; and (II) is also considerably faster (up to more
than one order of magnitude) than ETFS.
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B SFSs W ETFS B SFSS W ETFS

. 0.2 0.35 022 040 04 10 0.2 0.34 0.22 0.31 0.52
S 0.8 = 0.8
0.6 06
<04 <04
0.2 0.2
0.0 0.0

o2 4 362 335 294 o2 an 362 335 294

d d
(a) NEWS (b) NEWS
B SFSS W ETFS B SFSS W ETFS

0 0.84 1.00 0.99 0.5 0 0.8 0.83 1.00 093 0.48
= 0.8 = 038
06 06
Z04 <04
0.2 0.2

0.0 0.0 -

N2 o8t o 197 46 2 o1 228 197 146

d d
(c) WEBKB (d) WEBKB

Fig.5 NMI and ARI for varying length k of forbidden patterns, for: a, b News and ¢, d WEBKB. The
NMI and ARI values, as well as the number d of occurrences of forbidden patterns, are averages over 10
runs. On the top of each pair of bars, we plot the p-value of a r-test; p < 0.05 implies that the difference
between ETFS and SFSS is statistically significant

[ SFSS W ETFS [ SFSS W ETFS

1.3e-04 1.7e-04 2.1e-03 2.2e-03 5.7e-06 50| 1.6e-06 2.3e-08 3.0e-07 3.2e-10 2.2e-08

0—"8 110 140 170 _ 200 0—"8 110 140 170 200
492 706 879 1031 1130 470 642 780 909 1013
1S, IS,

d d
(a) NEws (b) WEBKB

Fig. 6 Runtime (secs) for varying number |S, | of forbidden patterns, for: a NEws and b WesKs. The runt-
ime values, as well as the number d of occurrences of forbidden patterns, are averages over 10 runs. On
the top of each pair of bars, we plot the p-value of a r-test; p < 0.05 implies that the difference between
ETFS and SFSS is statistically significant
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B SFSS W ETFS B SFSS M ETFS
50/ 0.00096 1.76-09 1.26-09 4.3¢08 2.8¢08 20| 2.56-07 6.4¢08 2.8¢07 6.8¢09 8.76_10
g40 5
g0 0
= 20
10 5
0% 8 10 12 14 0—"% 8 10 12 14
472 411 362 335 204 112 281 208 197 146
k k
d d
(a) NEwWsS (b) WEBKB

Fig.7 Runtime (secs), for varying length k of forbidden patterns, for: a News and b WesBKB. The runt-
ime values, as well as the number d of occurrences of forbidden patterns, are averages over 10 runs. On
the top of each pair of bars, we plot the p-value of a r-test; p < 0.05 implies that the difference between
ETFS and SFSS is statistically significant

1.0 ‘ _— * J} 1.0 —g— %
08 0.8-
= - SFSS = - SFSS
=06 = GFSS = 06 = GFSS
z + ETFS + ETFS
04 0.4-
0.2 0.2-
0.0 0.0-
7 5 10 15 20 6 7 8 ] 10
R k
(a) INFLUENZA (b) INFLUENZA

Fig. 8 NMI for INFLUENZA and varying: a R = % -100% and k = 8, and b k and R = 10%. The error bars
are the corresponding standard deviations

7.4 Large antidictionary

In this section, we evaluate the effectiveness and efficiency of our SFSS algorithm
when the size of the antidictionary grows.

Real Datasets Figs. 8,9, and 10 show that SFSS preserves clustering quality sub-
stantially better than GFSS and similarly or better than ETFS, according to the NMI
measure; the results for ARI are analogous (omitted). The fact that these measures
are 1 or close to 1 for SFSS demonstrates that it incurs no or insignificant clustering
quality loss.

On the other hand, GFSS is often much worse than SFSS, achieving NMI scores
as low as 0.25. Note that GFSS performed worse, heavily distorting the clustering
structure of the data, when: (1) the alphabet size was small; (2) there were many
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06 06

= SFSS = SFSS
= GFss 2 GFSS
z ~ETFs Z + ETFS

04 0.4

0.2 0.2

0.0 0.0

7 5 10 15 20 3 4 5
R k
(a) MOEsM15 (b) MoESM15

Fig.9 NMI for MoesM15 and varying: a R = % -100% and k = 4, and b k and R = 15%. The error bars

are the corresponding standard deviations

occurrences of forbidden patterns; or (3) the forbidden patterns were long (i.e., k
was large). For example, compare Fig. 8§ with Fig. 10, in which the alphabet size is 4
and 65, respectively. GFSS performed much worse in the former case, whereas
SFSS always achieved a near-perfect result. Also, observe in Fig. 8a that GFSS per-
formed very poorly when a large fraction of length-k substrings were forbidden.
S,

when k increased. The reason for this behavior is that deleting a letter removes an
occurrence of a forbidden pattern s € S, but may create an occurrence of another
forbidden pattern s” € S,, or even another occurrence of s. Clearly, this is more
likely to happen in cases 1, 2, 3 above. As an example, consider w = CAAAAAC,
k =3, and s = AAA. GFSS will remove the third A to prevent the first occurrence of s
but this creates another occurrence of it starting at the beginning of the string. Thus,
finally, GFSS will delete all A’s but the first two, constructing a sanitized string
y = CAAC. On the other hand, SFSS would create a sanitized string y’ = CAACAAC.

This fraction is given by R = Similarly, GFSS performed poorly in Fig. 8b

. —ttt 0:8 %/—4—’—4

06 06

= SFSS = SFss
= GFSs = GFss
z ~ETFs Z + ETFS

04 04

02 02

00 0.0

i 5 10 15 20 2 3 4
R k
(a) Hpc (b) Hpc

S,
b

Fig. 10 NMI for Hpc and varying: a R = % -100% and k = 3, and b k and R = 10%. The error bars are

the corresponding standard deviations
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ymg =X
are the corresponding standard deviations
300000 300000~
200000 200000~
-« SFSS - SFSS
(2} (2]
oL = GFSS = = GFSS
] -\‘\\\- L Emrs 2 .\-\. =i
100000 100000-
0 0-
1 5 10 15 20 3 4 5
R k
(a) MOEsM15 (b) MoEsM15
Fig. 12 LIS for Moesm15 and varying: a R = % -100% and k = 4, and b k and R = 15%. The error bars
are the corresponding standard deviations
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Fig. 13 LIS for Hpc and varying: a R = % .

the corresponding standard deviations

100% and k = 3, and b k and R = 10%. The error bars are
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ETFS performed similarly to (and sometimes slightly worse than) SFSS, which is
consistent with the experiments of Sect. 7.3. This can be seen in Figs. 8, 9, and 10.
Also, unlike GFSS, its performance was not affected by the alphabet size, the num-
ber of occurrences of forbidden patterns, or the length of forbidden patterns.

We also report the results of the experiments in Figs. 8, 9, and 10 with respect to
the LIS measure (see Sect. 7.2 for its definition) in Figs. 11, 12, and 13, respectively.
Clearly, LIS differs from the NMI measure in that it does not consider the cluster-
ing of the original data when capturing clustering quality. Instead, it considers how
“compact” are the clusters of the sanitized data, treating a cluster as compact when
its strings are similar to their cluster representative with respect to LIS. As can be
seen, the results are analogous to those when NMI was used. That is, GFSS again
performed much worse than SFSS, especially when the alphabet size was small,
there were many occurrences of forbidden patterns, and k was large. On the other
hand, ETFS performed much better than SFSS, being again comparable to SFSS.

Synthetic Datasets We examine the impact of different parameters that affected
the clustering quality of GFSS in the experiments of the paragraph “Real Data”
above using synthetic data. We show in Figs. 14 and 15 that again GFSS performed
substantially worse than SFSS in terms of being able to preserve clustering qual-
ity. Note that the NMI scores in the synthetic datasets used in Figs. 14 and 15 are
generally lower than those obtained in the case of real datasets, used in the experi-
ments above (the results for ARI are analogous (omitted)). This suggests that the

10 10

0.8 0.8

06 06

I IR 204 ares
0.2 0.2
0.0 0.0
0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 09 1 5 10 15 20
8 R
(a) DNA (b) DNA
1.0 1.0
0.8 0.8
06 0.6
EM &R 2o, ares
0.2 0.2
0.0 0.0
5 10 15 20 25 10 25 50 75 100
K L
(c) DNA (d) DNA

Fig. 14 NMI for synthetic datasets constructed from a DNA dataset and varying: a6, bR, ¢ K, and d L.
Default values are k =8, 6 = 0.7, R = 10%, K = 10, and L = 50. The error bars are the corresponding
standard deviations
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1.0 1.0

0.8 0.8

06 0.6:
s SFSs = SFSS
% GFSS % GFSS

0.4 0.4
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0.0 0.0
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(a) PrROT (b) ProT

10 1.0

0.8 0.8:

06 0.6
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% GFSS % GFSS

04 0.4

0.2 0.2
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Fig. 15 NMI for synthetic datasets constructed from a protein dataset and varying: a6, b R, ¢ K, and d
L. Default values are k = 4,6 = 0.7, R = 10%, K = 10, and L = 50. The error bars are the corresponding
standard deviations

synthetic datasets are more challenging to deal with. Yet, the results for SFSS are
still very good, as the NMI scores were 0.78 on average, over all experiments of
Figs. 14 and 15. As expected, the synthetic datasets generated with a larger d (num-
ber of occurrences of forbidden patterns) are more difficult to cluster, since their
clusters are comprised of less similar strings. Thus, the NMI scores for both algo-
rithms were in general lower for large values of d in Figs. 14a and 15a. Again, GFSS
performed worse when the alphabet size was smaller (recall that the datasets in
Fig. 14a have alphabet size 4 while those in Fig. 14a have alphabet size 20) and
when the percentage of possible length-k substrings that are forbidden was larger
(the effect of this was more evident in Fig. 14b due to the small alphabet size). It can
be also noted in Figs. 14c, d, 15c, and d that our algorithm outperformed GFSS for
all tested values of K (i.e., number of clusters) and L (i.e., number of strings in each
cluster).

To summarize, the results in Figs. 8, 9, 10, 14, and 15 demonstrate that SFSS
is able to preserve clustering quality. This is because it constructs clusterings that
are identical or very similar to the clusterings of real datasets, or very similar to the
clusterings of synthetic datasets, even though the synthetic datasets are constructed
based on edit distance that is not optimized by SFSS.
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Fig. 16 Runtime for varying: a Iwl for CHrR (k = 8 and R = 0.1%), b Iwl for CHr and Prot (for CHR k = 8,
R = 10%, |X| = 4 and for ProT k =4, R = 10%, |£| = 20), ¢ R = :‘;—ﬁl‘ - 100% for Cur (k =8), and d k
for Cur (R = 0.1%). The x axis of (a) to (d) also shows the total number of occurrences of forbidden pat-
terns d. The error bars are the corresponding standard deviations

7.5 Scalability of SFSS

We examined the runtime of SFSS using the CHrR and Prot datasets. We did not
compare SFSS to ETFS, since ETFS did not scale to the size of these datasets,
due to its quadratic complexity in Iwl, the input string length (see Table 1). In
addition, we omit the results of GFSS, since it was much faster albeit significantly
less effective. This is because, as can be seen in Table 1, the term k|S, | in the time
complexity of GFSS is replaced by d - k|S;| - |[Z| in the time complexity of SFSS
(recall that d denotes the total number of occurrences of forbidden patterns in w
and is bounded by Iwl). Note that below we report the runtime just for the saniti-
zation routine.

Impact of lwl Fig. 16a shows that the runtime of SFSS grows linearly with
respect to the input string length Iwl, as expected by its time complexity. We also
show that it is reasonably fast to be applicable to very long strings (recall that the
CHR dataset has length of around 47 million letters).

Impact of |X| Fig. 16b shows that SFSS is slower in the case of the ProT dataset
compared to the case of the CHr dataset, which has a larger alphabet size |X|. This
experiment was performed using substrings of the CHr and Prot datasets and using
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Fig. 17 Number of forbidden patterns in the output of missing value replacement methods, MIMR (Hal-
pin 2016, 2012, 2013) and MissForest (Stekhoven and Biihlmann 2012), when coupled with the first
heuristic, for varying: a k for INFLUENZA (R = % -100% = 10%), b R for INFLUENZA (k = 8), and ¢ R for
Prot (k = 4). The results in each k and R in (a) and (b) are averaged over all strings in INFLUENzA and the
error bars are the corresponding standard deviations

R = 10% for both datasets. This result is in line with the time complexity of SFSS.
Note that the larger runtime in the case of Pror is not only due to its larger alphabet
size but also due to the much larger number d of occurrences of forbidden patterns,
which is also a multiplicative factor in the time complexity of SFSS.

Impact of R and d Fig. 16¢ shows that SFSS scales linearly with R = % This
experiment was performed using the entire CHr dataset and k = 8. Note that by
increasing R, d also increases as the number of occurrences of forbidden patterns
increases as well. Since |Z¥| is fixed, the results in Fig. 16¢ imply that it scales line-
arly with the number |S;| of forbidden patterns, as expected by its time complexity.
These results also imply that the runtime is linear in d, which changes as shown in
the figures, as expected.

Impact of k Fig. 16d shows the runtime of SFSS, for varying k. This experiment
was performed using the entire CHr dataset and a fixed number |S,| = 5000 of for-
bidden patterns. The runtime of SFSS increases as k decreases, because the number
d of occurrences of forbidden patterns increases. As d is significantly larger than £,
its increase affects the runtime more than the decrease of k.
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Fig. 18 Number of forbidden patterns in the output of missing value replacement methods, MIMR (Hal-
pin 2016, 2012, 2013) and MissForest (Stekhoven and Biihimann 2012), when coupled with the second

heuristic, for varying: a k for INFLUENZA (R = % -100% = 10%), b R for INFLUENZA (k = 8), and ¢ R for

Prot (k = 4). The results in each k and R in (a) and (b) are averaged over all strings in INFLUENzA and the
error bars are the corresponding standard deviations

7.6 Existing missing value replacement methods are not alternative to SFSS

We demonstrate that the well-established missing value replacement methods
MIMR (Halpin 2016, 2012, 2013) and MissForest (Stekhoven and Biihlmann
2012) are not suitable to be used as alternatives to our SFSS algorithm. In par-
ticular, we demonstrate that they are unable to construct feasible (let aside opti-
mal) solutions to the SFSS problem, as the strings they construct still contain a
large number of forbidden patterns.

To show this, we used each of the aforementioned missing value replacement
methods as a basis for two heuristics. The first heuristic is based on the idea of
GFSS; the only difference is that, instead of deleting a letter w[i], the heuristic
replaces w[i] with a letter output by one of the missing value replacement meth-
ods. The second heuristic uses the output of TFS as its input, as our SFSS algo-
rithm does. However, different from SFSS, this heuristic employs missing value
replacement methods to replace the #’s in the output of TFS.

We start by examining the effectiveness of the first heuristic. Figure 17a
shows that, when applied to the INFLUENZA dataset, the heuristic produces outputs
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containing forbidden patterns, for all tested values of k, irrespectively of whether
it is coupled with MIMR or with MissForest. This implies that neither MIMR
nor MissFOREST is appropriate to be used as an alternative to our SFSS algorithm,
which guarantees that no forbidden patterns will be present in its output. Further-
more, the number of forbidden patterns contained in the output of either version
of the heuristic increases with k. This is because there are more forbidden pat-
terns in the input string when k is larger and thus there is a larger chance that
some of them are retained in the output. The results shown in Fig. 17b are analo-
gous: there are always forbidden patterns in the output of either version of the
heuristic, for all tested values of R. The number of these patterns increases with
R, as more forbidden pattern occurrences in the input are candidates for being
retained in the output when R is larger. In addition to INFLUENZA, which is a col-
lection of strings, we used Prot, which is a single, longer string. The results in
Fig. 17c are analogous to those in Fig. 17b: there is a large number of forbidden
patterns in the output of either version of the heuristic, which increases with R.

We now examine the effectiveness of the second heuristic. Figure 18a shows that,
when applied to the INFLUENZA dataset, the heuristic produces outputs containing for-
bidden patterns, for all tested values of k, irrespectively of whether it is coupled with
MIMR or MissForest. The same happens in the results of Fig. 18b, which are pro-
duced by varying R. Again, the number of forbidden patterns in the output increases
with k and/or R, as there are more forbidden patterns in the input that can possibly
be retained in the output of the heuristic. Figure 18c shows the results for the Prot
dataset, which are analogous to those in Fig. 17c.

Last, by comparing Fig. 18 to Fig. 17, one can notice that the second heuristic is
in general less effective than the first one, but none of them was able to produce a
string that contains no forbidden patterns in any tested case. This is in sharp contrast
to our SFSS algorithm, which not only guarantees that no forbidden pattern occurs
in output but it also enjoys other useful properties. As demonstrated in Sect. 7, these
properties play a crucial role in preserving clustering quality.

8 Conclusion and future work

Missing value replacement in strings is an important task, as strings with missing
values are encountered in many applications, ranging from bioinformatics to data
sanitization and databases.

In this paper, we formalized the task of missing value replacement in strings as
a combinatorial optimization problem. Our formulation considers the context of a
missing value to preserve the sequential nature of the string, as well as a set of for-
bidden patterns to avoid introducing spurious or confidential information; and seeks
to minimize the information added by the replacement.

We designed an algorithm that solves this problem in linear time for strings
over constant-sized alphabets. We also proposed a methodology for sanitizing and
clustering a collection of private strings that utilizes our algorithm as well as an
effective and efficiently computable distance measure. Last, we presented extensive
experiments demonstrating that our methodology can sanitize a collection of private
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strings while preserving clustering quality outperforming the state of the art and a
greedy baseline. We leave the following directions open for future investigation:

1. The main open question is: Can the MVRS problem be solved faster than
O(lu| + [v] +1IS]] - |1Z]) time? One should perhaps design a fundamentally dif-
ferent technique that avoids the DFA construction, because, as we have shown,
the latter has Q(||S]|) states and Q(||S]| - |Z]) edges.

2. The work of (Bernardini et al 2021b) investigated whether the decision ver-
sion of MVRS for forbidden patterns of fixed length k can be solved faster than
O(k|S,| - |Z|) time. Formally, given an integer k > 0, two strings u, v € Z*~1, and
a set S, C =, the question is: Does there exist a string x € * such that u is a
prefix of x, v is a suffix of x, and no s € S, occurs in x? This work also proposed
a non-constructive randomized algorithm that solves this problem in the opti-
mal O(k|S,|) time. With non-constructive we mean that no witness string x is
output. This may be useful to check fast whether or not we can solve an instance
of the MVRS problem, and if not, change the input. If the answer is YES, one
would want to output a (shortest) witness string as well, which can be done in
O(k|S,| - |Z]) time using our algorithm for MVRS. The open question is: Can this
decision version of the MVRS problem be solved deterministically in O(k|S,]|)
time?

3. Sometimes we may want to solve many instances of the MVRS problem having
the same set S of forbidden patterns but different « and v; for example, in the
SFSS problem. The open question is: Can we solve g such instances faster than
applying Theorem 1 g times?

4. In the definition of the MVRS problem, we assume that the set S of forbidden
patterns is finite; however the MVRS problem may be generalized to the case
where S is a regular language, i.e., the constraints (forbidden patterns) arise from
a set of regular expressions. It might be interesting to investigate this problem
both from the theory and the practical perspective.

Funding GB is a member of the GNCS-INdAM group and is supported by MUR - FSE REACT EU - PON
R&I 2014-2020; AM by ERC Advanced Grant 788893 AMDROMA; LS and GB by NWO under grant
OCENW.GROOT.2019.015 OPTIMAL and LS by Gravitation-grant NETWORKS$$-$$024.002.003.

Open Access This article is licensed under a Creative Commons Attribution 4.0 International License,
which permits use, sharing, adaptation, distribution and reproduction in any medium or format, as long
as you give appropriate credit to the original author(s) and the source, provide a link to the Creative
Commons licence, and indicate if changes were made. The images or other third party material in this
article are included in the article’s Creative Commons licence, unless indicated otherwise in a credit line
to the material. If material is not included in the article’s Creative Commons licence and your intended
use is not permitted by statutory regulation or exceeds the permitted use, you will need to obtain permis-
sion directly from the copyright holder. To view a copy of this licence, visit http://creativecommons.org/
licenses/by/4.0/.

@ Springer


http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/

Missing value replacement in strings... Page 450f50 12

References

Abul O, Gokee H (2012) Knowledge hiding from tree and graph databases. Data Knowl Eng 72:148—
171. https://doi.org/10.1016/j.datak.2011.10.002

Abul O, Bonchi F, Giannotti F (2010) Hiding sequential and spatiotemporal patterns. IEEE Trans
Knowl Data Eng 22(12):1709-1723. https://doi.org/10.1109/TKDE.2009.213

Ackermann MR, Blomer J, Sohler C (2010) Clustering for metric and nonmetric distance measures.
ACM Trans Algorithms 6(4):1-26. https://doi.org/10.1145/1824777.1824779

Aggarwal CC (2008) On unifying privacy and uncertain data models. In: Proceedings of the 24th
International Conference on Data Engineering (ICDE). IEEE Computer Society, pp 386-395,
https://doi.org/10.1109/ICDE.2008.4497447

Aggarwal CC (2009) Managing and Mining Uncertain Data, Advances in Database Systems, vol 35.
Kluwer. https://doi.org/10.1007/978-0-387-09690-2

Aggarwal CC, Parthasarathy S (2001) Mining massively incomplete data sets by conceptual reconstruc-
tion. In: Proceedings of the seventh ACM SIGKDD international conference on Knowledge dis-
covery and data mining. ACM, pp 227-232, https://doi.org/10.1145/502512.502543

Aggarwal CC, Yu PS (2009) A survey of uncertain data algorithms and applications. IEEE Trans Knowl
Data Eng 21(5):609-623. https://doi.org/10.1109/TKDE.2008.190

Aggarwal CC, Zhai C (2012) A survey of text clustering algorithms. In: Aggarwal CC, Zhai C (eds) Min-
ing Text Data. Springer, p 77—128, https://doi.org/10.1007/978-1-4614-3223-4_4,

Ajunwa I, Crawford K, Ford J (2016) Health and big data: an ethical framework for health information
collection by corporate wellness programs. J Law Med Ethics 44:474-480

Allard T, Béziaud L, Gambs S (2020) Online publication of court records: circumventing the privacy-
transparency trade-off. In: 1st International Workshop on Law and Machine Learning LML2020, in
conjunction with ICML 2020

Alzamel M, Ayad LAK, Bernardini G et al (2020) Comparing degenerate strings. Fundam Inform 175(1—
4):41-58. https://doi.org/10.3233/FI-2020-1947

Anjum N, Nabil RL, Rafi RI et al (2023) CD-MAWS: an alignment-free phylogeny estimation method
using cosine distance on minimal absent word sets. IEEE ACM Trans Comput Biol Bioinform
20(1):196-205. https://doi.org/10.1109/TCBB.2021.3136792

Backurs A, Indyk P (2018) Edit distance cannot be computed in strongly subquadratic time (unless SETH
is false). SIAM J Comput 47(3):1087-1097. https://doi.org/10.1137/15M 1053128

Bansal P, Deshpande P, Sarawagi S (2021) Missing value imputation on multidimensional time series.
Proc VLDB Endow 14(11), 2533-2545. https://doi.org/10.14778/3476249.3476300

Bernardini G, Chen H, Conte A, et al (2019) String sanitization: A combinatorial approach. In: Machine
Learning and Knowledge Discovery in Databases - European Conference, ECML PKDD, Proceed-
ings, Part I, Lecture Notes in Computer Science, vol 11906. Springer, pp 627-644, https://doi.org/
10.1007/978-3-030-46150-8_37

Bernardini G, Chen H, Loukides G, et al (2020a) String sanitization under edit distance. In: 31st Annual
Symposium on Combinatorial Pattern Matching, (CPM), LIPIcs, vol 161. Schloss Dagstuhl - Leib-
niz-Zentrum fiir Informatik, pp 7:1-7:14, https://doi.org/10.4230/LIPIcs.CPM.2020.7

Bernardini G, Conte A, Gourdel G, et al (2020b) Hide and mine in strings: Hardness and algorithms. In:
ICDM. IEEE, pp 924-929, https://doi.org/10.1109/ICDM50108.2020.00103

Bernardini G, Chen H, Conte A, Grossi R, Loukides G, Pisanti N, Pissis SP, Rosone G, Sweering M
(2020) Combinatorial algorithms for string sanitization. ACM Trans Knowl Discov Data 15(1):1-
34. https://doi.org/10.1145/3418683

Bernardini G, Marchetti-Spaccamela A, Pissis SP, et al (2021b) Constructing strings avoiding forbid-
den substrings. In: 32nd Annual Symposium on Combinatorial Pattern Matching (CPM), LIPIcs,
vol 191. Schloss Dagstuhl - Leibniz-Zentrum fiir Informatik, pp 9:1-9:18, https://doi.org/10.4230/
LIPIcs.CPM.2021.9

Bernardini G, Conte A, Gourdel G et al (2023) Hide and mine in strings: hardness, algorithms, and
experiments. IEEE Trans Knowl Data Eng 35(6):5948-5963. https://doi.org/10.1109/TKDE.2022.
3158063

BieBmann F, Salinas D, Schelter S, et al (2018) "deep" learning for missing value imputationin tables
with non-numerical data. In: Proceedings of the 27th ACM International Conference on Informa-
tion and Knowledge Management, (CIKM). ACM, pp 2017-2025, https://doi.org/10.1145/32692
06.3272005

@ Springer


https://doi.org/10.1016/j.datak.2011.10.002
https://doi.org/10.1109/TKDE.2009.213
https://doi.org/10.1145/1824777.1824779
https://doi.org/10.1109/ICDE.2008.4497447
https://doi.org/10.1007/978-0-387-09690-2
https://doi.org/10.1145/502512.502543
https://doi.org/10.1109/TKDE.2008.190
https://doi.org/10.1007/978-1-4614-3223-4_4
https://doi.org/10.3233/FI-2020-1947
https://doi.org/10.1109/TCBB.2021.3136792
https://doi.org/10.1137/15M1053128
https://doi.org/10.14778/3476249.3476300
https://doi.org/10.1007/978-3-030-46150-8_37
https://doi.org/10.1007/978-3-030-46150-8_37
https://doi.org/10.4230/LIPIcs.CPM.2020.7
https://doi.org/10.1109/ICDM50108.2020.00103
https://doi.org/10.1145/3418683
https://doi.org/10.4230/LIPIcs.CPM.2021.9
https://doi.org/10.4230/LIPIcs.CPM.2021.9
https://doi.org/10.1109/TKDE.2022.3158063
https://doi.org/10.1109/TKDE.2022.3158063
https://doi.org/10.1145/3269206.3272005
https://doi.org/10.1145/3269206.3272005

12 Page 46 of 50 G. Bernardini et al.

Bonomi L, Fan L, Jin H (2016) An information-theoretic approach to individual sequential data sanitiza-
tion. In: Proceedings of the Ninth ACM International Conference on Web Search and Data Mining.
ACM, pp 337-346, https://doi.org/10.1145/2835776.2835828

Breiman L (2001) Random forests. Mach Learn 45(1):5-32. https://doi.org/10.1023/A:1010933404324

Brendel V, Beckmann JS, Trifonov EN (1986) Linguistics of nucleotide sequences: morphology and
comparison of vocabularies. J Biomol Struct Dyn 4(1):11-21

Breve B, Caruccio L, Deufemia V, et al (2022) RENUVER: A missing value imputation algorithm based
on relaxed functional dependencies. In: Proceedings of the 25th International Conference on
Extending Database Technology (EDBT). OpenProceedings.org, pp 1:52—1:64, https://doi.org/10.
5441/002/edbt.2022.05

de Bruijn NG (1946) A combinatorial problem. Koninklijke Nederlandse Akademie V Wetenschappen
49:758-764

Van Buuren S, Groothuis-Oudshoorn K. mice: Multivariate imputation by chained equations in R. Jour-
nal of statistical software. 2011 Dec, 12(45), pp. 1-67. https://doi.org/10.18637/jss.v045.i103

Calders T, Goethals B, Mampaey M (2007) Mining itemsets in the presence of missing values. In: Pro-
ceedings of the 2007 ACM Symposium on Applied Computing (SAC). ACM, pp 404—408, https://
doi.org/10.1145/1244002.1244097

Cormen TH, Leiserson CE, Rivest RL, et al (2009) Introduction to Algorithms, 3rd Edition. MIT Press,
http://mitpress.mit.edu/books/introduction-algorithms

Crochemore M, Mignosi F, Restivo A (1998) Automata and forbidden words. Inf Process Lett 67(3):111—
117. https://doi.org/10.1016/S0020-0190(98)00104-5

Crochemore M, Hancart C, Lecroq T (2007) Algorithms on strings. Cambridge University Press,
Cambridge

log dataset H (2022) https://github.com/logpai/loghub/tree/master/HPC

Delcher AL, Kasif S, Fleischmann RD et al (1999) Alignment of whole genomes. Nucleic Acids Res
27(11):2369-2376. https://doi.org/10.1093/nar/27.11.2369

Dong B, Xie S, Gao J, et al (2015) Onlinecm: Real-time consensus classification with missing values.
In: Proceedings of the 2015 SIAM International Conference on Data Mining. SIAM, pp 685-693,
https://doi.org/10.1137/1.9781611974010.77

Enders CK (2010) Applied missing data analysis. Guilford Press, New York

Farach M (1997) Optimal suffix tree construction with large alphabets. In: 38th Annual Symposium on
Foundations of Computer Science (FOCS). IEEE Computer Society, pp 137-143, https://doi.org/
10.1109/SFCS.1997.646102

Figueroa A, Goldstein A, Jiang T et al (2008) Approximate clustering of incomplete fingerprints. J Dis-
crete Algorithms 6(1):103—108. https://doi.org/10.1016/j.jda.2007.01.004

Fiot C, Laurent A, Teisseire M (2007) Approximate sequential patterns for incomplete sequence database
mining. In: FUZZ-IEEE 2007, IEEE International Conference on Fuzzy Systems, Proceedings.
IEEE, pp 1-6, https://doi.org/10.1109/FUZZY.2007.4295445

Fredman ML, Komlés J, Szemerédi E (1984) Storing a sparse table with O(1) worst case access time. J
ACM 31(3):538-544. https://doi.org/10.1145/828.1884

Fuller S, Stecy-Hildebrandt N (2015) Career pathways for temporary workers: exploring heterogeneous
mobility dynamics with sequence analysis. Soc Sci Res 50:76-99. https://doi.org/10.1016/j.ssres
earch.2014.11.003

Fung BCM, Wang K, Wang L et al (2009) Privacy-preserving data publishing for cluster analysis. Data
Knowl Eng 68(6):552—-575. https://doi.org/10.1016/J.DATAK.2008.12.001

Girgis HZ (2022) Meshclust v3.0: high-quality clustering of DNA sequences using the mean shift algo-
rithm and alignment-free identity scores

Gkoulalas-Divanis A, Loukides G (2011) Revisiting sequential pattern hiding to enhance utility. In: Pro-
ceedings of the 17th ACM SIGKDD International Conference on Knowledge Discovery and Data
Mining. ACM, pp 1316-1324, https://doi.org/10.1145/2020408.2020605

Gkoulalas-Divanis A, Verykios VS (2009) Exact knowledge hiding through database extension. IEEE
Trans Knowl Data Eng 21(5):699-713. https://doi.org/10.1109/TKDE.2008.199

Grossi R, Iliopoulos CS, Mercas R et al (2016) Circular sequence comparison: algorithms and applica-
tions. Algorithms Mol Biol 11:12. https://doi.org/10.1186/s13015-016-0076-6

Gwadera R, Gkoulalas-Divanis A, Loukides G (2013) Permutation-based sequential pattern hiding. In:
2013 IEEE 13th International Conference on Data Mining. IEEE Computer Society, pp 241-250,
https://doi.org/10.1109/ICDM.2013.57

@ Springer


https://doi.org/10.1145/2835776.2835828
https://doi.org/10.1023/A:1010933404324
https://doi.org/10.5441/002/edbt.2022.05
https://doi.org/10.5441/002/edbt.2022.05
https://doi.org/10.18637/jss.v045.i03
https://doi.org/10.1145/1244002.1244097
https://doi.org/10.1145/1244002.1244097
http://mitpress.mit.edu/books/introduction-algorithms
https://doi.org/10.1016/S0020-0190(98)00104-5
https://github.com/logpai/loghub/tree/master/HPC
https://doi.org/10.1093/nar/27.11.2369
https://doi.org/10.1137/1.9781611974010.77
https://doi.org/10.1109/SFCS.1997.646102
https://doi.org/10.1109/SFCS.1997.646102
https://doi.org/10.1016/j.jda.2007.01.004
https://doi.org/10.1109/FUZZY.2007.4295445
https://doi.org/10.1145/828.1884
https://doi.org/10.1016/j.ssresearch.2014.11.003
https://doi.org/10.1016/j.ssresearch.2014.11.003
https://doi.org/10.1016/J.DATAK.2008.12.001
https://doi.org/10.1145/2020408.2020605
https://doi.org/10.1109/TKDE.2008.199
https://doi.org/10.1186/s13015-016-0076-6
https://doi.org/10.1109/ICDM.2013.57

Missing value replacement in strings... Page 47 of 50 12

Halpin B (2012) Multiple imputation for life-course sequence data. Tech. rep., University of Limerick,
Technical Report WP2012-01

Halpin B (2013) Imputing sequence data: Extensions to initial and terminal gaps. Tech. rep., Stata’s
Working Paper WP2013-01

Halpin B (2016) Multiple imputation for categorical time series. Stand Genomic Sci 16(3):590-612.
https://doi.org/10.1177/1536867X 1601600303

Hilbe J (2009) Logistic Regression Models. Chapman and Hall/CRC

Hong Y, Vaidya J, Lu H, et al (2012) Differentially private search log sanitization with optimal output
utility. In: 15th International Conference on Extending Database Technology, EDBT. ACM, pp
50-61, https://doi.org/10.1145/2247596.2247604

Impagliazzo R, Paturi R, Zane F (2001) Which problems have strongly exponential complexity? J Com-
put Syst Sci 63(4):512-530. https://doi.org/10.1006/jcss.2001.1774

Italiano GF, Prezza N, Sinaimeri B, et al (2021) Compressed Weighted de Bruijn Graphs. In: 32nd
Annual Symposium on Combinatorial Pattern Matching (CPM), Leibniz International Proceedings
in Informatics (LIPIcs), vol 191. Schloss Dagstuhl — Leibniz-Zentrum fiir Informatik, Dagstuhl,
Germany, pp 16:1-16:16, https://doi.org/10.4230/LIPIcs.CPM.2021.16

Jha S, Kruger L, McDaniel PD (2005) Privacy preserving clustering. In: di Vimercati SDC, Syverson PF,
Gollmann D (eds) Computer Security - ESORICS 2005, 10th European Symposium on Research
in Computer Security, Milan, Italy, September 12-14, 2005, Proceedings, Lecture Notes in Com-
puter Science, vol 3679. Springer, pp 397-417, https://doi.org/10.1007/11555827_23,

Kariv O, Hakimi SL (1979) An algorithmic approach to network location problems. ii: the p-medians.
SIAM J Appl Math 37(3):539-560

Karmitsa N, Taheri S, Bagirov AM et al (2022) Missing value imputation via clusterwise linear regres-
sion. IEEE Trans Knowl Data Eng 34(4):1889-1901. https://doi.org/10.1109/TKDE.2020.3001694

Karp RM, Rabin MO (1987) Efficient randomized pattern-matching algorithms. IBM J Res Dev
31(2):249-260. https://doi.org/10.1147/rd.312.0249

Kaufman L, Rousseeuw PJ (1990) Partitioning Around Medoids (Program PAM). John Wiley & Sons
Ltd, chap 2:68-125. https://doi.org/10.1002/9780470316801.ch2

Kelil A, Wang S, Brzezinski R et al (2007) CLUSS: clustering of protein sequences based on a new simi-
larity measure. BMC Bioinform 8:1-9. https://doi.org/10.1186/1471-2105-8-286

Kendall MG (1938) A new measure of rank correlation. Biometrika 30(1-2):81-93. https://doi.org/10.
1093/biomet/30.1-2.81

Koboldt DC, Steinberg KM, Larson DE et al (2013) The next-generation sequencing revolution and its
impact on genomics. Cell 155(1):27-38

Li B, Vorobeychik Y, Li M et al (2017) Scalable iterative classification for sanitizing large-scale datasets.
IEEE Trans Knowl Data Eng 29(3):698-711. https://doi.org/10.1109/TKDE.2016.2628180

Li H, Durbin R (2010) Fast and accurate long-read alignment with burrows-wheeler transform. Bioin-
form 26(5):589-595. https://doi.org/10.1093/bioinformatics/btp698

Li Q, Zheng Y, Xie X, et al (2008) Mining user similarity based on location history. In: Aref WG, Mok-
bel MF, Schneider M (eds) 16th ACM SIGSPATIAL International Symposium on Advances in
Geographic Information Systems, ACM-GIS 2008, November 5-7, 2008, Irvine, California, USA,
Proceedings. ACM, p 34, https://doi.org/10.1145/1463434.1463477,

LiR, YuC, Li Y et al (2009) SOAP2: an improved ultrafast tool for short read alignment. Bioinformatics
25(15):1966-1967. https://doi.org/10.1093/bioinformatics/btp336

Li Y, He L, Lucy He R, Yau SS (2017) A novel fast vector method for genetic sequence comparison. Sci
Rep 7(1):12226. https://doi.org/10.1038/s41598-017-12493-2

Li Z, Qin L, Cheng H et al (2015) TRIP: an interactive retrieving-inferring data imputation approach.
IEEE Trans Knowl Data Eng 27(9):2550-2563. https://doi.org/10.1109/TKDE.2015.2411276

Lin JC, Zhang Y, Fournier-Viger P, et al (2018) A metaheuristic algorithm for hiding sensitive itemsets.
In: Database and Expert Systems Applications - 29th International Conference, DEXA, Lecture
Notes in Computer Science, vol 11030. Springer, pp 492-498, https://doi.org/10.1007/978-3-319-
98812-2_45

Lin S, Wu X, Martinez GJ, et al (2020) Filling Missing Values on Wearable-Sensory Time Series Data,
SIAM, pp 46-54. https://doi.org/10.1137/1.9781611976236.6

Little RJ, Rubin DB (2019) Statistical Analysis with Missing Data, 3rd edn. John Wiley & Sons Inc, USA

Liu A, Zheng K, Li L, et al (2015) Efficient secure similarity computation on encrypted trajectory data.
In: 31st IEEE International Conference on Data Engineering (ICDE). IEEE Computer Society, pp
66-77, https://doi.org/10.1109/ICDE.2015.7113273

@ Springer


https://doi.org/10.1177/1536867X1601600303
https://doi.org/10.1145/2247596.2247604
https://doi.org/10.1006/jcss.2001.1774
https://doi.org/10.4230/LIPIcs.CPM.2021.16
https://doi.org/10.1007/11555827_23
https://doi.org/10.1109/TKDE.2020.3001694
https://doi.org/10.1147/rd.312.0249
https://doi.org/10.1002/9780470316801.ch2
https://doi.org/10.1186/1471-2105-8-286
https://doi.org/10.1093/biomet/30.1-2.81
https://doi.org/10.1093/biomet/30.1-2.81
https://doi.org/10.1109/TKDE.2016.2628180
https://doi.org/10.1093/bioinformatics/btp698
https://doi.org/10.1145/1463434.1463477
https://doi.org/10.1093/bioinformatics/btp336
https://doi.org/10.1038/s41598-017-12493-2
https://doi.org/10.1109/TKDE.2015.2411276
https://doi.org/10.1007/978-3-319-98812-2_45
https://doi.org/10.1007/978-3-319-98812-2_45
https://doi.org/10.1137/1.9781611976236.6
https://doi.org/10.1109/ICDE.2015.7113273

12 Page 48 of 50 G. Bernardini et al.

Loukides G, Gwadera R (2015) Optimal event sequence sanitization. In: Proceedings of the 2015 SIAM
International Conference on Data Mining. SIAM, pp 775-783, https://doi.org/10.1137/1.97816
11974010.87

Loukides G, Pissis SP (2021) Bidirectional string anchors: A new string sampling mechanism. In: 29th
Annual European Symposium on Algorithms (ESA), LIPIcs, vol 204. Schloss Dagstuhl - Leibniz-
Zentrum fiir Informatik, pp 64:1-64:21, https://doi.org/10.4230/LIPIcs.ESA.2021.64

Ma Q, Gu Y, Lee WC, Yu G, Liu H, Wu X (2020) REMIAN: real-time and error-tolerant missing value
imputation. ACM Trans Knowl Discov Data 14(6):1-38. https://doi.org/10.1145/3412364

McMunn A, Lacey R, Worts D et al (2015) De-standardization and gender convergence in work-family
life courses in great britain: a multi-channel sequence analysis. Adv Life Course Res 26:60-75.
https://doi.org/10.1016/j.alcr.2015.06.002

Meila M (2007) Comparing clusterings-an information based distance. J Multivar Anal 98(5):873-895.
https://doi.org/10.1016/j.jmva.2006.11.013

Mieno T, Pissis SP, Stougie L, et al (2021) String sanitization under edit distance: Improved and
generalized. In: 32nd Annual Symposium on Combinatorial Pattern Matching (CPM), LIPIcs,
vol 191. Schloss Dagstuhl - Leibniz-Zentrum fiir Informatik, pp 19:1-19:18, https://doi.org/10.
4230/LIPIcs.CPM.2021.19

Motwani R, Raghavan P (1995) Randomized Algorithms. Cambridge University Press, Cambridge.
https://doi.org/10.1017/cbo9780511814075

Nguyen D, Luo W, Nguyen TD, et al (2018a) Learning graph representation via frequent subgraphs.
In: Proceedings of the 2018 SIAM International Conference on Data Mining (SDM). SIAM, pp
306-314, https://doi.org/10.1137/1.9781611975321.35

Nguyen D, Luo W, Nguyen TD, et al (2018b) Sqn2vec: Learning sequence representation via sequen-
tial patterns with a gap constraint. In: Machine Learning and Knowledge Discovery in Data-
bases - European Conference, ECML PKDD, Proceedings, Part II, Lecture Notes in Computer
Science, vol 11052. Springer, pp 569-584, https://doi.org/10.1007/978-3-030-10928-8_34

Nguyen XV, Epps J, Bailey J (2010) Information theoretic measures for clusterings comparison: vari-
ants, properties, normalization and correction for chance. J] Mach Learn Res 11:2837-2854.
https://doi.org/10.5555/1756006.1953024

package MR (2022a) https://cran.r-project.org/web/packages/missForest/index.html

package SR (2022b) https://cran.r-project.org/web/packages/seqimpute/index.html

Raghunathan TE, Reiter JP, Rubin DB (2003) Multiple imputation for statistical disclosure limitation.
J Off Stat 19(1):1

Régnier M, Vandenbogaert M (2006) Comparison of statistical significance criteria. J Bioinform
Comput Biol 4(2):537-552. https://doi.org/10.1142/S0219720006002028

Rekatsinas T, Chu X, Ilyas IF, et al. (2017) Holoclean: Holistic data repairs with probabilistic infer-
ence. Proc VLDB Endow 10(11), 1190-1201. https://doi.org/10.14778/3137628.3137631

Rubin D, Little RJA (2019) Statistical Analysis with Missing Data. John Wiley & Sons, Hoboken

Rubin DB (1987) Multiple Imputation for Nonresponse in Surveys. Wiley, Hoboken

Rubin DB (1993) Statistical disclosure limitation. J Off Stat 9(2):461-468

Schensted C (1961) Longest increasing and decreasing subsequences. Can J Math 13:179-191. https://
doi.org/10.4153/CIM-1961-015-3

Schneider VA, Graves-Lindsay T, Howe K, Bouk N, Chen HC, Kitts PA, Murphy TD, Pruitt KD,
Thibaud-Nissen F, Albracht D, Fulton RS (2017) Evaluation of GRCh38 and de novo haploid
genome assemblies demonstrates the enduring quality of the reference assembly. Genome Res
27(5):849-64. https://doi.org/10.1101/072116

Schubert E, Rousseeuw PJ (2021) Fast and eager k-medoids clustering: O(k) runtime improvement of
the pam, clara, and CLARANS algorithms. Inf Syst 101:101804. https://doi.org/10.1016/j.is.
2021.101804

Schubert E, Rousseeuw PJ (2021) Fast and eager k-medoids clustering: O(k) runtime improvement of
the pam, clara, and CLARANS algorithms. Inf Syst 101:101804. https://doi.org/10.1016/J.1S.
2021.101804

Staden R (1984) Computer methods to locate signals in nucleic acid sequences. Nucleic Acids Res
12(1):505-519. https://doi.org/10.1093/nar/12.1Part2.505

Stavropoulos EC, Verykios VS, Kagklis V (2016) A transversal hypergraph approach for the fre-
quent itemset hiding problem. Knowl Inf Syst 47(3):625-645. https://doi.org/10.1007/
s10115-015-0862-3

@ Springer


https://doi.org/10.1137/1.9781611974010.87
https://doi.org/10.1137/1.9781611974010.87
https://doi.org/10.4230/LIPIcs.ESA.2021.64
https://doi.org/10.1145/3412364
https://doi.org/10.1016/j.alcr.2015.06.002
https://doi.org/10.1016/j.jmva.2006.11.013
https://doi.org/10.4230/LIPIcs.CPM.2021.19
https://doi.org/10.4230/LIPIcs.CPM.2021.19
https://doi.org/10.1017/cbo9780511814075
https://doi.org/10.1137/1.9781611975321.35
https://doi.org/10.1007/978-3-030-10928-8_34
https://doi.org/10.5555/1756006.1953024
https://cran.r-project.org/web/packages/missForest/index.html
https://cran.r-project.org/web/packages/seqimpute/index.html
https://doi.org/10.1142/S0219720006002028
https://doi.org/10.14778/3137628.3137631
https://doi.org/10.4153/CJM-1961-015-3
https://doi.org/10.4153/CJM-1961-015-3
https://doi.org/10.1101/072116
https://doi.org/10.1016/j.is.2021.101804
https://doi.org/10.1016/j.is.2021.101804
https://doi.org/10.1016/J.IS.2021.101804
https://doi.org/10.1016/J.IS.2021.101804
https://doi.org/10.1093/nar/12.1Part2.505
https://doi.org/10.1007/s10115-015-0862-3
https://doi.org/10.1007/s10115-015-0862-3

Missing value replacement in strings... Page 49 0f50 12

Steinegger M, Soding J (2018) Clustering huge protein sequence sets in linear time. Nat Commun
9(1):2542. https://doi.org/10.1038/s41467-018-04964-5

Steinlein OK (2001) Genes and mutations in idiopathic epilepsy. Am J Med Genet 106:139-145.
https://doi.org/10.1002/ajmg.1571

Stekhoven DJ, Biihlmann P (2012) Missforest - non-parametric missing value imputation for mixed-
type data. Bioinform 28(1):112-118. https://doi.org/10.1093/bioinformatics/btr597

Suzek BE, Wang Y, Huang H et al (2015) Uniref clusters: a comprehensive and scalable alternative
for improving sequence similarity searches. Bioinform 31(6):926-932. https://doi.org/10.1093/
bioinformatics/btu739

Tang F, Ishwaran H (2017) Random forest missing data algorithms. Stat Anal Data Min 10(6):363—
377. https://doi.org/10.1002/sam.11348

Troyanskaya O, Cantor M, Sherlock G et al (2001) Missing value estimation methods for DNA micro-
arrays. Bioinformatics 17(6):520-525. https://doi.org/10.1093/bioinformatics/17.6.520

Tuikkala J, Elo LL, Nevalainen OS et al (2008) Missing value imputation improves clustering and inter-
pretation of gene expression microarray data. BMC Bioinform 9:1-4. https://doi.org/10.1186/
1471-2105-9-202

Ukkonen E (1992) Approximate string matching with g-grams and maximal matches. Theor Comput Sci
92(1):191-211. https://doi.org/10.1016/0304-3975(92)90143-4

Ukkonen E (1995) On-line construction of suffix trees. Algorithmica 14(3):249-260. https://doi.org/10.
1007/BF01206331

Vreeken J, Siebes A (2008) Filling in the blanks - krimp minimisation for missing data. In: Proceedings
of the 8th IEEE International Conference on Data Mining (ICDM). IEEE Computer Society, pp
1067-1072, https://doi.org/10.1109/ICDM.2008.40

Wellenzohn K, Bohlen MH, Dignos A, et al (2017) Continuous imputation of missing values in streams
of pattern-determining time series. In: Proceedings of the 20th International Conference on
Extending Database Technology (EDBT). OpenProceedings.org, pp 330-341, https://doi.org/10.
5441/002/edbt.2017.30

Wu JM, Zhan J, Lin JC (2017) Ant colony system sanitization approach to hiding sensitive itemsets.
IEEE Access 5:10024-10039. https://doi.org/10.1109/ACCESS.2017.2702281

Wu Y, Chiang C, Chen ALP (2007) Hiding sensitive association rules with limited side effects. IEEE
Trans Knowl Data Eng 19(1):29-42. https://doi.org/10.1109/TKDE.2007.250583

Wauilmart C, Urbain J, Givol D (1977) On the location of palindromes in immunoglobulin genes. Proc
Natl Acad Sci 74(6):2526-2530. https://doi.org/10.1073/pnas.74.6.2526

Yang J, Wang W (2003) CLUSEQ: efficient and effective sequence clustering. In: Proceedings of the 19th
International Conference on Data Engineering. IEEE Computer Society, pp 101-112, https://doi.
org/10.1109/ICDE.2003.1260785

Ying JJIC, Lee WC, Weng TC, et al (2011) Semantic trajectory mining for location prediction. In: 19th
ACM SIGSPATIAL International Symposium on Advances in Geographic Information Systems,
ACM-GIS 2011, November 1-4, 2011, Chicago, IL, USA, Proceedings. ACM, pp 34—43, https://
doi.org/10.1145/2093973.2093980

Yu K, Guo X, Liu L, Li J, Wang H, Ling Z, Wu X (2020) Causality-based feature selection: methods and
evaluations. ACM Comput Surv 53(5):1-36. https://doi.org/10.1145/3409382

Yu K, Yang Y, Ding W (2022) Causal feature selection with missing data. ACM Trans Knowl Discov
Data 16(4):1-24. https://doi.org/10.1145/3488055

Zhang H, Zhang Q (2017) Embedjoin: Efficient edit similarity joins via embeddings. In: Proceedings
of the 23rd ACM SIGKDD International Conference on Knowledge Discovery and Data Mining.
ACM, pp 585-594, https://doi.org/10.1145/3097983.3098003

Zhang Y, Thorburn PJ, Xiang W et al (2019) SSIM - A deep learning approach for recovering miss-
ing time series sensor data. IEEE Internet Things J 6(4):6618-6628. https://doi.org/10.1109/J10T.
2019.2909038

Zhou C, Cule B, Goethals B (2016) Pattern based sequence classification. IEEE Trans Knowl Data Eng
28(5):1285-1298. https://doi.org/10.1109/TKDE.2015.2510010

Zhu X, Yang J, Zhang C et al (2021) Efficient utilization of missing data in cost-sensitive learning. IEEE
Trans Knowl Data Eng 33(6):2425-2436. https://doi.org/10.1109/TKDE.2019.2956530

Publisher’s Note Springer Nature remains neutral with regard to jurisdictional claims in published maps
and institutional affiliations.

@ Springer


https://doi.org/10.1038/s41467-018-04964-5
https://doi.org/10.1002/ajmg.1571
https://doi.org/10.1093/bioinformatics/btr597
https://doi.org/10.1093/bioinformatics/btu739
https://doi.org/10.1093/bioinformatics/btu739
https://doi.org/10.1002/sam.11348
https://doi.org/10.1093/bioinformatics/17.6.520
https://doi.org/10.1186/1471-2105-9-202
https://doi.org/10.1186/1471-2105-9-202
https://doi.org/10.1016/0304-3975(92)90143-4
https://doi.org/10.1007/BF01206331
https://doi.org/10.1007/BF01206331
https://doi.org/10.1109/ICDM.2008.40
https://doi.org/10.5441/002/edbt.2017.30
https://doi.org/10.5441/002/edbt.2017.30
https://doi.org/10.1109/ACCESS.2017.2702281
https://doi.org/10.1109/TKDE.2007.250583
https://doi.org/10.1073/pnas.74.6.2526
https://doi.org/10.1109/ICDE.2003.1260785
https://doi.org/10.1109/ICDE.2003.1260785
https://doi.org/10.1145/2093973.2093980
https://doi.org/10.1145/2093973.2093980
https://doi.org/10.1145/3409382
https://doi.org/10.1145/3488055
https://doi.org/10.1145/3097983.3098003
https://doi.org/10.1109/JIOT.2019.2909038
https://doi.org/10.1109/JIOT.2019.2909038
https://doi.org/10.1109/TKDE.2015.2510010
https://doi.org/10.1109/TKDE.2019.2956530

12

Page 50 of 50

G. Bernardini et al.

Authors and Affiliations

Giulia Bernardini' - Chang Liu? - Grigorios Loukides? -

Alberto Marchetti-Spaccamela® - Solon P. Pissis>®” . Leen Stougie>’8 .
Michelle Sweering®

><

Grigorios Loukides
grigorios.loukides @kcl.ac.uk

Giulia Bernardini
giulia.bernardini @units.it

Chang Liu
0623541 @zju.edu.cn

Alberto Marchetti-Spaccamela
alberto@diag.uniromal..it
Solon P. Pissis
solon.pissis@cwi.nl

Leen Stougie
leen.stougie @cwi.nl

Michelle Sweering
michelle.sweering@cwi.nl

Department of Mathematics, Informatics and Geosciences, University of Trieste, Trieste, Italy

Medical Center, Zhejiang University, Zhejiang, China

Department of Informatics, King’s College London, London, UK

Department of Computer, Automatic and Management Engineering, La Sapienza University

of Rome, Rome, Italy

CWI, Amsterdam, The Netherlands

Faculty of Science, Vrije Universiteit, Amsterdam, The Netherlands

ERABLE Team, Lyon, France

School of Business and Economics, Vrije Universiteit, Amsterdam, The Netherlands

@ Springer



	Missing value replacement in strings and applications
	Abstract
	1 Introduction
	2 Preliminaries
	3 Missing value replacement in strings
	3.1 Simple preprocessing
	3.2 Main idea
	3.3 Constructing the graph
	3.4 Constructing a shortest string
	3.5 A full example

	4 Shortest fully-sanitized string
	4.1 The problem
	4.2 The algorithm

	5 Sanitizing and clustering private strings
	5.1 Phase I: Sanitization
	5.2 Phase II: Distance matrix computation
	5.3 Phase III: Clustering

	6 Related work
	6.1 String sanitization
	6.2 Sanitizing other data types
	6.3 Missing value treatment

	7 Experimental evaluation
	7.1 Datasets
	7.2 Setup
	7.3 Small antidictionary
	7.4 Large antidictionary
	7.5 Scalability of SFSS
	7.6 Existing missing value replacement methods are not alternative to SFSS

	8 Conclusion and future work
	References


