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ARTICLE INFO ABSTRACT

Keywords: The popularity of the Role-based Access Control (RBAC) model is determined by its flexibility and its adaptability
Role mining in different contexts, easing the enforcement and the management of security policy. In some cases, different
RBAC

kinds of (cardinality) constraints are considered to adjust and adapt roles and their assignment to best represent
the organization’s security policy.

However, the process of role mining, whether based on an organizational scenario or on existing permission
assignments, is a hard task, since the problem shows NP-hard computational complexity and in case of frequent
policy updates, the dynamic adaptation of the roles can be challenging. Then, the only possibility of producing
an RBAC model compliant with the security policy is to resort to heuristics, which may return an approximation
of the optimal solution.

In this paper, we propose an innovative approach to explore the space of the solution based on the bag of
word value, which is commonly deployed in the field of document representation and knowledge extraction.
We propose different heuristics and validate our approach reporting the results of the application to standard
datasets, and providing an evaluation under different metrics and indicators. We show that our technique returns

Constrained role mining

improved results and provides an alternative way to produce valid solutions for constrained RBAC.

1. Introduction

RBAC models have become the standard method for complex orga-
nizations to assign permissions to users in order to control access to re-
stricted resources. RBAC provides a high-level representation of access
control policies, unlike access control lists, where permissions are man-
aged and assigned to each user individually. Users are assigned to roles,
and roles define the resources each user can access. In large companies,
defining roles can be challenging and role engineering techniques, first
introduced in Coyne (1995), are used to intelligently organize functions,
which is crucial to implementing RBAC effectively. More precisely, role
mining techniques are used to automatically derive roles either from
the organizational structure of a company or by discovering patterns in
existing user-permission assignments. In this paper, we focus on the sec-
ond aspect. Hence, we consider role mining to be a data-driven process
that focuses on finding patterns in existing permissions. The goal is to
discover an optimal set of roles and assignments that best represent the
current user-permission allocation, often with the objective of minimiz-
ing the number of roles or other metrics of complexity. The meaning of
the mined roles and their alignment with the actual job functions are
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post-processing or validation steps. The advantages of adopting RBAC
models lie in the reduction of costs they allow and in the simplification
of the administration tasks, especially when changes in the structure are
frequent and employees are engaged in new activities or modify their
duties. This approach differs from scenarios where access control must
be directly integrated with security measures, such as in data outsourc-
ing.

To fit the organization needs, often some constraints are introduced
during the mining process to limit, for example, the number of permis-
sions that can be included in a role or the number of roles that can be
assigned to a user. These cardinality constraints are integrated into the
definition of the security policy of an organization and have an impact
on the resulting role-set (John et al., 2012; Kumar et al., 2010; Blundo
and Cimato, 2013; Blundo et al., 2020a). In some cases, the applica-
tion of multiple cardinality constraints has been investigated (Ma et al.,
2015; Li et al., 2015; Harika et al., 2015; Blundo et al., 2017). Together
with cardinality constraints, other kinds of limitation have been consid-
ered for the definition of the set of roles. For example, separation of duty
constraints (SoD) or statically mutually exclusive roles (SMER), where con-
flicting roles from a given set cannot be assigned to a single user, can
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be defined to model situations where uncontrolled assignment of tasks
can lead to conflict of interests.

In any case, both the basic Role Mining Problem, that is, finding
the minimum number of roles consistent with the starting situation of
the organization, and some of the constrained variants, that is, defining
some limitations on the number of roles/permissions to be defined/as-
signed to each user, have been proven to be NP-hard (Blundo et al.,
2020a). Research has been oriented towards the definition of efficient
heuristics enabling the mining of the role-set nearest to the optimal so-
lution. In many cases, results coming from other related research fields,
such as boolean matrix decomposition (Lu et al., 2008a), graph the-
ory (Ene et al., 2008; Zhang et al., 2007), tiling problem for databases
(Vaidya et al., 2010a), have been re-applied to the (constrained) role
mining problems. Indeed, in many contexts, user-permission, user-role,
and role-permission assignment can be easily represented using binary
matrices, and different mathematical reformulations can be used to pro-
cess such matrices.

The computational complexity of role mining is not the only obsta-
cle in operational settings. Real-world deployments face the additional
challenge of organizational dynamism: User tasks, responsibilities, and
business processes change over time, which in turn alter the permissions
that users need. These frequent changes require continuous policy ad-
justments, making it essential to design methods that address both the
combinatorial nature of the problem and its evolving context (Anderer
et al., 2023, 2025; Trnecka and Trneckova, 2020; Kang et al., 2023; Rao
et al., 2021).

In this paper, we propose applying the very famous bag-of-words
model, BoW for short, defined for text document representation, to the
role mining scenario. BoW is a very simple and flexible way of extract-
ing features from text, so that they become easily and automatically
processable, such as in the case of machine learning algorithms. With
this model, information about the structure and order of words in a text
is discarded, while the frequency of the words contained in a given vo-
cabulary is measured.

In our context, the basic idea is to map roles, that are collections
of permissions, to documents and permissions to words, so that indexes
and metrics defined for text processing can be easily reused for the role
mining problem. In particular, we consider that the Inverse Document
Frequency value, or I DF for short, usually applied to determine which
words in a given document contain useful information, can be used to
distinguish the most important permissions and roles in an RBAC model,
so that roles can be formed appropriately. We embed this criterion in one
framework, modifying the behavior of the resulting heuristic, and exper-
imenting with different variants according to the possible choices that
can be made in the selection of users and permissions when determining
the next role-set candidate. We define the heuristic for the Permission-
Usage Cardinality Constraint (PUCC) case, where the constraint limits the
maximum number of permissions that can be included in each role.

We analyze its behavior considering publicly available bench-
mark datasets (some from HP lab Ene et al.,, 2008, others based on
data released for the Kaggle competition Amazon Employee Access
Challenge Hamner et al., 2013) and evaluate its performance com-
paring the results obtained with those obtained by previously proposed
heuristics, showing the effectiveness of our technique. We evaluate the
use of IDF-based strategies also in multi-constraint scenarios, consider-
ing two cases: - the simultaneous enforcement of the Role-Usage Car-
dinality Constraint (which limits the number of roles assigned to each
user) and the Permission-Distribution Cardinality Constraint (which lim-
its the number of roles a single permission can appear in), we denote
the resulting procedure as “EURPDC Heuristics”, the combined enforce-
ment of the Role-Usage Cardinality and Permission-Usage Cardinality
constraints, we denote as “PRUCC Heuristic”. The data underlying this
article are available on GitHub, at https://github.com/carblu/rm-idf.
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Contribution. In this paper, we consider for the first time the application
of the BoW model to the role mining problem and report some basic
results involving:

- Frame the RBAC problem as a document classification problem,
showing how some of the indexes and metrics usually devised for
the analysis and automatic processing of textual documents can be
redefined for the constrained RBAC problem.

Define a framework in which the heuristics adopt the IDF value as
the basic criterion to select the users and the permissions to be in-
cluded in the candidate role for constrained RBAC settings. We show
in detail the PUCC case and the extension of the framework to the
multi-constraint scenarios, discussing in detail two cases.

Provide a complete set of experimentation obtained after applying
the heuristic to benchmark datasets, taking into account different
metrics and different indicators and comparing the results with pre-
viously available heuristics.

The paper is organized as follows: in Section 2 we provide the for-
mal definitions of the constrained role mining problems and recall that
these problems are all NP-hard; in Section 3, we review the bag of words
model and its application to role mining; in Section 4 we describe our
heuristics for the constrained role mining problems based on the IDF
value, focusing on a single constraint in Section 4.1, where we analyze
the Permission-Usage Cardinality Constraint (PUCC) scenario, and mul-
tiple constraints in Section 4.2 for the combination of Role-Usage Car-
dinality Constraint (RUP) and Permission-Distribution Cardinality Con-
straint (PDP), and combination of RUP and PUCC in Section 4.3; we
evaluate all the presented heuristics in Section 5, considering both real
world datasets and synthetically generated data in Section 5.1.1; finally
we discuss related works in Section 6, and draw some conclusions for
our work in Section 7.

2. Role mining problem

In this section, we briefly recall the basic definitions for the RBAC
model and discuss the computational complexity of the ROLE MINING
problem and of some of its constrained variants, while a more complete
description can be found in Blundo et al. (2020a). The notation we use
is based on the NIST standard for Core Role-Based Access Control (Core
RBAC, or RBAC 0), see Sandhu et al. (2000) and Ferraiolo et al. (2001).
We denote by U" = {uy,...,u,} the set of users, P = {p,,...,p,} the set
of permissions, and R = {r|,...,r;} the set of roles. The following as-
signment relations are defined:

¢ U'A C U xR is a many-to-many mapping user-to-role assignment re-
lation.

¢ PACRXP is a many-to-many mapping role-to-permission assign-
ment relation.

e UPA C U X P is amany-to-many mapping user-to-permission assign-
ment relation.

The assignment relations can be represented by binary matrices where
UA is the binary matrix representation for U A’s reporting the user to
role assignment, such that UA[/][j] = I if and only if (4;,r;) € U"A (the
same holds for matrices PA, and UPA).

The role mining problem (see, for instance, Vaidya et al., 2007, Ene
et al., 2008, and Frank et al., 2008) involves the factorization of the
matrix UPA into the two binary matrices UA and PA having k columns
and k rows, respectively, such that:

UPA = UA @ PA (€H)

where the operator ® denotes the Boolean matrix multiplication de-
fined, for1 <i<nand 1<j<m,as
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k
UPA[{][j] = \/(UA[i][h] APA[RILD), (2)
=1

where the symbol v (resp., A) denotes the logical operator or (resp.,
and).

A candidate role can be described by a row of the matrix PA and a column
of the matrix UA, while a candidate role-set consists of multiple candidate
roles and is represented by the matrices UA and PA. A complete candidate
role-set represents a solution for equation UPA = UA ® PA containing a
(minimal) number of roles such that the permissions included in ev-
ery row of UPA are exactly covered by the union of some of those roles.
Then, the role mining problem consists in finding a complete candidate
role-set having minimum cardinality, that is, finding a user-to-role as-
signment U"A and a role-to-permission assignment P.A such that the
matrices UA and PA satisfy (1) and the number of columns (rows) of UA
(PA) is minimized. This problem can be formalized as follows.

Problem 1. (ROLE MINING) Given U, P, and U'P.A, what is the small-
est integer k < min{|U’|, |P|} for which there are R, U" A, and P A such
that |[R| = k and UPA = UA ® PA?

The decisional version of ROLE MINING has been studied in Vaidya
et al. (2007) where it was proved to be NP-complete by reducing to the
problem SET BASIS (SP7 in Garey and Johnson, 1979), and an analogue
proof has been reported in Stockmeyer (1975) proving that SET BASIS
is NP-complete by showing that VERTEX COVER can be reduced to SET
BAsIS.

Various constrained role mining problems have been considered,
where limitations can be imposed on different characteristics of the set
of roles, such as the size of roles or their usage frequency, to limit the
scope or structure of the generated roles (John et al., 2012; Harika et al.,
2015; Blundo et al., 2020a, 2017; Kumar et al., 2010; Hingankar and
Sural, 2011). The main constrained role mining problems are as follows:

o PERMISSION-USAGE CARDINALITY CONSTRAINT PROBLEM (PUCC):
limits the number of permissions that can be assigned to each role
(Kumar et al., 2010; Blundo et al., 2020a).

o ROLE-USAGE CARDINALITY CONSTRAINT PROBLEM (RUP): restricts
the number of roles that can be assigned to any single user (Harika
et al., 2015; John et al., 2012).

e PERMISSION-DISTRIBUTION CARDINALITY CONSTRAINT PROBLEM
(PDP): imposes a limit on how many roles a single permission can
appear in Harika et al. (2015) and Blundo et al. (2020a).

e ROLE USAGE AND PERMISSION DISTRIBUTION CONSTRAINTS PROB-
LEM (RUPDC): enforces both RUP and PDP simultaneously (Harika
et al., 2015).

e PERMISSION-ROLE-USAGE CARDINALITY CONSTRAINTS PROBLEM
(PRUCC): enforces both RUP and PUCC simultaneously (Blundo
et al., 2022).

In this paper, we focus on the PUCC, RUPDC, and PRUCC problems
that are formally defined below, where the posive integers mpr, mrcu,
and mrcp respectively represent the thresholds: maximum permissions
per role, maximum role constraint on user, and maximum role constraint
on permission.

Problem 2. (PUCC) Given a set of user V", a set of permission P, a user-
permission assignment U'P.A, and a positive integer mpr find a decom-
position (UA, PA) for which the following conditions hold: UPA = UA ® PA;
for all roles r € R, we have |{p : (r,p) € PA}| < mpr; the cardinality of
the role-set R is minimized.

Problem 3. (RUPDC) Given a set of users U, a set of permissions P, a
user-permission assignment U'P.A, and two positive integers mrcp and
mrcu, find a decomposition (UA, PA) for which the following conditions
hold: UPA = UA ® PA; for all permissions p € P, we have |{r : (r,p) €
PA}| < mrep; for all users u € U, we have |{r : (u,r) € U A}| < mrcu;
the cardinality of the role-set R is minimized.
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Problem 4. (PRUCC) Given a set of users U, a set of permissions P,
a user-permission assignment U'P.A, and two positive integers mpr
and mrcu, satisfying mpr - mrcu > |{p : (u,p) € UPA}|, for any u e U,
find a decomposition (UA, PA) for which the following conditions hold:
UPA = UA ® PA; for all roles r € R, we have |{p : (r,p) € PA}| < mpr; for
all users u € U, we have |{r : (u,r) € U A}| < mrcu; the role-set R car-
dinality is minimized.

In John et al. (2012), Harika et al. (2015), Blundo et al. (2020a)
and Blundo et al. (2022), the above problems have been shown to be
NP-hard (their decisional versions are NP-complete). The computational
complexity of role mining, along with several of its variants, has also
been analyzed in Vaidya et al. (2007), Chen and Crampton (2009), Ene
et al. (2008) and Vaidya et al. (2010a).

3. The bag of words model

The Bag-of-Words (BoW) model is one of the most commonly
adopted approaches for document and image analysis, deployed in nat-
ural language processing and information retrieval. The BoW model is
based on the extraction of high-frequency words that should provide a
compact representation of the document.

More in detail, a text can be represented by the unordered collection
of its words, not considering grammar rules and common terms. The
BoW model produces a weighted representation of a document, where
weights correspond to word frequencies.

A document d is then represented by a vector d=
(x1,%,,...,x,),where x; denotes the number of occurrences of the
i-th word w; in the document and » is the size of the collection of terms.
In this context, the BoW model allows one to map a document to a
fixed size vector, the size being smaller than the allowed vocabulary.

Around the BoW model, different indexes have been proposed to
study some features of a document and of the terms included in it. Term
Frequency (TF) measures the frequency with which a term w; appears
in a document:

tf, = w0,/ D w,. (3)
j=1

Listing the term frequencies for a document does not necessarily return a
meaningful representation of the text since most common words, such as
articles or prepositions, will have the highest frequency. A normalization
of the term frequency is adopted to achieve a better representation of
a document, then weighting each word so that terms that occur very
frequently in the document have less value than terms that occur rarely.
Indeed, the Inverse Document Frequency (IDF) measures for each term
its importance within the document and is computed as:
|D|

[{deD:ted}|
D is the set of all the documents in the collection and |D| is the total
number of documents. The denominator reports the count of documents
containing the term ¢. The inverse document frequency is a measure of
how much information the word provides. It will return a low value
for the most common words, as they are present in almost all of the
documents.

Finally, the Term Frequency - Inverse Document Frequency (TF;p)
value is a measure that shows how important a word is to a document
in a collection.

fiay (Wi, d) =tf - id f(w;, d) (5)

The TF;pp value returns a high value when a term has a high fre-
quency in a given document and a low frequency in the collection of
documents, filtering out the most common terms.

idf(t,d) = log (©)]

3.1. A BoW model for RBAC

In this paper, motivated by the success of the bag-of-words model
in text document representation [16,17] and image analysis [18,19],
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we propose a simple, yet effective, bag-of-words representation for the
RBAC problem. The main idea is to map roles, that are collections of per-
missions, to documents and permissions to words. Following this anal-
ogy, most common permissions (words) are the resources that are allo-
cated to many people and for this reason should be first allocated when
forming a role. Most common permissions are identified by smaller val-
ues for the IDF value, that is, a permission with a small IDF value will
be assigned to more users than a permission with a higher value. So, the
construction of a candidate role can take into account those values both
when considering the permissions to be included in a role and when
selecting the user to be considered in forming a new role. In case a con-
straint needs to be satisfied, as in the case of PUCC where the maximum
number of permissions included in a role is limited by a threshold, one
can sort the permissions in increasing order and consider a new role
composed of the first permissions allowed by the considered constraint.
In the same spirit, when a selection is to be made among multiple can-
didate roles, one can select the role whose value, obtained by summing
up the included permissions, has the smallest value. It is worth to notice
that when trying to execute role mining procedures, the starting situa-
tion depicted in the initial UPA matrix provides “documents" in the form
of rows where each permission/word appears at most once. So, analysis
based on the frequency of words/permissions, or indexes such as TF;
provides no advantages in terms of selection criterion for candidate role-
set.

Taking into account then the starting matrix UPA, for each permis-
sion p € P assigned to at least one user, it is possible to associate the
corresponding IDF value, that is, id f(p), by applying Eq. (4), where N
represents the number of users (i.e., the number of rows of UPA), and
the denominator represents the number of users to whom permission p
is assigned. Thus, the IDF value for the permission p is defined as

V|
HuelU : (u,p) e UPA}|

id f(p) = log (6)
As detailed later, this IDF value serves as a criterion to select the next
candidate role during the construction of the solution, in order to cover
the input UPA. Incorporating the IDF value introduces a novel approach
to exploring the solution space of potential role sets. Our empirical re-
sults demonstrate that this method can, in certain cases, yield improve-
ments over existing heuristics. In literature on information retrieval,
different interpretations have been assigned to the IDF and TF;pp
measures, trying to establish some theoretical basis in relation to infor-
mation theory principles formalized by Shannon Robertson (2004) and
Aizawa (2003). On this basis, the I DF associated to a term in a docu-
ment can be interpreted as the amount of information the term conveys,
and the TF;pr index measures the significance of a term expressed as a
product of the probability that it occurs and the amount of information
that it represents (Aizawa, 2000, 2003).

In Aizawa (2003), TF;pr is also interpreted as an approximation of
the “probability-weighted amount of information" a term (permission)
provides, where high values imply that a permission is both frequent
within a specific context (user/role) and rare across the general pop-
ulation, thus conveying a significant and specific piece of information.
This aligns perfectly with identifying the core responsibilities that define
an optimal role-set. In our work, we defined different heuristics where
the I DF values are used to select the next permission or the next role in
the procedure for the construction of the solution. BoW and I DF /TF; pp
provide powerful feature engineering steps for role mining by transform-
ing raw user-permission assignments into a numerical representation
that captures co-occurrence since BoW highlights which permissions
tend to appear together, and identifies specificity, since I DF weights
permissions to emphasize those that are discriminative and unique to
certain user groups/roles. The theoretical underpinning of their suitabil-
ity lies in their ability to indirectly optimize for information-theoretic
properties associated to the constructed role-set leading to more mean-
ingful, efficient, and secure role assignments compared to simply group-
ing permissions based on raw counts.
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4. Heuristics exploiting the IDF value

In this section, we present our heuristics for the constrained role
mining problems obtained by modifying the basic procedure defined in
Blundo et al. (2020a) and adapting it to consider the IDF value. We
start by describing the basic heuristic and show the needed modifica-
tion and possible variants. In fact, based on the IDF value, there are
different possibilities for the selection of the user/row corresponding to
the permissions that could be considered when forming the next candi-
date role. Using the same reasoning, within the permissions assigned to
the selected user/row, there are different ways to select the permissions
included in the next role, still satisfying the constraint.

4.1. PUCC heuristic

In the scenario considered, we pose a restriction on the num-
ber of permissions included in each role, providing a solution to the
PERMISSION-USAGE CARDINALITY CONSTRAINT ROLE MINING problem,
where from a given initial configuration p = (U, P, U'P.A), an RBAC
state is returned y = (R, U' A, P.A), where the size of each role is not
greather than a given threshold mpr.

The heuristic we propose is derived from the RM algorithm introduced
in Blundo et al. (2020a), with several adaptations to better suit our con-
text. For a complete description of RM, we refer the reader to Blundo
et al. (2020a); here, we briefly summarize its key components common
to most role mining heuristics. To compute a decomposition (UA, PA) of
the user-to-permission assignment matrix UPA, such that UPA = UA ® PA,
the RM heuristic iteratively processes the set UC of uncovered users, that
is, users whose permissions are not yet fully represented (i.e., uncov-
ered) by the current set of roles. In each iteration, a new candidate role,
denoted candidateRole, is created. This role contains at most mpr per-
missions and is formed by first selecting a user with the fewest assigned
permissions. Then, up to mpr of that user’s permissions are included in
the role. The user selection can be based either on the original matrix
UPA or on a matrix of uncovered permissions, referred to as uncUPA. Like-
wise, the permissions in candidateRole can be chosen either as the first
mpr permissions or as a random subset of that size. Next, the algorithm
identifies the users affected by candidate Role, those whose assigned per-
missions include all permissions in the role. The matrices UA and PA are
then updated accordingly to include candidateRole. If any user’s permis-
sions are now fully covered, that user is removed from the set UC, and
the process repeats.

The new heuristic RM-IDF, introduced in this paper (see Algorithm 1),
follows the same general framework common to most role mining
heuristics. Its key innovation lies in the strategy used to select new can-
didate roles. Everything hinges on the procedure pickRolepg, presented
in Algorithm 2. The chooseUser function (line 1) manages user selection
by identifying the user u to be used in the construction of a new candi-
date role. Then, the function formRole (line 3) generates the candidate
role by selecting up to mpr permissions from u’s uncovered permissions.

As for the heuristic RM, we adopt two fundamental strategies to select
the permissions used to form a role. Permissions can be chosen from a
row in the original user-permission assignment matrix UPA (strategy 0),
or from a row in the matrix uncUPA (stategy U). The first approach, based
on UPA, leverages the full user-permission information to guide role con-
struction. In contrast, the second approach uses uncUPA, focusing on a
progressively reduced problem instance, as the number of uncovered
permissions decreases with each mining step. Initially, the two matrices
UPA and uncUPA are identical. Notice that uncUPA can be easily calculated
starting from UPA, UA, and PA. However, the heuristic could maintain an
up-to-date copy of uncUPA (as we did in our Python implementation),
preventing repeated recomputation.

Given the user-permission assignment matrix (i.e, either UPA or
uncUPA), user selection can be based on two criteria: the number of as-
signed permissions (i.e., the length of their permission set) or the total
IDF value (i.e., the sum of the IDF values of their assigned permissions).
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Algorithm 1 RM-IDF.

Require: n x m matrix UPA, threshold mpr > 1, and variant vr
Ensure: A decomposition (UA, PA) of UPA

1: UC « [n] > Set of uncovered users
2: UA « [n][-], PA < [-][m] > Initial empty decomposition of UPA
3: while UC # 0 do
4: candidateRole < pickRoleyyr(UPA, UA, PA, UC, mpr,vr)
5: selectedU « selectUsers(UPA,UA,PA,UC, candidateRole)
6: (UA,PA,UC) « update(UA,PA,UC, candidateRole, selectedU)
7: end while
8: return (UA, PA)
Table 1
Heuristic variants.
Permissions User Permissions

Variant Heuristic matrix selection selection

OLF upa_len_first UPA len first

OLR upa_len_rnd UPA len rnd

OLI upa_len_idf UPA len idf

OIF upa_idf_first UPA idf first

0IR upa_idf_rnd UPA idf rnd

0IF upa_idf_idf UPA idf idf

ULF uncupa_len_first uncUPA len first

ULR uncupa_len_rnd uncUPA len rnd

ULI uncupa_len_idf uncUPA len idf

UIF uncupa_idf_first uncUPA idf first

UIR uncupa_idf_rnd uncUPA idf rnd

UII uncupa_idf_idf uncUPA idf idf

In the first approach, the user with the fewest permissions is selected
(strategy L); in the second, the user with the lowest total IDF value is
chosen (strategy I).

Algorithm 2 pickRoleqyg.

Require: n x m matrix UPA, partial decomposition (UA,PA), uncovered
users UC, threshold mpr, and variant vr
Ensure: A new role candidateRole
1: u < chooseUser(UPA,UA,PA,UC, vr)
2: uncPerms « {j € [m] : UPA[u][j]1=1 and \/_ (UA[ul[A] A PA[AI[j])=
0}
3: candidateRole < formRole(unc Perms, mpr, vr)
4: return candidateRole

Once a user is selected, a candidate role is formed by choosing up
to mpr of their assigned permissions. These permissions can be selected
in one of three ways: according to a predefined order (strategy F), ran-
domly according to a uniform distribution (strategy R), or by selecting
the mpr permissions with the lowest IDF values (strategy I). The lat-
ter strategy is motivated by the fact that permissions with lower IDF
values are typically shared by a larger number of users. In the ordered
selection strategy, since permissions are either explicitly numbered or
naturally ordered, the first mpr permissions are chosen. We deliberately
chose not to adopt alternative selection strategies, such as selecting the
subset of mpr permissions that occurs most frequently across rows in
UPA, which would aim to maximize coverage. Although theoretically ap-
pealing, these methods were found to be computationally prohibitive in
practice. Identifying such optimal set would require excessive processing
time, making them impractical for real-world use.

In total, we have twelve variants of the basic pickRoleyz proce-
dure. These variants lead to twelve heuristics, whose characteristics are
summarized in Table 1. To better clarify their self-explanatory names,
Table 1 emphasizes the underlying permission matrix for each heuris-
tic and the criteria used for selecting users and permissions in the role
formation process.

Based on the selected user strategy, either L or I, the function
chooseUser (Algorithm 2, line 1) returns the user who meets the min-
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imum criterion: the user with the smallest permission set (in terms of
length) or the lowest total IDF value. Regardless of the chosen permis-
sion matrix strategy (either 0 or U), chooseUser can compute, for each
user u € UC, the cardinality of their permission set or their total IDF value
using the matrices UPA, UA, and PA. To improve efficiency, we assume
that chooseUser maintains up-to-date length and/or IDF values for each
user in UC. With this optimization, the worst-case computational com-
plexity of chooseUser becomes O(|UC|). If the heuristic maintains an
up-to-date copy of uncUPA (Algorithm 2, line 2), then the set unc Perms
can be computed in constant time. Finally, the function formRole (Al-
gorithm 2, line 3) returns a role candidateRole consisting of at most
mpr permissions selected from unc Perms according to variant vr. Select-
ing either the first mpr permissions (strategy F) or mpr random permis-
sions (strategy R) requires O(mpr) time. In contrast, using strategy I,
which selects the mpr permissions with the lowest IDF values, requires
O(mprlogmpr) time, assuming the permissions are not pre-sorted by
IDF. Therefore, the worst-case computational complexity of formRole
is O(mprlog mpr). From the previous discussion, it follows that the over-
all complexity of the procedure pickRoleye is O(|UC| + mprlog mpr).

The function selectUsers (Algorithm 1, line 5) returns all the
users whose set of assigned permissions includes all permissions in
candidateRole, considering either UPA (if we selected the strategy 0) or
uncUPA (the strategy U was chosen). Without resorting to any optimiza-
tion, these users can be computed in O(|UC| - mpr) time.

For the reader’s convenience, we provide below the procedure
update, which is invoked in line 6 of Algorithm 1. The function
getIndex (Algorithm 3, line 1) returns the index of the role correspond-
ing to the permissions in candidate Role. If this role already exists in PA,
the function returns the row index where it appears; otherwise, it re-
turns the next available index, that is, |[PA[-][m]| + 1. Without resorting to
any optimization, the function get Index runs in O(|candidateRole| - k) =
O(mpr - k) time, since |candidateRole| < mpr. The function update also
modifies the matrix uncUPA of uncovered permissions and, for each user,
the counter UP, which tracks the number of permissions still uncovered
(Algorithm 3, lines 4-9).

Algorithm 3 Update.
Require: The partial decomposition (UA, PA) of UPA, the set of uncovered
users UC, the new role candidateRole, and the users selectedU this
role will be assigned to
Ensure: The updated partial decomposition (UA, PA) of UPA and the up-
dated set of uncovered users UC
1: k « getIndex(PA, candidateRole)
2: for all i € selectedU do

> Role’s index
> Assign the new role to users

3: UA[i][k] « 1
4: for all j € candidateRole do
5: if uncUPA[/][j] == 1 then > The j-th permission was
uncovered
6: uncUPA[/][j]=0
7: UP[i] = UP[i] — 1
8: end if
9: end for
10: if UP[i] == 0 then > The permissions of user i are covered
11: Uc = Uc\{i}.
12: end if
13: end for

14: if k > |PA[-][m]| then > Add the new role to PA

15: for all i € candidateRole do

16: PA[K][i] < 1
17: end for
18: end if

19: return (UA, PA, UC)

It is straightforward to verify that the computational complex-
ity of the function update is O(mpr - k + |selectedU| - |candidateRole| +
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|candidateRole|) which is O(mpr - m + |UC| - mpr + mpr) = O(mpr - (m +
|uc))), since the number of roles k is upper bounded by the number m
of initial permissions, at most |UC| users can appear in selectedU, and
|candidateRole| < mpr.

To conclude, the worst-case computational complexity Cgy_rpr Of the
heuristic RM-IDF is

n
Cru-10F = Z uc| + mprlog mpr) + OGnpr-[UC|) + O(mpr-(m + [UC))))|
[ucl=1

n
= z O(mpr-(m + |UC| + log mpr))
[uc|=1

= O(mpr - n - (m+ n +logmpr)).

The three terms in the first summation correspond, respectively, to the
computational complexities of the functions pickRolep, selectUsers,
and update.

4.1.1. State-of-the-art heuristics

The PUCC scenario, to our knowledge, is addressed by three heuris-
tics: PUCC_R and PUCC_C (Blundo et al., 2020a) and CRM (Constrained
RoleMiner) (Kumar et al., 2010).

The PUCC_R heuristic, referred to as the RM heuristic in Section 4.1,
operates by first selecting an uncovered user with the fewest assigned
permissions, and then forming a role by selecting the first mpr permis-
sions assigned to that user. Notably, PUCC_R and upa_len_first share
the same role selection method. However, for the sake of completeness
in the experimental evaluation in Section 5, we report the performance
of both, noting that their execution times differ due to variations in their
implementation.

The PUCC_C heuristic is a variant of PUCC_R that operates on the dual
problem, focusing on the columns of the UPA matrix. Its core idea is to
apply the same selection strategy used in PUCC_R, but to the transposed
UPA matrix, effectively identifying roles from a permission-centric per-
spective. Specifically, the PUCC_C heuristic forms a role by first identify-
ing a permission p; within UPA that exhibits the lowest frequency of as-
signment across users. Subsequently, given the set of users {u; , ... S }
possessing permission p;, the heuristic generates a candidate role com-
prising the initial mpr permissions common to all members of this set of
users.

The CRM heuristic (Kumar et al., 2010), a derivative of the ORCA ap-
proach (Schlegelmilch and Steffens, 2005), employs a permission-based
user clustering technique. Clusters are formed by grouping users that
possess identical sets of permissions. A new role r is generated from
the cluster with the maximum number of users, comprising at most mpr
permissions associated with that cluster. This role is then assigned to
any cluster ¢ such that the permission set of ¢ is a superset of the per-
missions in r, and these permissions are subsequently removed from c.
The heuristic iteratively reduces permissions and covers users through
a recursive application of this process.

In the following, we show how our newly proposed heuristics im-
prove over the state-of-the-art ones in some cases. Specifically, an ad-
versarial UPA matrix is constructed to evaluate the performance of the
heuristics PUCC_R and upa_len_idf. An adversarial UPA matrix is a spe-
cially crafted UPA designed to test the limits of PUCC_R. Its purpose is
to exploit the limitations of traditional heuristics, like PUCC_R, inten-
tionally making it perform poorly (for example, by forcing PUCC_R to
create more roles than actually needed). Both heuristics PUCC_R and
upa_len_idf adopt the same criterion to select the user whose permis-
sions will be used to form candidateRole (e.g., the uncovered user having
a minimum number of assigned permissions in UPA). Recall that, heuris-
tic PUCC_R selects permissions according to their positions (i.e., it selects
the first mpr permissions), while heuristic upa_len_idf selects permis-
sions according to their importance (i.e., it selects mpr permissions having
the smallest IDF value as a permission with low IDF value is assigned to
more users than a permission with higher IDF value). Since the heuristic
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P P2 p3s pa b5 P Pt DPs | #P

U2 0 1 0 1 1 1 1 0
u3g 1 1 1 1 1 0 0 1

t

Ug 1 1 1 1 1 0 1 1

w0 N O

us 1 1 1 1 1 1 1 1

IDF | 032 0.00 0.32 0.00 032 132 0.74 0.74

Fig. 1. UPA; matrix.

upa_len_idf selects the users considering the UPA matrix, the IDF val-
ues do not change during the mining process. Hence, the adversarial
UPA matrix is designed based on the following rationales:

¢ Common Permissions with Low idf: Some permissions are shared
by most users (such permissions have a low IDF value).

¢ Unique or Sparse Permissions with High idf: Other permissions
are assigned more selectively and only appear in a few users (such
permissions have a high IDF value).

¢ Strategic Ordering: The matrix is structured so that the heuristic
PUCC_R that selects the first mpr permissions (by position) will re-
peatedly select less informative or suboptimal sets of permissions.

e Controlled Growth: A base matrix is replicated in blocks (e.g., 2 X,
3 X, ...) to test scalability and consistently challenge non-IDF-based
heuristics.

With these principles in mind and setting mpr = 2, we construct the fol-
lowing matrix UPA; where two permissions (that is, p; and p;) are as-
signed to all users, but u,, and the other two permissions (that is, p, and
p4) are assigned to all users. The other four permissions are assigned to
all users but u; in such a way that users {u,, ...,us} have an increasing
number of permissions (i.e., user u; has 3 + i permissions). The com-
plete assignment is represented by the matrix UPA; in Fig. 1, where, at
the bottom, we report the IDF values and, in the column headed by #p,
the number of permissions assigned to users.

Both heuristics, PUCC_R and upa_len_idf, result in the same ordered
selection of users, specifically u;,u,, ..., us, in that sequence, with the
possibility of earlier termination. Once selected user u,, forced by the po-
sition criterion, heuristic PUCC_R will first choose permissions p; and p,,
then permissions p; and p,. On the other hand, heuristic upa_len_idf
will first select permissions p, and p,, then permissions p, and p;, cov-
ering a larger part of the UPA; matrix. To amplify the effect of the UPAg’s
structure, we duplicate it as shown in Fig. 2.

The PUCC_R heuristic processes the UPA matrix in Fig. 2 by first se-

lecting user u,. This leads to the identification of roles r; = {p;, p,}, r» =
{p3. P4}, r3 = {py. P19}, and ry = {p;,p12}. After assigning these roles to
users u; through u,, all permissions for u; are covered. Consequently, the
next user selected by PUCC_R for mining is u,, and the state of uncovered
permissions at this point is represented by the matrix in Fig. 3.
Heuristic PUCC_R then processes user u,’s remaining permissions from
Fig. 3 (i.e., {py,P4sPs:Pe> P75 P10 P12 P13 P14» Pis)), creating roles rs =
{P2:Pa}s r6 = {P5,P6}> 17 = {P7,P10}s s = (P12, P13}, @and rg = {py4, pys}-
With u,’s permissions now covered, the resulting UA matrix and uncov-
ered permission matrix are shown in Fig. 4.
Next, the PUCC_R heuristic selects user u; and generates the roles r, =
{ps.pg)} and r|; = {p;e}, assigning both to users u3, u,, and u5 (recall that
role assignment is based on the permissions in UPA assigned to uncov-
ered users). Consequently, the uncovered permission matrix UPA con-
tains only one entry, indicating that user u, has the uncovered permis-
sion p,s. Therefore, the final mining step involves generating the role
r1, = {p15} and assigning it to user uy.

In conclusion, the PUCC_R heuristic generates twelve roles to satisfy
the user-to-permission assignment matrix UPA in Fig. 2.
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p1 p2 p3 P4 ps5 Pe p7 b8 P9 P10 P11 P12 P13 P14 P15 P16 #Pp

uq 1 1 1 1 0 0 0 0 1 1 1 1 0 0 0 0 8
ug 0 1 0 1 1 1 1 0 0 1 0 1 1 1 1 0 10
us 1 1 1 1 1 0 0 1 1 1 1 1 1 0 0 1 12
ug 1 1 1 1 1 0 1 1 1 1 1 1 1 0 1 1 14
us 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 16

IDF 0.32 0.00 0.32 0.00 0.32 1.32 0.74 0.74 0.32 0.00 0.32 0.00 0.32 1.32 0.74 0.74

Fig. 2. UPA matrix.

P2 P4 P5 Pe Pt P8 P1lo P12 P13 P14 P15 P16 LTy T3 ra TR Tg T7
wp |1 1 1 1 1 0 1 1 1 1 1 0 wp |1 1 1 1 0 0 0
ug |0 0 1 0 O 1 0 O 1 0 O 1 w1 1 0 0 1 1 1
uy |0 O 1 0 1 1 0 0 1 0 1 1
b uz |1 1 1 1 1 0 0
us O 0 1 1 1 1 0 0 1 1 1 1
us |11 1 1 1 1 0
Fig. 3. UPA matrix for PUCC_R.
18 unc matrix ror . U5 1 1 1 1 1 1 1

Pl Te T3 T4 Ts Te TT Ts To Fig. 6. UA (left) and uncUPA (right) matrices for upa_len_idf.

wil 1 110 0 0 0 0 _ | Ps P8 P1spis TL T T3 T4 Ts TG TT T8 T9 T10 T11 T12 713 714 T15 716
w0 0 001 1 1 11 w3 |1 1 0 1 w0 01 01 000O0T1O0T1O0O0 00
wgl 11 1 10010 ug | 1111 s |1 1 0 0 0 1 00 1 000100 1
ugl 11110110 us |01 0 1 u3 [0 0 1 0 1 0 1 0 01 01 0 1 00
us 111111111 wgy /OO 1 0101 010101010
Fig. 4. UA (left) and uncUPA (right) matrices for PUCC_R. w51 101 01 0101010101
Fig. 7. UA matrix for PUCC_C.
b5 Pe P7 P8 P13 P14 P15 P16
P1 P2 P3 P4 P5 Pe P7r P8 P9 P10 P11 P12 P13 P14 P15 P16
w1l 1101 110 701 0001000000000 0
uz |1 0 0 1 1 0 0 1 70 100 000000000100
uy |1 0 1 1 1 0 1 1 rg /1 1.0 0 0 0 O0O0OO0OO0OO0OO0OO0OTOO0O
ws|1 1 1 1 1 1 1 1 n |1 01 0 0 0 000 O0O0O0 0 O0 00
[0 0 1 1 0 0 0 O0OO0OOOOO OO0 O
Fig. 5. uncUPA matrix for upa_len_idf.
r |0 0 0 1 1 0 0 0 OO0 OO0 O0O0 O0 O
7|0 0 0 0 1 0 0 1 0 0 0 0 0 0 0 O
Similarly, the upa_len_idf heuristic begins with user u; and pro- s 0 00 0001100000000
duces the roles r| = {p,,ps}, r, = {p10-P12}, > ={p1.p3}, and r; =
{p9,p;1}- As with PUCC_R, these roles are assigned to users u; through |0 0 0 0 0 0 1 0 0 1 0 0 0 0 0 O
and uy, leadlng. to the ur.lcc?vered permission matrix in Fig. 5. r0l0 0000 0O0O0T1 1000000
The upa_len_idf heuristic then processes user u,’s uncovered per-
missions from Fig. 5 (i.e., {ps. Pe. P7- P13+ P1a» P15 }), Creating roles rs = 1|0 0 0 0 0 000 10100000
{ps: P13}, r6 = {p7.p1s), and r7 = {pg. p14}. With uy’s permissions now "2/0 0 00O OO OOOT1T1 000 0
covered, the resulting UA matrix and uncovered permission matrix are
shown in Fig. 6. r3 /0 0 0 0 0 0 O0OO0OO0OO0OO0OT1T1O0O0O0
In the final mining step, the upa._lerll_idf heu.rlstlc selects user u; and a0 0 000 00O0O0O0GOGO0OT1O0GO0 1
creates the role rg = {pg, p;s}, which is then assigned to users us, u4, and
us. rs0 0 0 0 0 0O 0O O OO OO0 O0 O0 1 1
For brevity, without detailing the step-by-step mining process, the e |00 000 0O00O00O0O0O0O0 10
resulting UA and PA matrices for the PUCC_C and CRM heuristics are pro- . )
vided below in Figs. 7-10. Fig. 8. PA matrix for PUCC_C.
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Ty T2 T3 T4 Ts5 Te T7 T8 T9 Ti0 T11 T12 713 714 T'15 T'i6 T'17

uwp|l 1 1 1.0 0 0 0 0 0 0 0 0 0 0 0 O

w|0 0 0 0 1 1 1 1 10 00000 00
1 1.0 0 0 0 0 O
0 0

w31 1 1 1 0 0 0 0 O
uy |l 1 0 0 0 0 0 1 0 0 0 1 1 1 1
us |1 11 1.0 1 0 0 0 0 0 0 O0 O0 1 1 1

Fig. 9. UA matrix for CRM.

P1 P2 P3 P4 P5s Pe Pr P8 P9 Pio P11 P12 P13 P14 P15 P16
rn (1 1 0 0 0 0 0 0 0 0O 0O 0 0 0 0 O
|0 0 1 1 0 0 0 0 0 0O O 0 0 0 0 O
r3 {0 0OOO O O0OOOT1 10 O0O0O0O0 O
r, {00 0 0 O0OO0O0OO0OO0OO0OT1T1TO0O0O0 O0
r (0 1 0 1 0 0 0 0 0 0O 0 0 0O 0 0 O
r 00 O 0O 1 1 0 0 O0O0OO0OO0OO0OO0OO0 O
rm {0 0O 0O 0 0 0 1 0 0 1 0 0 0 0 0 O
rs 00O OO O O0OOOO0OO0OOT1T 1 O0 0 O
|0 0 0 0 0 0 0 0 0 0 0 0 0 1 1 0
ro/ 0 0 0O O1 001 0O O0OO0OO0O0OO0 0O
rq 0 0 0 0O O OO O OOO0OO0 1 0 01
r2 |0 0 0 0 1 01 0 0 O0 0 0 0 0 0 O
rn3 |0 0 0 0 0 OO 1 1 0 0 0 O0 0 0 O
rq |0 00O O O O OO0 O 1 1 0 O0 0 0O
rns 0 0 0 0O OO OO OUOO0OO0O0 0 1 1
rn¢ |0 0O OO OO 1 1 0 O0OO0O0O0O0 O0O
rn70 0 0 0O O OO O OUOOO0OT1 1 0O
Fig. 10. PA matrix for CRM.

Table 2

Heuristics’ outcome.

Heuristic IR| |UA| |PA|

PUCC_R 12 38 22

PUCC_C 16 32 31

CRM 17 30 34

upa_len_first 12 38 22

upa_len_rnd 10 33 20

upa_len_idf 8 30 16

upa_idf_first 12 36 23

upa_idf_rnd 10 32 19

upa_idf_idf 8 30 16

uncupa_len_first 11 30 22

uncupa_len_rnd 10 30 20

uncupa_len_idf 8 30 16

uncupa_idf_first 11 30 22

uncupa_idf_rnd 10 30 20

uncupa_idf_idf 8 30 16

Notably, the upa_len_idf heuristic produces fewer roles than the
three benchmark heuristics. A similar pattern is evident for our other
heuristics, as summarized in Table 2.

This result is not accidental. Replicating the structural properties of
the UPA; matrix depicted in Fig. 1, we can synthesize adversarial user-
to-permission assignment matrices that accommodate a nearly arbitrary
number of users and permissions. Under these conditions, our heuristics
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UPAg UPA; O 0 0 0

0 0 UPAg UPAg; O 0

0 0 0 0 UPAg UPAg

Fig. 11. Adversarial UPA matrix for n = 3.

consistently demonstrate superior performance relative to the state-of-
the-art. Indeed, as for the construction of the matrix in Fig. 2, by repli-
cating 2n times the matrix UPAp, we can realize a UPA matrix having five
users and 16n permissions. In this case, the PUCC_R, PUCC_C, CRM, and
upa_len_idf generate 12n —2|n/2]|, 16n, > 17n, and 8n roles, respec-
tively. Following an analogous procedure, it is possible to construct a
UPA matrix of size 51 x 16n (i.e., 5n users and 16n permissions). This ma-
trix is defined by having » instances of the matrix illustrated in Fig. 2
(comprising two contiguous UPAg matrices) positioned along its princi-
pal diagonal, with all other matrix elements set to zero. In Fig. 11, we
provide an example of this matrix construction when n = 3, where the
symbol 0 denotes a 5 x 16 block of zeros.

In this case, the PUCC_R, PUCC_C, CRM, and upa_len_idf generate 12n,
16n, 17n, and 8n roles, respectively.

4.2. ERUPDC heuristic

The ROLE-USAGE CARDINALITY CONSTRAINT PROBLEM (RUP) and
the PERMISSION-DISTRIBUTION CARDINALITY CONSTRAINT PROBLEM
(PDP) were investigated in Harika et al. (2015). The RUP restricts the
number of roles that can be assigned to any single user, governed by the
threshold parameter mrcu (maximum role constraint per user). Its dual,
the PDP, imposes a limit on how many roles a single permission can
appear in, defined by the threshold mrcp (maximum role constraint per
permission). To address both constraints simultaneously, the authors of
Harika et al. (2015) proposed a heuristic called ERUPDC (Enforce Role
Usage and Permission Distribution Constraints), designed specifically to
mine roles that satisfy both mrcu and mrcp.

The ERUPDC heuristic operates in two phases. In the first phase,
it selects either a user or a permission based on one of four variants
(described below). A user u (respectively, a permission p) can only be
selected if the number of roles assigned to u (respectively, the number of
roles in which p appears) is less than mrcu — 1 (respectively, mrep — 1).
In the second phase, the heuristic picks either the user with the highest
number of uncovered permissions or the permission associated with the
highest number of uncovered users. Only users and permissions that
do not violate the cardinality constraints are considered. If a user u is
selected, a role r is formed from all of u’s permissions that do not violate
the PDP constraint. This role is then assigned to all users who possess
all permissions in r and do not exceed the RUP constraint. A symmetric
approach is used if a permission p is selected. The four variants for the
first phase are:

e NU and NP: Select either a user with the fewest uncovered permissions
or a permission with the fewest uncovered users. NU prioritizes users
in case of a tie; NP prioritizes permissions.

¢ XR: Chooses the user or permission with the greatest number of re-
maining role assignments allowed before hitting their constraint. In
case of a tie, preference is given to the user with the fewest uncov-
ered permissions or the permission with the fewest uncovered users.

e NR: Follows the same strategy as XR but selects the user or permis-
sion with the least number of roles remaining before reaching their
constraint limit.

Because the two constraints can impose conflicting requirements,
certain combinations of mrcu and mrcp may prevent the heuristic from
finding a valid decomposition that satisfies both constraints. The heuris-
tic fails to generate final UA and PA matrices satisfying Eq. (1). In such
a case, the result is considered an incomplete role-set. Any remaining
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uncovered permissions are handled separately through a direct user-
permission assignment relation DU'PA C U x P (Molloy et al., 2008,
2010). Further details are provided in Sections 5 and 5.2.

The purpose of the remaining part of this section is not to introduce
a new heuristic for enforcing RUP and PDP constraints simultaneously.
Rather, we try to assess whether integrating IDF values into the ERUPDC
heuristic can enhance its role construction process. In particular, vari-
ants NU and NP can be extended by selecting users or permissions based
on their (total) IDF value. The IDF values can be calculated in two ways:
Statically at the beginning of the heuristic using the original matrix UPA
(strategy F); Dynamically, updating ir values after each role is mined,
based on the uncovered permissions matrix uncUPA (strategy D). This
leads to four additional variants for the first phase:

e FIU and FIP: Select either a user with the maximum total IDF value
or a permission with the maximum IDF value, using precomputed
values from the initial matrix (F strategy). In case of a tie, FIU pri-
oritizes users, while FIP prioritizes permissions.

¢ DIU and DIP: Follow the same selection logic as FIU and FIP, respec-
tively, but the IDF values are recomputed dynamically after each role
is mined (D strategy).

The use of IDF values cannot be incorporated into the XR and NR vari-
ants, as their selection strategy is based solely on choosing the user or
permission with the highest (or lowest, respectively) number of remain-
ing role assignments before reaching the specified constraint.

It is immediately evident that, under the proposed IDF-based strat-
egy, users are more likely to be selected than permissions (i.e., ties in
variants FIP and DIP are not very common). This is because a user’s
selection is based on their total IDF value, whereas for permissions only
the individual IDF value is considered.

Unlike the PUCC heuristic, here we prioritize users or permissions
with the maximum (total) IDF value. This choice aligns with the need to
enforce the RUP and PDP constraints. Since limiting the number of roles
per user encourages the formation of larger roles (which typically result
in fewer roles per user), we give preference to users whose assigned per-
missions are, overall, less common, that is, users with the highest total
IDF values. These users are likely to be harder to cover while satisfying
the constraints, so addressing them earlier can improve overall coverage
efficiency. This approach is conceptually similar to the NU variant, which
selects users with the fewest uncovered permissions. However, instead
of focusing on quantity, we prioritize users with the least frequent per-
mission sets. A similar rationale applies when breaking the ties in favor
of permissions.

4.3. PRUCC heuristic

The combined enforcement of the ROLE-USAGE CARDINALITY CON-
STRAINT PROBLEM (RUP) and the PERMISSION-USAGE CARDINALITY
CONSTRAINT PROBLEM (PUCC) was examined in Blundo et al. (2022),
where the joint problem was referred to as the PERMISSION-ROLE-USAGE
CARDINALITY CONSTRAINT PROBLEM (PRUCC). To tackle this dual con-
straint scenario, the authors introduced two heuristics, PRUCC; and
PRUCC,. In this context, as in Section 4.2, the RUP constraint is gov-
erned by the threshold parameter mrcu (maximum number of roles
assignable per user), while the PUCC constraint limits the number of
permissions that can be included in any role, controlled by the parame-
ter mpr as in Section 4.1.

In Blundo et al. (2022), four strategies were proposed for selecting
permissions included in roles, using a classification similar to that intro-
duced in Section 4.1. The selection of the user, whose permissions will
be used to form a role, is based either on the original matrix UPA (strat-
egy 0) or on the uncovered permissions matrix uncUPA (strategy U). Both
heuristics in Blundo et al. (2022) select a user with the fewest assigned
permissions, following strategy L. Once a user is chosen, the permissions
are always selected from uncUPA. To choose up to mpr permissions from
those assigned to the selected user, the heuristics either select the first
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mpr permissions (strategy F) or uniformly sample mpr permissions. As a
result, the four heuristic variants introduced in Blundo et al. (2022) are:

e OLF: Uses the original matrix (UPA) and selects the first mpr permis-
sions;

e OLR: Uses the original matrix and selects mpr uniformly distributed
permissions;

e ULF: Uses the uncovered matrix (uncUPA) and selects the first mpr
permissions;

e ULR: Uses the uncovered matrix and selects mpr uniformly distributed
permissions.

As in Section 4.1, we can extend the heuristics PRUCC, and PRUCC,
by incorporating strategies based on IDF values. Specifically, we select
the user with the lowest total IDF value and choose the mpr permissions
with the lowest individual IDF values, this approach is referred to as
strategy I. Including this extension, we obtain a total of twelve heuristic
variants: OLF, OLR, OLI, OIF, OIR, 0II, ULF, ULR, ULI, UIF, UIR, and UII
(the original variants introduced in Blundo et al. (2022) are highlighted
in green).

Simultaneously enforcing constraints on the maximum number of
roles per user and the maximum number of permissions per role sug-
gests two guiding principles: (i) minimize, as much as possible, the as-
signment of overlapping roles to the same user, and (ii) generate roles
that are as large as possible without exceeding the threshold mpr. To
this end, prioritizing the coverage of the most frequently occurring per-
missions, through IDF-based strategies, may prove advantageous.

5. Experimental results

In this section, we present the application of the proposed tech-
nique to explore the solution space in constrained role mining scenarios.
For the PUCC case, we compare the twelve heuristic variants described
in Section 4.1 with the state-of-the-art methods, namely PUCC_R and
PUCC_C (Blundo et al., 2020a), and CRM (Kumar et al., 2010). In scenar-
ios involving multiple simultaneous constraints, we evaluate whether
incorporating IDF values into the ERUPDC and PRUCC heuristics (Sec-
tions 4.2 and 4.3) improves the quality of role construction. Our compar-
ison considers both the quality of the solutions, using standard metrics,
and the performance in terms of execution time.

All heuristics have been implemented in Python and are available on
GitHub (Last commit: db6aa7f, 2025). The heuristics have been tested
on a MacBook Pro-running macOS 15.5 on a 2.3 GHz Intel Core i9 8 core
CPU with 16 GB 2667 MHz DDR4 RAM. For evaluation, we consider
eleven benchmark datasets that have been obtained from real-world
data and are commonly used (Ene et al., 2008; Molloy et al., 2009; Ku-
mar et al., 2010; Harika et al., 2015; John et al., 2012; Nobi et al., 2022;
Tyagi et al., 2024). We report the parameters of the eleven datasets in
Table 3.

Table 3 summarizes, for each dataset, the following information: the
number of users ||, the number of permissions | P|, the number of user-
to-permission assignments |U"P.A|, the minimum and maximum number
of permissions assigned to each user (respectively, min#P and max#P),
the minimum and the maximum number of users sharing the same per-
mission (respectively, min#U and max#U), and the density of the matrix
U'PA, calculated as |UPA|/(|U| X |P)).

For eight of the datasets, the optimal solutions for the unconstrained
scenario are known and reported in Ene et al. (2008). Table 4 summa-
rizes the parameters of these optimal solutions. The columns provide
key characteristics of each solution, including the number of roles, the
minimum and maximum number of permissions per role, the number
of roles assigned to users, the number of roles associated with each per-
mission, and the number of users assigned to each role.

The first nine datasets listed in Table 3, originally used for evalu-
ation in Ene et al. (2008), were provided by researchers at HP Labs.
Several of these datasets originate from network access control rules
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Table 3
Characteristics of benchmark datasets.

Dataset V| |P| |[UPA| min#P max#P min#U max#U Density

Americas large 3485 10,127 185,294 1 733 1 2812 0.00525

Americas small 3477 1587 105,205 1 310 1 2866 0.01907

Apj 2044 1164 6841 1 58 1 291 0.00288

Customer 10,021 277 45,427 1 25 1 4184 0.01637

Domino 79 231 730 1 209 1 52 0.04000

Emea 35 3046 7220 9 554 1 32 0.06772

Firewall 1 365 709 31,951 1 617 1 251 0.12347

Firewall 2 325 590 36,428 6 590 46 298 0.18998

Healthcare 46 46 1486 7 46 3 45 0.70227

Amazon UPA 1 9298 7226 30,872 1 36 1 836 0.00046

Amazon UPA 2 9298 7226 32,769 1 36 1 839 0.00045
Table 4 The comparisons in the following sections will consider, in addition
Characteristics of optimal RBAC states. to execution time, several key metrics: the number of roles, user-to-role
b min max min max min max min max assignments, role-to-permission assignments, and the Weighted Struc-

ataset IR| ppr ppr rpu rpu rpp rpp upr upr
tural Complexity (WSC) (Li et al., 2007; Molloy et al., 2008), defined

Americas large 398 1 733 1 4 1 129 1 2777 below.
Americas small 178 1 263 1 12 1 43 1 2809
Apj 453 1 52 1 8 1 15 1 278 . eys .
Dﬂjmim 2 1 201 1 9 1 & 1 51 Definition 1. Given W = (w,, Wy, W,, Wy, Wy), where
Emea 34 9 554 1 1 1 31 1 2 Wy, Wy, Wy eQtu {o}, the Weighted Structural Complextty
Firewall 1 66 1 395 1 9 1 18 1 203 (WSC) of an RBAC state y, denoted by wsc(y, W), is computed as
Firewall 2 10 2 307 1 3 1 4 1 239 follows.
Healthcare 14 1 32 1 6 1 4 1 27

used by Hewlett-Packard (HP) to manage external business partner con-
nectivity. Specifically, two user profiles, Americas small and Americas
large, were extracted from Cisco firewalls, authenticating external users
and grant them restricted access to the HP network based on their
profiles. Additional, smaller datasets, Apj and Emea, were collected in
a similar manner. The Firewall 1 and Firewall 2 datasets were gener-
ated through Checkpoint firewalls analysis. These datasets capture in-
formation on whether service-related packets can access particular net-
work destinations. The Healthcare dataset was sourced from the U.S.
Department of Veterans Affairs, which maintains a comprehensive list
of healthcare-related permissions that may be granted to licensed or
certified providers. The Domino dataset was based on user and access
profiles for a Lotus Domino server. Finally, the Customer dataset was
derived from an access control graph obtained through collaboration
with the IT department of an HP customer.

The last two datasets listed in Table 3, Amazon UPA 1 and Amazon
UPA 2, were derived from the Amazon 1 dataset (Nobi et al., 2021),
which was originally developed to predict employees’ access needs
based on their job roles (Nobi et al., 2022; Tyagi et al., 2024). Ama-
zon 1 itself is based on data released for the Kaggle competition Amazon
Employee Access Challenge (Hamner et al.,, 2013), which contains
historical access records from Amazon collected in 2010 and 2011. In
this dataset, access decisions (grants or denials) were manually made for
employees who attempted to access various resources. Each entry in the
original Kaggle dataset consists of eight metadata fields describing the
user, a resource identifier, and a binary label indicating whether access
was granted. One of the metadata fields identifies the user’s manager,
assuming that each employee has only one manager at a time. In Nobi
et al. (2022), the authors transformed the Kaggle dataset into a new
dataset, Amazon 1, with authorization tuples in the following format:
uid, a unique user identifier; rid, a unique resource identifier; eight user
metadata attributes; one resource metadata attribute; access label (1 =
allow, 0 = deny). From this Amazon 1 dataset, we derived two datasets:

e Amazon UPA 1: includes only the tuples with access granted (access
= 1). For each such tuple, we set UPA[uid][rid] = 1, interpreting rid
as a permission identifier.

¢ Amazon UPA 2: includes all tuples, regardless of the access label. In
this case, UPA[uid][rid] = 1 for every entry in Amazon 1.

10

wse(y, W)=w, - [R|+w, - [UA|+w, - |PA| +

Wi Nreduee RHD| + wy - [IDUP A, )

where 1,,,,..(RH) is the transitive reduction of the role hierarchy RH C
R X R (a.k.a, inheritance relation) and DU'P.A C U x P is the direct user-
permission assignment relation, while | - | denotes the size of the relation.

The the role hierarchy RH was introduced in Sandhu et al. (1996),
when defining Hierarchical RBAC (or RBAC 1). It corresponds (Ferraiolo
et al., 2001; Sandhu et al., 2000) to a partial order over R and repre-
sents a inheritance relation among roles. That is, the role r, inherits r, if
and only if all permissions assigned to r, are also assigned to r|, and all
users assigned to r; are also assigned to r,. The direct user-permission
assignment relation DUP A is useful when considering incomplete role-
sets (meaning that not all the permissions have been covered in UPA
matrix). The relation DUP A is not considered in standard RBAC mod-
els (Sandhu et al., 2000), but this approach is more general and can
handle anomalous situations, such as when a permission assignment to
a user cannot be easily justified by an existing role, or when creating
a new role for just one permission does not make practical sense. A
complete discussion of WSC can be found in Li et al. (2007) and Molloy
et al. (2008). In our experiments in Sections 5.1 and 5.3, we consider the
weight vector W = (1, 1, 1,0, o), since our solutions do not consider hi-
erarchical RBAC and return a complete role-set. For the experiments in
Section 5.2 we will consider W = (1, 1, 1,0, 1), since when the heuristics
are unable to return a solution for Eq. (1) they will handle uncovered
permissions via a direct user-permission relation DU'P.A (Molloy et al.,
2008, 2010).

5.1. PUCC evaluation

In this section, we focus on the PUCC scenario, that is, finding a can-
didate role set where there is a threshold on the number of permissions
that can be included in each role. We evaluated the twelve heuristic
variants described in Section 4.1 with state-of-the-art methods, namely
PUCC_R and PUCC_C (Blundo et al., 2020a), and CRM (Kumar et al.,
2010). The heuristics were compared considering four values for the
constraint mpr, setting it to 25 %, 50 %, 75, and 100 % of the maximum
number of permissions assigned to each user (see column max#P in
Table 3). We completed a set of experiments, considering the eleven
datasets and the different PUCC scenarios, as reported in Last commit:
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db6aa7f (2025). For the sake of conciseness, here we discuss the results
relative to the Americas large and the Amazon UPA 1 datasets. %2 e ] .5 S . 2
. . B x5¥TN2|o2R@ | TISR|ndB8NR
Table 5 reports the results for the Americas large dataset consider- BlgudIds | grsgy|8gesd|ggage
ing all 12 variants of the proposed heuristics, and a constraint on the
number of permissions in any role ranging from 25 %, 50 %, to 75 % of
. N [ =] @ (=] N n O <
the threshold, corresponding to the values for mpr, of 183, 366, and 549, 22283 . Rrf2|.R28%g|,858y
respectively (best results highlighted in red). When mpr = 733, which is PR RN (B8RRI |ITREER
equivalent to running the procedure without constraints, since the op-
timal solution does not have a role that includes a greater number of
o . - L . AN R Rob S
permissions, it can be seen that the introduced criterion based on idf g E g ° g o @ 5 I N § T8|nd lg B §
achieves the best value for the minimum number of roles among all pos- BPOTOA|IBORTND | TOTDO|TOAT DN
sible heuristics, that is, 413. This value is obtained operating on UPA and
independently of the criterion selected to form a new candidateRole. In v~ < © + o«
oy ® . . . . . - N < o (=} o D o
general, it is possible to observe that in this case the heuristics return dlas 5 0 g 5% % = 5 oy % @ § n L g & %
results grouped according to the choice made for the starting matrix B T A
(UPA or uncUPA) and for the chosen row election criterion (len or idf),
while changing the rule for selecting the permissions among len, rnd, . § - E § E N g ° % - § - § - § -
and idf does not change the resulting values. This is not true for the g 5 g g = g{ g § g % g g § g 5 IS’: g E
other considered runs of the procedure when the threshold mpr assumes
different values.
When mpr = 183, it is possible to notice that heuristic ULI obtains y - o8, e 8a Fw 3w
P . [ A 22 B 'Y D O ] D T n "o n
the minimum value for the number of roles among all the other heuris- EleadiBdc|axr8cy|8058 30888
tics, while the best values for C and |P.A| are achieved by CRM heuristic
and by UII heuristic for |U"A|. In any case, it is worth noting that IDF
tributes to the way in which the space of possible solutions can be S r Bad B8 S
con the way P P - HlaSREv 5988y asR3g|n388
explored, providing results that are different from those previously re- °18838 BRTR R TREIR
ported by other heuristics. When mpr = 366, heuristic UII achieves the
best value for |U".A| and ULF achieves the best values for both W .SC and . e a o« « o o <
|P.A|. Both heuristics improve definitely heuristic CRM, whose solution g o § 3 E vl E g § | o g 2 g 2| E 8 'j:j i
provides the minimum number of roles. Finally, in case of mpr = 549, N®OTFTOMN|IDSTOMN|F MO T M0 M
heuristics starting from matrix upa and selecting the row with mini-
mum idf provide solutions that report better (and different) values for 2 2 TN g w® ° %
. .. . . I FARCENY S B SoR
|U" A|. In particular heuristics UIF and UII achieve the second and third = § = § 3 % 5 3 :H: S E g s 5 S g E 3 § 3 E
best value for |R|, while the minimum value is still returned by CRM.
In Table 6 we report the results obtained for the Amazon UPA 1
dataset, considering different values for the threshold on the number 2 8 C RN 3 8 Log
- . o1 =] N |0 TSR | bR O [ n AT D,
of permissions allowed in each role. We use the symbol ET to indicate 8|28 |8 RS |BS0CS|ndR S
L. . L . . COTOM | ORITNAN|[FTAaTFTOTFT|TOMm®DOM™
that the heuristic did not complete within the allotted execution time
that was set for our experiments at a time limit of three minutes per
run. Note that, since times are reported in milliseconds, this threshold 3 B N S R rE QI
. . . . . . floe28Na|[nddqen|odBCo | IR Xy
is approximately four times longer than the maximum time required by BIRgede|ledrss|Idegs|lsegasgsy
the other heuristics to finish. Regarding the results obtained, it is worth
noting that heuristics based on uncUPA achieve the best results in terms
. . . .. n N N N — ~ 0 )

- (= 2o} (=} o (=1 n O
of the number of returned roles, improving over previous heuristics pre e 8 § gl § § Syl § olnd § 2 <
sented in the literature, and also return the best results in some cases CIETFIRR|TRITI|SIES TR
considering also W.SC and |PA|.

ZEl o983 |t VNZ|aBFaQ|wed =R
Ol MM N - O O N O — o= N
511.Syntheﬂcdatasetg nwmwowo s —~ N O~ < 0 T 0 T < T 0N
In this section, following the methodology proposed in Vaidya et al.
(2006), we evaluate the performance of the twelve variants of our
i o i : 2 R S 5 2 z R B o
heuristic using datasets generated by a synthetic data generator. These § 28nZilghsln| Bale| Seds
experiments are designed to assess the scalability of our approach on Al Ed RIRen | 8823|955 %
increasingly large datasets. The random data generator, first introduced
in Vaidya et al. (2006), uses five parameters to simulate various access g§°
. . ~
control configurations: the number of users nu; the number of roles nr; S|~ o~ o~ b o
- . 3|8 S oD o5 N o S B 4 ©
the number of permissions np; the maximum number of roles a user can S|oqF S neaadYT | TSR n AR 9
K . BIE|NID S| d®mAa Q0 R A )
have mru; the maximum number of permissions a role can have mpr. g POTLAITNTOANTOTOATOM0A
The generation process involves three main steps: Role-Permission As- <
=
signment, for each role, a random number of permissions (up to mpr) % ©
. . . 3 — — — —
are randomly selected and assigned; User-Role Assignment, each user is 5 gl_g § Tg| o3 ;q Tel-3 § IR § I g
assigned a random number of roles (up to mru); User-Permission Compu- L= KRR F|R22R 3| R2RF|R2 2R3
. . . . . -
tation: finally, user-permission assignments are calculated based on the 5
. . . . . . “~
established user-role and role-permission relationships. It’s important to LI
. . . Q5| & 3 38 $ a
note that the data produced by this generator is unstructured, treating 2 % & — »
each user, role, and permission as statistically independent entities. B
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Table 6

Results for dataset Amazon UPA 1.

PUCC_C OLF OLR OLI OIF 0IR 0II ULF ULR ULI UIF UIR UII

PUCC_R

Measure

mpr

Cimato

ET 4932 4930 4932 4896 4895 4896 4818 4816 4818 4818 4817 4818

5172

4932

IR|

40,404
26,425
9161

40,400
26,429
9154

40,404
26,430
9156

40,404
26,424
9162

40398

40,404
26,429
9157

40,538
25,564
10,078
40,591

40,536
25,565
10,076
6183

40,539
25,566
10,077

6042

40,621
25,332
10,357

6074

40,617
25,339
10,348
7090

40,622
25,334
10,356
7151

ET

42,939

40,622
25,334
10,356
7127

WSC

26,427
9155

ET
ET
ET

17742
20,025

[rA|

[PA|

time

40,472 37,471 37,675 39,471 41,257

40,484

11,899

4773 ET 4840 4840 4840 4807 4807 4807 4741 4741 4741 4741 4741 4741

4840

IR|

40250 40250 40250 40250 40250 40250

40,361
25,473
10,081
40,973

40,361
25,473
10,081
6178

40,361
25,473
10,081
6075

40,438
25,238
10,360

6061

40,438
25,238
10,360
7254

40,438
25,238
10,360
7190

ET
ET
ET
ET

40,449

40,438
25,238
10,360

7223

WSC

26,348
9161

26,348

9161

26,347 26,347 26,348
9162 9161

9162

26,347
9162

16362
19314

v Al

18

|PA|
time

40,728 37,750 38,304 38,050 40,065

41,211

10,702

4834 4738 ET 4834 4834 4834 4801 4801 4801 4735 4735 4735 4735 4735 4735

IR|

40,238
26,342
9161

40,238
26,342

9161

40,238
26,342
9161

40,238
26,341
9162

40,238
26,341
9162

40,238
26,341
9162

40,349
25,467
10,081
40,730

40,349
25,467
10,081
6090

40,349
25,467
10,081
6125

40,426
25,232
10,360

6027

40,426
25,232
10,360

7217

40,426
25,232
10,360

7201

ET
ET
ET
ET

40,426 40151
25,232

10,360
7278

WSC

16306

[rA|

27

19,107
10,221

|PA|
time

40,722 37,946 38,591 38,278 39,780

40,907

4833 4735 ET 4833 4833 4833 4800 4800 4800 4734 4734 4734 4734 4734 4734

IR|

40,236
26,341
9161

40,236
26,341

9161

40,236
26,341
9161

40,236
26,340
9162

40,236
26,340
9162

40,236
26,340
9162

40,347
25,466
10,081
40,631

40,347
25,466
10,081
6086

40,347
25,466
10,081
6172

40,424
25,231
10,360

6289

40,424
25,231
10,360
7123

40,424
25,231
10,360
7101

ET
ET
ET
ET

40,424 40127
25,231

10,360
7286

WSC

16303

Al

36

19,089
10,498

[PA|

time

40,912 37,905 38,427 38,413 38,373

40,550
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Table 7

Varying permissions.
Dataset nr nu np mru mpr Density
d1 100 2000 100 3 10 0.105
42 100 2000 500 3 50 0.102
d3 100 2000 1000 3 100 0.098
d4 100 2000 2000 3 200 0.102

In our analysis, we evaluate performance using five key metrics: role-
set size, WSC, Accuracy, Similarity, and execution time (expressed in
milliseconds). The metric Accuracy quantifies how many of the origi-
nal, synthetically generated roles our heuristic successfully discovers. If
R represents the set of roles from the dataset generator and R, is the
set of roles identified by a given variant of our heuristic, then Accuracy
is calculated as the ratio of the intersection of R; and R, to the size of
Rg: thatis, [Rg N Ry |/IR¢|. This approach of measuring the percent-
age of original roles found is consistent with evaluation methods used
in Vaidya et al. (2006, 2010c). The Similarity metric, based on the Jac-
card index, estimates how closely the mined role set R, resembles the
original role set R . This measure was originally introduced in Molloy
et al. (2009) and later used in Frank et al. (2010). For simplicity, and
with a slight abuse of notation, we use r to denote both a role and the
set of its assigned permissions. Given two roles r; and r;, their Jaccard
similarity is defined as:

[ri 0yl
Jaccard(r;,ry) = ——.
[riurl
The similarity between the role sets R,, and R is computed by first
calculating, for each role in R, the highest Jaccard similarity with any
role in R, and then averaging these maximum values:

max Jaccard(r;, r;
rj €ERG

Ruml

ER
Simy(R . Rg) = —

Following the approach in Benedetti and Mori (2018), we compute the
final similarity as the average of this measure in both directions:

Simo(R . Rg) + Simp(Rg. Ryy)

5 .
This similarity score ranges from O to 1, where a value of 1 indicates
that the mined roles exactly match the original ones (i.e., R, = Rg).

To test our heuristics, we ran the randomized dataset generator five
times for each set of parameters. We then evaluated all twelve variants
of our heuristic against each of these generated datasets. The results
presented for a specific parameter set are the average across these five
runs. We based our tests on the parameters used in Vaidya et al. (2006),
where the relationship mru X mpr ~ np/3.33 was maintained. Three dif-
ferent configurations were considered: Varying Permissions (we kept
the number of roles and users constant while changing the number of
permissions); Varying Users (we maintained a constant number of roles
and permissions and varied the number of users); Varying Roles and
Users (we kept the number of permissions constant and varied both the
number of roles and users). All three scenarios resulted in sparse UPA
matrices with a density of approximately 10 %.

In Table 8, where the best results are highlighted in red, we report
experimental results for the datasets generated using the parameters de-
scribed in Table 7. For the full set of experimental results, please refer
to the online resources (Last commit: db6aa7f, 2025). Our experiments
consistently showed that variants employing strategy 0 (selecting per-
missions from a row in the original user-permission assignment matrix
UPA) outperformed those using strategy U (selection based on the uncUPA
matrix). Indeed, analyzing the results in Table 8, we observe that using
strategy U leads to the generation of a significantly larger number of
roles. Specifically, for the parameter set d1 (see Table 7), strategy U
produces a role set that is approximately 0.5 times larger than the one
generated by the dataset generator. For other parameter sets (e.g., d2

SimRg. Ryy) =
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Table 8
Varying permissions.

Dataset ~ Measure OLF OLR OLI OIF 0IR 0II ULF ULR ULI UIF UIR UII
IR| 100 100 100 100 100 100 158 158 158 150 150 150
wsC 6950 6950 6950 6950 6950 6950 19,148 19,148 19,148 19,561 19,561 19,561

dl accuracy 0.6 0.6 0.6 0.6 0.6 0.6 0.19 0.19 0.19 0.17 0.17 0.17
similarity 0.91 0.91 0.91 0.91 0.91 0.91 0.44 0.44 0.44 0.42 0.42 0.42
time 75 74 72 65 66 67 513 504 505 478 481 476
IR| 100 100 100 100 100 100 995 995 998 995 995 997
WSC 6846 6846 6846 6846 6846 6846 39,763 39,766 39,773 39,315 39,305 39,321

d2 accuracy 0.95 0.95 0.95 0.95 0.95 0.95 0.2 0.2 0.2 0.19 0.19 0.19
similarity 1.0 1.0 1.0 1.0 1.0 1.0 0.68 0.68 0.68 0.68 0.68 0.68
time 119 113 121 137 108 109 6989 6975 7070 6733 6781 6731
IR| 100 100 100 100 100 100 1287 1286 1288 1301 1300 1299
WsC 9237 9237 9237 9237 9237 9237 85,616 85,616 85,662 85,314 85,275 85,283

d3 accuracy 0.98 0.98 0.98 0.98 0.98 0.98 0.2 0.2 0.2 0.2 0.2 0.2
similarity 1.0 1.0 1.0 1.0 1.0 1.0 0.75 0.75 0.76 0.75 0.75 0.75
time 168 171 171 187 165 170 17,994 17,964 17,928 17,287 18,002 17,854
IR| 100 100 100 100 100 100 1493 1493 1493 1491 1493 1493
WSC 13935 13935 13935 13935 13935 13935 182,179 182,027 182,200 182,143 182,137 182,213

d4 accuracy 1.0 1.0 1.0 1.0 1.0 1.0 0.16 0.16 0.16 0.15 0.15 0.15
similarity 1.0 1.0 1.0 1.0 1.0 1.0 0.78 0.78 0.79 0.78 0.78 0.79
time 443 274 269 269 262 269 42,632 41,888 42,003 41,066 40,360 40,515

through d4), the size of the mined role sets is between 5 and 18 times
larger than the original, randomly generated ones.

This behavior may be attributed to the lack of underlying structure in
the initial UPA matrix, where users, roles, and permissions are treated as
statistically independent during generation. When strategy U is applied,
the process of updating uncUPA may further degrade any latent structure
that might exist, leading to less efficient role creation. Moreover, the
increased number of roles generated by strategy U, combined with the
overhead of updating the IDF values of permissions in uncUPA after each
role is mined, substantially slows down execution. For example, with
parameter set d3, heuristics using strategy 0 complete in an average
of 172 milliseconds, while those using strategy U take approximately
17,838 milliseconds, more than 100 times longer.

When evaluating Accuracy and Similarity, we again find that variants
using strategy 0 outperform those based on strategy U. For parameter set
d1, 0-based variants achieve an Accuracy of 60 % and a Similarity score
of 0.91. The results improve further for parameter sets d2, d3, and d4,
where Accuracy ranges from 95 % to 100 %, indicating that our heuristic
is able to recover nearly all original roles. In these cases, the Similarity
is consistently 1, meaning that the mined roles are identical to the ones
used to generate the datasets.

It is worth noting that, for example in parameter set d2, an Accu-
racy of 95% alongside a Similarity of 1 is not a contradiction. This
simply indicates that the few unmatched roles are very similar to the
originals, and the rounding in the Jaccard-based Similarity metric re-
sults in a perfect score (e.g., in some of our experiments, the on-
line resources (Last commit: db6aa7f, 2025), the actual Similarity as-
sociated to an Accuracy of 93 % was equal to 0.9973345297778046).
The same interpretation holds for the results under parameter
set d3.

By contrast, the U-based variants yield significantly worse outcomes,
with Accuracy scores between 15% and 20% and Similarity values
around 0.43 for d1. For the other parameter sets, Similarity values range
from 0.68 to 0.75-implying that while the mined roles are not com-
pletely different, they deviate from the originals.

A similar trend, where strategy U underperforms compared to 0, was
observed in Blundo et al. (2022) as well. In that work, two heuristics
were proposed to manage multiple constraints simultaneously, specifi-
cally limiting both the number of permissions per role and the number
of roles assigned to each user.

Finally, to evaluate the scalability of the 0-based variants, we tested
them on progressively larger datasets. Specifically, we adopted the Vary-
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ing Users scenario, in which the number of roles and permissions was
fixed at 300 and 3000, respectively, while the number of users was var-
ied (nu € {10,000, 20, 000, 30,000, 50, 000, 100,000}). For all experiments
in this scenario, we set mru = 20 and mpr = 50. The results are summa-
rized in Table 9.

Across all parameter settings, the results are very encouraging. For
dataset d1, the variants generated a role set containing only nine more
roles than the original, while for the remaining configurations, the num-
ber of generated roles matched the original exactly. Both Accuracy and
Similarity scores are consistently high, Accuracy ranges from 92% to
95 %, and Similarity is either exactly 1 or very close to it. For the largest
dataset (10,0000 users and 3000 permissions), the fastest variant, OLF,
completed in approximately 88 seconds, while the slowest, OLR, took
about 116 seconds. It’s worth noting that these results were obtained
using a Python implementation with minimal code optimization, run-
ning on a machine suitable for general workloads but not a high-end
system.

5.2. ERUPDC evaluation

In this section, we present a selection of experiments conducted to
assess the performance of the new variants of the heuristic ERUPDC
introduced in Section 4.2. For this evaluation, we use the eleven bench-
mark datasets described at the beginning of Section 5. These datasets
have been widely adopted in the literature for analyzing the perfor-
mance of unconstrained role mining algorithms. Using the same datasets
allows for a meaningful comparison and helps evaluate the impact of
enforcing constraints on the number of roles generated by the pro-
posed approaches. To evaluate the heuristic ERUPDC, we needed to
define appropriate values for the parameters mrcu and mrep. For this
purpose, we adopted the settings summarized in Table 2 of Harika et al.
(2015) and Table 12 of its accompanying Supplemental Material. To
further stress-test the heuristic, we also included extreme parameter
values. Specifically, for mrcu, we used both the minimum and maxi-
mum number of permissions assigned to any user (see columns min#P
and max#P in Table 3). Similarly, for mrcp, we used the minimum and
maximum number of users sharing the same permission (see columns
min#U and max#U in Table 3). For example, in the Americas Large
dataset, the tested values for mrcu were 1, 3,4, 5, 6,733, and for mrcp they
were 1,100, 110, 120, 130, 140, 144, 2812. Some representative results for
PRUCC,; and PRUCC, testing are reported in Table 11 and Table 12,
respectively.
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Table 9
Varying users scenario, nu € {10,000, 20, 000, 30, 000, 50, 000, 100, 000}.

Dataset Measure OLF OLR OLI 0IF 0IR 0II
|IR| 309 309 309 309 309 309
WsC 124132 124132 124132 124,733 124,733 124,733

d1 accuracy 0.93 0.93 0.93 0.92 0.92 0.92
similarity ~ 0.99 0.99 0.99 0.99 0.99 0.99
time 4728 4433 4378 4194 5022 4314
IR| 300 300 300 300 300 300
WSC 230944 230944 230944 230944 230944 230944

d2 accuracy 0.94 0.94 0.94 0.94 0.94 0.94
similarity 1.0 1.0 1.0 1.0 1.0 1.0
time 10,329 10,729 9956 10,197 9351 10,146
IR| 300 300 300 300 300 300
WSC 339678 339678 339678 339678 339678 339678

d3 accuracy 0.94 0.94 0.94 0.94 0.94 0.94
similarity 1.0 1.0 1.0 1.0 1.0 1.0
time 15,483 17,347 16,666 14283 15,371 16,731
|IR| 300 300 300 300 300 300
WsC 558002 558002 558002 558002 558002 558002

d4 accuracy 0.95 0.95 0.95 0.95 0.95 0.95
similarity 1.0 1.0 1.0 1.0 1.0 1.0
time 27,284 26,951 29,129 26,492 28,506 26381
IR| 300 300 300 300 300 300
WSC 1120015 1120015 1120015 1120015 1120015 1120015

ds accuracy 0.95 0.95 0.95 0.95 0.95 0.95
similarity 1.0 1.0 1.0 1.0 1.0 1.0
time 88334 116,861 108,748 115,707 118,840 116,577

As noted in Section 4.2, certain combinations of mrcu and mrcp may
prevent the heuristic from finding a valid decomposition that satis-
fies both constraints. Two scenarios can arise in such cases. First, the
specified constraint values may inherently prevent any valid decompo-
sition of the UPA matrix into UA and PA matrices. Second, while a valid
solution may exist, the heuristic may simply fail to find it. To address
this, we introduced a fail-safe mechanism in our implementation of the
ERUPDC heuristic. When the heuristic is unable to organize all user per-
missions into roles while respecting the constraints, it falls back on as-
signing the remaining permissions directly to users via a direct user-
permission relation DUP.A (Molloy et al., 2008, 2010). Although this
deviates from standard RBAC models (Ferraiolo et al., 2001; Sandhu
et al., 2000), where permissions are assigned strictly through roles, this
approach offers greater flexibility. It accommodates edge cases such as
noisy data (Molloy et al., 2009), constraint violations (Kumar et al.,
2010), or assignments that do not align with the inferred role structure
(Frank et al., 2010). Importantly, the presence of a non-empty DUP.A
does not imply that no valid constrained decomposition exists-it only
indicates that the heuristic was unable to find one.

The experimental results show that, for several combinations of mrcu
and mrcp, our four variants outperform those originally proposed in
Harika et al. (2015). Below, we present a selection of representative
results, where the best results are highlighted in red. The full set of ex-
perimental outcomes is available in the online supplementary materials
(Last commit: db6aa7f, 2025).

If the security policy underlying the RBAC deployment permits di-
rect user-permission assignments, some of our variants produce both
a smaller role set and fewer direct assignments. For example, in the
Healthcare dataset results shown in Table 10, the FIU and FIP variants
improve over NU and NP in these respects. Overall, based on our exper-
imental findings, we conclude that incorporating IDF-based strategies
into the ERUPDC heuristic can improve its role construction capabili-
ties.

5.3. PRUCC evaluation

In this section, we report a subset of experiments conducted to eval-
uate the performance of the twelve heuristic variants of PRUCC; and
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PRUCC, introduced in Section 4.3. As in the previous evaluations, we
rely on the nine benchmark datasets presented at the beginning of Sec-
tion 5.

To evaluate the PRUCC; and PRUCC, heuristics, we adopted the pa-
rameter values for mpr and mrcu used in Blundo et al. (2022) and its
accompanying supplemental material (Blundo et al., 2020b). In Blundo
et al. (2022), the parameters were selected to ensure that valid UA and
PA matrices satisfying Eq. (1) always exist. Specifically, the parameters
mpr and mrcu were chosen such that mpr - mrcu > max#P, where max#P
denotes the maximum number of permissions assigned to any user. This
condition guarantees that each user can be assigned a set of disjoint
roles, each containing at most mpr permissions, without exceeding the
mrcu limit on the number of roles per user. As a result, a feasible solu-
tion to the PRUCC problem is always possible under this assumption.
The heuristics PRUCC,; and PRUCC, were evaluated using up to five
different values for each parameter.

The results for the PRUCC scenario show slightly less improvement
compared to those observed in the EURPDC setting. Nonetheless, the
experiments indicate that, for some combinations of mpr and mrcu, our
proposed variants either match or outperform those described in Blundo
et al. (2022). Below, we present a selection of representative results,
with the original variants from Blundo et al. (2022) highlighted in blue
and the best-performing outcomes marked in red. The full set of exper-
imental results is available in the online supplementary materials (Last
commit: db6aa7f, 2025).

6. Related works

Since the introduction of role mining (Kuhlmann et al., 2003a), a
number of data mining techniques have been developed with the goal
of returning a role set corresponding to the user-permission assignments
defined in the input matrix. Different role mining techniques have been
defined trying to minimize the number of roles (Vaidya et al., 2007),
or the complexity of the role hierarchy structure (Guo et al., 2008), or
trying to pursue different criteria (Molloy et al., 2008, 2009; Lu et al.,
2008b) for the returned solution. The experimental results in Molloy
et al. (2008) showed the effectiveness of the proposed approaches. The
experiments used a synthetic dataset created from a template for a uni-
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Table 10
Some representative results for ERUPDC testing.
Dataset
(mrep, mreu) Measure NU NP XR NR FIU FIP DIU DIP
IR| 418 419 471 420 434 436 415 415
Americas Large U Al 3841 3827 4507 3803 3890 3894 3701 3700
(130, 5) |PA| 93,277 92,902 52295 95,097 83,102 83,213 93,101 92,945
[DUPA| 0 0 4037 0 636 636 0 0
|R| 212 213 201 235 191 191 206 207
Americas Small U A| 11,330 11,435 4639 4903 4264 4265 4282 4308
(75, 22) |PA| 9661 9447 5942 8949 8505 8198 9725 9677
| DUPA| 0 0 0 0 0 0 0 0
IR| 456 456 470 476 454 454 455 456
Apj [vA| 3128 3064 2630 2613 2321 2321 2324 2322
(291, 58) |PA| 2175 2243 2269 1721 2414 2414 2441 2448
IDUPA| O 0 0 0 0 0 0 0
IR| 17 11 19 21 11 11 11 11
Domino U A| 166 27 138 145 27 27 27 27
5,7) |PA| 248 597 168 301 597 597 597 597
| DUPA| 325 109 218 0 109 109 109 109
|R| 34 34 34 59 34 34 34 34
Emea U A| 35 35 35 179 35 35 35 35
(16, 200) |PA| 7093 7093 7077 5245 7093 7093 7093 7093
| DUPA| 121 121 134 0 121 121 121 121
IR| 69 69 68 72 65 65 67 67
Firewall 1 U A| 1778 1767 1401 604 619 619 747 747
(26, 21) |PA| 3496 3509 2399 1797 3551 3551 3761 3761
IDUPA| 0O 0 0 0 0 0 0 0
IR| 10 10 13 15 9 9 13 9
Healthcare U A| 73 73 132 111 33 33 73 33
(5,5) |PA| 162 162 92 134 168 168 165 168
| DUPA| 827 827 236 5 572 572 483 572

versity RBAC system, as detailed in Stoller et al. (2007). This template
defined the roles, permissions, role hierarchy, and the role-permission
assignment relationship. The resulting dataset included 493 users and
56 permissions. In Molloy et al. (2009), nine role-mining algorithms
were compared using both synthetic and real-world datasets to highlight
their strengths and weaknesses. The synthetic datasets were generated
from three sources: the Random Data Generator (Vaidya et al., 2006), a
Tree-Based Data Generator proposed by the authors, and an ERBAC Data
Generator based on Kern et al. (2003). For these datasets, the number
of users and permissions was fixed at 500 and 1000, respectively, with
other parameters adjusted to achieve a dataset density of 5% to 10 %.
The same synthetic dataset from Stoller et al. (2007) was also used in
their experiments. The real-world datasets came from researchers at HP
Labs and had been previously used for evaluation in Ene et al. (2008).
A complete survey on role mining can be found in Mitra et al. (2016).
Cardinality constraints, often tied to specific organizational contexts
and security policies, are used to adjust and refine roles and their assign-
ments to better reflect the organization’s access control requirements.
By integrating these constraints directly into the mining process, orga-
nizations can ensure that the generated roles are aligned with policy
goals and practical administrative needs. Role-usage constraints, where
the restriction is on the number of roles that a user can be assigned,
were considered in John et al. (2012), Lu et al. (2013, 2015), Harika
et al. (2015) and Blundo et al. (2020a). Permission-usage constraints,
where the limitation is on the number of permissions included in a role,
have been proposed in Kumar et al. (2010), Blundo and Cimato (2013)
and Blundo et al. (2020a). Permission-distribution constraints limit the
number of roles where a permission can be included and have been pro-
posed in Harika et al. (2015) and Blundo et al. (2020a). Role-distribution
constraints, where there is a limit on the number of users that can be
assigned to any given role, were first introduced in Hingankar and Sural
(2011). The authors proposed three heuristics relying on a graph model-
ing approach, where there is a mapping between the role mining prob-
lem and the biclique cover for a bipartite graph. The same problem has
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been further analyzed in Blundo and Cimato (2023), where a variant of
the problem and novel heuristics have been proposed. To demonstrate
the effectiveness of the proposed heuristics, the aforementioned studies
conducted experiments using either the benchmark datasets from HP
Labs (Ene et al., 2008) or synthetic datasets, mainly generated with the
Random Data Generator (Vaidya et al., 2006).

The application of multiple cardinality constraints has also been ex-
plored in the literature. In Ma et al. (2015), a role mining technique
was proposed to satisfy both role-distribution and role-cardinality con-
straints. Role-usage and permission-distribution constraints were ad-
dressed in Harika et al. (2015) and Li et al. (2015), while role-usage
and permission-usage constraints were examined in Blundo et al. (2017),
Wang et al. (2020), Blundo et al. (2022) and Blundo et al. (2023). The
experiments in these studies were conducted using either the first nine
real-world datasets listed in Table 3 of Section 5 or synthetic datasets
generated as described in Section 5.1.1.

Searching for meaningful roles or providing interpretability to the
selected roles have become an optimization target for different tech-
niques (Xu and Stoller, 2012). In Kang et al. (2023), Kang et al. pro-
vide a formal definition of the interpretable role mining problem in the
presence of data noise in order to have meaningful and understandable
roles for practical applications. The authors also provide an algorithm
which optimizes reconstruction error and role interpretability, analyz-
ing the influence of role number and weighting factor and comparing
it with existing algorithms. In Yang et al. (2025), authors proposes an
Interpretable Role Mining Algorithm Based on Overlapping Clustering
(IRMAOC) that relies on user similarity calculated on the permission
and attribute of the role to evaluate interpretability and define a metric
for the obtained role set. The technique creates a user association graph
based on user-permission matrix and user attribute matrix, and then
uses the LFM (Local Fitness Method) algorithm to generate candidate
roles based on the graph. In Rao et al. (2021), a role recommendation
model (R-RBAC) is presented with the goal of optimizing user-role as-
signments on the basis of user behaviour patterns. The R-RBAC system
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which is based on an Hidden Markov Model, has the task of revoking ob-
solete assignments and of updating dynamically the roles for each user,
examining past or similar behaviour, providing a good approximation to
the optimal solution. Authors provided extended experimentation of the
proposed model considering both an anonymized access sample dataset
provided by Amazon (UC Irvine Machine Learning Repository, 2011)
and synthetically generated data, reporting good results as regards speed
and size of the generated solution.

Some other variants of the basic RMP problem have been identified,
when the original UPA allows for some inexactness, that can be caused
by mistakes or other failures. Vaidya et al. (2007) have proposed the
5-consistent RMP, meaning that any UPA divergent within § from the
original UPA satisfies the definition. In Vaidya et al. (2010b), the Mini-
mal Noise Role Mining Problem (Min-Noise RMP) is introduced, where
noise refers to a permission being recorded as a denial or vice-versa. The
goal is to fix the number of roles that one would like to find and look-
ing for roles that have minimal difference with respect to the original
UPA.

Related problems have also been defined, such as the Optimal Re-
cruitment Problem (ORP), where the goal is to select the minimum num-
ber of new employees from a set of candidates to fill the vacant positions
created by retired employees. The authors provide a formal proof for the
complexity of the problem, showing that the ORP problem is NP-hard,
and propose a greedy heuristic (Roy et al., 2021). In Roy et al. (2021),
extensive experiments were conducted on synthetic datasets randomly
generated for each combination of the ORP parameters. The results of
these experiments successfully demonstrated the effectiveness and effi-
ciency of the proposed solution.

Several real-world case studies have demonstrated the practical ap-
plication and effectiveness of role mining in diverse organizational con-
texts. In Kuhlmann et al. (2003b) the authors presented a new method-
ology for role-engineering named SAM Role Miner. They described a way
to find roles in large enterprises using data mining technology to extract
knowledge contained in existing access rights. This work was done to
support projects migrating to RBAC within the framework of the Secu-
rity Administration Manager (SAM) software product. SAM Role Miner
was evaluated through two large-scale deployments. The first case study
was conducted in one of the top five insurance companies in Germany,
employing approximately 140,000 people, where the tool was used to
extract business roles from extensive access control data. The second
study focused on a mid-sized organization with 10,000 users and about
400 roles, enabling the authors to assess the tool’s adaptability across
different organizational scales. To address the challenges posed by noisy
and inconsistent access control data, Huang et al. (2009) proposed a
noise-preprocessing method. The authors highlighted the importance of
cleaning legacy user-permission data before applying role mining al-
gorithms to improve the quality of the mined roles. To demonstrate
the efficacy of the proposed method, the authors performed case stud-
ies in industrial setting with realistic systems. The method was applied
to four systems within SS Corporation, a global corporation that pro-
vides financial services in IT, whose IT development and support is dis-
tributed worldwide. For confidentiality, the name and description of
the analyzed system were changed a bit. However, access control data
were based on real systems. The largest system had more than 3400
user and over 1020 permissions. Role mining from a visualization per-
spective was explored in Colantonio et al. (2012) where the authors
conducted a case study on a large private company. Their visual role
mining procedure demonstrated how graphical representations could
help analysts identify meaningful role structures more intuitively, sup-
porting both role discovery and refinement. Their methodology comes
from a real case study that has been carried out in a large private
company. To protect company privacy, they did not reveal any details
of the results. These case studies collectively illustrate how role min-
ing has been successfully applied in organizations of varying sizes and
sectors, from large multinational corporations to medium-sized enter-
prises, and how complementary techniques, such as noise preprocess-
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ing and visual analytics, can enhance the effectiveness of role mining in
practice.

7. Conclusions

Role mining is an essential technique for implementing and main-
taining Role-Based Access Control (RBAC) systems in complex organi-
zations. Rather than relying exclusively on manual engineering of roles
from job functions, role mining automates the process by analyzing ex-
isting user-permission assignments to discover roles (i.e., a candidate
role set) (Vaidya et al., 2007; Mitra et al., 2016). Despite its benefits,
practical implementations face several challenges:

e Noisy Data: Flawed or outdated permissions result in the derivation
of incorrect roles (Huang et al., 2009; Kang et al., 2023).

e Role Explosion: Mining too many roles makes the RBAC system diffi-
cult to manage (Colantonio et al., 2012).

e Lack of Semantic Meaning: The automatically generated roles may
not align with an organization’s business functions (Kuhlmann et al.,
2003a; Frank et al., 2008; Molloy et al., 2008).

e Dynamic Environments: Frequent changes in user-permission assign-
ments necessitate continuous re-mining of roles (Nobi et al., 2022;
Tyagi et al., 2024; Nobi et al., 2025; Anderer et al., 2023).

Integrating role mining into existing RBAC management tools en-
hances its practical value. In this setup, mining can be performed of-
fline on current user-permission data to generate candidate roles, which
are then refined and deployed within governance platforms such as Or-
acle IAM (Identity and Access Management), SAP GRC (Governance,
Risk, and Compliance), and IBM SVG (Security Verify Governance). In-
tegration is typically achieved through import/export pipelines, plugins,
admin dashboards, and automated monitoring. Modern identity gover-
nance solutions are already beginning to include these features.

Given the dynamic nature of organizations, role mining can be
run periodically to: Identify deviations, such as excessive direct user-
permission assignments; Propose merging or splitting roles, or revoking
outdated ones to prevent privilege creep. This process requires integra-
tion with the audit logs and access review workflows of RBAC tools
(Anderer et al., 2023); for example, IBM SVG already allows periodic
role discovery and reconciliation with existing policies. From a research
perspective, organizational dynamism remains a key driver of innova-
tion.

This work does not primarily aim to introduce entirely new heuris-
tics for constraint enforcement. Instead, our goal is to evaluate whether
incorporating IDF values into existing heuristics can improve the role
construction process. In fact, in this paper, we introduce a novel role
mining approach leveraging the bag-of-words (BoW) model, a technique
borrowed from text processing. Roles are treated as “documents" and
permissions as “words", enabling the application of text-based metrics
to role mining. Specifically, we employ the IDF value (Inverse Docu-
ment Frequency value) to identify significant permissions and roles for
constructing Role-Based Access Control (RBAC) models. This IDF cri-
terion is integrated into a framework designed to guide heuristics for
selecting users and permissions under: the Permission-Usage Cardinal-
ity Constraint (PUCC) (Kumar et al., 2010; Blundo et al., 2020a), which
limits the maximum number of permissions per role; the Role Usage
and Permission Distribution Constraints (RUPDC) (Harika et al., 2015),
that simultaneously limits the number of roles that can be assigned to
any single user and the number of roles a single permission can ap-
pear in; and the Permission-Role-Usage Cardinality Constraints Problem
(PRUCC) (Blundo et al., 2022), that restricts both the number of roles
that can be assigned to any single user and the number of permissions
that can be assigned to each role.

In the PUCC scenario, we propose several variants derived from a
common base procedure that leverage IDF-based information. These
variants differ in two key dimensions: the strategy for user selection, ei-
ther based on the number of uncovered permissions or on the aggregate
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IDF value of uncovered permissions, and the strategy for role formation,
where permissions are chosen according to one of three policies (first
encountered, randomly sampled, or those with the lowest IDF values),
subject to the PUCC constraint. The proposed technique is evaluated on
eleven benchmark datasets, with results compared against state-of-the-
art heuristics such as PUCC_R, PUCC_C, and CRM (see, Blundo et al.,
2020a and Kumar et al., 2010). The comparison focuses on metrics like
the number of roles, user-to-role assignments, role-to-permission assign-
ments, and the Weighted Structural Complexity (WSC). The scalability
of our twelve variants was assessed using datasets generated by a syn-
thetic data generator proposed in Vaidya et al. (2006).

Experimental results on the Americas large dataset demonstrate that
the IDF-based approach can yield a lower minimum number of roles
compared to other heuristics in certain scenarios. The effectiveness of
user and permission selection strategies (length-based vs. IDF-based)
varies based on the PUCC’s maximum permission limit. The findings
suggest that the IDF value provides a distinct exploration of the solu-
tion space, which could lead to improved or alternative solutions for
constrained role mining problems. For the ERUPDC scenario, we ex-
tended the four heuristic variants introduced in Harika et al. (2015) by
incorporating IDF-based strategies, resulting in four additional variants.
Experimental results demonstrate that, under several combinations of
constraints on the number of roles per user and the number of role per-
missions can appear in, these IDF-enhanced variants consistently out-
perform the original ones proposed in Harika et al. (2015).

For the PRUCC scenario, the improvements are less pronounced than
those observed in the ERUPDC setting. Nevertheless, the experiments
show that, for certain combinations of constraints on the number of
roles per user and the number of permissions per role, our proposed
variants perform on par with, or better than, those reported in Blundo
et al. (2022).

In conclusion, role mining can be conceptualized as a support mod-
ule within RBAC management frameworks: not only for initial role dis-
covery, but also for refinement and long-term adaptability. Research
directions include developing meta-heuristics for selecting role-mining
strategies based on system characteristics, leveraging machine learning
for semantic alignment of roles, and embedding mining algorithms into
continuous governance pipelines. Recent advances suggest that mod-
ern identity governance solutions are progressively incorporating these
features, but open challenges remain in scalability, adaptability, and ex-
plainability.
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