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Abstract

We propose a discrete-modulation continuous-variable quantum key distribution protocol
based on coherent-state quadrature amplitude modulation combined with probabilistic
amplitude shaping. Designed to overcome the practical limitations of Gaussian modulation
schemes, the proposed protocol employs finite-energy shaped constellations and enables
efficient implementation using standard telecom components while retaining compati-
bility with homodyne detection and reverse reconciliation. Assuming a linear quantum
channel model, characterized by a linear input–output relation between quadratures, and
considering collective attacks in the asymptotic regime, we evaluate the secret key rate,
achievable transmission distance, optimal launch power, and excess noise tolerance for
different constellation sizes, comparing the results with those of the benchmark GG02 pro-
tocol. Our results show that probabilistic shaping significantly enhances the performance
of discrete-modulation schemes, allowing high-order constellations to closely approach
the performance of GG02 in terms of secret key rate, transmission distance, optimal launch
power, and excess noise tolerance while preserving practical implementability. By leverag-
ing mature coherent optical communication technologies, the proposed approach provides
a realistic pathway toward experimentally feasible high-rate continuous-variable quantum
key distribution systems.

Keywords: continuous-variable quantum key distribution; unconditional security;
quadrature amplitude modulation; probabilistic amplitude shaping; linear quantum
channel

1. Introduction
Quantum key distribution (QKD) is the most prominent application of quantum

cryptography and ensures the generation of a one-time pad secure key between two
authenticated remote parties, Alice and Bob, despite the presence of a powerful adversary,
Eve [1]. The importance of QKD over classical cryptography lies in its ability to offer
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unconditional security, where no assumptions are made about the power of the adversary
and whose strength is based only on the laws of quantum mechanics [2].

QKD protocols come in the equivalent entanglement-based (EB) or prepare-and-
measure (PM) versions: in both cases a quantum channel along which the exchange of
optical signals occurs and an authenticated classical channel for the reconciliation stage
are required. Eve has the power to tamper the communication over the quantum channel
and to only listen to the conversation over the classical one [3]. In particular, the latter
needs to be authenticated so that the legitimate parties are sure they are actually talking
to each other; this can be achieved by means of information-theoretically secure classical
algorithms, so that the overall security of the protocol is not reduced [4]. The classical
channel is considered error-free, so that all communication errors found during the post-
processing stage are uniquely attributed to Eve’s interference along the quantum channel.
By exploiting quantum features such as non-orthogonality or entanglement, in fact, the
exchanged quantum states cannot be discriminated without disturbing the system, nor
can they be perfectly copied as a consequence of the no-cloning theorem [5,6]. In this way,
Alice and Bob are not only able to detect the presence of an attacker, but are even able to
estimate the amount of information an eavesdropper has acquired about the key, so that,
whenever Eve’s interference exceeds a certain threshold, the protocol can be aborted. Since
only the key is transmitted during the entire process, no information leakage occurs in this
circumstance [7,8].

Due to its low interaction with matter and its longer decoherence time, light is the
most common and practical choice to transmit information in QKD realm. The distinction
of two families of QKD protocols, i.e., discrete-variable (DV-QKD) and continuous-variable
(CV-QKD) ones, reflects the possibility to encode information about the key into different
degrees of freedom of light: the polarization (or time bin) of single photons (or weak
coherent states) in the former case and the orthogonal quadratures of an optical field in the
latter. Subsequently to the signal exchange, Alice and Bob get a raw key that they refine
after several post-processing steps, during which they exchange classical side information
to eventually agree on a secure common key [9].

Different aspects concur to assess the performance of a generic QKD protocol, i.e.,
the achievable distances, the rate at which the secure key is generated, the feasibility of
its realization—including the costs of the employed devices—and the security level it pro-
vides [10]. Among the two classes mentioned above, CV-QKD protocols have shown rapid
growth nowadays [11], primarily because they are able to circumvent the technological
challenges of single-photon sources and detectors required for DV-QKD [12]. Specifically,
CV-QKD protocols are well-suited for use with fiber-optic systems (showing high per-
formance in metropolitan areas) and exploit coherent detection, namely homodyne or
heterodyne (also referred to as phase diversity or double homodyne) detection, which
offers the advantages of higher detection efficiency, higher secret key rate (SKR) at short
distances, low implementation costs, and greater compatibility with state-of-the-art telecom
equipment (they are easily integrable with photonic chips). Moreover, techniques such as
wavelength division multiplexing can be implemented at room temperature using standard
hardware [13–16].

The most well-known protocol in this category, currently used as a benchmark in
CV-QKD, is GG02, introduced by Grosshans and Grangier in 2002 [17], which involves
exploiting coherent states with random amplitude drawn from a Gaussian distribution
that are sent through a noisy untrusted channel. The choice of Gaussian modulation (GM)
is suggested as it achieves the Shannon capacity of a Gaussian channel between Alice
and Bob, in the presence of coherent detection at the receiver [5,18]. Although the use of
GM simplifies security proofs [1,13,19] it entails several practical difficulties: handling a
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continuous modulation requires an infinite resolution of the digital-to-analog converter
(DAC) at the transmitter and of the analog-to-digital converter (ADC) at the receiver, in
addition to the requirement of an infinite extinction ratio of the modulator and an extreme
computational burden for the random number source on the transmitter side. Furthermore,
signal modulation with infinite peak power is theoretically required to generate a Gaussian
distribution, which indeed has infinite support in phase space [12,20,21]. Then, the resulting
lack of an efficient error-correction procedure at both high and low signal-to-noise ratio
(SNR) limits the range and feasibility of this protocol [16].

A practical alternative to GM is offered by discrete-modulation formats, which are
commonly used in digital communications and can be implemented using simple mod-
ulation schemes and readily available optical components [22]. An interesting choice is
quadrature amplitude modulation (QAM), whose constellation points in phase space are
arranged on a square lattice with finite support. This structure enables practical imple-
mentation using a finite-power laser and a nested Mach–Zehnder modulator [23]. QAM
is widely employed in optical communications, as it offers high spectral efficiency with
reasonable implementation complexity [24]. Its performance can be further enhanced by
combining it with probabilistic amplitude shaping (PAS), where transmitted symbols are
selected from the constellation with probabilities that depend on their energy, with the
goal of maximizing the bit rate for a given mean energy per symbol [25]. Key advantages
of PAS-QAM include its fine rate granularity and its ability to operate near Shannon ca-
pacity over the additive white Gaussian noise (AWGN) channel across a wide range of
SNRs, using only standard binary error-correction codes and bit-wise soft decoders within
a pragmatic bit-interleaved coded modulation (BICM) framework [26]. Owing to these
properties and its simplicity, PAS-QAM has become a widely adopted modulation scheme
for high-capacity fiber-optic communication systems [27–29].

Incorporating the advantages of PAS-QAM into a practical CV-QKD setup would
represent a significant step toward the large-scale development of QKD systems based on
mature technologies already deployed in current optical networks [30,31]. For instance, the
feasibility of using binary codes and bit-wise soft decoders to implement an efficient reverse
reconciliation protocol for CV-QKD with QAM modulation was recently demonstrated
in [32]. However, such a change in the protocol should be supported by an accurate
security analysis. In general, the security is closely linked to implementation-related
vulnerabilities arising from deviations between theoretical models and practical realizations,
which may open security loopholes for an adversary [33], leading to attacks such as
wavelength attacks [34] and quantum hacking of homodyne detection [35]. Another
fundamental challenge in establishing the security of CV-QKD protocols stems from the
infinite-dimensional nature of the underlying Hilbert space, which prevents a complete
state tomography; as a result, an exact characterization of the quantum state shared by
Alice and Bob is not possible [1]. In fact, even though the individual pulses are Gaussian
states, the average quantum state is non-Gaussian, so that the covariance matrix estimation
performed during the channel evaluation stage is not sufficient to fully characterize it.
However, in 2006 Navascues et al. [36] derived a lower bound on the SKR obtained by
considering the Gaussian state associated with the same covariance matrix of the actual
non-Gaussian state shared by Alice and Bob, providing a well-suited security framework
for very large QAM constellations. Tighter bounds, also required for the investigation of a
more realistic scenario of non-asymptotic key length exchange, can be found using convex
optimization problems and, more precisely, semidefinite programming (SDP); however,
these methods are numerically intensive and unsuitable for large-constellation-size cases
[37,38]. Recently, Denys et al. [39] addressed this problem and introduced an explicit
numerical bound for the asymptotic secret key rate computation of a coherent-state CV-
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QKD protocol over an arbitrary quantum channel: their approach exploits a combination
of Gaussian optimality arguments and semidefinite programming, and their results yield
an explicit bound that is tight for QAM constellations with 64 or more symbols.

In this work, we propose a QAM-based CV-QKD protocol implemented over a linear
quantum channel that competently models transmission through common optical fibers,
and study the achievable rates, achievable distances and maximum tolerable noise in the
case of collective attacks, reverse reconciliation schemes, infinite key sizes, and homodyne
detection, and in the distance range 0.5–300 km. Within the established asymptotic security
framework based on collective attacks and Gaussian optimality arguments, we apply
probabilistic amplitude shaping (PAS-) to QAM-based CV-QKD systems and optimize the
shaping parameter for different constellation sizes, comparing the resulting performance
with that of uniform (U-) QAM and the GG02 benchmark protocol. We then compare the
SKR obtained under this scheme with the wiretap channel model outlined in [40], where
Eve is assumed to implement a beam-splitting attack, and highlight the advantages, in
terms of performance, adduced by the use of the PAS technique in a CV-QKD protocol with
QAM modulation and coherent states.

2. Materials and Methods
2.1. Proposed Protocol

With reference to Figure 1, we now describe the PM version of our discrete-modulated
(DM) protocol and consider the asymptotic limit at which an infinite number of symbols
is transmitted.

Figure 1. Prepare-and-measure version (top) and entanglement-based version (bottom) of our
discrete-modulated protocol.

Alice (A) encodes a pair of classical variables (xA, yA) in a set of displaced single-mode
coherent states |xA + iyA⟩, where xA, yA ∈ R are generated according to a discrete-valued
probability distribution. Then, Alice sends these states to Bob (B) through a quantum
channel under control of Eve (E). On the receiver side, Bob performs quantum homodyne
detection, measuring at random one of the two orthogonal quadratures q or p, which
satisfy the commutation relation [q, p] = 2iσ2

0 , where σ2
0 is the shot-noise variance; here

we adopt shot-noise units (SNUs), that is, we set σ2
0 = 1. The information about the

measured quadrature is subsequently revealed during the classical post-processing stage.
This sifting step only identifies which quadrature was measured for each transmitted
coherent state and does not involve discarding any homodyne outcomes. Due to the
symmetry of the constellation, the statistics associated with the q and p quadratures are
equivalent. Therefore, without loss of generality, we restrict the security analysis and
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SKR evaluation to the case where Bob measures the quadrature q. In the following, Bob’s
measurement is described by the projector ΠB

x = |x⟩⟨x|, which is a Gaussian measurement
experimentally implemented through homodyne detection.

In this work, we are interested in the transmission of signals via a fiber-optic link;
this medium is characterized by the transmittance parameter T, which reflects the amount
of losses caused by random scattering of the light passing through it and which depends
exponentially on the length d of the communication link according to T = 10−ηd/10, where
η = 0.2 dB/km is the attenuation coefficient at the optical wavelength of 1550 nm [3].
Beyond losses, the noise also affects the reliability of communication, and its impact is
quantified by the excess noise parameter ξ. In our analysis, we assume that the quantum
signal transmission and detection may be affected by the presence of noise, and that the
quantum channel is linear. A linear quantum channel represents a class of channels that
also includes the category of Gaussian channels [1,5]. In fact, this channel is characterized
by the input–output relations for the quadrature operators in the Heisenberg picture [11]:

qB =
√

T qA′ + qb and pB =
√

T pA′ + pb, (1)

where qb and pb represent the quadrature operators of some additional noise modes,
assumed to be uncorrelated with the input quadratures qA′ and pA′ (the input signal) and
characterized by the first two order moments⟨qb⟩ = ⟨pb⟩ = 0 ,

⟨q2
b⟩ = ⟨p2

b⟩ = 1 − T + ξT .
(2)

After the signal exchange, Alice and Bob perform a post-processing stage in which
they share some side information through a classical authenticated channel to agree on
a secret common key. Specifically, they first perform a parameter estimation operation,
where they estimate both the experimental parameters T and ξ describing the channel and
the amount of information Eve may have acquired so far; then, a reconciliation step for
error correction—which can be either direct (DR) or reverse (RR), depending on whether
the information on the key bits is shared by Alice or Bob respectively—and, finally, a
privacy amplification process where they extract from the raw key a shorter secret key,
eliminating any possible information gained by the eavesdropper [9,10]. Here we adopt a
RR scheme, which is more advantageous, since it overcomes the 3 dB limit problem of the
DR scheme [4,10,13].

Finally, to ensure a higher level of security to our protocol, we consider the untrusted-
device scenario—where Eve has access to both the channel and Bob’s apparatus—and the
case of collective attacks, which are the most powerful in the asymptotic limit of an infinitely
long key. In the collective attack picture, Eve performs an independent and identically
distributed (i.i.d.) attack on all signals by making these interact with a set of separable
ancilla states, stores each of these ancillae in a quantum memory and jointly measures
them at the end of post-processing. In this way, Eve can take advantage of both signal
transmissions and the public information Alice and Bob have shared along the classical
channel during post-processing.

2.2. Alice’s Modulation

During the modulation stage, Alice generates pairs of quadrature values (xA, yA)

representing the coordinates of a uniform square M-ary QAM constellation in classical
phase space. Each quadrature component is selected from the one-dimensional alphabet
Λ = {n∆ | n = −(N − 1)/2, . . . , (N − 1)/2} that contains N = 2k points, with k ∈ N
and ∆ ∈ R, the latter being called the scaling factor or the symbol spacing. The two-
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dimensional QAM constellation is then defined as A = Λ × Λ and therefore contains
M = N2 constellation points. Thereafter, Alice maps the M = N2 constellation points of
A in quantum phase space [41] by encoding each couple (xA, yA) into the corresponding
coherent state |xA + iyA⟩. In particular, the distance between neighbouring points in the
classical phase space is equal to ∆; in turn, as a consequence of the expectation values of
the quadrature operators over a generic coherent state |α⟩ [13]

⟨q⟩α = 2σ0Re(α) and ⟨p⟩α = 2σ0 Im(α), (3)

we find that, in quantum phase space, the QAM symbols are still arranged in a square
lattice, but they appear centered at (2σ0xA , 2σ0yA) and spaced by 2σ0∆ (see Figure 2).

Figure 2. 16QAM constellation in (a) classical and (b) quantum phase space; the symbols are spaced
by ∆ and centered at (xA, yA) in the former case, and spaced by 2∆ and placed in (2σ0xA, 2σ0yA) in
the latter.

The value of ∆ is related to the average energy of the constellation, here expressed in
terms of the average number of photons

n̄ = ∑
z∈A

pA(z) ||z||2, (4)

where pA(z) is the input mass probability governing the extraction of the quadrature
component z = (xA, yA) ∈ A. One trivial choice for pA(z) is the uniform distribution;
further, compared to other modulation formats that still require coherent detection such
as phase shift keying (PSK), QAM-based systems can be enriched by the use of the PAS
technique. The combination of QAM and PAS offers a way to improve the bit rate of
the communication with fixed launch power. In particular, using the maximum entropy
principle [42] or variational calculus [43] one can find that Maxwell–Boltzmann (MB)
distribution is the one that maximizes the Shannon entropy for a fixed average energy of
a discrete constellation (and hence for a certain power usage), being able to provide the
ultimate shaping gain of 1.53 dB [44]. The MB distribution can be written as

Mβ(z) =
e−β ||z||2

∑z e−β ||z||2 , (5)
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where β is a shaping parameter: when β → 0 we get a uniform distribution, while for
β ≫ 1, a general M-QAM reduces to a QPSK format, since the extraction of the outer points
of the constellation is ruled out [25].

In this work we compare the performance of our protocol considering both uniform
and non-uniform signaling (that is, PAS using the MB distribution) of quantum states. In
the uniform case, i.e., pA(z) = 1/M, the constellation is characterized by a single parameter,
the spacing ∆ between the symbols, which is completely specified by the choice of the
average number of photons n̄: given the latter, ∆ can be easily found by inverting (4).
Instead, when the a priori probabilities follow the MB distribution (5), the modulation is
characterized by two parameters, the spacing ∆ and the shaping parameter β. These two
degrees of freedom are constrained by the desired average number of photons n̄: for any
fixed β, the corresponding value of ∆ can be obtained via (4). The optimal value of β is
then determined by maximizing the SKR (see next Section 2.3), according to the numerical
procedure described in [26].

2.3. Secret Key Rate Calculation

The asymptotic SKR is a fundamental metric to assess the performance and security of
a CV-QKD protocol. Although the assumption of an infinitely long signal exchange is not
realistic, it provides an upper bound on the achievable SKR and simplifies the theoretical
security analysis [21].

For collective attacks with the RR scheme, the SKR is bounded from below by the
Devetak–Winter formula [9]

SKR ≥ ζ IAB − χBE, (6)

where IAB is the mutual information shared by Alice and Bob, χBE is the Holevo information
(HI) between Bob and Eve, and ζ ∈ [0, 1] is the reconciliation efficiency. In particular, this
parameter takes into account an imperfect error correction performed by Alice and Bob
and then limits the classical amount of information that they can extract. In this regard,
modern information reconciliation techniques for CV-QKD, including multilevel coding
with multistage decoding [45] and multidimensional (MD) reconciliation based on multi-
edge LDPC codes [46], can achieve reconciliation efficiencies close to unity. Recent reviews
of CV-QKD systems confirm that reconciliation efficiencies around 95% are routinely
considered achievable with state-of-the-art error-correction schemes [11,33]. Therefore,
throughout this work, we adopt the realistic value ζ = 0.95. On the other hand, the
HI term is not affected by ζ since Eve’s power is assumed not to be limited by current
technology [16].

2.3.1. Mutual Information

The mutual information IAB measures the average information content exchanged
between Alice and Bob [2]. In order to compute this term, we consider the PM scheme
described in Section 2.1. For each use of the channel, Alice prepares the coherent state
|xA + iyA⟩ and sends it through the quantum channel; at the output, according to our
convention, Bob measures the quadrature q and obtains the outcome xB. Given the linearity
of the channel, equivalent to an AWGN picture, the random variables are described by the
general input–output relation xB = 2σ0

√
TxA + n, where the noise n is normally distributed

N (0, σ2
ξ ); in our case, xA, n and hence xB are real numbers. For a generic M-ary modulation

alphabet, the mutual information can then be expressed as [47]

IAB = ∑
xA

∫
dxB pA(xA)pB|A(xB|xA) log2

pB|A(xB|xA)

∑x′A
pA(x′A)pB|A(xB|x′A)

, (7)
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where pA(xA) is the a priori probability of the classical symbol xA and pB|A(xB|xA) is the
transition probability relating the input and the output of the AWGN channel

pB|A(xB|xA) =
1√

2πσ2
ξ

exp

(
− (xB − 2σ0

√
TxA)

2

2σ2
ξ

)
, (8)

where the value of the variance σ2
ξ = σ2

0 (1 + Tξ) in (8) quantifies the impact of noise on the
signal received at the channel output.

2.3.2. Holevo Information

The Holevo information term χBE quantifies the maximum amount of information
about Bob’s measurement outcomes that Eve can obtain in the reverse reconciliation
scenario [11]. An accurate determination of this quantity is essential for the security
analysis of our CV-QKD protocol.

To facilitate the analysis, we exploit the equivalence between the PM and EB descrip-
tions of QKD protocols [13], and focus on the latter, which offers a more tractable theoretical
framework. If in the PM scheme Alice prepares the coherent states {|αk⟩, pA(αk)}, where
k = (xA, yA) ∈ A and A represents the alphabet of our QAM constellation, with the latter
described by the density operator ρ = ∑k pA(αk)|αk⟩⟨αk|, in the EB scheme Alice actually
produces a set of a bipartite entangled states |Φ⟩⟩AA′ in the two modes A and A′ [38,48]

|Φ⟩⟩AA′ = ∑
k∈A

√
pA(αk) |φk⟩A|αk⟩A′ , (9)

where {|φk⟩A}k∈A forms an orthonormal basis in mode A on which Alice, in order to
determine which state to send to Bob, performs a local measurement described by POVM
{ΠA

k = |φk⟩A⟨φk|}k∈A. This causes the state |αk⟩A′ on the other mode A′ to be projected
onto a coherent state with the corresponding probability pA(αk).

Thereafter, she sends the state |αk⟩A′ to Bob over the quantum channel, the latter
described by a completely positive (CP) quantum map NA′→B; the bipartite state ρAB

shared by Alice and Bob is then

ρAB = (IA ⊗NA′→B)[ |Φ⟩⟩AA′⟨⟨Φ| ], (10)

where IA is the identity channel acting on the states collected at Alice’s side and (IA ⊗
NA′→B) is a completely positive trace-preserving (CPTP) map. The conditional state Bob
receives after Alice’s projective measurement is

ρB|αk
=

1
pA(αk)

TrA

[
ρAB (ΠA

k ⊗ IB)
]
. (11)

If Alice has sent the state |αk⟩ = |xA + iyA⟩, for Bob performing a homodyne detection and
measuring the quadrature q with POVM ΠB

x = |x⟩⟨x|, the conditional distribution of Bob’s
measurement outcome xB is given by

pB|A(xB|xA) = TrA

[
ρAB |φk⟩⟨φk|A ⊗ ΠB

x

]
, (12)

and the corresponding marginal distribution of Bob’s outcome is

pB(xB) = ∑
m

pB|A(xB|xA)pA(xA). (13)
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Unfortunately, these available statistics—namely, pA(xA), pB|A(xB|xA), and
pB(xB)—are not sufficient for the proper parties to uniquely characterize the underly-
ing untrusted quantum channel, and this lack of complete information plays in favor of
Eve. In fact, the eavesdropper can exploit the non-uniqueness of the noisy maps N that
yield the same input–output statistics by selecting and implementing the unitary dilation of
the quantum channel that maximizes her accessible information while remaining consistent
with the statistics observed by Alice and Bob, and hence without being noticed. For the
purpose of unconditional security, we consider Eve to perform a purification attack; then,
the Devetak–Winter formula can be re-written as [37]

SKR = ζ IAB − sup
UA′→BE∈S

χBE, (14)

where the supremum is taken over all isometric quantum channels controlled by Eve and
belonging to the set S compatible with the channel statistics obtained by Alice and Bob
during the parameter estimation phase of the PM version of the protocol. In the case of
the purification attack here considered, Eve holds a tripartite isolated system ABE that is
described by the pure state |ψ⟩ABE and of which she controls the unitary dilation additional
modes of the noisy CP map N . The density matrices ρAB and ρE can be found from |ψ⟩ABE

by tracing the modes E and AB, respectively.
Now, the HI term corresponds to [9]

χBE = S(E)− S(E|B), (15)

where S(E) is the von Neumann entropy of Eve’s state ρE accessible to Eve for collective
measurements, and S(E|B) is the von Neumann entropy conditional to the same state after
Bob’s measurement (a homodyne projection in our case). However, in a purification attack
scenario the state ρAB provides the same entropic calculations of ρE, i.e., S(E) = S(AB)
and S(E|B) = S(A|B), so that

χBE = S(E)− S(E|B) = S(AB)− S(A|B). (16)

This implies that χBE can be directly computed from the bipartite state ρAB shared between
Alice and Bob [1,9,13].

Given this consideration, we provide the security analysis by invoking the “optimality
of Gaussian attacks” theorem [36,49,50], which bounds the HI in (16) as χBE < χ

(G)
BE , where

χ
(G)
BE is the HI associated with the Gaussian state ρ

(G)
AB with the same covariance matrix ΓAB

of ρAB. Up to local operations, ΓAB is expressed as

ΓAB =

(
VI2 Zσz

Zσz WI2

)
=

(
γA γC

γC γB

)
, (17)

where I2 = diag(1, 1) is the identity matrix and σz = diag(1,−1) the Pauli matrix, V is the
variance at Alice’s side (of mode A) and W the one at Bob’s side, and Z is the correlation
term. At this point, the von Neumann entropy of the joint state ρ

(G)
AB can be obtained

as [37,41]

S(ρAB) = g
(

d1 − 1
2

)
+ g
(

d2 − 1
2

)
, (18)

where d1,2 are the symplectic eigenvalues of ΓAB satisfying the constraint d1,2 ≥ 1, namely

d1,2 =

√
(∆ ±

√
∆2 − 4I4)/2, (19)
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and
g(x) = (x + 1) log2(x + 1)− x log2 x, (20)

while ∆ = I1 + I2 + 2I3, and

I1 = det(γA), I2 = det(γB),

I3 = det(γC), I4 = det(ΓAB).
(21)

The conditional entropy S(ρ(G)
A|B), instead, can be computed as S(ρ(G)

A|B) = g(d3) [48]
with

d3 = det(γA − γC(γB + γM)−1γT
C), (22)

and γM is the 2 × 2 covariance matrix associated with homodyne detection [51]:

γM = lim
λ→0

(
λ 0
0 1

λ

)
. (23)

In practical implementations of CV-QKD, while Alice’s variance V = 1 + 2n̄ is known
by the modulation stage, Bob’s variance W is determined via measurements (the transmit-
tance and excess noise values are accessible after the parameter estimation stage), so the
only unknown is the cross term Z, which needs nonlocal bipartite measurements to be
directly evaluated [11].

In this regard, the hypothesis of a linear quantum channel solves the problem and
provides an exact evaluation of Z and then of the covariance matrix under a purification
attack. The linearity of the channel ensures that the covariance matrix ΓAB of the state
shared by Alice and Bob can be expressed as a function of the covariance matrix ΓAA′ of
the bipartite state |Φ⟩⟩AA′ generated by Alice, which reads

ΓAA′ =

(
VI2 ZAA′ σz

ZAA′ σz VI2

)
, (24)

in which
ZAA′ =

1
2 AA′⟨⟨Φ|(qAqA′ − pA pA′)|Φ⟩⟩AA′ . (25)

In order to find Z, we use the Schmidt decomposition of the bipartite entangled state
|Φ⟩⟩AA′ [39]:

|Φ⟩⟩AA′ =
(
(ρ∗A)

1/2 ⊗ I
)
|EPR⟩⟩AA′ , (26)

with |EPR⟩⟩ = ∑∞
n=0|nA⟩|nA′⟩, the two-mode squeezed vacuum state with infinite squeez-

ing and {|n⟩A}∞
n=0, {|n⟩A′}∞

n=0, the Fock basis for the modes A and A′. Straightforward
calculations lead to

ZAA′ = ∑
mn

〈
mm

∣∣∣[ρ1/2
A ⊗ I2](aAaA′)[(ρ∗A)

1/2 ⊗ I2]
∣∣∣nn
〉
+ h.c.

= ∑
mn

〈
m
∣∣∣ρ1/2

A aA(ρ
∗
A)

1/2
∣∣∣n〉⟨m|aA′ |n⟩+ h.c., (27)

where ⟨m|aA′ |n⟩ =
√

n δm,n−1 so that

ZAA′ =
√

n ∑
n

〈
n − 1

∣∣∣ ρ1/2
A aA(ρ

∗
A)

1/2
∣∣∣n〉+ h.c.

=
〈

n
∣∣∣a†

A ρ1/2
A aA (ρ∗A)

1/2
∣∣∣n〉+ h.c., (28)
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and
ZAA′ = 2 Tr[ρ1/2

A a ρ1/2
A a†]. (29)

Eventually, the covariance matrix reads [39]

ΓAB =

(
VI2

√
T ZAA′σz√

T ZAA′σz TVBI2

)
, (30)

where
VB = V + χ , χ =

1 − T
T

+ ξ. (31)

3. Results and Discussion
The performance of the proposed CV-QKD protocol, which employs QAM modulation

combined with PAS, is evaluated by comparing it against two baselines: (i) QAM with
uniform distribution, and (ii) the benchmark GG02 protocol, which uses GM. Specifically,
we will analyze and compare the maximum achievable SKRs, the maximum transmission
distances, and the maximum tolerable excess noise across these schemes. Moreover, for
the same protocols, we will investigate the optimal launch power and the power range
over which a positive SKR can be achieved, both expressed in terms of photons per symbol
on Alice’s side. It should be emphasized that, as already pointed out in Section 2.1,
each channel use corresponds to the transmission of a single coherent state and yields
one homodyne outcome, independently of the randomly selected quadrature. Hence, in
contrast to standard DV-QKD protocols such as BB84, where basis mismatch leads to sifting
losses, every channel use contributes one usable measurement result for key generation.
Accordingly, the SKR and all derived figures of merit are expressed in bits per channel use,
equivalently interpreted as bits per transmitted coherent state or per homodyne outcome,
and no factor 1/2 associated with quadrature selection is required. We also note that the
security analysis is carried out within an asymptotic collective-attack framework.

3.1. Maximum Achievable SKR

Figure 3. (a) SKR for GG02 and for 4QAM, 16QAM, 64QAM with uniform and non-uniform input
signaling in terms of the number of photons on Alice’s side at 100 km in the case of collective attacks,
homodyne detection, reverse reconciliation and no excess noise; (b) corresponding values of R in the
range 0.5–300 km.

We begin by addressing the noiseless scenario (ξ = 0). Figure 3 (left) shows the SKR
as a function of the average number of photons n̄ at Alice’s side for GG02 and for 4, 16 and
64QAM with uniform (U) distribution or PAS, at a fixed distance of 100 km. As expected,
different constellations yield different SKR performance. Firstly, 4QAM, equivalent to
QPSK, achieves the lowest SKR peak at a very low n̄, after which the SKR quickly decays
to zero. The SKR peak and the support of the SKR curve in the photon number domain
can be increased by increasing the cardinality of the constellation. However, with uniform
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signaling the improvement is quite limited, with little gain achieved by U-64QAM over
U-16QAM, and a large gap with respect to the SKR peak achievable by GG02; on the other
hand, PAS provides a significant performance improvement and allows us to better exploit
alphabets with higher cardinality. PAS-16QAM largely outperforms both U-16QAM and
U-64QAM, and PAS-64QAM provides a further improvement, closing the gap with GG02.

It is particularly interesting to explore how the maximum SKR varies with the trans-
mission distance and verify if the relative behavior of the various protocols changes. For
each distance, we define SKRmax as the peak of the SKR curve over the launch power, and
introduce the dimensionless parameter R:

R =
SKRmax

SKRGM
max

(32)

defined as the ratio between the SKRmax value obtained for a given protocol, and that
obtained for the GG02 protocol. This provides a measure of efficiency of a given protocol
compared to GG02.

This efficiency parameter is reported in Figure 3 on the right. Compared to uniform
signaling, PAS significantly improves the efficiency of the protocol and mitigates the
decay of R at long distances, where channel loss dominates. The improvement is more
pronounced for QAM constellations with higher cardinality due to the larger flexibility
in shaping the input distribution. For example, PAS-64QAM reaches 95% of the GG02
performance beyond 40 km, while PAS-16QAM is already sufficient to reach almost 70% at
the same distance, outperforming both U-16QAM and U-64QAM, whose efficiency never
exceeds 50%. In summary, PAS not only improves the SKR of QAM-based protocols, but
also allows high-cardinality constellations like 64QAM to closely approach the performance
of GG02, making practical protocols based on discrete modulations more competitive in
terms of maximum achievable SKR.

We now turn our attention to the role of excess noise, which—along with losses—
affects performance in realistic scenarios. We fix the cardinality of the constellation (64QAM)
and study the evolution of SKRmax with distance for increasing excess noise levels ξ ∈
{0.01, 0.03, 0.05} (in SNU). In experimentally reported fiber-based CV-QKD systems [52–54],
excess noise values typically range from a few 10−3 SNU to a few 10−2 SNU, depending on
the system architecture, transmission conditions, and hardware implementation [33]. The
values considered in this work are representative of realistic operating scenarios, ranging
from well-optimized and carefully calibrated setups to more challenging conditions in
which excess noise may be increased by phase fluctuations, modulation imperfections,
detector non-idealities, Raman scattering from co-propagating classical channels, and other
implementation-dependent noise sources [13,55].

As shown in Figure 4 (left), the SKRmax decays more rapidly with distance as ξ in-
creases, dropping to zero at progressively shorter distances. However, PAS still provides an
effective solution, significantly slowing down the decay rate and extending the maximum
distance compared to uniform signaling.

This resilience is also reflected in the behavior of the relative efficiency R, shown in
Figure 4 (right). At short distances, R is constrained by the constellation cardinality M,
which limits the entropy of the source to log2 M. Interestingly, in this regime, an increase in
the excess noise level ξ reduces the gap between discrete modulations and GG02. This is
reflected by the moderate increase in R with ξ for uniform signaling, and a slightly more
pronounced increase for PAS.
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Figure 4. (a) Maxima of SKR for the 64QAM with uniform and non-uniform input signaling in the
range 0.5–300 km for different excess noise values ξ. GG02 curves are shown as dotted lines and
are hardly distinguishable, as they are almost completely superimposed on the corresponding PAS
curves. (b) Corresponding values of R in the same range of distances and excess noise values; the
dotted lines show the maximum achievable distances of GG02 for ξ = 0.03 (magenta) and ξ = 0.05
(light blue).

In general, PAS provides a substantial gain over uniform signaling at all noise levels.
While shaped signaling cannot fully bridge the gap with GG02 at short distances—due
to the aforementioned entropy limitation—it performs increasingly well in the medium-
distance regime, where R approaches 1. In this regime, excess noise generally reduces
the efficiency of discrete modulations relative to GG02. However, the advantage of PAS
over uniform signaling becomes increasingly pronounced as the excess noise level rises,
with the efficiency parameter R remaining close to 1 across a broad range of distances and
noise levels. In fact, PAS-64QAM achieves almost the same distance limit as GG02, with its
efficiency relative to GG02 only beginning to decline a few kilometers before that limit.

3.2. Launch Power

A key design parameter in QKD systems is the launch power—typically expressed as
the average number of photons per symbol n̄ on Alice’s side—which must be optimized to
ensure secure operation at a given distance and noise level. Figure 5 reports, as a function
of distance, the optimal launch power n̄max (solid lines) that maximizes the SKR, along with
the operating power range (shaded areas), defined by the minimum and maximum n̄ values
(dotted lines) for which the SKR remains positive. The left and right panels correspond to
16QAM and 64QAM formats, respectively, with the GG02 reference shown in all plots. The
top, middle, and bottom panels represent different levels of excess noise. For each distance,
the corresponding power value on Bob’s side is equal to T(n̄ + ξ/2).

The GG02 protocol starts, at short distances (where channel losses are negligible), with
a high optimal launch power (exceeding 100 photons per symbol) and a wide operating
power range. As the distance increases, the optimal launch power initially decreases rapidly
and then stabilizes at an almost constant value. At the same time, the power operating
range gradually narrows around the optimal power, and eventually collapses when the
protocol reaches its maximum transmission distance, which depends on the excess noise
level. Discrete modulations exhibit a qualitatively similar trend, but with some relevant
differences. First, the optimal launch power starts from much lower values at zero distance
due to the entropy limitation of finite-size constellations. Additionally, both the power
operating range and maximum achievable distance are generally reduced compared to
GG02. These limitations are particularly evident for uniform signaling, with minimal
improvement when moving from 16QAM to 64QAM. By contrast, the higher efficiency
of PAS is reflected in both a higher optimal launch power and a broader operating range
relative to uniform signaling. Notably, except for the first 70 km—where the entropy
constraint of the constellation still limits the performance—PAS-64QAM closely follows
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the behavior of GG02, with practically the same optimal launch power, operating power
range, and maximum distance.

Figure 5. n̄max and mean number of photons supporting SKR curves at Alice’s side for (a) 16QAM
and (b) 64QAM with both uniform and non-uniform signaling and with respect to the GG02 case at
different excess noise values (from top to bottom ξ = 0.01, 0.03, 0.05).

3.3. Maximum Tolerable Excess Noise

Figure 6. Tolerable excess noise ξmax for collective attacks, homodyne detection and reverse reconcili-
ation in the range 0.5–300 km for 4QAM, 16QAM, 64QAM with uniform and non-uniform signaling
and for the GG02 protocol.

We now assess the noise resilience of the proposed protocol by analyzing the maximum
excess noise that can be tolerated as a function of the transmission distance. We define
the maximum tolerable excess noise as the highest value of ξ for which the SKR remains
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positive. Figure 6 compares this quantity for the GG02 protocol and for QAM-based
protocols with uniform or shaped input distributions.

Consistent with the trends observed in previous Sections 3.1 and 3.2, we find that the
maximum tolerable excess noise increases with the cardinality M of the constellation and
decreases with transmission distance. This behavior reflects the opposing trends of the
two terms in the SKR expression (14): while the HI term increases with noise, the MI term
decreases with both noise and distance. As expected, uniform QAM is substantially less
resilient to excess noise than GG02. However, PAS significantly improves the robustness
of QAM-based protocols. Notably, at long distances, PAS-16QAM more than doubles the
noise tolerance compared to both uniform 16QAM and 64QAM. Moreover, PAS-64QAM
can tolerate nearly the same level of excess noise as GG02 at all distances beyond 40 km.

3.4. Wiretap Quantum Channel vs. Linear Quantum Channel

An efficient evaluation of a generic protocol must take into account the level of
security it guarantees, the performance it provides, and the feasibility of its implementation.
Regarding the latter two, we have discussed above how our protocol is easily compatible
with the classical telecommunication techniques currently exploited and what achievable
rates, distances and noise resilience we can expect from it. Its security, instead, was
untangled in the estimation of the HI term, where we assumed Eve is able to purify the
system introducing additional modes that she can control.

In the following, we compare the results we have found here with those we obtained
in our previous work [40], in which we dealt with a QAM-based CV-QKD scheme, but
under the different scenario of a wiretap quantum channel, where Eve is limited to a
beam-splitting attack. Although the wiretap channel represents much more restrictive
eavesdropping, a comparison between these two channel models can shed light on the role
of the probabilistic shaping technique in a generic CV-QKD system with QAM modulation
of the input symbols. It is therefore interesting to understand how the wiretap (w) and the
linear quantum channel (ℓ) hypotheses, characterized by different security levels, influence
the performance of the same CV-QKD protocol and how the probabilistic shaping technique
behaves as a resource in these different contexts. In particular, since we are interested in
the advantages in the rate of communication (SKR), we explore these features only in a
noiseless framework.

In a lossy (noiseless) wiretap channel scenario, Eve cannot alter the nature of the
quantum signals: in fact, she can only collect the fraction of signals that has been lost
during propagation; as a consequence, the channel in Eve’s hands can be pictured as a
beam splitter, whose output ports deliver the fraction T of signals to Bob and the stolen
fraction 1 − T to Eve [56,57]. In the linear noiseless quantum channel framework, the shot-
noise is still the only resource that can be exploited by Eve to hide her interaction with the
system, but Eve’s actions are only constrained to preserve Alice and Bob’s statistics without
being limited to Gaussian attacks, so that the attacker has more freedom in choosing the
dilation map that allows her to maximize the knowledge on the system.

As already seen, a good figure of merit for the evaluation of the achievable rate
compared to that of the GG02 protocol is the parameter R; in Figure 7 we compared this
quantity obtained for each model and for both 16QAM (left side) and 64QAM (right side).
From a general point of view, the linear quantum framework (ℓ) provides worse results
than the wiretap one in terms of maximum rate. We can, in fact, notice how the curves
related to the uniform signaling in (w) are very close to those obtained from a MB shaping
of the input probabilities in (ℓ): for example, U-16QAM (w) (blue dotted line) is able to
outperform the PAS-16QAM obtained in (ℓ) (red solid line). However, this feature does not
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occur in the 64QAM case: unlike before, here a larger statistical set contributes to a better
effect of the PAS technique on the achievable rate of the key distribution.

Figure 7. The parameter R for collective attacks, homodyne detection and reverse reconciliation in
the range 10–100 km for (a) 16QAM and (b) 64QAM for a wiretap quantum channel and a linear
quantum channel with no excess noise.

Therefore, we can say that the increased level of security provided by the linear
quantum channel framework generally comes at the cost of reduced performance. However,
even if the values of R in (ℓ) are noticeably lower than those in (w) for uniform signaling,
shaping is still able to increase the system performance in the long distance regime, reducing
the gap with GG02. It is important to note that the percentage increase in the rate is,
proportionately, even larger for (ℓ) than for (w); in particular, it can be easily seen that the
performance of the PAS-64QAM (ℓ) is almost equal to that of the PAS-64QAM (w) after a
distance of 40 km.

4. Conclusions
In this work, we have investigated a QAM-based CV-QKD system with uniform and

non-uniform signaling (PAS technique using a Maxwell–Boltzmann distribution) within
the framework of homodyne detection and the asymptotic regime of infinite key length. We
focused on collective attacks, which are the most powerful class of attacks in the asymptotic
limit, and adopted the reverse reconciliation scheme since it enables longer communication
distances between the legitimate parties. In particular, we studied the system under a
linear quantum channel model, which provides a simple and effective description of the
propagation of quantum signals in an optical fiber link and is commonly adopted in
practical CV-QKD experiments. In this context, the “linear channel” assumption refers to
an effective linear input–output relation between quadrature operators in the Heisenberg
picture. During parameter estimation, a fraction of the exchanged data is publicly disclosed
and used to assess the consistency of the observed statistics with a linear channel model.
Under this model, we analyzed the system behavior against the purification attack, which
represents the most powerful strategy available to Eve. Using the GG02 protocol as a
benchmark, we evaluated the system performance in terms of achievable secret key rates
and maximum transmission distances for different levels of excess noise, and assessed its
robustness against noise.

We found that the combination of QAM modulation and PAS based on the Maxwell–
Boltzmann distribution consistently outperforms the corresponding uniform distribution
protocol for all the distances and excess noise values considered in this work. In particular,
PAS-64QAM proved to be an effective and practical solution to closely approach the
performance of the GG02 protocol, especially in the long-distance regime. Indeed, beyond
approximately 40 km, PAS-64QAM achieves nearly the same secure key rates and exhibits
the same excess noise tolerance compared to the ideal GG02 protocol. Furthermore, PAS
significantly enhances the performance of QAM-based schemes at any distance, with the
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simpler PAS-16QAM outperforming the more complex uniform 64QAM and showing
increased robustness to excess noise.

Moreover, we analyzed the impact of PAS under different assumptions on Eve’s
capabilities. To this end, we have compared the results obtained for a noiseless linear
quantum channel model with those corresponding to a lossy wiretap channel scenario, in
which Eve is limited to accessing only the fraction of losses introduced by imperfections
in the optical fiber link. In general, we observed that the use of discrete modulation
assisted by a uniform probability of input symbols leads to lower achievable key rates in
a noiseless linear quantum channel compared to the lossy wiretap model. Nevertheless,
within the noiseless linear quantum channel framework, PAS not only provides an effective
means to mitigate this performance degradation, but also yields a higher percentage gain
in terms of secure key rates compared to the lossy wiretap model. These features are
particularly evident from the observed good agreement between the maximum secure key
rates obtained under the two channel models for PAS-64QAM in the long-distance regime.

To provide a more complete assessment of the security of our protocol, we conclude by
highlighting several limitations of the present analysis that may affect both the security and
performance of the proposed DM CV-QKD scheme in practical scenarios and, then, motivate
future investigations. First, during parameter estimation, Alice and Bob reconstruct only the
first and second statistical moments of the measurement data and verify their consistency
with the assumed linear channel model. However, the covariance matrix alone does not
provide a complete characterization of a non-Gaussian protocol like the one we analyzed
and therefore does not allow one to exclude more general nonlinear or non-Gaussian
transformations that reproduce the same second-order statistics while affecting higher-
order moments, whose treatment is outside the scope of the present work. Second, from a
practical perspective, real optical fibers may exhibit nonlinear propagation effects, such as
the above mentioned Kerr-induced self-phase modulation [58–60], especially in high-power
regimes or ultra-long-haul transmission scenarios. Also in this case, such effects can lead
to deviations from the assumed linear input–output relations for quadrature operators
and are therefore not captured by standard covariance-matrix-based parameter estimation.
Third, the present analysis is restricted to the asymptotic regime of infinitely long key
exchanges. In practical implementations, however, finite-size effects reduce the accuracy of
parameter estimation, affect excess noise estimation, and ultimately reduce the achievable
secret key rate and transmission distance. Therefore, the security guarantees reported in
this work should be interpreted within the established asymptotic security framework for
linear quantum channels under collective attacks. Overall, this work provides a systematic
performance comparison of PAS-QAM CV-QKD protocols against uniform modulation
and the GG02 benchmark, highlighting the benefits of probabilistic shaping while clearly
delineating the scope of the underlying security assumptions. Future work will address
finite-size security analysis and the inclusion of nonlinear channel effects.
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