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Abstract—The process of exchanging healthcare data intro-
duces stringent requirements regarding user privacy. Federated
learning (FL) is a novel model-sharing technique that aims to
give additional privacy guarantees during the machine learning
process. Blockchain, as a form of distributed ledger technology,
possesses the characteristic of trustworthiness; however, it is
deficient in terms of computational capacity with a high-latency
network due to its laborious consensus protocols. In this paper, we
present a distributed healthcare FL-based secure model sharing
architecture to ensure healthcare data privacy and scalability.The
solution relies on the state channels technique to reduce on-chain
transactions, contrast architecture latency, and reduce bandwidth
consumption, alleviating the burden on the blockchain. State
channels can be utilized to efficiently execute the tasks of sharing
federated learning models and to solve the scalability problem.

Index Terms—Blockchain, State channel, Scalability, Privacy,
Security, Federated Learning, Healthcare Devices

I. INTRODUCTION

Healthcare data sharing refers to the exchange of med-
ical and health-related data among individuals, healthcare
providers, organizations, and systems, which is essential for
the diagnosis, treatment, prediction, and improvement of
medical quality. Different entities such as healthcare centers,
hospitals, smart devices, clinics, and medical research centers
record and store healthcare data [1]. However, data sharing
in healthcare presents various challenges, primarily involving
security, privacy, and scalability issues. In addition, over the
next five years, the amount of medical data is projected to
increase significantly. This is attributed to various factors, such
as the conversion of traditional paper healthcare data to digital
format, the greater use of electronic health records (EHR),
advances in healthcare technology and an increased quantity
of healthcare data generated by patients and medical devices
[2].

Blockchain technology with its inherent security features
like transparency, traceability, and immutability enables the
sharing of data in a trustless environment. Therefore, the
integration of blockchain technology with medical services
is a hot topic today in research communities [3]. Federated
learning (FL) has gained significant interest in the field of
data sharing due to its data value aggregation, prevention of
data privacy breaches, and reduced network communication
burden. It has an intrinsic feature of privacy preservation,
where distributed devices connected to a network share trained

models with their local data to a central server or machine
but not the actual data. It has been used in several situations,
including the Internet of Vehicles (IoV), Industrial IoT (IIoT),
and Smart City [9].

In this paper, we focus on the scenario in which a number
of healthcare entities use their generated data to locally train
FL models. These models are aggregated on a central node
and then forwarded to the requester entity. Since registering
and validating the transfer of the models on the blockchain
with regular transactions can be challenging in terms of time
and bandwidth usage, we propose the use of state channels
to provide an off-chain solution to manage model updates,
without interacting with the main blockchain for every itera-
tion, addressing scalability issues. We develop an architecture
that combines blockchain technology with FL using a Per-
missioned blockchain, developing a model sharing framework
that encompasses both on-chain and off-chain components. We
created a state-channel FL training method and evaluated the
solution examining their performance in term of bandwidth
and time. The paper is organized as follows. In the next
section, we discuss related work. Then we introduce the
architecture of the proposed solution and discuss the main
components. Finally, we present our solution based on state
channels and evaluate its performance.

II. RELATED WORK

A comprehensive survey [12] that thoroughly examines
the developing uses of data security and privacy for FL in
the Internet of Healthcare Things (IoHT) networks. They
thoroughly examine and assess the primary resolutions to
the privacy and data security concerns IoHT. A scheme [13]
examines the suitability of a distributed reinforcement learning
approach in an FL network and evaluates the possible advan-
tages of integrating blockchain technology in the distributed
system. The proposed approach improves clinical monitoring
and ensures secure communication and data privacy in a
decentralized manner. A survey [14] examines the difficulties,
solutions and future paths to effectively use blockchain in FL
contexts with limited resources.

In a study [15], the authors explain the significant impact
of blockchain-based federated learning on improving efficient
healthcare. They highlight the crucial function of blockchain-
managed edge nodes to prevent any potential failure with the



usage of FL. An extensive survey work specifically on the state
channels has been presented in [8]. The authors discussed the
integration of state channels with the blockchain to improve
the scalability of the network.

A survey work has been presented to improve the scalability
of the blockchain [16]. The authors discussed the payment
channel and transaction rollup techniques to improve the
scalability of blockchain transactions in the financial sector.
A technique has been presented to improve the computational
and supervisory capabilities of blockchain using state channels
[17]. Using state channels to generate sandboxes and instan-
tiate federated learning tasks to implement a trust supervision
mechanism based on these sandboxes.

A technique known as StateFL has been introduced, a
modified BCFL (Blockchain-Based Federated Learning) ar-
chitecture that employs state channels to alleviate the burden
on the blockchain by decreasing the volume of on-chain
transactions, improving the latency of the system and reducing
transaction costs accordingly [18].

III. OVERVIEW OF THE ARCHITECTURE

This article focuses on a common scenario in which multiple
healthcare entities collaborate to share trained models based
on healthcare data. Each entity has their own healthcare data
resources at their respective locations. To address this situa-
tion, we have created a model-sharing framework based on FL
that employs a Permissioned blockchain with state channels.
In this architecture, a healthcare entity could be a hospital,
research center, medical laboratory, clinic, or smart healthcare
unit. There are three key role factors for the architecture.

1) FL Model Requester: A FL model requester refers to
entities that need to train a FL model based on healthcare
data from any other healthcare entity by agreeing on terms and
conditions, as shown in Fig. 1, a research center or hospital
could play this role in our framework. The FL model requester
starts with the model sharing request to the blockchain. The
FL model requester could serve as a representative system for
the healthcare entity discussed previously, managing all model
sharing requests. This system should verify its identity with
the blockchain to issue a model-sharing request.

2) The Blockchain Network: The blockchain network is
maintained and managed by all intermediaries. According to
the situation described in this article, we utilize a Permissioned
blockchain to construct the architecture for exchanging mod-
els. We implemented the Hyperledger Fabric (HLF) for this
purpose.

3) Federated Learning Resource Network: FL participant
nodes must be registered on the Permissioned blockchain,
regardless of the device type. The identity, location, and type
of stored data make up the registration information. This
information will be registered as transactions on the HLF
after verification. A header node in the resource network can
start model sharing tasks, aggregate or quantize models, and
train models for other associated nodes. The header nodes
have different functions for different tasks. A model-sharing
job usually starts with one model requester and involves

several healthcare entities. Federated Learning (FL) trains
a centralized model that uses healthcare data from several
institutions. We implemented the FL resource network setup
in Kubernetes, where nodes can be deployed in containers and
easily managed and scaled.

Fig. 1. Blockchain-based FL trained model sharing architecture. Different
healthcare entities share FL-based healthcare data trained model over the state
channels.

A. Data Storage Structure

In this scheme, there are two data storage structures: on-
chain storage and off-chain storage. In federated learning, the
data remains in local storage and only the trained models
based on the local databases are shared with some central
entity. A second important feature of FL is the distributed
data structure that prevents single points of failure and user
privacy disclosure.

There are two types of data stored in this structure:
1) Local Database: Healthcare data is stored in healthcare

devices managed and maintained by healthcare entities,
and only trained models are exchanged. To simulate
the healthcare devices network to participate in the FL
process, we utilized the Kubernetes architecture, where
the FL participating nodes are initialized in containers. It
becomes easy to scale, automatic deployment of nodes,
and management of these containerized nodes.

2) Blockchain Database: Important information, such as
latest model update, metadata of trained models like
training results, cryptographic hashes of trained models,
etc. is stored on the HLF, to realize data integrity
verification and traceability of transactions.

IV. SCALABILITY OF NETWORK

The state channel is an extended form of blockchain tech-
nology that introduces efficiency and scalability by processing



some transactions off the chain. Establishing a state channel
between healthcare entities for the transmission and compu-
tation of FL-based trained models on local devices reduces
transaction confirmation time, saves transaction costs, and
reduces on-chain storage dependency.

The training process consists of three steps:
1) State-Channel Creation
2) Off-Chain Training Iteration
3) On-Chain Settlement

A. State-Channel Creation
After agreement between the model requester and the FL

resource network, the FL resource nodes receive the training
parameters to initiate the FL training process. A state channel
is established between the FL resource header node and the
model requester node. A mapping of the locked on-chain state
and the off-chain transactions is set, and operations in the state
channel will not affect the state on the blockchain. They can
also search for existing channels at first; however, if there is
no channel available, then they create a new channel.

1) Technical Details for Creating State-Channel: For two
healthcare entities (e.g. Cancer Hospital and Research Center),
the goal is to privately exchange trained models and validate
them without incurring on-chain gas cost or latency for every
transaction. After validating the request to train the model us-
ing the blockchain, both parties agree on terms and conditions;
a smart contract or chaincode is deployed on the blockchain
signed by both parties with all terms and conditions to open
and close a state channel. To establish state channels, we used
the Python gRPC framework, which works as a client-server
model. We installed the ’grpcio’ and ’grpcio-tools’ libraries. In
this proposed architecture, the model requester entity can run
the server to receive the model updates from the FL resource
network. The server side hosts the state channel logic, such as
channel management, updating states, and resolving disputes.
The client-side entity interacts with the state channel server
for model sharing and verification. The client and server sides
deploy a protocol file with the extension ’.proto’ to create
a state channel between two entities. We installed Python
version 3.11.9 to operate the client-server model.

2) Submitting Chaincode to Permissioned Blockchain: In
this architecture, we are using the HLF framework as a per-
missioned blockchain, and smart contracts (called chaincode in
the HLF) are deployed in it. To open a state channel between
two healthcare entities to share model updates trained via
federated learning, a chaincode is deployed on the blockchain.
This chaincode initializes and manages the state channel,
stores metadata, and anchors the federated learning process for
accountability and dispute resolution. This chaincode controls
the state channel’s life cycle and stores information such as the
channel ID, the initial model state or version, the trained model
requirements (quality, epochs, and the number of iterations),
and security primitives.

B. Off-Chain Training Iteration
Based on the scenario, for each iteration, local nodes

receive the initial global model from the header node and

provide updated models trained on local data. To complete one
iteration, the header node performs the aggregation process
and sends this aggregated model to the requester node over the
established state channel. We can set the number of iterations
during channel creation and close the channel if the training
outcomes do not fulfill the needs of the requester. All the
interaction between two healthcare entities like model update,
feedback, and retraining occur off-chain over the established
state channel. Each new state presents the updated model
hash H(M1), quality, timestamp, and digitally signed by both
entities.

After each cycle, a header node sends a global model
to the requested node, completing an off-chain transaction.
Small transactions like model exchange in each iteration are
stored off-chain, relieving the blockchain network. In the last-
iteration latest model is sent to the blockchain. Healthcare
entities may share models with FL-Networks off-chain without
communicating with the core blockchain. This reduces the
need for regular, high-volume communication with the main
blockchain, improving scalability. Protocol buffers are used by
gRPC for data serialization, ensuring a compact and efficient
process. Moreover, it works on the HTTP/2 protocol that pro-
vides multiplexing, compression, and bidirectional streaming
during transmission.

C. On-Chain Settlement

If a party wants to close the channel after completion of
the FL process, it submits the latest model update to the HLF
for the On-Chain settlement signed by both parties. If after
some iterations, one party wants to close the channel due
to inconsistencies or unauthorized model updates, that party
can stop the operation and request the HLF for settlement by
providing the latest valid trained model state. There could be
two reasons for On-Chain settlement and the closure of the
channel: (1) closing the channel after the completion of the
FL task. (2) Closing channel in case of dispute. For the first
reason, on-chain settlement begins once the cryptographic hash
of the final state of the trained model has been validated. Both
participants compute the hash of the final aggregated model
and verify the hash value. Upon verification, the HLF receives
this hash value and begins the transaction validation process.
If any of the participants find errors or unauthorized updates,
the latest signed model update is submitted to the blockchain
to request dispute resolution. The deployed chaincode verifies
the submitted state using signatures and timestamps. On the
HLF, valid state is registered as a final state.

In Fig. 2, a state channel is established between two
healthcare entities using the gRPC framework to iteratively
exchange trained models in the FL resource network. We
elaborate steps to follow to establish a state channel between
two healthcare entities.

1) Healthcare entity A makes a request to the HLF to train
a model by sharing information (e.g., model architecture
type, number of parameters, entity-B ID) with its own
identity details.



Fig. 2. Establishing of state channel between two healthcare entities to share
trained models

2) The HLF performs identity validation of entity-A and
analyzes the request against set policies. It checks
whether this request with shared details is allowed or
not to be forwarded to entity B against set policies. If
it is allowed, then forward the request to entity-B with
request details.

3) Both entities set terms and conditions (e.g., number of
epochs, model quality, model type, data type) on the
chaincode, and this chaincode is digitally signed by both
entities.

4) After setting the chaincode, it is deployed on the HLF,
and a state channel is established between entity A and
entity B.

5) Entity B starts the training process using its FL resource
network.

6) In each iteration, an aggregated model is shared via
the state channel (off-chain) by entity B with its digital
signature, without interacting with the HLF.

7) On successful receipt of the updated model in each
iteration, entity A sends the acknowledgment to entity
B with its digital signature.

V. EVALUATION AND RESULTS

A. Scalability Analysis

To evaluate scalability, we consider two parameters: band-
width and time taken to complete tasks with state channels and
blockchain. In Fig. 3, there are two graphs, one showing the
total time taken to complete tasks against a varying number
of entities. Here, an entity refers to healthcare units such
as hospitals, pharmacies, medical research centers, etc. Each
entity contains 50 nodes and performs tasks with 10 iterations.
As you can see, if we involve the blockchain in managing all
the tasks, the process becomes more time-consuming. This
is because each entity records its model update directly to
the main blockchain, resulting in an increase in the number
of transactions. Consequently, the consensus algorithm takes
longer to register these transactions. It also leads to slower
response time due to block creation. However, if we use
the state channels, entities interact with the main blockchain
occasionally, significantly reducing latency since the trans-
actions are confirmed off-chain. The second plot reduces
the bandwidth in the presence of state channels, as updates

are only shared directly between entities with final version
updates on the blockchain. In the case of the main blockchain,
bandwidth usage increases due to regular transaction logging
for each update of the model of every entity.

B. Communication Architecture

In this section, we briefly discuss the communication archi-
tecture of the HLF within peers that participate in the transac-
tion validation process. This discussion is significant because
it pertains to the scalability issue of blockchain technology,
where the consensus time required to validate a transaction
is lengthy. In case of numerous iterative transactions, such
as updates of the FL models, time and bandwidth increase
significantly.

In Fig. 3, there are three nodes (1.Endorsement node, 2.
Orderer node and 3.Commit node) in the HLF that participate
in the model validation process after the FL task is completed.
Once the task is completed, the model requester node sends
the transaction proposal (1 in Fig.3) to the endorsement node.
The state channel management chaincode is also deployed on
the endorsement node. The endorsement node converts this
proposal into a transaction after validating the proposal from
the deployed chanicode and sends it back (2 in Fig.3) to the
model requester node. The model requester node then sends
this transaction to the (3 in Fig.3) orderer node with updated
model, where a block is created. Afterwards, the orderer node
sends this created block to (4 in Fig.3) the endorsement and the
commit nodes, which store the block in the ledger. Thereafter,
the block is committed to the HLF.

The endorsement peer nodes receive the proposal and cre-
ate transactions. However, the commit peer nodes or non-
endorsment nodes do not participate in the transaction creation
and only participate in the transaction validation when a block
is committed. Let us suppose a trained model of size 1 MB
is proposed to the HLF for clarity. The model requester
node uploads the 1 MB trained model to the endorsement
peer node (Transaction Endorsement in Fig.4) to propose
a transaction execution and validation procedure. Chaincode
execution transforms the submitted proposal into a transaction
after validation. The endorsing peer node digitally signs the
transaction with its private key. The model requester receives
the transaction from the endorsing peer and sends the 1 MB
trained model included in the transaction to the orderer node
(Transaction Submission in Fig.4), where the Raft consensus
mechanism is running. It creates a block and replicates it to
the endorsement and commit nodes (Raft Replication in Fig.
4). Here, the submitted model is copied twice for validation
to endorsement and commit nodes. Here, the HLF has one
endorsement, one commit, and one orderer node. The final
(Peer Gossip in Fig.4) sends the produced block to other peer
nodes until all peers get it. Consequently, to validate a trained
model size of 1 MB, it will consume 5 to 6 MB of bandwidth
on the HLF to validate.



Fig. 3. Peers Communication with Raft Consensus Algorithm

Fig. 4. Consumption of bandwidth in Raft consensus algorithm.

C. Heterogeneous Model Architecture

In the scenario under discussion, multiple healthcare entities
are involved, each sharing their different trained models from
various healthcare devices. The reason is the different compu-
tational and memory resources of the healthcare devices. Some
devices, such as wearable, have very limited computational
resources, and some healthcare devices, such as PCR or MRI
machines, may have GPU’s built into their architecture. We are
utilizing four distinct model architectures to train the models
for healthcare devices. These are 1DCNN, GRU, MobilNetV2,
and ResNet-18. In Table I, we present a comparison of these
model architectures with their generated and quantized model
sizes for each iteration of the FL sharing process.

TABLE I
DIFFERENT MODEL ARCHITECTURE WITH DIFFERENT MODEL SIZES

Model Arch. No. of Param. Model Size (MB) Quantized Size
IDCNN 500K 1 -2 0.5 - 0.8

GRU 1M 2 - 5 1 - 2
MobilNetV2 3.4M 10 - 14 3.5 - 5.6
ResNet-18 11M 30 - 40 8 - 11

D. Model Sizes and Scalability

The size of the trained model is compressed in each iteration
with quantization. Here, we try to explore what the size of
the model could be for each iteration of the FL process with
different models and how state channels can provide scalability
with these variant sizes in terms of time and bandwidth
compared to the blockchain [21]. The HLF typically uses the
Raft consensus algorithms by default for validation purposes.
It is lightweight and performs well when a large number of

nodes are participating in the consensus process. Here, we
discuss the time taken and bandwidth consumed to share a
FL-based trained over the state channel and the blockchain. In
case of using the state channel, the final version of the trained
model is validated on the blockchain but not for every iteration.
If the network bandwidth is 100 Mbps (Mega Bits per second)
or 12.5 MBps (Mega Bytes per second), then the model upload
time can be calculated for the GRU model architecture with
model size of 1 to 2 for each iteration.

In federated learning, the size of the updated model depends
on the number of parameters in the model and the precision of
the parameters, which is typically 32-bit floats = 4 bytes per
parameter. Some architectures use 16-bit floats for precision,
which significantly decreases the model sizes.For example, in
the case of 1DCNN model architecture, there are typically
500,000 parameters that are exchanged to train the updated
model. If each parameter is 4 bytes using the 32-bit float
precision value, then the model size is approximately 500,000
x 4 bytes = 2,000,000 bytes ≃ 2MB.

The number of devices in FL does not matter because each
device trains its own model locally and simply shares updated
parameters. The aggregator node collects updates from all
devices and creates a global model with the same size and
structure each round. In this evaluation, the actual comparison
is between using the blockchain with state channels and using
the blockchain without the state channel. Therefore, the actual
time consumption to validate a shared model occurs while
performing a validation procedure of a blockchain transaction.
There are two parameters, time and bandwidth, that we are
taking to compare the proposed architecture with the default
HLF architecture. In Fig. 5, the evaluation of the computation
time and bandwidth usage between the HLF and the state chan-
nel mechanisms in different model architectures: 1D CNN,
GRU, MobilNetV2 and ResNet-18 reveals a clear performance
advantage of state channels in federated learning scenarios.

Fig. 5. Blockchain and State Channel Time and Bandwidth Comparison for
different Model Architecture.

In Fig. 6 and 7, we look at how well the state channel
works as we add more entities, with each entity using 30 to
50 healthcare devices and training models that have different
architectures. It can be observed that with an increasing
number of healthcare entities, the HLF is taking more time
and consuming bandwidth to validate transactions compared



to the state channels.

Fig. 6. Blockchain and State Channel Time Comparison with Increasing
Healthcare Entities.

Fig. 7. Blockchain and State Channel Bandwidth Comparison with Increasing
Healthcare Entities.

VI. CONCLUSION

In this paper, we proposed a scalability solution by inte-
grating state channels with the Hyperledger Fabric blockchain.
Different healthcare entities trained models on their heteroge-
neous devices using federated learning. These trained models
are exchanged iteratively via established state channels to
improve scalability and decrease the blockchain consensus
time and network bandwidth consumption. In the end, the
results demonstrate significant advantages in terms of time and
bandwidth when using state channels with blockchains.
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