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Introduction

Tu saresti capace di piantare tutto e ricominciare la vita da capo?

Di scegliere una cosa, una cosa sola, ed essere fedele a quella,

riuscire a farla diventare la ragione della tua vita,

una cosa che raccolga tutto e che diventi tutto

proprio perché e la tua fedelta che la fa diventare infinita. Ne saresti capace? [...]
No, questo tipo no, non é capace.

Questo vuole prendere tutto, arraffare tutto, non sa rinunciare a niente.

Cambia strada ogni giorno perché ha paura di perdere quella giusta,

e sta morendo, come dissanguato . ..

Motivation

The appearance of quantum mechanics in the mid 1920’s yielded a milestone progress
in modern science, providing a fundamental theory to describe natural phenomena at
the microscopic and sub-microscopic scale, being untenable within the framework of
classical physics. However, if on the one hand it establishes a consistent description
of highly non-classical phenomena, involving atoms and molecules, semi- and super-
conductors, ...; on the other hand, in time, physicists questioned themselves about
the non-intuitive aspects of the theory, namely, non-commutativity of observables, the
Einstein-Podolsky-Rosen paradox, quantum non-locality and the von Neumann reduc-
tion induced by quantum measurements [1]. Starting from the 1950’s, the perspective
changed, and the emerging results in the quantum mechanics foundations gave birth
to a new field: quantum information science. While quantum mechanics limits itself to
explain the natural phenomena at the microscopic level, quantum information science
starts from the Landauer’s observation that information is a physical entity, being de-
pendent of the physical laws used to store and processes it [2-4], and focuses on its
transmission and processing by means of the quantum features of a physical system.
Historically, the first developments of quantum information arose from the field of
quantum communications. Indeed, in the 1960’s, Gordon [5], Stratonovich [6, 7], and Hel-
strom [8, 9] firstly proposed a formulation of optical communications in the quantum
regime, with the intent of establishing the fundamental limits posed by quantum me-
chanics in the transmission of classical information over optical communication links. In
particular, Gordon and Stratonovich addressed the information capacity of optical chan-
nels, while Helstrom focused himself on quantifying the error probability in a decision

xiii
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strategy when a finite set of classical symbols is encoded onto non-orthogonal quantum
states of radiation. These results provided the first step for all the subsequent investiga-
tions, assessing the ultimate limits of quantum protocols and operations ranging from
channel parameter estimation [10], information capacity [11], optical amplification [12],
and so on. Moreover, thanks to the recent technological progresses, these limits not only
provide useful theoretical results, but have also been experimentally demonstrated and,
nowadays, are commonly encountered in several contexts, from near- and deep-space
communications to loss mitigation of realistic metropolitan fiber channels.

On the other hand, the 1980’s brought a remarkable change in perspective. Instead
of merely considering quantum properties as passive features that pose limitations on
the performance of classical protocols, scientists realized that they could be exploited as
active resources to design completely new protocols and paradigms that outperform the
existing classical schemes. In other words, since information is physical, we can employ
quantum mechanical effects, e.g. Heisenberg’s uncertainty, superposition, ..., to trans-
mit it in novel and more powerful fashion. The main result in this direction has been
achieved by quantum key distribution (QKD), firstly introduced by Bennett and Bras-
sard in 1984 [13], that allows two distant parties to distill a random key via the exchange
of quantum states, with unconditional security guaranteed by the quantum mechanics
laws. In time, QKD has become one of the milestone aspects of quantum information,
and its application has been extended from discrete variable to continuous variable sys-
tems [14]. Following this philosophy, in more recent years, a big enhancement has been
obtained also regarding the information transmission over quantum channels, by ad-
dressing the transmission of genuine quantum information, i.e. quantum states (pos-
sibly entangled), instead of the simple encoding of classical symbols onto a quantum
optical carrier field [15].

Thesis overview

Given the motivations described above, nowadays quantum communications provide a
vast field of research in rapid expansion, with a huge potential impact on the future de-
velopments of quantum technologies. The scope of this Thesis is then to address some
relevant aspects of the field, and provide innovative results being also experimentally
oriented. In particular, here we focus on two relevant paradigms, namely quantum state
discrimination and continuous variable (CV) QKD, with particular reference to optical
platforms. In the former case, we design new hybrid receivers for discrimination of
phase-shift-keyed coherent states, obtaining a quantum advantage over conventional
detection schemes. In the latter scenario, we proceed in two different directions. On the
one hand, we design new CVQKD protocols employing discrete modulation of coher-
ent states, being a more feasible solution compatible with the state of the art in optical
communications technologies; on the other hand, we address the more fundamental
problem of performing channel losses mitigation to enhance the key generation rate
(KGR), by considering both feasible conventional optical amplifiers and more sophis-
ticated schemes like probabilistic noiseless linear amplifiers. Finally, we make a first
step towards a fully non-Gaussian CVQKD scheme by proposing, for the first time, the
adoption of an optimized state discrimination receiver, commonly adopted for quantum
decision theory, within the context of CVQKD, obtaining a genuine quantum enhance-
ment over conventional protocols in particular ranges of transmission distance.

Here below, the structure and the main original results of the Thesis are summarized
in more detail.
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Organizational note

The present PhD Thesis consists of three Parts, followed by Conclusions and a list of
Appendices, for a total of ten Chapters. In particular, Part I provides a preliminary
part that introduces the notation and the fundamental tools employed throughout the
rest of the Thesis, and it is divided into three Chapters. Part II is devoted to quantum
state discrimination theory, presenting a comprehensive analysis of binary and M-ary
discrimination protocols, and it is composed of two Chapters. Finally, Part Il deals with
QKD in continuous variable systems, addressing the different existing approaches to
assess security, and it consists of four Chapters.

e In Chapter 1, we summarize the modern tools of quantum mechanics, present-
ing the postulates of the theory regarding quantum states, quantum evolution and
quantum measurements.

* In Chapter 2, we present the basic elements of quantum optics, with relevant exam-
ples of quantum states of radiation, quantum maps and quantum measurements.
In particular, we give a detailed presentation of the Gaussian state formalism, that
will be widely exploited in the main Parts of the Thesis.

* In Chapter 3, we introduce the main aspects of realistic quantum communication
systems and information theory, highlighting the difference between the classical
and quantum description.

 In Chapter 4, we outline the framework of quantum state discrimination theory:
we introduce the decision error probability as the main figure of merit, and address
the fundamental case of binary discrimination of quantum states. In particular, we
focus on coherent-state discrimination and present a comprehensive analysis of the
quantum receivers proposed in literature, assessing their performance also in the
presence of realistic inefficiencies, e.g. non-unit quantum efficiency, dark counts,
visibility reduction and phase noise. Results have been published in [16-18].

* In Chapter 5, we extend the analysis to multiple-state discrimination. We present
a deep review of all the fundamental theoretical results of the theory and, even-
tually, specialize it to quadrature phase-shift-keying discrimination of coherent
states, discussing the functioning and the limits of the most relevant quantum re-
ceivers. Results have been published in [19].

¢ In Chapter 6, we address QKD: at first, we provide a basic overview of its main as-
pects and, thereafter, we focus on CVQKD, where coherent states are employed as
information carrier. We present three different approaches to assess the security of
the protocols, namely unconditional security, trusted-device scenario and wiretap
channel assumption, and introduce the KGR as the fundamental figure of merit.
Subsequently, we focus on the unconditional scenario and provide security proofs
by the “optimality of Gaussian attacks” theorem. Then, we apply the obtained the-
oretical results to both Gaussian modulation and discrete modulation protocols.
Results have been published in [20].

¢ In Chapter 7, we study the two other security frameworks previously introduced,
that represent examples of restricted eavesdropping. At first, we address the trusted-
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device scenario and extend the validity of the optimality of Gaussian attacks, ac-
counting also for the limitations of the eavesdropper. Thereafter, we study the
security of a wiretap channel, in which the eavesdropping attack is assumed to be
known, comparing the resulting KGR with the unconditional security case. Results
have been published in [20].

* In Chapter 8, we discuss the potentiality of optical amplifiers to perform mitigation
of the transmission losses and enhance CVQKD. We address the problem of optical
amplification at the quantum limit, introducing both conventional amplifiers, i.e.
phase-insensitive and phase-sensitive amplifiers, and probabilistic noiseless linear
amplifiers. Then, we study their application in CVQKD schemes, providing se-
curity analysis under different security frameworks. Results have been published
in [21, 22].

* In Chapter 9, we proceed beyond the standard CVQKD protocols, employing Gaus-

sian measurements, and investigate the potentiality of non-Gaussian detection schemes

to increase the KGR. In particular, we resort to M-ary quantum state discrimina-
tion theory, discussed in Chapter 5, and design an optimized quantum receiver
maximizing the KGR, comparing its performance with respect to standard Gaus-
sian receivers under the wiretap channel assumption. Results have been published
in [19].

Main results

Binary discrimination of coherent states (see Sec.s 4.4, 4.5, and 4.6): Starting from
the state-of-the-art quantum receivers, namely the homodyne and displacement re-
ceivers (e.g. the Kennedy one), we propose a new hybrid scheme, the hybrid near-

optimum receiver (HYNORE), that combines both the homodyne-like and displacement-

photon counting setups via feed-forward operations to obtain an enhanced discrim-
ination strategy. The receiver not only outperforms the Kennedy, but also provide a
fascinating proposal for experimental implementations, as it only relies on photon-
number-resolving (PNR) detectors and electro-optic modulators (EOMs) to imple-
ment conditional displacements. Thereafter, we also extend the scheme to a multi-
copy receiver, to design a second hybrid receiver, the hybrid feed-forward receiver
(HFFRE), where further reduction of the decision error probability is obtained by
splitting the encoded signal into many rescaled copies and performing subsequent
feed-forward operations. Finally, we detailedly address the robustness of the two
proposed hybrid receivers against the typical experimental imperfections, that is
non-unit quantum efficiency, dark counts, reduced interference visibility, and phase
diffusion noise.

M -ary state discrimination (see Sec.s 5.2.1 and 5.3.1.2): The problem of the opti-
mal decision becomes highly nontrivial in the presence of a constellation of M > 2
quantum states. Unlike the binary case, where Helstrom's theory provides an explicit
derivation of the optimum receiver and the corresponding minimum error probabil-
ity, for M-ary state discrimination, the decision problem is recast into a convex opti-
mization problem. The optimum receiver is only indirectly characterized by Yuen's
theorem, presenting necessary and sufficient conditions to be fulfilled, while, in gen-
eral, calculation of the corresponding positive-operator valued measure (POVM) and
decision error probability should be handled numerically. Given this limitation,
suboptimal POVMs with simpler construction have been proposed, among which
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the paradigmatic example is provided by the pretty good measurement (PGM), be-
ing proved to yield the optimum receiver in the particular case of pure-state con-
stellations satisfying the geometrically uniform symmetry (GUS). In this Thesis, we
present a new and simpler derivation of the optimum receiver in this latter scenario.
In particular, we prove that, in the presence of GUS, every pure-state discrimination
receiver is ultimately identified by a set of M — 1 phases, which may be properly
chosen to minimize the decision error probability, thus transforming a convex func-
tional optimization into optimization of a real function with M — 1 real variables.
Remarkably, this result provide a huge simplification, and leads to straightforward
construction of the optimum receiver that does not refer to suboptimal methods, ob-
tained by setting all the free phases equal to 0.

CVQKD with discrete modulation (see Sec. 6.5.2): Given the practical difficulty to
implement Gaussian modulation of coherent states in the current CVQKD demon-
strations, we propose a new CVQKD protocol employing quadrature amplitude mod-
ulation (QAM) of the coherent pulses, assisted by probabilistic amplitude shaping to
obtain a non-uniform sampling probability distribution that approximates a Gaus-
sian distribution. We prove QAM to both outperform the conventional discrete mod-
ulation formats based on phase-shift keying (PSK), and to close the gap with respect
to Gaussian modulation, thus providing a solution to achieve high values of KGR
with a feasible experimental setup.

Security of CVQKD in the trusted-device scenario (see Sec. 7.1): Usual security
proofs for CVQKD are obtained in the unconditional security framework, where the
whole channel connecting sender and receiver is considered to be untrusted, thus
assuming the presence of an omnipotent eavesdropper. However, this represent an
excessive assumption, that can be relaxed in practical conditions. To this aim, we
consider the trusted-device scenario, in which some of the channel components (e.g.
detection losses and noise) are trusted. We provide for the first time a security proof
for discrete modulation protocols, by extending the “optimality of Gaussian attacks”
theorem, commonly adopted in the unconditional framework, to this scenario, pro-
viding a general tool to assess security also in the presence of restricted eavesdrop-
ping.

Long-distance CVQKD with optical amplifiers (see Sec.s 8.3 and 8.4): We address
the problem of channel losses mitigation in CVQKD by adopting different kinds
of optical amplifiers. At first, we consider conventional amplifiers, namely phase-
insensitive (PIAs) and phase-sensitive amplifiers (PSAs), arranged in a multi-span
configuration, where the quantum channel is composed of many regenerative sta-
tions interspersed with lossy links. We address security under both the unconditional
and the trust-device frameworks. In the former case, we prove that the KGR is im-
proved with respect to the standard no-amplifier protocol only for PSA links where
the de-amplified quadrature is measured. In the latter, we assume all amplifiers and
spans except one are trusted, and show that the position of the untrusted span greatly
affects the potential enhancement offered by amplification. Thereafter, we study
CVQKD assisted by heralded noiseless linear amplifiers (NLAs), being probabilistic
operations that amplify signals without additional noise, provided that a particular
outcome is retrieved from the measurement of some ancillary modes. For the sake
of simplicity, we only address unconditional security, and prove that, remarkably, it
is possible to distill a secure key at arbitrary large distances if the amplifier gain is
properly optimized.

CVQKD with state-discrimination receivers (see Chapter 9): Ultimately, we make
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a first step towards the design of fully non-Gaussian CVQKD protocols. By drawing
inspiration on our original results for M-ary quantum state discrimination, we pro-
pose an innovative optimized state-discrimination receiver for the quadrature PSK
(QPSK) protocol, referred to as the key-rate optimized receiver (KOR). For the sake
of simplicity, we analyze security under a pure-loss wiretap channel, and obtain an
enhancement with respect to the conventional QPSK protocol in the metropolitan-
network distance regime. We also consider the performance of a feasible displace-
ment feed-forward receiver, in which case we have an increase in the KGR with re-
spect to Gaussian detection for short transmission distances.

As a final remark, we underline that all the materials presented in the Thesis are
either original or adapted from the author’s published articles listed at the beginning of
the Thesis, with the intent of providing a coherent and consistent picture of the research
conducted during the PhD activity.

...Ma che cos’e questo lampo di felicita che mi fa tremare, mi rida forza, vita?

Vi domando scusa, dolcissime creature; non avevo capito, non sapevo.

Com’e giusto accettarvi, amarci. E come é semplice!

Luisa, mi sento come liberato: tutto mi sembra buono, tutto ha un senso, tutto e vero.
Ah, come vorrei sapermi spiegare. Ma non so dire. ..

Ecco, tutto ritorna come prima, tutto e di nuovo confuso.

Ma questa confusione sono io, io come sono, non come vorrei essere adesso.

E non mi fa pin paura dire la verita, quello che non so, che cerco, che non ho ancora trovato.
Solo cosi mi sento vivo, e posso guardare i tuoi occhi fedeli senza vergogna.

E una festa la vita: viviamola insieme! Non so dirti altro, Luisa, né a te né agli altri:
accettami cosi come sono, se puoi. E I'unico modo per tentare di trovarci.

- Guido Anselmi, 8%
(directed by Federico Fellini)
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CHAPTER 1

Mathematical tools of quantum mechanics

This thesis deals with the analysis of communication protocol at the quantum limit;
therefore this preliminary Part is devoted to a basic introduction to the main features
that will be exploited throughout the work.

To begin with, this Chapter presents the fundamental tools of quantum mechanics
from a modern perspective, by following a quantum information approach [23]. The
Chapter is organized as follows. In Sec. 1.1, we first introduce the standard prescrip-
tions to establish a statistical theory, i.e. states, evolution and measurements. Then, we
address the case of quantum mechanics, presenting the postulates of the theory in the
standard fashion. Finally, we proceed beyond and generalize the postulates, accounting
for the presence of an open quantum system. In particular, in Sec. 1.1.1 we present the
generalized description of quantum states in terms of statistical operators, in Sec. 1.1.2
we introduce the concept of quantum completely positive maps as an extension of the
usual unitary dynamics, and in Sec. 1.1.3 we define positive-operator-valued measures,
providing the most general description for quantum measurements.

1.1 Mathematical tools of quantum mechanics

Generally speaking, any physical theory that provide a complete description of a physi-
cal system! should be structured by a minimum set of prescriptions, establishing the con-
nection between the observed phenomena and the adopted mathematical framework.
The typical fundamental building blocks are three. Firstly, we identify what is the state
of the system, that is the mathematical object describing its preparation. Secondly, we
introduce the dynamics, that is the evolution law of a physical state of the system. Finally,
we define measurements, specifying the objects that describe observables. As an example,
in the case of classical mechanics, the state of a system is identified by a set of canonical
variables, i.e. positions and momenta {z;,p;};, the evolution is provided by a suitable
differential equation in the canonical variables, namely the Hamilton equation, while
probability measures determine the rule that predicts the measurement outcomes.
Beside, in the case of quantum mechanics, these three prescriptions are defined through

the postulates of the theory, representing the minimal requirements to describe the be-
haviour of a system in the presence of genuine quantum effects. In their original formu-
lation, the standard postulates of quantum mechanics can be summarized as follows [23,
24].

* Postulate 1. (States) The quantum state of a system is described by a normalized
vector of a separable Hilbert space #, |¢) € H, (|¢) = 1. For multipartite systems,

IWith the term physical system we refer to a single given degree of freedom, e.g. position, spin, polariza-
tion, angular momentum,...
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the global Hilbert space is the tensor product of the Hilbert spaces associated with
each subsystem. Given this vector space description, the superposition principle
holds: if |¢1) and |1)2) are two physical states, then every (normalized) linear com-
bination a|y1) + B|a), , B € C, |a|? + |8|* = 1, is also a possible physical state of
the system.

¢ Postulate 2. (Dynamics) Given the initial state |1)o) at time ¢, its time evolution is
obtained through a unitary operator U(t,t), that is UT(t,%9)U(t,t9) = 1, 1 being
the identity operator over . The state at time ¢ then reads |1)(t)) = U(t, to)|o)-

* Postulate 3. (Measurements) Observables are Hermitian operators acting on the
Hilbert space H, X € B(#H). By the spectral theorem, X = > xzP,, where = €
R and P, = |z)(z| are a complete set of orthogonal projectors P,P, = 030/ P,.
The eigenvalues of X represent all possible outcomes of the measurement, and the
probability of retrieving « given state |1)) is provided by the Born rule:

pe = |(z|9)]?. (1.1)

Finally, when the measurement brings the value z, the conditional state of the
system after detection is the (normalized) projection of the probed state onto the
eigenspace associated with z, namely

1
|’(/)w> = \/ﬁ

referred to as Von Neumann reduction.

Py}, (1.2)

Actually, all these postulates presuppose a “Postulate 0”, that is to consider a closed
and isolated system. On the other hand, in practical situations we mostly deal with sys-
tems interacting with the rest of the universe, either during their dynamical evolution, or
when subjected to measurement. In turn, in the following we develop a suitable modifi-
cation of the three prescriptions, referred to as the generalized postulates, that hold also
in the presence of open quantum systems.

1.1.1 Postulate 1: Quantum states

The first generalized postulate takes into account that the preparation of a quantum sys-
tem, in general, may not be completely under control. Thus, a probabilistic description
must be considered, in terms of a given statistical ensemble {py, |1x) }x, meaning that
state |¢;) is prepared with probability py. In this case, the description of the system is
obtained by the statistical (density) operator p = ", pr|1r)(¢x|. By suitably character-
izing this mathematical object, we rephrase Postulate 1 as follows.

Postulate 1. (States) The quantum state of a system is described by a statistical operator, that
is a positive operator of unit trace, p € L(H), p > 0, Tr[p] = 1.

In the former expression, L£(#) refers to the set of all linear operator acting on he
Hilbert space H. As a consequence, given state p, if we consider a traditional Hermitian
observable X, the Born rule and the von Neumann reduction become:

1
po = Tr[pP,] and pz = —PypPy, (1.3)

x
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respectively. In the presence of a pure state |¢) € H, we have a 1-rank density operator
p = |¥)(¢], while, in the more general case, we have 1 < rank(p) < d, with d = dim(#),
and the state is said to be mixed.

The new generalized postulate can be reconciled with the standard Postulate 1 by
observing that, for an isolated bipartite system AB, described by the vector state 1)) 4B,
the state describing only subsystem A is obtained as the partial trace of the global state:

pa="Trn W) an(vl]. (14)

and the same undergoes for pp. Conversely, any density operator on H can be viewed
as the partial trace of a state vector on a larger Hilbert space. In fact, given a quantum
state p it is also possible to construct its purification as follows. We start from the spectral
decomposition p = ), A\i|¢r)(ék|; now, we introduce another Hilbert space I with
dimension dim(K) > rank(p) and an orthonormal basis {|0y)}x in K. Then, the vector
|[¥) € H® K, equal to:

="V 6810k, (1.5)
k

provides a purification of p, namely a pure state such that Trx[|U)) (¥|] = p. We also note
that the expression (1.5) represents the Schmidt decomposition of | ¥)) [25, 26]. Given this
argument, we underline that there exist infinitely many purifications of a density opera-
tor. However, thanks to the “freedom-in-purifications theorem” [27], all purifications are
unitarily equivalent. That is, if |¥1)) € H ® Ky and |U3)) € H ® K2 are two purifications
of p, there exists a unitary operation U : K1 — K3 which transforms |[¥,)) into |Us)),
namely:

[Wo) = (1 @ U) |W1)). (1.6)

Finally, to quantify the degree of mixedness of a quantum state p, that is how far a
density operator is from a pure state, we introduce two typical measures:

¢ the purity, defined as the trace of the square density operator:

ulel = Tr[p?] 1.7)

such that 1/d < p[p] < 1, d being the dimension of the Hilbert space. Pure states,
satisfying p® = p, have u = 1, while for any p < 1 we have a mixed state;

e the von Neumann entropy:
S[p] = — Tr[plog p] = Z Anlog Ay , (1.8)

where {\,, },, are the eigenvalues of p, and the logarithm is typically taken in basis
2. The von Neumann entropy captures the intuitive idea that, if a system is pre-
pared in a pure state, we have the maximum possible information, and S[p] = 0;
while mixed states are obtaining by tracing out some degrees of freedom of a larger
system, thus ignoring the information encoded in the correlations between the por-
tion under investigation and the rest of the universe. In this latter case, we have
0 < S[p] < logd.
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1.1.2 Postulate 2: Quantum dynamics

The second generalized postulate characterizes the dynamics of quantum states in the
presence of open systems, in which case the unitary description is untenable. Within
this framework, the evolution of system is described in terms of amap & : L(H) — L(H)
that transforms a quantum state p into another quantum state £(p). The fundamental
requirements that should be fulfilled by £ to describe a physical operation are the fol-
lowing [23]:

(a) The map €& is positive and trace preserving: if p > 0, then E(p) > 0 and Tr[E(p)] =
Tr[p], guaranteeing that the output state is a genuine quantum state satisfying Pos-
tulate 1.

(b) The map & is linear: £(3°, prpr) = Y, Pu€(pr), such that the state obtained by
applying the map to the ensemble {ps, pi } 1. is the ensemble {py, (o) }&.

(c) The map & is completely positive (CP): besides satisfying positivity, the map £ ® 1, :
L(H®C") - L(H @ C") is also positive Vn € N. This property captures the idea
that the map should be preserve its physical meaning when applied to subsystems
of a composite system.

Then, we have:

Postulate 2. (Dynamics) The evolution of a quantum system is described by amap € : L(H) —
L(H) satisfying (a) — (c), usually referred to with the terms quantum CP map, quantum opera-
tion, or quantum channel.

The reconciliation with the usual closed system dynamics is guaranteed by Kraus
theorem [26, 28].

Theorem 1.1 (Kraus, 1971). Let £ : L(H) — L(H) be a linear map. Then, the following are
equivalent:

o Eisaquantum CP map,

* there exists a group of operators { My}, C L(H) (named Kraus operators) such that

E(p) =Y MypM{ > MM, =1, (1.9)
k k

e there exist a Hilbert space Hp, a preparation |w)p € Hp and a unitary operation U €
L(H ® Hp) such that

E(p) = Trp|U p @ w)pw] U] (1.10)

We note that the theorem yields two equivalent representations for the map £. Eq. 1.9
constitutes a “local representation”, the so-called Kraus representation, providing the
generalization of unitary evolution in terms of a set of Kraus operators. In this frame-
work, unitary maps are retrieved as CP maps associated with a single Kraus operator
Mj,. On the contrary, Eq. 1.10 is a “microscopic representation”, that constructs a unitary
dilation of £ as the partial trace of a unitary evolution on a larger system. In particular,
this construction follows from the Stinespring dilation theorem [26, 29].
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1.1.3 Postulate 3: Quantum measurements

Finally, we deal with quantum measurements. As introduced before, a quantum mea-
surement in a closed and isolated system is characterized by a complete set of orthogonal
projectors {PP,}, associated with the self-adjoint operator X = ) P,. Analogously
to quantum maps, we now relax these requirements and highlight the minimum pre-
scriptions that should be satisfied by quantum observables, leading to the definition of
generalized measurements. In fact, we note that the Born rule in (1.3) can be rewritten
as:

pe = Tr[pPy] = Tr[pP3]. (1.11)

In turn, the only request to let p, be a faithful probability distribution is that P2 should
be a positive operator IT, > 0, satisfying the normalization condition 3" TI, = 1. This
condition defines a generalized quantum measurement as a positive operator-valued mea-
sure (POVM) {I1,},, such that IT, > 0 for all z, and ) II, = 1. Moreover, due to
positivity, the POVM elements II, can be expressed in terms of detection operators M, as
I, = MM, [23]. In summary:

Postulate 3. (Measurements) A generalized quantum measurement is described by a POVM,
i.e. a collection {11, }, of positive operators I, = MIM, > 0, such that > 10 = 1. Then, the
Born rule and the Von Neumann reduction become:

1
Pz = TF[PHx] and Pz = — sz;a (112)

x
respectively.

Formally, the detection operators are obtained as M, = VII,, thus representing the
counterpart of the projectors PP, in the conventional projection-valued measures (PVMs).
However, unlike PVMs, the orthogonality condition between the { M, }, is not required,
therefore the number of the POVM elements need not to coincide with the dimension of
the Hilbert space, and can also be larger.

Similarly to Kraus theorem, one can prove that any POVM {II,. } can be brought back
to a suitable PVM performed on a larger Hilbert space. This provides conciliation with
the standard postulate, guaranteed by Naimark theorem [26, 30].

Theorem 1.2 (Naimark, 1943). Given a generalized measurement {11}, on a Hilbert space
Ha, there exist a Hilbert space Hp, a preparation |w)p € Hp, a unitary operation Uap €
L(Ha @ Hp) and a projective measurement {P, },. on H g such that:

pe = TralplL] = Trap [Uap p@ lw)plw| Ul (14 2 B)] (1.13a)

1 1 R
pe = — MypM! = T [UAB p®|w)plw| Ul, (4@ Px)] . (1.13b)

x

As for the case of quantum maps, Naimark theorem provides a “microscopic repre-
sentation” of a generalized quantum measurement. In fact, in practical contexts, per-
forming a quantum measurement implies the presence of a detection apparatus, pre-
pared into an ancillary state interacting with the quantum state of the system and, there-
after, being measured. As a matter of fact, within this description, the measured quantity
may be always described by a PVM on the global Hilbert space of both the system and
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the apparatus. Then, an equivalent description in terms of POVMs is obtained when
tracing out the degrees of freedom of the apparatus. Conversely, any conceivable POVM
is associated with a Naimark extension, providing a physical implementation via ancilla-
based standard measurement. We also note that the possible Naimark extensions are
infinite, corresponding to the intuitive idea that exists infinitely many apparatuses, with
an arbitrary number of ancillary systems, to measure a physical quantity: indeed, for a
given POVM element I, there are infinite possible detection operators M. For this rea-
son, the construction reported in the statement of Naimark theorem is usually referred
to as the canonical extension of the POVM, which does not necessarily coincide with a
feasible actual implementation.



CHAPTER 2

Basics of quantum optics

In this Chapter, we present a general overview of continuous variable systems, with
particular attention to quantum optical systems, that will provide the main platform for
the quantum communication protocols discussed throughout the thesis. We establish
the quantum description of optical electromagnetic fields, both in the Hilbert space and
the quantum phase space representations, and, in particular, we focus on the Gaussian
state formalism, that describes most of the optical elements being commonly exploited
in the state-of-art technologies.

The structure of the Chapter is the following. In Sec. 2.1 we introduce continuous
variable systems, namely physical systems described by position- and momentum-like
operators that obey the canonical commutation rule. Then, Sec. 2.2 specializes the anal-
ysis to quantum optical fields, presenting the description of quantum states in both the
Hilbert space and the quantum phase space. Thereafter, Gaussian states are introduced
and characterized, and some relevant examples are reported. Instead, in Sec. 2.3 we dis-
cuss the quantum evolution of quantum optical states, focusing on the case of Gaussian
dynamics, transforming input Gaussian states into output Gaussian states. Finally, in
Sec. 2.4, we study quantum measurements of optical systems. At first, we provide a
complete description of Gaussian measurement, yielding Gaussian statistics and Gaus-
sian conditional states when performed on a Gaussian probe. Then, we present some
relevant examples of non-Gaussian measurements that will be discussed in the rest of
the thesis, i.e. photon-number resolving detection and weak-field homodyne detection.

2.1 Introduction to continuous variable systems

In this thesis, we deal with continuous variable systems. With this terminology, we
refer to a non-relativistic degrees of freedom, each one being quantized by a pair of
Hermitian position-like and momentum-like operators ¢ and p that satisfy the canonical
commutation relation (CCR):

lq,p] = 2i07 2.1)

where oy > 0 is a proper multiplicative constant, whose physical meaning will be dis-
cussed thereafter. These systems require the adoption of an infinite dimensional Hilbert
space, hence the terminology “quantum continuous variables”. In fact, operators ¢ and p
have continuous spectrum, ¢ = [ ¢|q)(¢| and p = [, p|p)(p|, with eigenvalues over the
whole real line, and improper eigenstates {|¢)} and {|p)} such that (g1|g2) = d(q1 — ¢2),

(p1lp2) = 6(p1 — p2), and (g|p) = exp(igp)/v/2m [31].
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Equivalently, for bosonic systems we also introduce the creation and annihilation
operators:

a=1""P  and L= 12P 2.2)

200 209
effecting the creation and annihilation of energy quanta, e.g. photons, phonons, ...,
of an harmonic oscillator, that obey [a,a!] = 1 [32]. Furthermore, the extension of the
CCR to n pairs of canonical variables {¢;,p;}, j = 1, ..., n, is straightforward, and reads
[qj,pr] = 2i03d;k, or, equivalently, [a;,a] = [a;,aT] = 0 and [a;,a}] = d;1, d;x being

the Kronecker delta. To get a more compact notation, it is useful to introduce a vector
representation of the canonical operators:

r= (Q1ap1a"'aqn7pn)T7 (23)

and re-express the CCRs as:
[£,#7] = 2i02 Q) (2.4)

where [A,B] = AB — (AB)" and Q") = @©7_,( is the n-mode symplectic form, with

0 1
o= (" q). (25)

and @ denoting direct sum.

2.2 Quantum states of radiation

The previous description provides theoretical modeling of a wide range of physical
bosonic platforms, such as mechanical harmonic oscillators, electromagnetic field, trapped
ions, .... For the purposes of this thesis, we will only focus on quantum optical plat-
forms, in which case the canonical operators ¢ and p represent the quantized quadratures
of a single mode optical field at given angular frequency w, associated with the Hamil-
tonian:

H:hw(fH—;) , (2.6)

where 7 is the reduced Planck’s constant and 7 = afa is the photon-number operator,
revealing the number of excitation quanta (photons) of a given quantum state [31-33].

Moreover, the corresponding electric field operator E(r) at position r, is obtained as:

- ; ; &
E(r) =& [a T gl e_”k'r} == {q cos(k-r) —psink-r)|, 2.7)
a0

where k is the wave-vector associated with the carrier frequency, with modulus & =
k| = w/c, and & = /hw/(2¢V) is the so-called electric field “per single photon”,
in which ¢, ¢ and V are the speed of light, the vacuum electric permittivity, and the
quantization volume, respectively. If the number of modes of the field is n > 1, the
Hamiltonian becomes H = >7"_, hw;(7; + 1/2), n; being the photon-number operator
associated with the bosonic mode a; [32].

Given these considerations, we present some paradigmatic examples of quantum
states for optical fields.
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Fock states. They are the eigenstates of the Hamiltonian (2.6), corresponding to the
eigenstates of the number operator, {|n)}, n € N, such that f2|n) = n|n). By the spectral
theorem, they form a complete orthonormal system. In particular, among Fock states,
we find the vacuum state |0) such that 2|0) = 0, for which the quadrature mean values
and variances read:

(@) =(p)=0 and A%g=A%p = og , (2.8)

revealing the physical meaning of constant o3 introduced in (2.1), namely the zero-point
fluctuations of the field quadratures, also referred to as vacuum fluctuations or shot noise
variance. In turn, the shot noise o3 provides a measurement scale to evaluate the quadra-
ture variances of all quantum states; thus, in principle, its value can be arbitrarily chosen.
Typically, there are two conventional choices: either fixing o2 = 1/2, the so-called canon-
ical representation, or o3 = 1, corresponding to shot-noise units (SNU).

Coherent states. They are the eigenstates of the annihilation operator q, that is a|a) =
ala), a € C, expanded in the Fock basis as:

o) ==Y j—%m — D(a)[0), 2.9)

n=0

where D(a) = exp(aa’ —a*a) is the displacement operator. Coherent states are not orthog-
onal with one another, since eigenstates of a non-Hermitian operator,

(Bla) = eTloflRel0l"=a"0)/2 - geC, (2.10)

but, nevertheless, they form an overcomplete set, as:

/d20‘|a><a ~ 1. 211)

Moreover, these states are usually considered as quasi classical states, namely the quan-
tum states that describe classical optical fields in the absence of noise. Indeed, given
a coherent state with amplitude o = lale’®, 0 < ¢ < 2, the expectations values of
quadratures read (¢) = 20¢|a| cos ¢ and (p) = 200 || sin ¢, reproducing the behaviour of
a classical harmonic oscillator, albeit exhibiting shot noise fluctuations A%q = A%p = o,

that become negligible in the classical limit of high-intensity fields, |a|* > oZ.

Thermal state. It is the mixed state describing radiation emitted by thermal sources,
namely:

A = Y (1) W, e

n=0

7 being the mean number of photons. It has null mean values of quadratures and vari-
ances larger than vacuum fluctuations, as A%q = A%p = o3 (1 + 2n).
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Single-mode squeezed vacuum state. It is the state of radiation obtained from second
order interaction of light within a non linear crystal of nonzero second order susceptibil-
ity, expressed as:

Ir) = S(r)[0), (2.13)

where S(r) = exp[r(af? — a?)/2] is the single-mode squeezing operator, r € C. If r > 0, we
compute the expectation values of quadratures as (¢) = (p) = 0 and:

A?q = e* ol and A?’p=e o}, (2.14)

The name squeezing derives from the fact that fluctuations on p are reduced below the
vacuum, at the expense of enlarging those on p above the shot-noise limit. In other
words, quadrature p is squeezed, i.e. de-amplified, while quadrature g is anti-squeezed,
that is amplified.

Two-mode squeezed vacuum state (TMSV). It is the paradigmatic example of a two-
mode entangled state, defined as:

[TMSV)) = S(r)[0)[0) = /1 — X2 " X"|n)|n), (2.15)

n=0

where Sy (r) = exp[r(a’b’ — ab)] is the two-mode squeezing operator, acting on two modes
aand b, [a,b] = 0, and A = tanhr. In the previous expression, we assumed 7 > 0 for the
sake of simplicity. The TMSV represents the maximally entangled state at fixed mean
energy, as, after performing partial trace over one mode, we retrieve a thermal state with
energy n = A\?/(1 — \?) [33].

2.21 The quantum phase space description

Beside the Hilbert space description, obtained by expansion over a suitable basis, an
equivalent representation of optical quantum states is obtained in the so-called quantum
phase space. 1t is introduced as a bijective mapping between n-mode density operators in
the Hilbert space and complex scalar function defined in R?".

Let us consider a n-mode bosonic system, described by the bosonic operators a =
(a1,as,...,a,)T, arranged in vector notation. Then, according to Glauber’s formula,
also referred to as Fourier-Weyl relation, any quantum state p can be expressed as [31,
33, 34]:

d’a
p= [ CE@Da@)’, 216)
Cn ™
where a = (ay,as,...,a,)T € C" and
Da(c) = Q) Da, (), (2.17)
k=1

where D,, (o) = exp(apar’ — ajay) is the displacement operator acting on mode ay.
Some useful properties of the displacement operator are reported below:

Da(a1)Da(az) = Da(a1 + a2), ag,a € C", (2.18a)
Dea(a) = Da(fa), ER, (2.18b)
Tr [Da(@)] = 76" (e) (2.18¢)
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§(™ () being the complex n-mode Dirac delta distribution. Moreover, for any pair of
generic operators O; and O, acting on the Hilbert space  of n modes the trace rule
holds:

Pa

14(0:0:] = [ TEx(0](@)x02)(~a), 2.19)
x[01(2)] () being the characteristic function of O sy, respectively. As an example, for
a single radiation mode a, we choose O; = D(«), with a = x + iy, and Oy = ¢* =
o2(a + a')? and obtain [35]:

d2

Tr [D(@)q’] = 0 e~ (@72 lmS(z)(oz) + 27Ty6(a:)diy5(y) - ﬂ-é(x)dTﬂd(y) ,  (2.20)

where 6(z) is the Dirac delta distribution.

Remarkably, we note that Eq. (2.16) formally represents an expansion on the set of
displacement operators, which constitutes a complete basis set on the Hilbert space £(#)
of the linear operators acting on . In turn, the coefficient:

x(@) = Tr [pDa(a)] (2.21)

referred to as the characteristic function associated with p, contains all information about
the quantum state. We conclude that, as anticipated before, we can study and analyze
the properties of p by a function of n complex variables rather than a density operator in
the Hilbert space.

Starting from x(a) we also introduce the generalized characteristic function, or s-
ordered characteristic function [31, 33, 34]:

Xs(@) = Tr [pDa()] e5'/2, (2.22)
that satisfy the following properties:

D) xs(0) = Tr[p] = 1;

ii) forallj=1,...,nand s = —1,0, 1, we have:

()" (o) ot

where (-), is the s-ordered expectation value, corresponding to anti-normal order
(s = —1), symmetric order (s = 0) and normal order (s = 1). That is, the general-
ized characteristic function is the moment generating function for the state p.

- <(a;)mak>s : (2.23)

a=0

Finally, by passing to the Fourier transform, we obtain the quasi-probability distribution
[31, 33, 34]:

W,(a) = / ) B (sla—alp) Ys(8), (2.24)

ﬂ-Zn
such that:
i) [o. PaW(a)=x(0)=1;
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ii) forallj=1,...,nand s = —1,0, 1, we have:

()" () v

and, by integration, we retrieve all statistical moments of state p;

_ / Pa(of) "ok Wi(e),  (225)

a=0

iii) for s = 0 the trace rule becomes:
Tr[010s] = 7" | d*aW[01]()W[0s](a), (2.26)
C'IL
where we omitted the pedix 0 for convenience.

We also remark that, by performing a suitable change of variables, we can re-express
all the previously introduced functions in terms of 2n real variables in the domain R?"?,
rather than n complex ones in C". To this aim, we introduce a set of Cartesian variables

r = (T1,Y1;72,Y2; - i Tn,Yn)" = 200(Rear,Imaj;Reas, Imay;...;Reay,, Ima,)" €
R2™ and set:
1
Xs(r) = xs(e(r)) and Ws(r) = (402)nWs(a(r)) ) (2.27)
0

where a(r) denotes the re-parametrization of the complex vector « in terms of the new
variables, i.e. a; = (z; + iy;)/200, j = 1,...,n, and the pre-factor 1/(402)" in the quasi-
probability distribution W has been introduced to preserve its normalization.

Moreover, quasi-probability distributions provide useful tools to assess some rele-
vant quantum features of the state p. In particular, the most common distributions refer
to the values s = —1,0, 1 and are presented below for the single mode case, n = 1.

P-function (s = 1). If s = 1, the function P(«) = Wi(a) is called P- function, or
Glauber-Sudarshan function, such that for each state p we have:

p= [ daPla) aal, (228)
C

|a) being a coherent state. We note that, in general, P(«) is not a regular function. In
particular, if we deal with a coherent state p = |3)(f], 3 € C, we have P(a) = 6 (a—B);
otherwise, if the state cannot be expressed as a statistical mixture of coherent states, the
corresponding P(«) is a pathological function, being more singular than a Dirac delta.
In turn, the singularity of the P-function provides a sufficient condition to assess non-
classicality of quantum states.

Wigner function (s = 0). The function W (a) = Wy(«) is called Wigner function, being
the Fourier transform of the characteristic function x(«). It represents the conventional
choice to describe quantum states in the phase space, and can be also computed as [33,
34]:

o0

W(a) == (~1)" (n|D'(a) p D()n). (2.29)

n=0
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{|n}}. being the Fock basis. Moreover, in the Cartesian notation, performing integration
over one of the two variables yields:

/ dpW(g,p) = {alolg)  and / dg W (q,p) = (plplp) . (2.30)
R R

where |¢) and |p), ¢,p € R, are the improper eigenstates of the canonical operators ¢
and p, respectively. Therefore the marginal distributions of the W-function yield the
probability distributions associated with quadrature detection [33, 34]. Unlike the P-
function, the Wigner function is non-singular, W («a) < oo, but it can get negative values.
If so, the width of the Wigner negativity region in the phase space provides a measure
of non-classicality [36].

Q-function (s = —1). Finally, the function Q(a) = W_1(a) is called Q-function (or
Husimi function). Its fundamental property is that:
Qo) = (efple) >0, (2.31)
m

|or) being a coherent state. In turn, Q(«) is regular for all quantum states.

2.2.2 Gaussian states

Within the phase space representation, a quantum state pq is a Gaussian state if its asso-
ciated Wigner function (or, analogously, its characteristic function) is Gaussian, namely:

—;ex —lr— Tol(r-
W) = e o |3 R - B (2:32)

wherer = (21,91,...,Tn,yn)’ € R?",and
R = Tr[pg 1] (2.33)

is the first moment vector (FM) and

Tr |:pG {f,fT}} —RR' (2.34)

is the 2n x 2n covariance matrix (CM), where { A, B} = AB+(AB)" is the anti-commutator
of A and B. Thus, a Gaussian state is completely characterized by its FM and its CM.
Equivalently, a Gaussian state can be expressed as a Gibbs-state of a (at most) quadratic
Hamiltonian H = #"H#/2 + a't, where H is a 2n x 2n symmetric matrix and a € R?" is

a “displacement” vector. That is:

e*[m
PG =% (2.35)

Z= TJr[e_BH |, where 3 is a free parameter.
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The expansion of a Gaussian state pg onto the Fock basis has been recently derived
in [37]. To this aim, we first re-express Eq. (2.32) as:

W(a) = w;T&) exp |~ gla—8) 5 () (2.36)
with « = (a1, ai,...,a,,af)T € C?",and
B=Ux and &=UcU' (2.37)
where U = @7_,U; and
U, = % G _ZZ) . (2.38)
Thereafter, we introduce the matrices
0Q =06+ 12,/2 (2.39a)
A=X(ly -0y (2.39b)
AT = plog! (2.39¢)

where 15, is the 2n x 2n identity matrix and X = ®7_,0,, o, being the Pauli z-matrix.
Then, the matrix element in the Fock basis pmr = (m|p|k), |k) = |k1ks ... k,) and
|m) = |mimy ...m,), reads:

n 8 ks 6 Mg 1
Pk = Tk H (8045) (8a*) exp (204TA04 + 'yTa) ’a—O (2.40)
s=1 s

where

mk

= ! Ll
T Jdet(o0) [T, kslms! eXp( P90 ﬁ) : (2.41)

We now list some fundamental properties of Gaussian states that will be helpful
throughout the thesis:

e Tensor products of Gaussian states are Gaussian. That is, given two Gaussian states
pa(B) with FM R 45y and CM o 4(p), respectively, the bipartite state p = pa ® pp
is Gaussian with FMR=R4 ®RgandCMo =04 P op.

o The partial trace of a Gaussian state is Gaussian. We consider a generic bipartite Gaus-
sian state p o5, with FM and CM:

_ (Ryu _[(0a 0OaB
ke (B). oo (2 o) o)

Then, pa(p) = Trp(a)lpas] is still Gaussian with FM R 4y and covariance o 4(p),
that is the sub-blocks associated with subsystem A(B) in R and o.
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o The purity and the von Neumann entropy of a Gaussian state only depend on its CM. The
purity of a Gaussian state pg, with CM o, is retrieved as:

2\n
_ 2] = (0" 243
mlocl = Trlpe] = —== ) (2.43)
whereas its von Neumann entropy S[pc] = — Tr[pg log, pc] reads:
- dj/dg —1
Slpcl = ; h (2 : (2.44)

where h(z) = (z+1)logy(z+1) —zlog, x, and {d,}; are the n symplectic eigenval-
ues of o, i.e. the positive eigenvalues of the 2n x 2n matrix iQM e [31, 33]. Closed
expressions for the symplectic eigenvalues are available for systems of n = 1,2

modes. In particular, for n = 1, we have d; = y/det(o), whereas for n = 2 we
express the CM in block form as in Eq. (2.42) and obtain:
A++AZ 4]
dig = || =5 (2.45)

with I,(9) = det(a 4(p)), I3 = det(oap), [4 = det(o) and A = I + I + 213.

We now present some common examples of Gaussian states. Moreover, for single-
mode states it is also possible to provide a graphical phase space representation, depicted
in Fig. 2.2.1, obtained as the contour plot of the Wigner function W (g, p) at the height of
variances.

First of all, the vacuum |0) is a Gaussian state with R = 0 and o = 0715, being
represented in the phase space as a circle with radius oy centered in the origin, see
Fig. 2.2.1(a). Also coherent states |a) = D(«)|0) are Gaussian, with R = 20¢(Re a, Im «)
and o = 021,; thus the displacement operator acts as a translation in the phase space,
see Fig. 2.2.1(b). Thermal states are Gaussian, with null FM and o = oZ(1 + 27), see
Fig. 2.2.1(c), being, therefore, represented as a circle with a bigger radius than the vac-
uum. Finally, the single-mode squeezed state is Gaussian, with null FM and CM

2r
o =0l (eo e_ozT) : (2.46)

where we assume r > 0: that is, the squeezing operator acts as a dilatation of the ¢-
axis and a compression of the p axis, deforming the vacuum circle into an ellipse of
bigger semi-axis equals to "o and smaller semi-axis e~ "oy, see Fig. 2.2.1(d). In the more
general case r = |r|e'¥, the ellipse is rotated by an angle 1//2. We also note that, starting
from these basic examples, it is possible to reconstruct all single-mode Gaussian state.
In fact, by the former definition of Gaussian states of Eq. 2.35, it follows that a generic
single mode Gaussian state can always be written as a displaced squeezed thermal state
pc = D(a)S(r)v*™(a)ST(r)DT (), for some parameters a,7 € C and 7 > 0.

Finally, within the class two-mode states, the typical example of Gaussian state is the
TMSYV, having null FM and CM:

2 V]l2 ZO'Z
o =0p (Zaz V1) (2.47)

where V' = cosh(2r) = (1 + A?)/(1 — A\?) is the so-called quadrature variance, Z =
sinh(2r) = v/V2 — 1 is the correlation term, and o, is the Pauli z-matrix.
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2.2 Quantum states of radiation
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Figure 2.2.1: Phase space representation of Gaussian states: the vacuum |0) (a), a coherent state
|a) (b), @ € C, a thermal state v*"(72) (c), and a single-mode squeezed vacuum state |r), r > 0 (d).
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2.3 Quantum evolution of optical states

The dynamics of a quantum optical system follows the prescriptions outlined in the pre-
vious Chapter. That is, in the presence of a closed system, we have a unitary dynamics
governed by a self-adjoint Hamiltonian operator H through the Schrodinger evolution
dp/dt = —i[H, p], where we adopted the natural units, i = 1. Otherwise, open quantum
dynamics are modeled by a suitable quantum master equation for the density operator
p, obtained from a Hamiltonian dynamics over a larger system, that includes an envi-
ronment, being, ultimately, traced out [26, 31]. Under proper dynamical assumptions,
we retrieve a time-local master equation in the Lindblad form:

d
dff = 2]: L[Ajlp, (2.48)

where 7 is a decoherence rate and L[A]p = ApAT — {ATA, p}/2, L[A] being the so-called
Lindblad superoperator [26].

In the following, we mainly focus on the special case of Gaussian dynamics, in which
situation the theoretical description is rather simplified.

2.3.1 Gaussian dynamics

The class of Gaussian dynamics refers to evolutions of quantum states that preserve
Gaussianity, namely mapping Gaussian states into Gaussian states. This corresponds
either to unitary evolutions of closed systems associated with linear or bilinear Hamilto-
nian operators, or suitable master equations modeling quadratic interaction of an open
system with a Gaussian environment [31, 33]. Since Gaussian states are completely char-
acterized by first and second moments, we wonder to describe the dynamics in the phase
space by introducing suitable transformation laws for the FM and the CM. In more de-
tail, if pi,(our) is the initial (evolved) state, with FM Ry, (out) and CM i, (out), the task is
to determine transformation rules mapping Rin, — Rout and oi, — ooyt We consider
both unitary and CP evolutions.

In the case of closed systems, a Gaussian evolution is a unitary evolution generated
by linear or quadratic Hamiltonian H. If H is linear, H = a, then the modes evolution
reads [31, 33]:

i'out = i‘in + d7 (249)

with d = Q™ at, t being the duration of the time evolution. That is, the unitary operator
U = exp(—iHt) takes the form of a displacement operator, and, accordingly:

Rouwi = Rjp +d and Oout = Oin - (2.50)
Othwerwise, if the Hamiltonian H is quadratic, namely in the form H=%"Ht /2, then:
four = €1 1y e 1 = Sy, (2.51)

where S = exp[Q(™H{] is a 2n x 2n symplectic matrix, satisfying the fundamental prop-
erty [31, 33]:

SO §T = (2.52)
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Then, the output first and second moments read:
Rowt =SSRy, and oo =S0im ST, (2.53)

and the unitary evolution associated with H corresponds to a symplectic evolution of
FM and CM under matrix S.

Finally, we present some examples of symplectic matrices associated with commonly
encountered transformations.

* Phase shift. A phase shift is a single mode evolution associated with the unitary
operator Uy = exp|—ifla’a]. Its associated symplectic matrix is a rotation matrix of
angle 6:

g ( cos 0 sin9) . (2.54)

—sinf cos@

e Single-mode squeezing. As introduced before, the single-mode squeezing evolution
corresponds to the operator S(r) = exp[r(af? — a?)/2]. If r > 0, the associated

symplectic matrix is:
e 0
S = <0 eT) . (2.55)

* Beam splitter. The beam splitter acts as a two-mode mixing evolution, mapping
two input modes a and b, into two output ports, associated with modes c and d.
It corresponds to the unitary operator Ups = exp|f (a'b — ab')], such that cos? 0 =
T < 1is the beam splitter trasmissivity. The symplectic matrix is the 4 x 4 matrix:

S = ( VT 1, ml“') . (2.56)
—VI-T1l, VT,
Accordingly, the input-output relations read:
c=UlsaUps=VTa+V1-Th, (2.57a)
d=UlsbUps =VTb—-V1-Ta. (2.57b)

* Two-mode squeezing. The two-mode squeezing operator So(r) = exp[r(a’d’ — ab)]
generates a Gaussian dynamics associated with the 4 x 4 symplectic matrix:

_ (cosh(r) 1y sinh(r)o.
- (Sinh(T)Uj cosh(r) ]12>’ (2.58)

where we assumed r > 0. The input-output relations are the following;:
¢ = So(r)1 a So(r) = cosh(r) a + sinh(r) bl (2.59a)

d = Sy(r)" b Sy(r) = cosh(r) b+ sinh(r) al . (2.59b)
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In the opposite scenario of an open system, the Gaussian evolution of quantum states
is provided by a suitable CP map, describing quadratic interaction with an environment
prepared in a Gaussian state, and thereafter being traced out. Accordingly, following
Kraus theorem, any open Gaussian dynamics can be retrieved as a symplectic joint evo-

lution of system and environment. In more detail, if #;, and irl(f ) are the input quadrature
operator vectors of system and environment, respectively, and the environment is pre-

pared in a Gaussian state with null FM and CM o-i(f ), there exists a symplectic matrix S,
in the form:
X B
S = (O D) , (2.60)
such that

i'out i‘in
() - (i) o0

In turn, the input output relation for the system becomes:

fous = X fin + BEY (2.62)

mn ?

and we obtain the FM and CM transformation rule as:

Rout = XRy, and Oont = Xom X' +Y, (2.63)

withY = Bo") BT,

In summary, a Gaussian CP map is defined by two 2n x 2n matrices X and Y such
that:

1) Rout = XRin ’
i) oous = XoWXT +Y,
iii) Y +i02Q™ > ic2 XQM XT,

where condition iii) guarantees that the additive noise matrix Y preserves Heisenberg’s
uncertainty relations for the output state. In the particular case of X being a symplectic
matrix and Y = 0, we regain the usual unitary evolution.

A paradigmatic example of a Gaussian CP map is the thermal-loss channel, corre-
sponding to the loss master equation in the presence of a thermal bath:

do _

5 =t 1) Lla] p+~n Llal] p, (2.64)

wehre v is the system-bath coupling rate and 7 is the mean number of photons of the
bath. The resulting dynamics is equivalent to a Gaussian CP map associated with the
matrices [31]:

X=VT1, and Y =(1-T)1+2n)l,, (2.65)

1, being the 2 x 2 identity matrix, in which T = exp(—~t) < 1 is the channel transmis-
sivity.
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24 Quantum measurements of optical states

In this section, we conclude the presentation of the fundamental aspects of quantum
optics by discussing the main examples of quantum measurements, i.e. POVMs, that
can be implemented. First of all, we provide characterization of Gaussian measurements,
such that, if performed on a Gaussian state, yield a Gaussian probability distribution and
a Gaussian conditional state, and, subsequently, we present some relevant non-Gaussian
schemes, based on photo-detection.

2.4.1 Gaussian measurements

Formally, with the term Gaussian measurement, we refer to a continuous-valued POVM
{II,,.}, rm € R?", whose elements I, are associated with a Gaussian Wigner function:

L L exp 71(1‘ - rm)T 0'n171 (I‘ - rm) ’ (266)

W, ](r) = (4mo2)n (2m)y/det(orm) 2

where r,, is the outcome of the measurement and o, is the so-called “covariance matrix
of the measurement”, being characteristic of the particular measurement performed. We
also note that, unlike quantum states, the function WII,,_ ](r) is not normalized, as the
POVM elements constitute a resolution of the identity, j drp Il = 1. In fact:

[ dra Wi, Jio) = W { L. drerm] -
= W) = e (2.67)

where we exploited the linearity of Wigner functions. Then, by applying the trace rule (2.26),
when a Gaussian measurement is performed on a Gaussian state pg with FM R and CM
o, the probability of retrieving outcome ry, reads:

() = Telp T, ] = (403" [ drWloc] ()WL, (0 2.68)
©(2m)ny/det(o + o)
exp H@m _R) (04 0m) (rm —R)| . (2.69)

That is, the outcomes of the Gaussian measurement are Gaussian distributed, with aver-
age value R and covariance o + o,.

Finally, we also discuss the case of conditional measurements, that will be often en-
countered throughout the thesis. We consider a bipartite system A, where subsystems
A and B are composed of n4 an np modes, respectively. In the vector notation we have
a = (a4,ap). We consider a bipartite quantum state p4p with characteristic functions
xap(o) = xap(oa, ap). We now perform a quantum measurement on subsystem B,
described my means of the positive-operator-valued measurement (POVM) {II,, }..,
whose elements are associated with the characteristic function ., (ap). By applying
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the trace rule, the conditional state on A reads:

1
PAlrm = m Trp [PAB(]IA ® Hrm)]

1 d?ay

- _ - - A T

B p(rm) / TnA XAlrm (aA) DaA (aA) ’ (270)

where:
o
X AJr,, (04) =/ WnBB Xap(oa, @p) xr, (—B), (2.71)

and p(ry,) is the detection probability:

p(rm) =Trap [,OAB(]lA ® Hrm)]

dQQA
=Try A XA|rm, (aA) DaA = XAlrm (0) . (272)

An interesting result is obtained for Gaussian states and Gaussian measurements.
We now assume p 4 to be a Gaussian state with FM R = (R 4, Rp) and CM (written in

block form)
o= (7" %) 2.73)
0'} OB

Moreover, we consider a Gaussian POVM {I1,._ }, , with CM o,. Then, the conditional
state p ), is still a Gaussian state with CM o 4|, and FM R4, given by [31, 33, 34]:

A, =0a—0z(0p+0m) oy, (2.74)
and
RA‘rm = RA + UZ(UB + UIIl)il(rIIl - RB) I (275)

respectively.

2.4.1.1 Homodyne and double-homodyne detection

Typical examples of Gaussian measurements are the so-called coherent detection schemes,
corresponding to homodyne and double-homodyne measurements. The name “coher-
ent” arises from the fact that, in experimental implementations, a strong local oscillator is
let impinge with the incoming optical signal, which implies the two fields to be perfectly
phase-matched in both the spatial and temporal domain.

To begin with, we introduce the homodyne measurement. With this term, we refer to
measurement of one of the field quadratures:

Ty =cosPpq+singp = oy (ae_i‘z’ + aTew) , (2.76)

0 < ¢ < 7. In turn, homodyne detection is described as a conventional projective mea-
surement over the eigenstates of x4, namely I, = |z4)(z4|, and the probability of ob-
taining outcome z from state p reads P(x) = (z4|p|z4).
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Figure 2.4.1: (a) Setup of homodyne detection of quadrature x4 = cos¢ ¢ + sin¢p. The signal
interferes with a high-intensity LO |zei¢’) at a balanced beam splitter, with 22 = oo; thereafter,
photon-number detection is performed on both branches and the difference photocurrent A is
considered. (b) Setup of double homodyne (DH) detection. The incoming signal is divided into
two parts at a balanced beam splitter, on which joint homodyne measurement of both quadratures
gc and pq is performed.

>

Remarkably, homodyne is a Gaussian measurement, associated with the CM:

o =of lim {m (g ?) R;} , 2.77)
where R is a rotation matrix of angle ¢:
[ cos¢ sing
Ry = (— sing cos qb) ' (2.78)

The practical implementation is achieved by the scheme reported in Fig. 2.4.1(a). At
first, the incoming signal is mixed at a balanced beam splitter, with transmissivity T =
1/2, with a local oscillator (LO) excited in the coherent state |ze'?), z > 0; thereafter
photon-number detection is performed on both the output beams [38]. At the quantum
limit, we describe the input optical modes associated with signal and LO by two bosonic
operator a and b, respectively, while performing photon-number detection on the output
modes c and d corresponds to measure the two Hermitian operators 7. = cfc and 7g =
d'd. Ultimately, we evaluate the difference photocurrent A = 7, — 4. In the Heisenberg
picture, namely by applying the modes transformations at a balanced beam splitter a —
c=(a+b)/vV2and b — d = (b— a)/\/2, we have [39]:

A =abl +a'b. (2.79)

Therefore, considering the state |ze'?) of the LO as fixed, we have:

<26i¢‘A|26i¢> == (aefid’ + aTeid’) -2 T (2.80)
o g0

In turn, measuring the rescaled photocurrent A /(z0y) may provide an indirect measure-
ment of the quadratures of the input field. If we compute, however, the expectation

value of A we have:
(zei¢|A”|zei¢>

(z/o0)" = a4+ %(ﬁn)(a’ a';2), (2.81)
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where 755") (a,a'; z) is a function of both the field operators a and a' and the LO intensity,
to be explicitly calculated; for instance, 7((;)((1, at;z) =0, 7;2) (a,a';2) = ala/(z/00)?,

’yf’) (a,a’;2) = (3alzya+x4)/(2/00)? and

3(a’)?a® +ata  6Ga'zia+4(zf-1)+1

7 (a,at) = Tom o (2.82)

Therefore, it is clear that the actual measurement of the quadrature is achieved only
in the limit 22 — oo in which the measurement of the moments (A/z)" corresponds
to measure xy [40]. Moreover, in practical realizations, in the presence of high LO,
photon-number measurement is implemented by p-i-n photodiodes, namely photode-
tectors generating macroscopic photocurrents proportional to the intensity of the incom-
ing light.

The homodyne measurement allows us to retrieve information on a single field quadra-
ture, raising the question to design a scheme for the joint detection of the two canonical
quadratures ¢ and p. This task is not straightforward, as [q, p] = 2i03, therefore ¢ and
p cannot be jointly measured with maximum precision, according to Heisenberg’s un-
certainty principle. However, this kind of measurement can be realized in terms of a
POVM, referred to as double-homodyne (DH) measurement.

Formally, DH detection is described as a 1-rank (non-orthogonal) projection on co-
herent states, with associated POVM:

|Cq P> <<q p
I, , = LRI dP (2.83)
P 27rcr(2)

where |(, ;) is a coherent state with amplitude ¢, , = (¢+ip)/200, such that [ dqdpIl, , =
1. The corresponding probability distribution is P(q,p) = (Cy.»|0lCep) /2708 = Q(q, D),
that is the Husimi Q-function; whilst the CM of the measurement is o, = 03 15. In turn,
measurement of both quadratures introduces a ineludible excess noise, equal to the shot
noise variance, that makes the quadrature variances larger than the usual homodyne
detection.

The practical implementation of this scheme is reported in Fig. 2.4.1(b). Now we split
the incoming signal in two parts thanks to a balanced beam splitter, in whose second
port we have the vacuum state |0). Then, we implement joint homodyne detection of
quadrature q. = (¢, + g»)/V/2 (corresponding to ¢ = 0) and pg = (pp — pa)/V2 (¢ = 7/2)
on the transmitted and reflected branch c and d, respectively.

2.4.2 Some relevant examples of non-Gaussian measurements

Beyond the Gaussian realm, the paradigmatic example of a non-Gaussian measurement
is provided by photo-detection, namely photon-number measurement, described as pro-
jection onto the Fock states, II,, = |n)(n|. Usually, photo-detection is also referred to
as incoherent detection or direct detection, as it does not require the presence of auxiliary
fields nor an interferometric scheme, as for homodyne detection. Nevertheless, from a
practical point of view, resolving individual photons is a highly nontrivial task. In fact,
all the existing photo-detectors actually implement a destructive measurement based on
the photoelectric effect, and indirectly probe the particle-like properties of radiation by
measuring the electron flow, i.e. the current, generated inside the detector by the absorp-
tion of photons. In light of this, some examples of commonly employed photo-detectors
are the following:
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* p-i-n photodiodes, namely proportional detectors that generate a macroscopic cur-
rent proportional to the incoming number of photons. They provide an efficient
solution for detection of semi-classical fields, e.g. homodyne detection, whilst not
being able to resolve photons;

* on-off detectors, that is click-no click detectors that can only resolve the vacuum
state, distinguishing the absence or presence of photons. Accordingly, they are
described by the binary POVM {Il.g, I1,, }, with I,g = |0)(0| and II,, = 1 —Ilg;

* photon-number resolving (PNR) detectors, capable of resolving the lowest Fock states
n=0,1,..., M up to a maximum number M < co.

Within these classes, PNR detectors provide the more advanced solution from the tech-
nological point of view, and its functioning will be discussed in detail in the following.

2.4.2.1 Photon-number resolving detection

As mentioned above, PNR detectors are able to resolve any number of photons n up
to a maximum number M < oo, hence referred to as the photon number resolution;
to highlight this features, throughout this thesis we will refer to them as PNR(A/) de-
tectors. For instance, PNR(3) refers to a detector that has only four possible outcomes
n € {0,1,2, >3}, where “>3"” means 3 or more photons. Clearly, PNR(1) detectors corre-
spond to on-off detectors, whereas ideal photo-detection requires PNR(M) with M = oo
[16]. Accordingly, we describe PNR(M) detection by a finite-valued POVM with M + 1
possible outcomes, {IIy, ITy, ..., I}, with:

|n) (n] ifn=0,...,M -1,

(2.84)

=

M—-1
— Yl ifn =M.
j=0

As a consequence, if we are performing PNR(M) measurement on a generic coherent
state |o), o € C, the probability of detecting the outcome n = 0, ..., M reads:

e_NN—' fn=0,....M—1,

n!

pn(N) = (a|ll,,|a) = NMfl N (2.85)
1—e Z 7 ifn=M,

with a mean photon number N = |a|?, namely a truncated Poisson distribution.

Good candidates as PNR detectors are the hybrid photodetectors, which are en-
dowed with partial photon-number resolution and a linear response up to 100 photons
[41], though with a quantum efficiency of about 50% in the green spectral region. Very
high quantum efficiencies are obtained with transition-edge sensors (TES), but their dy-
namic range falls to approximatively 10 photons [42, 43]. More recently, also Silicon
photomultipliers (SiPMs) has been investigated as PNR detectors, since they are more
compact and with higher dynamic range [44—46].
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PNR(M)
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Figure 2.4.2: (a) Scheme of weak-field homodyne (WH) detection employing a low LO, 22 < o,
and PNR(M) detection. The outcome is a pair of integer values n = (n1,n2), niyz) = 0,..., M.

(b) Homodyne-like (HL) detection, namely a WH scheme where we only consider the difference
photocurrent A = —M, ..., M at the output.

2.4.2.2 Weak-field homodyne detection

Given the previous considerations, an intriguing question arises: that is, to investigate
the performance of the homodyne scheme, depicted in Fig. 2.4.1(a), beyond the high-LO
limit, when 2? < oo, in which case the setup does not implement quadrature detection
anymore.

We can identify two possible scenarios. The first one is referred to as weak-field
homodyne (WH) detection, whose scheme is reported in Fig. 2.4.2(a): the conventional
p-i-n photodiodes of the standard homodyne detection scheme are replaced by PNR(A/)
detectors [42, 47]. As a matter of fact, realistic PNR detectors have a finite resolution
M < oo, hence a low-intensity LO is required. The use of PNR detectors gives access
to the two local photon-number statistics and allows jointly probing both the wake- and
particle-like properties of the field. Accordingly, WH detection returns a pair of integer

outcomes n = (n1,n2), ny2y = 0,..., M. Given an input coherent state |o), o € C, the
resulting probability distribution reads:
P () = pn, (114 (05.0)) Py (1 (03 9)) , (2.86)
where
‘oz + zei¢|2
(s 9) = ————, (2.87)

is the mean energy on the two output branches, respectively, and p, () is the PNR(M)
distribution reported in Eq. (2.85).

In the second scenario we consider the WH scheme where we evaluate the difference
A between the number of photons measured at output beams. Due to the clear analogy
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with the standard homodyne detection, we refer to this configuration as homodyne-like
(HL) detection, depicted in Fig. 2.4.2(b) [41, 44, 48]. The probability of obtaining the
value A = ny; — ny, with —M < A < M, becomes:

M
SPW@) = 3" puy (14(056))Pna (1-(05)) Sy g (2.88)

ni,na =0

d;i being the Kronecker delta. In particular, when M = oo, A represents the difference
between two Poisson variables, thus Eq. (2.88) approaches a Skellam distribution [16].



CHAPTER 3

Fundamentals of quantum communication systems

In this last Chapter of Part I, we discuss the fundamental aspects of quantum commu-
nication systems, whose general goal is to transmit information between a sender and a
receiver located at a certain distance. Given this scenario, different protocols can be de-
signed, according to both the type of information to be shared, either classical informa-
tion (e.g. a classical message) or quantum information (i.e. a quantum state), and the re-
ceiver’s task. In particular, in the rest of the thesis we will deal with two different classes
of protocols involving transmission of classical information carried by quantum states
over a quantum channel, that is quantum state discrimination and continuous variable
quantum key distribution. Instead, in this Chapter we maintain a general approach, and
provide a general description, being valid for all the subsequent case studies.

The Chapter is organized as follows. At first, in Sec. 3.1, we present a general scheme
of a telecommunication system, discussing the role and the composition of the sender
and receiver stations. Then, we focus on two relevant aspects. In Sec. 3.2, we discuss
in detail the methods adopted for encoding of classical information onto optical signals,
both at the classical and quantum limit. Thereafter, in Sec. 3.3, we briefly review the ba-
sics of information theory, firstly developed by Shannon [49], that provide the theoretical
description for all the considered protocols.

3.1 A general scheme of telecommunication systems

Generally speaking, any communication system, operating both at the classical and the
quantum limit, involves two distant parties, the sender (also referred to as transmitter
or modulator) and the receiver (or demodulator), usually renamed as Alice and Bob,
respectively.

Alice handles a classical source that emits a message to be reliably transmitted to Bob
via a communication channel. In more detail, the message m is a sequence of classical
symbols m = (z1,...,2,), for some n > 1, where the {z;} are outcomes of a random
variable X, whose values z are drawn from a given alphabet A and distributed accord-
ing to the probability {p(z)}. In classical information theory, the amount of information
contained in each of these sequences is established by the first Shannon coding theorem,
being equal to the minimum number of binary digits (bits) needed to determine its bi-
nary representation [15, 49]. In the aymptotic limit n > 1, this quantity is approximately
equal to nH(X), where

H(X) =H[p(z)] = = Y p(x)log, p(z) 3.1)

z€A
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is the Shannon entropy of the probability distribution {p(z)}. To convey this information
to Bob, Alice encodes the message into optical signals, e.g. laser pulses, being injected
into a communication channel, being, in general, noisy. In turn, at the channel end Bob
receives a corrupted pulse, from which he extracts an approximate replica of the original
message, m' = (y1,...,Yn). Practically, the optical transmitter is composed of three
subsequent elements: the optical source, generating a carrier optical field, the modulator,
that modifies the shape of the carrier field according to the encoded information (by
typically varying its amplitude or phase), and a coupling device adapting the beam to
the optical transmission medium, e.g. optical fibers, free space, water, .... Similarly,
the receiver is composed of the cascade of a coupling device and a detector; therefore it
ultimately implements a measurement of the received pulse, whose outcome provides a
classical random variable Y correlated to X.

In general, the receiver may be designed to accomplish different objectives, that, ac-
cordingly, identify different kinds of communication protocols. Some common examples
are the following;:

i) quantum state discrimination, whose task is to distinguish between a set of possible
symbols with the minimum decision error probability;

ii) optical communication, in which the goal is to reliably transmit classical information
over the channel at the maximum rate;

i) quantum key distribution, where the two parties aim at sharing a common random
secure key, even if the channel is attacked by a third malicious party, the eaves-
dropper.

In this thesis, we will widely discuss cases i) and iii), that will be addressed in Parts 11
and III, respectively. On the contrary, here we maintain a general approach and present
some basic features of both optical signaling and information theory that will be helpful
throughout the rest of the work.

3.2 Encoding of optical signals

As previously mentioned, information is usually transmitted by electromagnetic waves
that propagate throughout the physical channel. The sender encodes the input symbols
into linearly polarized optical signals, e.g. laser pulses, located in temporal slots of dura-
tion T = B~!, where B is the so-called slot rate, or symbol period, characterizing the width
of the spectrum in the frequency domain [38, 50, 51]. Given that a laser source produces
a narrowband radiation field, each single pulse is described by a quasi-monochromatic
wavepacket:

(1) = ult)e ", (3.2)

where wy is the carrier angular frequency, such that 2rB < wy, and u(t) is the complex
envelope of the waveform. The commonly adopted choices for u(t) are twofold. The
first one is to employ square waves, equal to:

ug for0<t<T,

u(t) = { (3.3)

0 elsewhere,

for some complex constant ug = |ug|e’®® € C. This choice will provide our bench-
mark scenario throughout the whole thesis. The latter is to use sinc waves, u(t) =
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up sin(rBt)/(wBt), overlapping in the temporal domain, in which case the slot rate B
coincides with the signal bandwidth in the Fourier space [38, 50, 51].

From a classical viewpoint, the electric field associated with the wavepacket () is
obtained as:

E(t) = & |u(t)e~iot + u*(t)eiwot} : (3.4)

& = VIwo/(2eAenr) being the corresponding electric field per single photon, where £,
€ and Aeq are Planck’s reduced constant, the electric permittivity of the propagation
medium and the effective area of the transverse signal spatial mode, respectively [32].
Unlike the previous Chapter, for a clearer understanding here we choose not to adopt
natural units, to emphasize the role of Planck’s constant. In turn, the average optical
power is obtained as:

1 r 2 1 2 T 2
P=— [ dat | &r(ze|EQ)]?) =Bhw | dt|u®)?, (3.5)
T 0 Aetr 2 0

that reduces to P = Bhwy|ug|? in the presence of square waves.

On the contrary, at the quantum limit, each wavepacket is described by (possibly
mixed) a quantum state p with mean energy, i.e. mean number of photons, equal to 7 =
P/(Bhwy); such that the previously introduced time integral of the complex envelope,

fOT dt|u(t)|?, corresponds to the mean pulse energy. In particular, laser pulses (with sta-
ble phase) are well described by coherent states p = |«) («|, with |a) = e=lel?/2 S, a™/Vnln),
a € C and |n) being the n-photon state, containing 7 = |a|?> mean photons [38]. In par-
ticular, for square-wave encoding we have n = fOT dt|u(t)|* = |ug|*T = |a|?, establishing
the connection between the wavepacket and the coherent state amplitudes, respectively.

3.3 Elements of information theory

We now present the basic features of information theory, providing the framework to
describe communication protocols operated in both the classical and quantum regimes.

In an optical communication protocol between a sender (Alice) and a receiver (Bob),
the complex amplitude v for a wavepacket ¢ (t) = u(t)e~*°! located in a given slot is
randomly selected according to the outcome x of an input random variable X, associ-
ated with probability pa(z). Thereafter, Alice injects the signal into the noisy channel,
corrupting the encoded symbol, and, after propagation, Bob, performs a suitable mea-
surement, retrieving an outcome y, associated to a random variable Y [15, 38, 51, 52].

In a classical description in the absence of memory effects, the channel is character-
ized by a conditional probability distribution pg| 4 (y|x), such that the overall probability
distribution of Y reads pp(y) = >_, pa(z)pp|a(y|x) [53]. As established by the second
Shannon coding theorem, the amount of information about X extractable from Y is equal
to the mutual information:

I(X;Y) = HY) - HY|X), (3.6)

where H(Y) = H[pp(y)] and H(Y|X) = > pa(x)H[ppa(y|z)] are the average and
conditional Shannon entropies, respectively [15, 38, 51]. Mutual information optimized
over all possible input distributions yields the channel capacity:

C=max I(X;Y), (3.7)

pa(z)
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expressed in bits per time slot, i.e. per channel use, and representing the maximum
amount of information extractable from the correlated variables X and Y. Accordingly,
the maximum attainable transmission rate R, expressed in bits per unit time, is given by
R = BC [38].

However, in many different conditions, e.g. high-loss transmission or long-distance
communications, the probed signals are so attenuated that the granulosity of electromag-
netic radiation emerges, thus a quantum description in terms of photons is required.
In a quantum picture, Alice encodes symbols = onto quantum states of radiation p,,
the quantum channel is modeled as a quantum CP map &, while Bob’s detection is de-
scribed by a POVM {1l },, IT, > 0 and 3, II, = 1. In turn, the conditional distribution
follows from the Born rule, ppja(y|z) = Tr[E(p,)II,] [23]. Within this framework, for
each combined choice of both the carrier quantum states and the POVM at Bob’s side we
define a different classical channel, mapping the input variable X into its counterpart
Y. Therefore, the classically-evaluated capacity C' determines the maximum achievable
information rate from given input ensemble {p, }, and POVM {11, },.

Given this scenario, we may proceed beyond classical limits, and determine the ul-
timate channel capacity by optimization over all quantum measurements and state en-
sembles, thus obtaining the maximum information rate compatible with quantum me-
chanics laws. To this aim, we first resort to the Holevo theorem, establishing an upper
bound to the mutual information of a channel whose symbols are encoded onto quan-
tum states [54]. That is, for any choice of state ensemble and quantum measurement,
associated with random variables X and Y, we have:

I(X;Y) < x(4;B), (3.8)

where x(A4; B) is the Holevo information between Alice and Bob:

X(A;B) =S lcf (Zm(x)pzﬂ — > pa(@)S[E(pa)], (3.9)

S[p] = — Tr[plog, p] being the von Neumann entropy of state p [15]. We note that x(A4; B)
has the same formal structure of the mutual information, being the difference between
the von Neumann entropy of the average output quantum state after propagation and
the average von Neumann entropy of individual output states. Importantly, it only de-
pends on the input state ensemble {p,} and modulation {p4(x)} and not on the em-
ployed quantum measurement. Moreover, the coding theorem established by Holevo
[11, 55] and by Schumacher-Westmoreland [56] proves that the bound (3.8) is saturable
by a particular POVM, being, in general, a collective measurement. Accordingly, the ulti-
mate transmission rate is provided by the so-called Holevo capacity, or classical capacity,
equal to [55, 57]:

Cuy= max x(4;B), (3.10)
{pepa(z)}
that can be regarded as the analog of the previously introduced second Shannon coding
theorem.

As a final remark, we note that our analysis was focused on the transmission of clas-
sical messages, achieved by the so-called “classical-quantum” channels. Actually, this
only provides the simplest scenario, operating single-letter encoding, such that a mes-
sage m = (1 ...,x,) is encoded onto a factorized quantum state p,, ® ... ® p,,, . Further
improvements can be obtained by letting the sender use as input any (possibly entan-
gled) quantum state, or by introducing cooperation between the input and output of the
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Figure 3.3.1: Plot of the Shannon capacities C;, r = SH, DH, in Eq. (3.13), and the Gordon-Holevo

capacity Cq in (3.15) as a function of the mean received energy ns for zero excess noise photons
nn = 0.

quantum channel, leading to the concept of “quantum channel capacity”, as opposed to
the classical channel capacity in Eq. (3.10) [15].

3.3.1 The capacity of the thermal-loss channel

As a milestone example, we now apply the previous analysis to assess the capacity of
the thermal-loss channel, modeling transmission inside optical fibers in the presence
of additive Gaussian excess noise, thus being also known with the term additive-white-
Gaussian noise (AWGN) channel [38, 58, 59]. The channel is characterized by a transmis-
sivity T' < 1, quantifying signal attenuation, and a mean number of excess noise photons
ny added to the signal mode in each time slot. In particular, if Alice performs modula-
tion of coherent states with average input energy 7, after transmission Bob probes a
rescaled displaced-thermal state ensemble, with mean received energy

ng =T, (3.11)

and thermal variance on both quadratures equal to 14-2ny, expressed in shot-noise units
(SNU).

Within a classical description of the channel, the maximum information rate follows
from the the Shannon-Hartley theorem [49], and obtained via coherent-state encoding
and measurement of either one or both canonical field quadratures ¢ and p, that is by
single- (SH) or double-homodyne (DH) detection, respectively [38, 39]. The correspond-
ing Shannon channel capacity is reached with Gaussian modulation of the coherent state
amplitude o = x4 +iy . For the homodyne case, we set y4 = 0 and the uni-variate mod-
ulation pa(za) = Ny2(2.4), where

Nopa(z) = 22 [\_/%2" ) , (3.12)

whereas in the presence of DH detection we adopt a bi-variate modulation, namely
pa(za,ya) = Ny2(xa)Ny2(ya). In turn, the average quantum state at Bob’s side con-
tains ng = o2 and ng = 202 mean photons, respectively. Then, the Shannon capacities
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read:
1 4dng
= _1 1 _— .
Cst = 5 og2< + 1+an) : (3.132)
Cpu = log, (14— (3.13b)
DH — g2 1 +nN ) .

and are reported in Fig. 3.3.1 as functions of the mean received signal energy for zero
excess noise photons. When ny = 0, we have Csy > Cpn for ng < 2, whereas for
higher energy the DH capacity becomes larger than the single quadrature one. In fact,
the joint measurement of both the non-commuting ¢ and p operators, corresponding to
the DH detection, introduces an ineludible excess noise equal to the shot-noise vacuum
fluctuations, thus reducing the available signal-to-noise ratio (SNR) [38]. In turn, there
is a tradeoff between this reduced SNR and the increase of accessible information due
to the bi-variate signal modulation, such that if the signal energy is sufficiently low SH
detection becomes preferable. Instead, in the opposite limit of large excess noise, nx > 1,
we have:

1
Csu ~ —log, <1 + 2715) < log, (1 + 715) ~ Cpyu , (3.14)
2 nN nN

and for all SNR values DH detection is the preferable choice.

However, the Shannon capacity limit is obtained from two underlying assumptions,
namely the adoption of coherent states as information carrier at the input and quadra-
ture detection at the output. When both these limits are relaxed, we obtain the ultimate
capacity of the channel, optimized over all measurement and quantum states, corre-
sponding to the Gordon-Holevo capacity:

Cu = g(ns +nx) — g(nx) , (3.15)

where g(z) = (z + 1)logy(z + 1) — zlog, z, see Fig. 3.3.1. In particular, for pure-loss
transmission, ny = 0, we have Cy = g(ns) and, in the high-energy regime ng > 1:

log, e
Cu = g(ng) = logy(1 + ng) + log, e — 2i2 +0(ng?). (3.16)
s
The first term coincides with the Shannon DH capacity, therefore for high signal energy
the Holevo capacity introduces a constant information enhancement equal to 1 nat =
log, e =~ 1.44 bits. On the contrary, when ny >> 1, we have:

Cu = g(ns +nn) — g(nn)
1 1 .
= Cpy + (nN — nN) log, e + O(ny~), (3.17)
and DH detection re-approaches Ch.

Remarkably, we note that also the Gordon-Holevo capacity is reached by Gaussian
modulation of coherent states, as for the Shannon case. However, the optimal POVM
achieving (3.15) is a collective measurement, operating simultaneously on multiple time
slots, whose associated detection scheme is still unknown [15, 38, 51]. Thus, the inter-
est has been directed to either design simple collective measurements approximating the
Holevo capacity in particular energy regimes [60, 61], or to find feasible suboptimal indi-
vidual measurement performed on single time slots, e.g. photon-number measurement
[52, 62-66].



Part 11

Quantum state discrimination
theory






CHAPTER 4

Introduction to quantum decision theory

The problem of performing discrimination of quantum states in efficient way is ubiqui-
tous in quantum information, being at the basis of many communication and computing
protocols, e.g. quantum key distribution and probabilistic computing algorithms. Fur-
thermore, it also plays a crucial role in hypothesis testing scenarios, such as gravitational
waves detection [67]. In fact, in all quantum information schemes, information carriers
are provided by quantum states of a physical system. In turn, when the set of all possible
output states is known, one has to infer which particular state was exploited in order to
read out the encoded information. However, this task can be easily accomplished only
with a family of mutually orthogonal states, whereas, in the presence of non-orthogonal
states, quantum mechanics laws forbid exact discrimination. As a consequence, any dis-
crimination strategy is associated with a decision error probability, and the optimum re-
ceiver is the one achieving the minimum error probability compatible with the quantum
mechanical limits. Moreover, one can adopt different discrimination strategies accord-
ing to the specific context under investigation, e.g. quantum quantum decision theory,
unambiguous discrimination, and maximum confidence strategies [67].

Historically, the problem of quantum state discrimination has been firstly raised in
the 1970’s by the seminal works of Helstrom [9] and Holevo [15]. Following the subse-
quent developments of quantum information theory, there has been a revived interest
in the 1990’s, when Bennett et al. recognized that non-orthogonal states could be also
used for quantum key distribution [68]. In parallel, the topic has been also investigated
in the context of telecommunication engineering, whose technological progresses led
to the experimental demonstration of non-negligible noise of quantum origin in long-
distance and deep-space communications, that ultimately introduce a bit error rate on
the information read out at the receiver [51].

In this Chapter, we provide the general framework of the theory, and then focus on
the relevant scenario of binary quantum decision theory. In particular, we address dis-
crimination of coherent states and present the most relevant examples of feasible quan-
tum receivers, analyzing their performance also in the presence of realistic defects, e.g.
non-unit quantum efficiency, dark counts, visibility reduction and phase diffusion noise.
The structure of the Chapter is the following. In Sec. 4.1 we schematize the general
features of quantum state discrimination, whereas Sec. 4.2 focuses itself on quantum
decision theory, with particular reference to the binary case. Thereafter, in Sec. 4.3 we
address binary discrimination of coherent states, and consider binary phase-shift keying
modulation, in which information is encoded on the phase of a coherent signal with fixed
mean energy. Furthermore, we present the benchmark examples of quantum receivers
achieving a genuine quantum advantage over conventional schemes based on quadra-
ture detection, namely the Kennedy, Dolinar, displacement feed-forward (DFFRE) and
Sasaki-Hirota receivers. Then, in Sec. 4.4, we propose two new hybrid schemes, the

37



38 4.1 Quantum state discrimination: the general framework

hybrid near-optimum (HYNORE) and the hybrid feed-forward (HFFRE) receivers, and
obtain a further reduction of the error probability with respect to displacement-photon
counting methods. Finally, in Sec.s 4.5 and 4.6, we analyze the performance of the pro-
posed receivers in the presence of detection imperfections and phase noise, respectively.

4.1 Quantum state discrimination: the general framework

Generally speaking, the problem of quantum state discrimination is formulated as fol-
lows [51, 67, 69-74]. We have a physical system that can be prepared in M > 2 non-
orthogonal quantum states {pi}r, & = 0,...,M — 1. The set of the possible states is
typically referred to with the term constellation. A quantum source randomly generates
one of the M states, preparing p;, with a priori probability 0 < ¢, < 1, Y, & = 1. The
task is to implement a receiver to infer which was the prepared state. That is, we look
fora POVM {1, },, x € X, 11, > 0,and }__II, = 1,1 being the identity operator over
the whole Hilbert space, associated with a decision rule, such that if the outcome « falls
into a certain confidence region A, we infer the state generated by the source to be p;.

The problem has no trivial solution, as perfect discrimination of non-orthogonal
quantum states is not allowed by quantum mechanics laws. To better understand this
point, we consider a paradigmatic example. We address binary discrimination of pure
states, when the source emits either state |yo) or |y1), with (7o|y1) = X # 0. In this case,
we should design a binary receiver, associated with a POVM {Il, 1, }, Ty + IT; = 1.
If the receiver were able to perform perfect discrimination, outcome “0” could not be
retrieved from state “1” and vice versa, thus we would have:

Io[y1) =0 and Ili|y) =0. (4.1)
However, this would also imply that:

0 = (70[Mo|y1) + (vo[1]y1) = (ol (Mo +1I1) [71) = {(volm) = X, (4.2)

leading to contradiction. The former argument can be straightforwardly extended to
statistical mixtures p, = > )\gk)\’ygk)><7£k)|, k = 0,1, with >~ AM = 1. In this case,
the orthogonality condition becomes &1 L Ss, Sj; being the linear subspace spanned
by states (¥, providing the support of operator p; [67]. As a consequence, in the
presence of non-orthogonal quantum states it is not possible to determine with certainty
which state was prepared. This is one of the fundamental result in quantum theory,
being in strict connection with the no-cloning theorem, according to which no physical
operation can produce an identical copy of a given unknown quantum state [75-77].

In turn, when the outcome z is obtained from the measurement {II, },, the receiver
can take the decision j even if the state k # j was probed, resulting in a decision error.
Thus, the paradigm of perfect discrimination should be abandoned and different strate-
gies may be adopted, according to the specific context under investigation. Generally
speaking, in literature there exists three main scenarios:

* gquantum decision theory: it represents a conclusive discrimination strategy, being the
first scenario historically addressed by Helstrom and Holevo [9, 15]. In this case,
a final decision is always performed, even in the possible presence of decision er-
rors. To have conclusive results only, each measurement outcome must be associ-
ated with one and only one of the constellation states, resulting in a finite-valued
POVM, with exactly M elements. Then, the receiver is designed to minimize the
overall decision error probability.
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Figure 4.2.1: Schematic description of a quantum decision problem. A source encodes a classical
symbol k =0, ..., M —1, generated with a priori probability g, < 1, onto non-orthogonal quantum
states pi. The task is to design a quantum receiver, namely a POVM {Il;};, j = 0,..., M — 1,
associated with a decision rule, that minimizes the decision error probability.

* unambiguous discrimination strategy: guaranteeing error-free discrimination, at the
cost of introducing inconclusive measurement outcomes. That is, the receiver is
described by a POVM with more than M elements: if we obtain an outcome as-
sociated with one of the constellation states, we perform a decision with certainty;
otherwise, if an inconclusive outcome is retrieved, no decision is performed. In
turn, the goal becomes to minimize the probability of obtaining inconclusive out-
comes. The strategy was first introduced in [78] and then solved for binary pure-
state discrimination in [79, 80].

* maximum confidence strategy: this provides an intermediate solution between the
two former strategies, introduced in [81]. The receiver is optimized to maximize
the confidence, namely the a posteriori probability P(p;|j) of inferring state p;
when outcome j is retrieved.

In the following, we only deal with the first scenario, being of particular relevance in
the field of quantum communications.

4.2 Quantum decision theory

The paradigm of quantum decision theory can be easily embedded in the quantum com-
munications scheme introduced in Chapter 3, where a sender and a receiver share clas-
sical information in the following way, schematized in Fig. 4.2.1. The sender encodes a
classical symbol k = 0, ..., M — 1 onto one of the M constellation states {p;} and, there-
after, sends them to the receiver who implements a quantum receiver to “decode” the
value of the sent symbol. Following the previous considerations, the quantum receiver
is described by a M valued POVM {IL;}, j = 0,...,. M — 1, II; > 0, >, II; = 1, such
that obtaining outcome j infers symbol j. However, due to the non-orthogonality of the
constellation states, any receiver is associated with an error probability, equal to:

Perr =1- Pc ) (43)

where
M—1

M—-1
Pe= Y arpklk) = Y ar TrlpeIly] (4.4)
k=0 k=0
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is the (overall) correct decision probability, p(j|k) = Tr[psII;] being the probability of
performing decision j, when symbol k was sent. In turn, the goal is to find the optimum
receiver, reaching the minimum error probability, or, equivalently, the maximum correct
decision probability, compatible with quantum mechanics laws [9, 15, 51, 67].

In general, minimizing Eq. (4.3) over all possible POVMs represents a functional op-
timization problem, being non-easy to handle. The problem is rather simplified for the
binary discrimination case, whereas treating M-ary state discrimination, with M > 2,
requires the employment of advanced tools from linear algebra. For these reasons, in the
following we will only focus on the binary case, completely characterized the mid-1970s
by Helstrom'’s theory, where the minimum error probability gets analytical expression
[9]. On the contrary, we leave the discussion of discrimination of multiple states for the
next Chapter.

42,1 Quantum discrimination in the binary case

In the binary discrimination scenario, the receiver has to distinguish between two states
po and p1, associated with a priori probabilities gy and ¢, respectively. Thus, it is de-
scribed by a binary POVM {IIy, II }, where II; = 1 — II,. This allows to re-express the
error probability (4.3) as:

Perr = qop(1]0) + ¢1p(0[1)
= qo Tr[poIl1] + q1 Tr[p11lo]
= qo Tr [po (1 — o) ] + g1 Tr[py o]
= qo + Tr[Allg] = g1 — Tr[AIL], (4.5)

where we introduced the Hermitian operator:

A = q1p1 — qopo - (4.6)
Furthermore, we consider the spectral decomposition A, namely:
A=Y AN+ D AN, (4.7)
A>0 A<0

where |)) is the eigenstate associated with eigenvalue A € R, and the contributions of
the eigenspaces associated with positive and negative eigenvalues have been separated
[9, 51, 67]. Given Eq. (4.5), minimizing F.,, is equivalent to find a POVM satisfying the
following conditions:

nﬁion { Tr[AIIp] } and max { Tr[AIL | } . 4.8)

Thanks to (4.7), we straightforwardly obtain the optimum POVM as:

I =3I and T =37 49)

A<0 A>0

coinciding wit projection over the positive and negative parts of A, respectively. An in-
triguing particular case emerges when negative eigenvalues do not exist, as noted by

Hunter [82]. In this case, we would have TI{"™" = 0 and TI{°*" = 1, and the minimum
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error probability is achieved by always inferring state “1”, without performing any mea-
surement. Analogous considerations hold in the opposite case, namely in the absence of
positive eigenvalues.

The corresponding minimum error probability associated with the optimum POVM,
referred to as the Helstrom bound, reads:

1
Paa = 5 {0 + Tr[Allg] + g — Tr[AIL] |

- %{1 + Tr[A(TT, _Hl)]}

N | =

1
=— |1+ A — A = 1- A
JESR R
= L [1-Te (A, (4.10)

where |[A| = (ATA)'/2. We also note that Tr(|A|) = ||Al1, ||]|: being the 1-norm, thus
Prel = (1 —|g1p1 — qopoll1)/2, corresponding to the trace distance bewteen the weighted
operators g1 p1 and qopo [9, 51, 67].

The former expression further simplifies for pure-state discrimination of states |v),
k =0,1, with X = (v9|y1) # 0. In this case, the eigenvalues of operator A = ¢1|y1){711| —
do|70) (70| are equal to Ax = (g1 — qo £ /1 — 4g0oq1]|X|?)/2, and the corresponding Hel-
strom bound becomes:

1
Pra = 5 [1 = vI= daoasoln) P - (.11)

The optimum projectors become TP = |A_)(A_| and TI{"" = |, )(\. |, where:

*

_ - qu . L qu
=5 (b + 25 b)) and ) = g (4 25 ha)) L @2

N being the normalization constant. That is, the optimum receiver is realized by a 1-
rank projective measurement over a suitable linear combination of the encoded states [9,
51, 67].

4.3 Binary discrimination of coherent states

We now apply the tools of quantum decision theory, developed in the previous section,
to the quantum communications systems presented in Chapter 3, where information is
encoded onto coherent states, describing the radiation emitted by stable laser sources.
That is, in each time slot, the sender encodes a binary symbol £ = 0, 1 onto the coherent
pulse |ay), generated with equal a priori probabilities g, = 1/2. Thereafter, pulses are
sent to the receiver though a channel, assumed here to be noiseless. Ultimately, we
implement a quantum receiver, namely a binary POVM {II, I1; }, with IT; = 1 — I, to
infer the transmitted symbol, associated with a nonzero error probability. In the presence
of binary modulation, the encoding stage may be deployed according to two typical
strategies [51]:
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Figure 4.3.1: Phase space representation of the OOK (left) and BPSK (right) encodings. In the
former case, information is encoded on the absence or presence of a given field with amplitude
a > 0,ie. |ap) = |0) and |a1) = |a), whilst in the latter scenario symbols are encoded on the
field phase, |ao) = | — @) and |a1) = |a). We note that the overlap |{ao|a1)|? is lower for BPSK
modulation, leading to a lower value of the Helstrom bound.

o on-off keying (OOK): it represents the simplest scheme, in which symbol “0” is en-
coded onto the vacuum state |op) = |0), while symbol “1” corresponds to a co-
herent state with given amplitude oo > 0, i.e. |a1) = |«). Practically, this scheme
is realized by either amplitude modulating a laser source at fixed frequency or,
more simply, by switching on and off the laser itself according to the symbol to be
transmitted;

* binary phase-shift keying (BPSK): now, a coherent state of mean energy o?, a > 0, is
generated in all time slots, and information is encoded in the field phase, namely:
o) = [e'*TDma) . k=0,1, (4.13)

such that |ag) = | — @) and |o;) = |a). That is, the two states has the same energy

but are phase-shifted by . This kind of encoding is practically implemented by
phase modulation of an input laser beam.

The two modulation formats are schematized in Fig. 4.3.1. In the following, we will
draw our attention on the sole BPSK case, since, as we can see, the overlap between the
two encoded pulses is lower for the BPSK case than the OOK, leading to a lower value
of the Helstrom bound, see Eq. (4.11). In fact, we have |(0|a)|? = exp(—a?) for OOK
and |[(—a]a)|* = exp(—4a?) for BPSK. However, from a more practical point of view,
the preference for one format over the other is not only limited to theoretical reasons,
but is also due to practical characteristics, concerning the technologies of the adopted
equipment, the accuracy in the phase stabilization of the encoded signals, the achievable
symbol repetition rates and so on [51].

In the presence of BPSK, thanks to Eq. (4.11), the minimum error probability, i.e. the
Helstrom bound, becomes:

Pia = % [1 —Vi- 6*40‘2} . (4.14)

The optimal measurement strategy achieving such a minimum is the “cat state” mea-
surement, defined by the two-valued POVM {II,1 — IIp}, IIy = |tcat) (¥cat], Where
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Figure 4.3.2: Setup of the Kennedy receiver. The incoming signal |ax), k = 0,1, undergoes a dis-
placement operation D(«) followed by on-off detection. The final decision is performed according
to the rule: “off” — “0” and “on” — “1”.

[tcat) = co(a)|aw) + c1(av)|cr) is an optimized “cat state” [9]. However, a concrete real-
ization of such a POVM is not an easy task.

On the contrary, the conventional binary receivers adopted in optical communication
systems are based on homodyne detection, being sensitive to the field phase. The homo-
dyne receiver works as follows. We perform measurement of the quadrature ¢ and infer
symbol “0” when the outcome z > 0 is retrieved, and symbol “1” when a negative value
x < 0 is obtained. We remind that the homodyne distribution of states |« is equal to:

exp [—(z — 2a4)%/2]

expressed in shot-noise units, being limited by shot-noise due to vacuum fluctuations.
In turn, there is a nonzero probability of retrieving outcomes = > 0 when state |a) was
sent, and vice versa. Accordingly, the error probability for the homodyne receiver reads

1 o) 0
Psqr = 5 [/ dx pup (z]0) +/ dpoD(xl)]
0 —00

— 1_“2(\@“) (4.16)

referred to as the standard quantum limit (SQL), or shot-noise limit. The SQL represent
the best error probability achievable by semi-classical means in ideal conditions, being
suboptimal with respect to the Helstrom bound, as Psqr, > Phel. Given this scenario, the
task of quantum state discrimination theory is to design a feasible receiver outperform-
ing the SQL and being as close as possible to the Helstrom bound. Several proposals
of feasible optimum or near-optimum receivers have been advanced in literature, based
on either single-shot discrimination or feedback-based strategies. In the following, we
present the main ones, employing displacement operations and photon counting.

4.3.1 The Kennedy receiver

The first quantum receiver beating the SQL has been proposed in 1973 by Kennedy [83],
whose scheme is reported in Fig. 4.3.2.

In the Kennedy receiver, or displacement receiver, the incoming signal |«j) undergoes
the displacement operation [39] D(«), followed by on-off detection. As discussed in
Sec. 2.3, the displacement may be implemented practically by letting the signals interfere
with a suitable intense local oscillator at a beam splitter with large transmissivity [84].
We note that D(«) performs a nulling operation, leading to the mapping:

|—a) = 10) and |a) — |2a). (4.17)
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Figure 4.3.3: Log plot of the error probabilities of the standard and improved Kennedy receivers
Pk and Pk, respectively, as a function of the signal energy o®. Psqr and Pue refer to the
SQL (4.16) and the Helstrom bound (4.14), respectively.

This is the so-called “nulling” displacement, since one of the two signals is displaced
into the vacuum state. Therefore, BPSK is turned into OOK and on-off detection pro-
vides the optimal measurement choice, with the following decision rule: “off” — “0”
and “on” — “1”. Thus, an error occurs when an “off” result is retrieved from state |a;),
leading to the error probability

2
674a

Pic = ploff]1) = 5[{0]20) " = (4.18)

2 )

depicted in Fig. 4.3.3 as a function of the signal energy and compared to both the SQL
and the Helstrom limit. As we can see, in the high-energy limit o > 1 the Kennedy
receiver is near-optimum, namely proportional to the Helstrom bound, as Px ~ 2Pe.
In fact:

=X (4.19)

1 1 —do?
PHe1=§[1—\/1—e—4a2} ~ [1— (1—6 5 )

where we used the Taylor expansion /1 — x = 1 —z/2+ O(2?). Futhermore, the receiver
also beats the SQL for o > a%, with o ~ 0.38 [16, 83].

The feasibility of the Kennedy setup has been demonstrated experimentally in [85-
88]. The main drawback towards a practical implementation is represented by the local
oscillator laser required to realize the displacement D(«), which need to be finely tuned
in both frequency and phase with respect to the incoming signal. To overcome this prob-
lem, to date, many practical realizations employ a single laser source from which both
the signal and the local oscillator are generated. This laser emits a high-intensity coher-
ent state, being then splitted at a beam splitter with small transmissivity, such that the
transmitted (weak) pulse is sent to the phase modulator, becoming the encoded state,
while the reflected (strong) pulse plays the role of the local oscillator.

An improved version of the Kennedy receiver has been obtained by Takeoka and
Sasaki by optimizing the displacement amplitude [89]. In their improved Kennedy (IK)
receiver, the “nulling” displacement D(«) is replaced with a generic D(3), 8 > 0, whose
value is optimized to minimize the overall error probability. In turn, the encoded states



Introduction to quantum decision theory 45

: Bk

L ‘ ‘ ‘ ‘ «
0.2 0.4 0.6 0.8 1.0 1.2

Figure 4.3.4: Optimized displacement Sik of the IK receiver as a function of the coherent am-
plitude « of the incoming signal. The dashed line Sk = « represents the (fixed) displacement
amplitude of the standard Kennedy receiver.

are mapped into:
| —a) = |f—a) and |a) = |f+a). (4.20)

The final decision still follows from the outcomes of on-off detection but, differently
from the standard Kennedy receiver, now, an error occurs either when a “off” result
is retrieved from state |a;) or when a “on” is obtained from |ag). The resulting error
probability reads:

PIK = max PIK(ﬂ) 5 (421)
B8>0
where
1
Pik(8) = q1 p(off|1) + go p(on|0) = By [@7(/”0‘)2 F1—e B (4.22)

By nulling the derivative of Pk (3) with respect to 5, i.e. dPik(8)/d8 = 0, we find
that the optimal displacement amplitude ik shall satisfy the following transcendental
equation:

to be solved numerically. The solution of Eq. (4.23) is plotted in Fig. 4.3.4 as a function
of the coherent amplitude « of the encoded signal, together with Sk = «, being the
displacement amplitude of the standard Kennedy receiver. As we see, the optimized
displacement amplitude Sk is always larger than «, but in the high-energy limit the
two lines approach each other, thus making the IK receiver coincide with the Kennedy.
In turn, as showed in Fig. 4.3.3, the IK receiver outperforms the Kennedy in the low-
energy regime, whereas in the limit o® > 1, Pix ~ Pk and the improvement due to the
displacement optimization becomes negiglibile. Remarkably, the enhancement for small
energies allows to beat the SQL for all o2 > 0.

Finally, it is worth to mention a further variation of the original Kennedy scheme,
the so-called displacement-photon-number-resolving receiver (DPNR), originally introduced
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in [90-93]. It consists of the same setup depicted in Fig. 4.3.2, where the on-off detector
is replaced by a photon-number resolving (PNR) detector with finite resolution M, see
Sec. 2.4.2.1. The final decision rule is then suitably adjusted to either include a given
inconclusive-result probability [90, 91] or account for detection imperfections and noise
[92, 93].

4.3.2 The Dolinar receiver

The Kennedy receiver presented above represents the typical benchmark for all sub shot-
noise-limited quantum receivers, due to both its theoretical simplicity and its practical
feasibility with the technologies commonly adopted in optical communications, based
on linear optics and on-off detection. As a consequence, its scheme has provided a build-
ing block to construct more sophisticated receivers with better performances.

A paradigmatic example is represented by the Dolinar receiver [94]. By suitably gen-
eralizing the Kennedy scheme, in 1973 Dolinar proposed a feedback receiver employing
conditional displacements and continuous-time photodetection, proving it to be opti-
mum for all input energies.

The basic principle of the Dolinar receiver is to implement a real-time adjustment of
the displacement operation of the Kennedy setup in both amplitude and phase, accord-
ing to the obtained outcome of the photon counter, via closed-loop feedback control per-
formed during the time processing of the encoded signal [51, 94, 95]. Thus, to compute
the error probability we should resort to the temporal description presented in Sec. 3.2.
The encoded pulse |ay), & = 0,1, corresponds to a wavepacket ¢y (¢) located in a time
slot of duration T, equal to [51, 95]:

Yp(t) = ekt em@t - g <t < T, (4.24)

w being the carrier signal frequency and ¢ > 0, with mean photon number
T
g = / [ () [2dt = 2T = o?. (4.25)
0

The overlap betweent the pulses is then retrieved as |(ag|a1 )|* = exp[— fOT dtS(t)], where
S(t) = [o(t) —a () = 40 (4.26)

is the photon counting rate for a plane wave of complex envelope 1o (t) — 11 (t) [94]. In
turn, we have [{ag|as)|? = exp(—49*T) = exp(—4a?), as expected. The transition from
the coherent pulse representation to the continuous-time picture is obtained as follows.
We perform a coarse graining in time and divide the time slot into many temporal bins of
duration §¢t < T'. Thanks to the properties of coherent states, each time bin still contains
a coherent state but with smaller amplitude, such that the reduced pulse in the time
bin comprised between ¢ and ¢ + 6t is equal to |Gy (t)) = |ak+/0t/T). Accordingly, for
t' € (t,t + dt], the field value is equal to 1, (t') & 1, (t), with mean energy ?4t.

Given this scenario, the Dolinar receiver operates as depicted in Fig. 4.3.5. The setup
consists of a photon counter performing on-off detection connected to a switch s, in
which the field ¢ (t) in each time bin (¢,¢ + 6t], corresponding to the reduced pulse
|&x (1)), is sequentially injected [17, 95]. The switch switches back and forth between two
positions, called s = 0 and s = 1, with each click of the detector, applying alternatively
two different time-varying displacement operations

D(uo(t)) if s(t) =0, (4.27)
D(uy(t)) if s(t)=1, (4.28)
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Figure 4.3.5: Setup of the Dolinar receiver. The field 1 (t) in each time bin (¢, t + dt], associated
with the reduced pulse |ax (t)), kK = 0, 1, undergoes a displacement operation D(uo(t)) or D(u1(t))
determined by the position of a switch s(¢), changing at every count of the photodetector. After
time 7', when all time bins are processed, the value s(T') gives the final decision.

such that D (u,;(¢)) ¥x(t) = Vi (t) + u;(t), j,k = 0,1. In the above expression s(t) refers
to the position of the switch at time ¢ < T'. The initial position of the switch is set to
5(0) = 0, meaning that the signal in the first time bin is displaced by D(u(0)). After
the first photodetection, if the detector clicks the position of the switch is changed to
s(6t) = 1 and the second copy will be displaced by D(u;(dt)). Otherwise, we keep
still s(6¢) = 0 and the second copy will be displaced by D(u(ét)). The feedback loop
continues according to this basic rule: at every click of the detector the switch changes its
position. When all the time bins are processed, the final decision is obtained by reading
the position of the switch, according to:

s(T)y=0 — infer state |ag), (4.29)
s(T)=1 — infer state |ay). (4.30)

Now, the mathematical problem is to choose the functions u(¢) and u; (t) that maxi-
mize the correct detection probability at the end of the process, namely:

Pool(T) = qoPoo(T) + 1 P11 (T), (4.31)

where Py, (t) is the probability of inferring state “I” at time ¢ < T if signal “k” is sent,
k,l =0,1[17,95]. Actually, in his original proposal Dolinar inferred the optimal solution
to the present problem and then verified its optimality afterwards [94]. On the contrary,
here we follow an equivalent approach leading to the same solution adopted in [95].
Furthermore, we restrict to the case of symmetric solutions, i.e. ug(t) = —u1 (t) = u(t).

At first we assume that state |og) = | — «) is sent. Then, s(t) can be interpreted as a
telegraph stochastic process [96], being alternately driven, in each time bin (¢, t + dt], by
a inhomogeneous Poisson process with rates

Ap(t) = [do(t) +u(®)?  and  A_(t) = [to(t) — u(t)]*. (4.32)

At time ¢ + dt a correct decision is performed in two cases: firstly if s(t) = 0 and the
detector detector does not click; secondly if s(¢) = 1 and the photodetector clicks. More-
over, since 0t < T, we may safely assume that the detector effectively measures no more
than one photon, thus the probability of obtaining a non-click result in the former case
reads p(off|0) ~ 1 — A, (¢)dt, while the probability of a click in the latter scenario is equal
to p(on|0) = A_(¢)dt [51]. Accordingly we have:

Pyo(t + 6t) = Poo(t)[1 — A (£)dt] 4+ [1 — Poo(t) | A_(t)dt, (4.33)
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leading to the following differential equation in the limit 6t — 0:

dPoo(t)
dt

= A (1) = [ (t) + 2 (8)] Poo(t) , (4.34)
to be solved with the initial condition
Py(0) =1, (4.35)

as the switch is initialized in position “0”. In a similar way, we prove that P (t) satisfies
the same equation with initial condition P;;(0) = 0, thus we conclude that also Ppe ()
is a solution of Eq. (4.34) with Pp,(0) = 1/2.

To solve it, we make the ansatz that, at any time ¢ < T there exists some value of
the displacement amplitude u(t) such that the provisional correct decision probability is
exactly equal to the Helstrom bound relative to binary pulses of duration ¢, namely

Ppol(t {1 +Vv1 ’4¢2t] 1+ R R (4.36)

Actually, this is not a very restrictive requirement, as it has been proved that, when mul-
tiple identical copies of the encoded quantum states are available, the Helstrom bound
can be reached by performing local adaptive measurements on single copies, each one
being optimized according to the results measurements on the previous copies [95, 97,
98]. Moreover, if the number of these copies is sufficiently large, the encoded pulse is
a sequence of weak coherent states and the optimum measurements are well approx-
imated by suitable displacements and photon counting, retrieving the scenario of the
Dolinar setup under investigation [95].
Given this considerations, we plug Eq. (4.36) into (4.34) and obtain:

1— R%(t)

2 —2iwt
Ve R(0)

_ ¢26_2iwt + u2(t) + 2’1/)6_iwt u(t)

— [P +u?(1)][1 + R()] (4.37)
which is solved by [99]

,(/} e—iwt ’l/J e—iwt
o(t) = = ) 4.38
ol () R(t)  V1_e awot (4.38)
As a consequence, by implementing the time-varying displacement in the setup of Fig. 4.3.5
with the choice uy(t) = upoi(t) and ui(t) = —upei(t), at time T" we perform BPSK dis-
crimination with the minimum error probability

Ppol = 1 — Ppal(T [1 +V1—e4a? ] (4.39)

proving the Dolinar receiver to be optimum. We also underline that the optimality of
the Dolinar setup is guaranteed regardless the particular shape of the wavepacket v (¢),
only provided that the corresponding optical field is described as a coherent state. In
the presence of arbitary wavepackets, the optimal displacement amplitude derived by
Dolinar with condition ug(t) = —u1(t) = u(t), becomes upoi(t) = ¥o(t)/R(t) [94].
However, even though theoretically optimum, the Dolinar scheme requires a non-
trivial experimental implementation, for a twofold reason. On the one hand, to effec-
tively process the signal in time as a sequence of shorter pulses of duration dt < T, the
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Figure 4.3.6: Scheme of the displacement feed-forward receiver (DFFRE) proposed in [101]. The
incoming signal |ax), k = 0,1, is split into N copies and undergoes a sequence of conditional
displacements followed by photon counting. The first copy undergoes a positive displacement,
whereas the sign of the subsequent displacements is decided via Bayesian inference.

bandwidth of both the detector and electronic components must be much larger than
the symbol repetition rate. Moreover, the feedback circuit needs precise control of an
optical-electrical loop to achieve fast response times, to avoid delays in the local oscil-
lator adjustment. On the other hand, continuous measurements and feedback control
require detectors with high performances, i.e. high quantum efficiency, low dark count
rate, high visibility and short dead time. In fact, the presence of realistic inefficiencies
induces unwanted decision errors during the signal processing, which accumulate in
time and affect the feedback loop, degrading the quantum advantage of the receiver and
overall resulting in a bad performance.

Due to all the previous drawbacks, it is not surprising that the first attempt to imple-
ment the Dolinar receiver dates back to 2006 by Lau et al. [85], 33 years after Dolinar’s
paper. The authors realized both a Dolinar and a Kennedy receiver, but the obtained per-
formance was unsatisfactory, as the measured Dolinar error probability was even larger
than the Kennedy. The biggest limitation that did not allow to prove the Dolinar opti-
mality was the limited visibility of the amplitude modulator, which was approximately
~ 98% at the employed bandwidth, while the proper regime should have been ~ 99.9%.
Only a year later, in 2007 Cook et al. obtained a satisfactory practical implementation of
the Dolinar receiver, close to the Helstrom bound in the low energy regime [100].

For all these reasons, the interest has been directed to feed-forward receivers, where
the signal is split into a finite number of copies, to obtain a tradeoff between minimum-
error discrimination and robustness in practical contexts, as discussed in the following.

4.3.3 The displacement feed-forward receiver

Following the previous philosophy, in 2016 Sych and Leuchs proposed a new receiver,
the displacement feed-forward receiver (DFFRE), combining both the simplicity of the Kennedy
scheme and the optimality of the Dolinar one [101]. The key idea is to split the encoded
state |ag), k = 0,1, into a finite number of copies N rather than a large number of time
bins. Thereafter the displacement-photon counting scheme employed in the improved
Kennedy receiver [89] is implemented on each copy, optimizing the displacement am-
plitude via feed-forward Bayesian inference. The initial splitting of the signal may be
implemented either by time-multiplexing [102, 103] or by spatial separation into differ-
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Figure 4.3.7: Equivalent scheme of the DFFRE. Each copy |a](€j )) undergoes a displacement opera-
tion whose sign is determined by the position of a switch s.

ent modes thanks to an array of splitters, providing in both cases a feasible solution
overcoming the fast measurements requirement of the Dolinar proposal.

The scheme of the DFFRE is depicted in Fig. 4.3.6. As discussed, the input state |ay)
is split into NV rescaled copies, that is

N
o) = Q) o), (4.40)
j=1

where |al(€j )> = |ai/V/N). Then, each copy undergoes an optimized conditional dis-

placement followed by PNR(/) detection. We start by displacing the first copy |a,(€1)) by
D(B1), with amplitude $; > 0 maximizing the correct decision probability, thereafter we
perform PNR(M) detection on the output signal |ax/v/N + 31). According to the maxi-
mum a posteriori probability (MAP) criterion based on Bayesian inference, the PNR(M)
measurement outcome n is used to choose the sign of the optimized conditional dis-
placement to be performed on the second copy. In other words, we infer the state “0” or
“1” associated with the maximum a posteriori probability given the outcome n [16, 92,

101]. If “0” is inferred we displace the second copy \a,@) by D(/52), otherwise we apply
D(—p32), where 35 > 0 is chosen to maximize the correct decision probability, too. Then,
we perform again photodetection and repeat the process until the N-th copy.

With ideal detectors, the previous criterion is equivalent to performing on-off detec-
tion on each displaced copy. The j-th copy, j = 1,..., N, undergoes the displacement
operation D(c;/3;), where 3; > 0 is the optimized amplitude and o; = +1 is the sign of
the displacement. The first displacement has a fixed sign, namely, 01 = +1. The other
values of ¢; are assigned according to the following decision rule: if we get outcome
“off” from the (j — 1)-th measurement we set 0; = 0;_1, otherwise if a “on” is retrieved
we switch 0; = —o;_;. Ultimately, the outcome obtained from the last copy determines
the final decision. Therefore, the outcome “off” infers state | — oy a), outcome “on” infers
state oy ), on being the sign of the last displacement.

Therefore, the DFFRE mimics the functioning of the Dolinar receiver, albeit with a
discrete number of modes, being then equivalent to scheme reported in Fig. 4.3.7. As in

Sec. 4.3.2, we have a PNR(M) detector performing on-off detection connected to a switch
s, switching at every click between s = 0 and s = 1, but, now, we process only N copies

|a,(€j )>, j =1,...,N [17]. According to the position of the switch s\) after the j-th copy
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Figure 4.3.8: (a) Log plot of ng as a function of the signal energy o for different number of

copies N. Psqr, Puel and Pk refer to the SQL (4.16), the Helstrom bound (4.14), and the Kennedy

error probability (4.18), respectively. (b) Plot of R](DJ\Q as a function of o? for different N. For

o” > 1 all ratios approach the Kennedy limit.

is processed, we apply one of the two displacement operations:

D(+8;) if 9 =0, (4.41)
D(-B;) if s9) =1, (4.42)
where the value §; is optimized to maximize the correct decision probability in each step
[17]. If the initial position of the switch is set to s(*) = 0, by retracing the passages in

Sec. 4.3.2, we obtain the correct decision probability after j steps, namely 7)](373 = qOP(J(g) +
() 4
a1 Py, as:

PY) = max {pg;” Goft (A@(a)) + [1 - pg;”] don (A$>(a>) } : (4.43)

to be solved with the initial condition P](DOF) = 1/2, where

Go(z) =@ and gon(z)=1—e"7, (4.44)

are the probabilities of “off” and “on” results, respectively, and

2
7 (4.45)

VN

is the mean photon number of the resulting displaced copies. Ultimately, we retrieve the
discrimination error probability of the DFFRE after N copies as:

A (a) = |8 &

PRy =1-Py. (4.46)

Plots of P](DJI\!) are depicted in Fig. 4.3.8(a) as a function of the input energy o and dif-
ferent values of N. The receivers is near-optimum and beat the SQL for all energies. For
N =1 the DFFRE coincides with the improved Kennedy receiver [89], and by increasing
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N the error probability is further reduced for a? < 1, coming closer to the Helstrom
bound (4.14), as emerges by computing the ratio

Py
REY = 72 (4.47)

plotted in Fig. 4.3.8(b). In the regime a?

smaller the ratio RS\Q, whereas in the asymptotic limit o® > 1 the DFFRE approaches
the Kennedy receiver for any NN.

< 1, the larger the number of copies, the

4.3.4 The Sasaki-Hirota receiver

To conclude, we present a further proposal of optimum receiver, suggested by Sasaki
and Hirota in 1996 [104], who proved that it is possible to reach the Helstrom bound
by recasting the problem into the two-dimensional subspace spanned by the encoded
states.

At first, we perform the “nulling” displacement D(«) to he encoded signals |ay),
k = 0,1, as in the Kennedy scheme, shifting the discrimination problem to states |0) and
|2c). Now, we consider the following orthonormal basis of the subspace S spanned by
|0) and |2a):

[no) =10) and |m) = (I120) — X 0)) , (4.48)

1-— X2

where X = (0|2«), and construct the unitary operator

U(0) = cos 0 <770><770| n |m><m|> T sind (|no><m - |m><no|) L (449)

depending on a free parameter 6. In the Sasaki-Hirota receiver the operator U (0) is applied
to the displaced signals |0) and |2¢), followed by a projective measurement onto the
basis (4.48), namely:

o = [no)(no| and Tl = |n1)(m]. (4.50)

By numerical optimization of §, the authors showed that the present scheme reaches the
Helstrom bound [51, 104].

We note that, since (0|n;) = 0, the projective measurement (4.50) may be safely re-
placed by on-off detection, making it feasible in realistic conditions. On the contrary, the
unitary U (6) is a non-Gaussian operation, whose realization would require highly non-
linear optical elements, thus making this kind of receiver not realizable with the usual
practical linear optics components.

4.4 Hybrid receivers

As discussed in the previous section, most sub shot-noise-limited receivers are con-
structed via the displacement-photon counting technique, probing the particle-like be-
haviour of the encoded quantum field. On the contrary, the SQL is achieved by homo-
dyne detection, which gives information on the field phase, thus probing the wave-like
properties of radiation. Therefore, a natural question arises, that is whether or not it is
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Figure 4.4.1: Scheme of the HYNORE. The incoming signal is split at a beam splitter with transmis-
sivity 7, thereafter HL detection is implemented on the reflected branch. The outcome A =n —m
is exploited to decide the displacement operation implemented on the transmitted signal. (Inset)
Setup of the weak-field homodyne, or homodyne-like, detection. The signal is mixed at a balanced
beam splitter with a low-intensity local oscillator (LO), and PNR(M ) detection is performed on the
output modes.

possible to design hybrid receivers employing both of the field properties to obtain a
better performance in terms of error probability.

To this aim, in this section we firstly propose an innovative receiver: the hybrid
near-optimum receiver (HYNORE), a single-shot receiver based on the combination of the
homodyne-like detection presented in Sec. 2.4.2.2 and the displacement-photon counting
scheme of the Kennedy setup [16]. Later on, we extend this approach to multi-copy re-
ceivers and construct the hybrid feed-forward receiver (HFFRE), by embedding homodyne-
like detection into the DFFRE scheme [17]. In both our proposals, we adopt homodyne-
like detection (employing PNR detectors) instead of the traditional homodyne scheme
(implemented by p-i-n photodiodes). The motivation behind this choice is merely prac-
tical. In fact, from an experimental point of view, a hybrid scheme involving both homo-
dyne detection and displacement-photon counting would require to employ different
types of detectors for the two components of the setup: two proportional photodiodes
producing macroscopic photocurrents to implement the standard homodyne measure-
ment, and a PNR detector for the displacement receiver. Moreover, in the context of
quantum discrimination, pulsed homodyne detection would be preferable for an exper-
imental realization at telecom wavelength, due to the reduced response time of the mea-
surement [105-107]. On the contrary, employing homodyne-like and low-intensity local
oscillator provides a more fascinating solution since the resulting receiver is obtained
with the use of sole PNR detectors.

In the following, we present in detail both the HYNORE and the HFFRE, comparing
it to the Kennedy receiver and the DFFRE, respectively. The results obtained in both this
section and the following ones are all original.

4.4.1 The hybrid near-optimum receiver

The scheme of the HYNORE is depicted in Fig. 4.4.1. The idea is to exploit a displacement-
PNR(M) (DPNR) setup where the nulling displacement is not assigned a priori, but is
conditioned on the outcome of a homodyne-like (HL) detection performed on a fraction
of the input signal. More in detail, we split the input coherent state |oy), K = 0,1, at a
beam splitter of variable transmissivity 7 (this can be obtained, for instance, considering
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the polarization of the input states and by using a polarizing beam splitter), such that:
lar) > o) @ o) = | = VI =7en) @ /7). (451)

Then, we perform HL detection on the reflected branch |04,(:)) and, thereafter, apply a

feed-forward nulling displacement operation on the transmitted part of the signal |a(t)>
conditioned on the difference photocurrent A = n—m retrieved from the homodyne-like
measurement:

A >0—apply D (V7a) , (4.52a)
A <0 — apply D (—v/7a) , (4.52b)

Finally, on the resulting displaced state we perform a PNR(M) measurement in terms
of on-off detection: the photon number resolution of the detector will turn out to be
useful in the presence of detection imperfections, as we will see in the following. The
intuitive motivation behind the feed-forward rule of Egs. (4.52) is the following. If we
suppose that |«p) was sent, from the definition of the beam splitter operation of Eq. (4.51)
it is more likely to obtain A > 0. As a consequence, we decide to perform a positive
displacement sending the transmitted signal into the vacuum such that the PNR(M) de-
tector does not click and we refer to this event as “off”. Of course there is still a non-zero
probability to get A < 0, and in that case we decide to apply a negative displacement
such that the on-off detector is more likely count some photon. This event is called “on
Finally, for the case A = 0, the displacement amplitude is chosen to be positive simply by
convention. Analogous considerations may be obtained by considering state |c;). Given
this scenario, the decision rule at the end of the final measurement is chosen according to
Table 4.4.1.

outcomes decision
A>0 off “0”
A<0 on “0”
A <0 off “1”
A>0 on “1”

Table 4.4.1: Decision strategy for the HYNORE in Fig. 4.4.1.

Since:
p(A > 0;0n|0) = p(A < 0;0ff|]1) =0, (4.53)

the error probability for the HYNORE reads:

PHy(’T, Z) =

-1 M
-3 [ > Salaf))e 4 Y sy (a§”>e4m2]

A=—M A=0

[p(A < 0;0ff|0) + p(A > 0; off|1)]

N

—47'0/

[ Z Sa(VI=7a)+ Y Sa(-V1 —m)] , (4.54)
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depending on the transmissivity 7, ruling the splitting of the incoming state, and the
amplitude of the local oscillator (LO) |z), z > 0, of HL detection. We recall that the HL
probability distribution reads:

M
SA (041(:)) = Z Pn (/U'Jr (a](:))) Pm (M* (ag))) 5(n—m),A (455)

n,m=0

where §j, ; is the Kronecker delta, M is the photon-number resolution,

(r) 2
r Q; *+z
p (o)) = % : (4.56)
is the mean energy on the two output branches, respectively, and
en B ifn< M,
n!

pr(p) = M-1 9 (4.57)

1—e* Z - ifn=M.

=0 7

For completeness, we note that performing standard homodyne detection instead of
homodyne-like, the error probability of the previous equation becomes

—47a?

PI({I\{(D)(T) = 5 {1 —erf [ 2(1 - T)a}} . (4.58)

We also note that if 7 = 0 we have the homodyne receiver, whereas if 7 = 1 we retrieve
the Kennedy one. This can be understood since when 7 = 1 the information coming from
the homodyne receiver is inconclusive, as it measures the vacuum leading to a positive
or negative outcome with 50% of probability. Therefore, known the outcome sign, we
can apply the same inference strategy as in the Kennedy receiver.

Given this outline, in the following we compute the error probability of the HYNORE
by considering two alternative scenarios involving either ideal photodetectors, namely
PNR(M) detectors with M = oo, or realistic PNR detectors with finite resolution M.

4.4.11 HYNORE with ideal photodetectors

At first, let us consider PNR(co) detectors, and a LO |z) with fixed intensity z2. In this
case, the HL probability distribution (4.55) approaches a Skellam distribution, as dis-
cussed in Sec. 2.4.2.2. Under these conditions, we retrieve the HYNORE error probabil-

ity by optimizing Eq. (4.54) with respect to 7, i.e. finding the transmissivity Tég?, that in
general is a function of o, minimizing the value of Pyy (7, 2) for every a?. Consequently,
we obtain the optimized error probability of our receiver as
P{Y = min Pyy(r,z)  for PNR(co) detection , (4.59)
depicted in Fig. 4.4.4(a). As we see, the HYNORE proves to be near-optimum, outper-
forming the Kennedy receiver for all a®.
To better enlighten this advantage, it is also relevant to introduce the ratio with the
standard Kennedy receiver (4.18),
id
Rl _ Py
h/K — Px .

(4.60)
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Figure 4.4.2: (a) Log plot of PI%) as a function of o? for LO intensity 2°> = 5 compared to the
Kennedy receiver (4.18), the SQL (4.16) and the Helstrom bound (4.14). (b) Plot of the ratio RZ‘?}(
as a function of o for several values of the LO intensity 2%. In the inset, plot of the optimized

(4) as a function of 2. For a® > N, (2) we have 79 = 1 — A(2)/a?. In both the

transmissivity 7, opt. =

opt
pictures we consider PNR(oco) detectors.

Plots of RS?L and 7 (in the inset) are displayed in Fig. 4.4.4(b) for different LO in-

opt

tensity 22. It emerges that T(S;)dt) = 0 up to a threshold energy Ny, (z) which depends on
the LO amplitude z, while for a? > Ny (z) it is an increasing function of the energy and
reaches asymptotically 1. Note that in the limit 7 — 1 some information about the signal
reaches the homodyne receiver and we still have an improvement of the performance.

If a? < Ny (2) the optimized strategy is realized with the sole homodyne-like setup,
whereas for larger energies the more efficient scheme is obtained by the appropriate
interplay between the homodyne-like and the DPNR parts of our receiver. The choice
of the optimal 7 makes the receiver near-optimum with a ratio RS%{ saturating to the

value RYY < 1 for every value of the LO intensity z2.

As we noticed, if we increase the value of 22, the performance of the homodyne-like
detection approaches the standard homodyne one and the HYNORE performs better
and better. In fact, the variance of the homodyne-like quadrature probability distribution
decreases as the local oscillator energy becomes quite larger with respect to the input
signal one [39]. In this case, the ratio in Eq. (4.60) reads

(HD) 4(1—7)a?
mp) _ Pay " _ ¢
Ry = H; -— {1 —erf [ 2(1— T)a” : (4.61)

The saturation of RS?L for large a2 suggests the following ansatz on the expression

of the optimized TCE;CP, namely:

(d) _ 4 _ A(2)

() = — for a® > Ny(2), (4.62)
where A\(z) € Ry and depends on the LO amplitude z. As an example, for the homodyne
limit 2% — oo, by computing the derivative of Eq. (4.61) with respect to 7 and inserting
the expression in Eq. (4.62) we get the following relation that must be satisfied by A =
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Figure 4.4.3: Plot of R (2) as a function of the LO intensity 2 for different resolution M and fixed
signal energy a® = 2. For M < 0o, R(z) exhibits a minimum at a finite LO intensity.

Az =00):

Vo 4 [1 - at(vay)| = o, (4.63)

that leads to the numerical solution A ~ 0.094. Then, the threshold N, t(f P) = Ny (z = o0)

can obtained by setting Télii) = 0, bringing to Nt(f P) — X and the saturation ratio reads:
REP) — ¢ [1 - erf (v2X) | ~ 0.786. (4.64)

An identical analysis can be performed for the homodyne-like case, where we may ex-
pect A(z) < A

4.4.1.2 HYNORE with finite photon-number resolution

We now consider the more realistic case of PNR(M) detectors having a finite photon
number resolution M, being only able to resolve any number of photons n up to M.
Clearly, PNR(1) is a on-off photodetector. In the absence of detection imperfections, the
presence of a reduced resolution affects the sole homodyne-like setup, reducing the in-
ferable information on the field phase, since the displacement-photon counting scheme
performed on the transmitted branch is associated with on-off decision strategy regard-
less the value of M.

Differently from the ideal case, when M < oo the error probability (4.54) is not a
monotonous function of the LO intensity. This emerges by computing the following
z-dependent ratio, for fixed input signal energy and varying LO:

R () = minr Pav(7:2) (4.65)
Px
depicted in Fig. 4.4.3 for different values of M. As discussed above, in the ideal case,
i.e. M = oo, Eq. (4.65) descreases monotonically with 22, proving the homodyne limit to
be the best working regime. On the contrary, for M < oo, R, (z) exhibits a minimum at
a finite LO intensity. Indeed, if only few photons can be resolved, increasing the LO is
useless since much of its energy could not be detected.
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Figure 4.4.4: (a) Log plot of Pyy as a function of a? for different resolution M compared to the
Kennedy receiver (4.18), the SQL (4.16) and the Helstrom bound (4.14). (b) Plot of the ratio Ry, x
as a function of o for different M. The case M = oo refers to the homodyne limit (4.58) optimized
over transmissivity.

In turn, to establish the performance of the HYNORE, we are entitled to optimize
Eq. (4.54) over both 7 and z, leading to the optimized error probability

Py = min Pyy (7, 2) for PNR(M) detection, (4.66)
together with the ratio
Pyy
R = — 4.67
h/K PK ) ( )

where, for the sake of simplicity, the dependence on the resolution M has not been ex-
plicitly reported. Plots of Pyy and Ry, are depicted in Fig. 4.4.6(a) and (b), respectively,
in which the case M = oo refers to the homodyne limit (4.58) optimized over transmis-
sivity. As we can see, the effect of the finite resolution is to decrease the saturation ratio
R, which in any case is still less than 1, maintaining the advantages of HYNORE with
respect to the Kennedy. We also note that employing high resolution detectors is not
strictly required to obtain a performance close to the ideal case. Furthermore, the opti-
mized transmissivity 7,p¢ shows analogous behavior to the one depicted in the inset of
Fig. 4.4.4(b), namely 7op, = 1 — A(M)/a?, A\(M) being a increasing function of the PNR
resolution M such that A(M) < A =~ 0.094. In contrast, the optimized LO intensity is of

the order of the resolution for all input energies; in fact we have 22, < M.

4.4.2 The hybrid feed-forward receiver

As discussed above, employing a hybrid receiver like the HYNORE turns out to be ben-
eficial for quantum discrimination, obtaining a better performance than the Kennedy
receiver thanks to the splitting of the incoming signal into two beams, followed by a
suitable adaptive operation. Given this consideration, a natural extension emerges. That
is, the homodyne-like setup may be suitably embedded into the multi-copy approach
described in Sec. 4.3.3 to construct a new kind of receiver, referred to as the hybrid feed-
forward receiver (HFFRE) [17]. In more detail, the HFFRE is obtained by suitably merging
the setups of both the HYNORE and the DFFRE, resulting in the scheme depicted in
Fig. 4.4.5.
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Figure 4.4.5: Scheme of the HFFRE. We split the incoming signal |ax), k = 0,1, at a beam splitter
of variable transmissivity 7. We perform HL detection on the reflected branch, whereas we imple-
ment the displacement feed-forward setup on the transmitted one. We exploit the HL outcome to
decide the sign of the displacement operation on the first copy of the transmitted signal.

The insight is to exploit a HL measurement to guide the choice of the first displace-
ment operation sign in the DFFRE. As for the HYNORE, we divide the incoming signal
lak), k = 0,1, at a beam splitter with variable transmissivity 7, see Eq. (4.51). The re-

flected signal |a§€r)) undergoes HL detection with difference photocurrent outcome A.

Then, we split the transmitted state |a,(:)> into NV copies, \a,(:) /V'N), and implement the
same procedure described in Sec. 4.3.3. The only difference with respect to the displace-
ment feed-forward receiver lies in the displacement operation performed on the first
copy. Indeed, the difference photocurrent A provides us with a priori information ex-
ploitable to decide the sign of the first optimized displacement operation, according to
the HYNORE adaptive rule, namely:

A>0 — apply D(5) (4.68)
A<O — apply D(—p1), '

B1 > 0. Displacements on the other copies are still conditioned on the outcomes of the
(j — 1)-th PNR(M) measurement.
()

Thus, the probability of performing a correct decision Py (7, 2) after j steps gets the
same form of Eq. (4.43):

Pife(r,2) = max {Péf;” (m. 2o (A (V7a)

+ [1=PE 0 r2)] don (A@(ﬁa))}, (4:69)

with the rates )\(ij ) in Eq. (4.45), albeit to be solved with a different initial condition, that

is:
—1 M
Péﬁ%(r,z) = % [ Z Sa (a&”) + Z Sa (a(()r))] ,
A=—M A=0
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Figure 4.4.6: Log plot of PI({%]) and PS;) as a function of the signal energy o for N = 1. The PNR
resolution is M = 2. Psqr, Puel, Pk and Py refer to the SQL (4.16), the Helstrom bound (4.14),
and the error probabilities of the Kennedy receiver (4.18) and the HYNORE (4.66), respectively.

Figure 4.4.7: (a) Plot of RI()M, p = DF, HF, as a function of o? for different number of copies N.
The PNR resolution is M = 2. (b) Plot of RS\Q as a function of o® for N = 1 and different PNR
resolutions M. The dashed line corresponds to Rgp for N =1.

corresponding to the probability of correct decision after the HL measurement. Clearly,
if 7 = 1 we retrieve the results of the DFFRE.
As both 7 and z are free parameters, after IV copies the error probability reads

PI({%/) =1- max PI({IPY)(T, z), (4.70)

depicted in Fig. 4.4.6 as a function of the input energy o? and compared to the DFFRE

error probability ng in Eq. (4.46). The HFFRE outperforms the DFFRE, PISI];) < P](Dlg).
Both the receivers are near-optimum and beat the SQL for all energies, but we observe
different asymptotic scalings. Indeed, for a? > 1, the DFFRE approaches the Kennedy

receiver, ng ~ Py, whereas the HFFRE reaches the HYNORE, PI({J;) ~ Pyy, with the
Py in Eq. (4.66). As a consequence, exploiting information on both the phase and the
photon statistics of the field proves to be a powerful tool to reduce the error probability.

Furthermore, by increasing the number of copies N the performance of both the feed-
forward receivers improves for o® < 1, coming closer to the Helstrom bound (4.14), as
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emerges by computing the ratio

P
RN =-L2— (p=DF,HF), (4.71)
Pre
plotted in Fig. 4.4.7(a).

In the regime a? <« 1, the larger the number of copies, the smaller the ratio RéN),
whereas in the asymptotic limit o > 1 the displacement and hybrid receiver converge
to Kennedy and HYNORE, respectively, regardless the value of N. Moreover, the ratio
for the hybrid receiver Rgp may be further reduced by increasing the PNR resolution },
as shown in Fig. 4.4.7(b). In particular, the asymptotic ratio is reduced for greater values
of M and reaches its minimum value for PNR(oc0) detectors, i.e. ideal photodetectors, in

which case the HL distribution in Eq. (4.55) becomes a Skellam distribution.

4.5 Quantum receivers in the presence of detection imperfections

So far, we described the structure of quantum receivers by considering an ideal sce-
nario involving perfect detection schemes and excluding imperfections within each el-
ement of the setups. In these conditions, we proved the hybrid receivers, namely the
HYNORE and HFFRE, to outperform the receivers based on displacement strategies,
i.e. the Kennedy receiver and the DFFRE, respectively. Now, we may wonder whether
or not the obtained enhancement in the error probability could be effectively realized
in practical experiments. This raises the problem of the robustness of the proposed re-
ceivers in the presence of realistic conditions, e.g. limited quantum detection efficiency,
dark counts and visibility reduction in the adopted displacement operations.

As one may expect, in a realistic scenario neither the hybrid nor the displacement
receiver remain near-optimum, therefore they are not able to approach the Helstrom
bound (4.14) anymore. Accordingly, a new goal emerges, that is to show whether or
not these receivers are still able to beat the SQL (4.16) even in the presence of practical
imperfections. Indeed, in this case we would get a robust quantum advantage with
respect to the best receiver achievable with semi-classical means.

In the following, we compare the performance of the proposed hybrid receivers with
respect to their corresponding displacement-photon counting schemes in the presence of
the typical imperfections occurring in PNR detection [16, 17]. In particular, we consider
a non-unit quantum efficiency n < 1 of the PNR()/) detectors, as well as the presence
of dark counts. Moreover, since the displacement operation is realized into practice by
letting the signal interfere with a suitable LO at a beam splitter [84], we also address the
effects of non-unit visibility £ < 1.

4.51 HYNORE vs displacement receiver

At first, we start by addressing the robustness of single-copy receivers, namely the HYNORE
and the displacement receiver. For a better clarity, we discuss separately the impact on
the receiver performance of three experimental defects above presented, namely quan-
tum efficiency, dark counts and reduced visibility.

4.5.1.1 Reduced quantum efficiency

Concerning the inefficient photodetection, the introduction of a quantum efficiency 7
has the effect of re-scaling all the coherent amplitudes of the measured pulses by a factor
/1, since it corresponds to a photon loss.
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Figure 4.5.1: Log plot of Py (n) and Px(n) as a function of the signal energy o? for different
quantum efficiency 1. The PNR resolution is M = 2. Psqr and Ppe refer to the SQL (4.16) and the
Helstrom bound (4.14), respectively.

Thus, for the Kennedy receiver employing inefficient on-off detection, the error prob-
ability is changed into:

67477042
Pi) = “5—. (4.72)
Instead, in the HYNORE, the efficiency affects both the HL and the PNR(A/) measure-
ment schemes. For the HL detection the rates in Eq. (4.56) are changed into p4 — nuy,
obtaining:

M
Satmay) = 3" pu(nps(0”)) po (11— (0)) 8. - (4.73)
n,m=0

On the other hand, an inefficient on-off detection by the PNR implies the substitution
exp(—47a?) — exp(—4nTa?). By performing these substitutions into Eq. (4.54) we get
the corresponding error probability:

Prry (1) = min Py (7, 27) , (4.74)
with
674777'042 -1 M
Prry (7, 27) = — A;M Sa(n;al?) + AZ:OSA (n;ad™)] - (4.75)

The error probabilities Px(n) and Puy(n) are depicted in Fig. 4.5.1 for PNR(2) re-
ceivers. The behavior is analogous for all resolution M. As expected, the performance
of both detector is degraded for lower quantum efficiency, but, interestingly, for a given
value of ), exploiting the HYNORE is always preferable than the Kennedy, as Py (1) <
P (n). In particular, the relative ratio

Py (n)

Rk (n) = Pen)

(4.76)
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Figure 4.5.2: (a) Plot of the ratio Ry, x(n) as a function of o? for different n. (b) Plot of the gain
Go(n), p = K,HY, as a function of o for different n. The PNR resolution is M = 2.

reported in Fig. 4.5.2(a), saturates to the same R, obtained for n = 1, regardless the
value of quantum efficiency. Furthermore, in the high-energy regime, both receivers
beat the SQL (4.16). To better highlight this feature, we consider the gain

Pp(n)
Psqr ’

plotted in Fig. 4.5.2(b). Accordingly, the SQL is outpermed when G,(n) > 0. We ob-
serve that there exists a threshold energy o?(n) after which the discussed receivers beat
the SQL, that is G,,() > 0 for o® > a2(n), and we have a7y (1) < ag(n). By reduc-
ing the quantum efficiency 7, the gain and the threshold energy decrease and increase,
respectively.

Gp(n) =1—

p =K, HY, (4.77)

4.5.1.2 Dark counts

Dark counts are random clicks of the PNR due to environmental noise and so not directly
correlated to the properties of the coherent measured pulse. They can be described in
terms of Poisson counting [108], occurring at rate » which in many realistic conditions
takes values v < 107 [109-113]. Generally speaking, the outcome n of an ideal PNR
measurement on a generic coherent state |¢) in the presence of dark counts turns out to
be the sum of two Poisson variables and, therefore, still follows a Poisson distribution
with rate equal to [¢|? + v . In turn, in the presence of a PNR(M) we have a probability
pn(p) as in Eq. (4.57) but with rate 1 = |¢|? + v.

The presence of dark counts has a significant effect on the performances of quantum
receivers. In particular, it becomes detrimental for the Kennedy receiver, as the receiver
registers environmental clicks uncorrelated to the probed signal, inducing unwanted
decision errors and undermining the “nulling” displacement technique. In fact, in such
a situation the on-off detector may click even if the vacuum is measured.

Displacement-PNR receiver. As anticipated in Sec. 4.3.1, to counteract this effect, Di-
Mario and Becerra proposed the displacement-PNR (DPNR) receiver, namely a Kennedy

IThe sum of two Poisson independent random variables is still a Poisson random variable. If 2 ~ P(x) and
y ~ P(X) are two Poisson independent random variables with rates 1 and )\ respectively, the probability that
x +y gets the value kreads p(z +y = k) = Zf:o plx=Dply=k—1) =e 1A Zf:o pINEL (k= D))) =
e M+ AR /R~ P(u A+ ).
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Figure 4.5.3: (a) Log plot of Pp(v) as a function of the signal energy o for different resolution M.
Psqr and Pue refer to the SQL (4.16) and the Helstrom bound (4.14), respectively. (b) Plot of the
gain Gp(v) as a function of o for different M. In both the pictures, the dark count rate is set to
v=10""

setup employing PNR(M) detectors instead of on-off, and exploit the photon number
resolution to choose the decision rule for discrimination in a more accurate way [92, 93].
In fact, in place of the usual on-off strategy, in the presence of dark counts the decision
rule should be changed according to the maximum a posteriori probability criterion (MAP),
discussed in App. A.l. If |ag) is sent the probability of detecting n photons is p,(v),
whereas if |a;) is sent the probability is p,, (4a? + v). The error probability for the DPNR
receiver is then obtained as:

M
Pr(v)=1- % Z max [pn(z/), pn(4a® + )| . (4.78)

n=0

The procedure of maximizing the a posteriori probability is equivalent to defining a
threshold count ny,(v) < M such that all measurement outcomes n > ny,(v) are as-
signed to state “1” and all n < n¢,(v) are assigned to state “0”. The threshold number
is obtained by equating the photon number distributions of the two displaced states,
namely pr(v) = pn(4a? + v), i € R, and considering the lowest integer greater than the
obtained root 72, namely n,(v) = [7], where [-] is the ceiling function. Ultimately, we
have:

. 4a?
nen(v) = min Hln(l—f—‘laz/V)-‘ , M] , 4.79)

We note that the threshold is a function of a?, namely ny, () = nw,(v;o?). For the
case of PNR(1) we have n,(v) = 1, retrieving the on-off discrimination of the standard
Kennedy receiver. Furthermore, in the limit v — 0, ny, (v) approaches 1, retrieving the
usual Kennedy configuration.

Plots of the error probabilities for different PNR(M) detectors are depicted in Fig. 4.5.3(a),
where it emerges that dark counts have a drastic effect for large energies, making the
error probability saturating. The step-like behaviour of the curves follows from the
adopted discrimination strategy: for a? < 1, according to (4.79), the optimized dis-
crimination threshold is equal to n, (v) = 1, equivalent to on-off detection, whereas, for
increasing o, ny, (v) jumps to higher integer values up to ny, = M in the regime o > 1.
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In turn, at every change in the threshold, the corresponding error probability exhibit a
cusp. Moreover, when n, (v) = M, the sole outcome M will infer state “1” and all other
outcomes smaller than M will infer state “0”. In such a situation the receiver makes the
wrong decision only if a M outcome were actually induced by the state |ag). Then, the
error probability for large o should be:

pu(v) 1 _VM71 VI
Po(v) = 5 =5 |1-¢ Zﬁ , (4.80)
j=0 7"

being independent of the pulse energy o® and making Pp(v) saturate.

Finally, we note that, in the presence of dark counts, neither the DPNR is near opti-
mum, since it outperforms the SQL only for particular values of the signal energy. To
highlight this, we consider the gain

Pp(v)

=1-
gD(V) PSQL )

(4.81)

plotted in Fig. 4.5.3(b). As expected, the gain is not monotonic with o2, but it exhibits M
jumps before decreasing monotonously. As we can see, the DPNR receiver outperforms
the SQL in the low-energy limit and only in particular intervals of o?.

HYNORE. On the contrary, when considering the HYNORE setup, the presence of
dark counts afflicts both PNR(M) detection on the transmitted branch and HL detection
on the reflected one. Indeed, the probability of obtaining the photocurrent difference
A =—M,..., M now becomes:

M
Sawiaf) = 3" pu(ps(af”) +v) p(u-(0) + ) dnmya - (482)

n,m=0

Given all the previous considerations, the decision rule for the HYNORE in presence
of dark counts should be modified into that of Table 4.5.1, provided that the threshold
count gy, in Eq. (4.79) is now computed by considering only the transmitted fraction of
the energy Ta?, namely ny, (v) = ne, (v; 7a?).

Ultimately, the error probability reads:

Puy (v) = min Pyy (7, z; V), (4.83)

outcomes decision
A>0 n<npm(v) “0”
A<0 n>np(v) “0”
A<0 n<ny(v) “1”
A>0 n>npm(v) “1”

Table 4.5.1: Decision strategy for the HYNORE in the presence of a nonzero dark count rate v.
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Figure 4.5.4: (a) Plot of the optimized transmissivity Topt (1) as a function of o for different PNR
resolution M. (b) Plot of the optimized LO intensity zgpt (v) as a function of o for M = 3. In the
shaded regions we have 7ot () = 1 and the HYNORE performs as a DPNR receiver.

with
1
Py (7, z;v) = B [P(A < 0;n < ngu(v)]0) + p(A > 0;n > ng, (v)]0)]

+ % [P(A <0,n > ngpu(¥)|1) + p(A > 0,n < ngn(v)]1)]

ngn(v)—1 M
=5 Z pn(470” + 1) Z Sa(v; ao Z SA(Z/;OéY))‘|
n=0 A=0

].M
ty DD

n=ngn (V)

M
Z Sa(v; al Z SA(I/;aéT))l . (4.84)
A=0

Plots of the optimized transmissivity 7opt () and LO intensity 22, (v) are reported
in Fig. 4.5.4(a) and (b), respectively. We see that, differently from the ideal scenario de-
scribed in Sec. 4.4.1, the optimized transmissivity 7, (v) is not anymore a monotonous
function of o asymptotically reaching 1. On the contrary, for nonzero dark count rate,
at first the value of 7, (v) increases with o until to reach exactly the value 1, i.e. per-
forming as a DPNR receiver. For larger energies, according to the resolution M, there
appears M — 1 “sawteeth”, that is other M — 1 regions in which 7, () decreases to a
value smaller than 1 and increases further to reach again 1. Finally, in the high-energy
limit o > 1, we have Topt(v) = 1 and the HYNORE leads to the same performance of
the DPNR, namely saturation to the value (4.80). Accordingly, when 7,4 (v) < 1, the
optimized LO is 23, (v) < M.

In turn, the HYNORE outperforms the DPNR receiver only in some energy regimes.

For a better visualization of the advantages brought by the hybrid receiver, we consider
the relative ratio

Ry/p(v) = ];;{]:(E/V)) , (4.85)
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Figure 4.5.5: (a) Plot of the ratio R, ,p(v) as a function of o? for different M. (b) Plot of the gain
Guvy (v) as a function of o? for different M. The dot-dashed line refers to the DPNR gain Gp (v) for
PNR(3) detection.

and the gain

gHy(V) =1- F‘);SYQ(LI/) , (486)

depicted in Fig. 4.5.5(a) and (b), respectively. Consistently with the previous discussion,
Ry, p(v) is not a monotonous function of a? and exhibits M sawteeth when 7o (v) < 1,
in which case the corresponding gain is Guy(¥) > Gp(v). In particular, the advantage
over the DPNR is increased for larger PNR resolution M. This happens because of the
HL part of the setup, retrieving more information on the reflected pulse when increasing
M. Instead, when 7,4 (v) = 1 the HYNORE performs as a DPNR and Gy (v) = Gp(v).
Furthermore, the saturation of the error probabilities forbids to beat the SQL in the high-
energy regime. Indeed, both the gains G,,(v), p = D, HY, are positive up to a maximum
energy o2 (v), coinciding for both DPNR and HYNORE.

4.5.1.3 Visibility reduction

Finally, we address the effects of the interference visibility of the displacement oper-
ations employed in the realization of the receivers. This effect is consequence of the
mode mismatch at the beam splitter which implements practically a displacement. We
introduce the value £ < 1 to quantify the overlap between the spatial areas of the sig-
nal and the auxiliary field mixed at the beam splitter. As a consequence, interference
is only achieved between the field fractions being effectively superimposed, while the
remaining parts do not interact with each other, resulting in an imperfect realization of
mode-mixing operations [114]. A detailed model of the visibility reduction process is
derived in App. A.2. In realistic conditions, the values of { ranges from 0.90 to 0.999,
according to the accuracy of the experimental setup [85, 92, 93, 114]. As discussed in [92,
93], a reduction of the visibility affects crucially the performances of quantum receivers.

Generally speaking, we consider a coherent state |¢) which we want to displace by a
quantity § into the state |¢ 4 ). For the sake of simplicity, we assume ¢, 8 € R. Then we
can describe the effect induced by imperfect mode matching by stating that the outcome
n of the subsequent PNR measurement follows a Poisson distribution with rate

p=C+ B2+ 2608 # (C+ ). (4.87)
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Error Probability (£ = 0.998)

Figure 4.5.6: Log plot of Py (¢) and Pk (€) as a function of the signal energy o for different PNR
resolution M and § = 0.998. Psqr and Phe refer to the SQL (4.16) and the Helstrom bound (4.14),
respectively.

As for the case of dark counts, non-unit visibility is detrimental for the Kennnedy re-
ceiver, making the DPNR as the more adequate solution to implement a displacement
receiver. As in the previous subsection, in the following we first analyze the case of
DPNR receiver and then address the HYNORE.

D-PNRM receiver. In the presence of a visibility reduction the approach is quite sim-
ilar to the dark count case. Given Eq. (4.87), if ) is sent the probability of detecting
outcome n is p, (2a%(1 — £)), whereas for |a;) the probability becomes p,, (202 (1 +€)). By
following the MAP criterion, the error probability then reads

1 M
Po(€) =1-5 > max[pa(9-), pal9+)] , (4.88)
n=0

where
g+ =2a%(1£¢), (4.89)

associated to the threshold outcome ny, (€) = ney (& a?):

nal®) = in | g g | ) 420

We recall that the case of PNR(1) is equivalent to the on-off Kennedy receiver. The con-
sequences of a non-unit visibility on the error probability is shown in Fig. 4.5.6. As for
dark counts, the visibility reduction makes the error probability non monotonic, and in
particular increasing for large a?. As before, this is a consequence of the finite resolu-
tion M. In the regime of large o the threshold outcome becomes n,(€) = M, thus the
error probability is due to outcomes M induced by the state |ay) which is not perfectly
“nulled” due to the imperfect displacement operation. Therefore we have:

M-1 201 _ J
Pp(€) = L[gg*) :% 120709 %7 P =9) (2' 9) : (4.91)
j=0 '

which is an increasing function of o?.
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outcomes decision
A>0 n<ngwn(é) “0”
A<0 n>nm() “0”
(&)
&)

A<0 n<ngy “1”
A>0 n>np “1”

Table 4.5.2: Decision strategy for the HYNORE in the presence of visibility reduction £ < 1.

HYNORE. In the HYNORE, we should also include the effect of visibility reduction in
the balanced beam splitter inside the HL detector. As a consequence, the probability of

measuring the photocurrent A = —M, ..., M is changed into:
M
Sa&oa) = 3" pu(ur(@59) P (1-(05€)) duemy.a (4.92)
n,m=0
where

(M2, 2 (r)
” Q +22+2 2z
/ti(az(c);):(k) D) .

The decision rule for the HYNORE, displayed in Table 4.5.2, is identical to the case of
dark counts, with the threshold ny, (&) = n (€; 7a?). The error probability then reads:

Puy(€) = n;uzn Py (7, 2;6) , (4.94)

(4.93)

where

Pury(r2€) = 5 [p(8 < 0 < nn(€)]0) + p(A > 07> 1 (€)0)

5 I(A < 0,02 na(@)1) +p(A 2 0,0 < na(©)]1)]

1nth(§)*1 —1 M
=3 PalT94) l 3 Sal&al)+ ZSA@;aY))]
n=0 A=—M A=0
1 M —1 M
+3 2 pnvg_)[ 3 &(&a@ﬂZ&(@aS’)l, (4.95)
n=ny (§) A=—M A=0

with the g+ in Eq. (4.89).

Plots of Pyy (£) are reported in Fig. 4.5.6. If o? is small we observe the same step-like
behaviour of the dark count case, and the HYNORE beats the DPNR only for particu-
lar values of the signal energy. On the contrary, for large o the HYNORE significantly
outperforms the DPNR, as Pyy (§) < Pp(§). The difference between the two regimes be-
comes clearer by looking at the optimized transmissivity 7,p¢(£) and LO 22, (€), depicted
in Fig. 4.5.7(a) and (b), respectively. In the low-energy regime, similarly to Fig. 4.5.4,
Topt (€) is @ non-monotonous function of a?, exhibiting M — 1 sawteeth, whilst the op-
timized LO is z2,,(£) < M. On the other hand, for large o the transmissivity changes
discontinuously, and becomes a decreasing function of a?, saturating for a? > 1 to an
asymptotic value 7., # 0. Remarkably, 7, < 1, thus by appropriately choosing the
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Figure 4.5.7: Plot of the optimized transmissivity 7op¢(£) (a) and LO intensity zgpt(g ) (b) as a func-
tion of a? for & = 0.998. The PNR resolution is M = 3. In the shaded regions we have 7opt (&) = 1
and the HYNORE performs as a DPNR receiver.

energy of the signals undergoing the HL and the DPNR measurements it is possible to
regain part of the information lost by to the finite resolution of the detectors. As a result,
the interplay between the two schemes allows to mitigate the negative effects introduced
by the visibility reduction. In these conditions, 22, (£) is not constant anymore, and in-
creases with a?, being a linear function for o?.

The existence of two different energy regimes affects also the relative ratio

Pyy (§)

Pp(€) (456

Ry p(§) =

shown in Fig. 4.5.8(a). In fact, in the low-energy regime, R}, p(&) exhibits M sawteeth,
whilst, after the jump in the transmissivity 7o (£), becomes a decreasing function of 2.
Finally, to quantify the quantum advantage over the SQL, we consider the gain

b() p=D,HY, (4.97)

plotted in Fig. 4.5.8(b) for different PNR resolution. As for dark counts, both DPNR and
HYNORE beat the SQL only in particular energy regimes. Even in this case, the gains
are positive up to a maximum energy o2 (¢), which, now, is different between the two
receivers, as oy (€) > ad (€).

4.5.2 HFFRE vs DFFRE

After widely discussing the robustness of single-copy receivers, we now extend the com-
parison to multi-copy receivers, namely DFFRE and HFFRE. In both cases, splitting the
encoded signal into many rescaled copies makes the decision errors induced by prac-
tical imperfections accumulate during the feed-forward loop, leading to a non-trivial
behaviour. For the sake of simplicity, in the following we will perform the analysis by
considering the sole HFFRE. In fact, as discussed in Sec. 4.4.2, the error probability asso-
ciated with the DFFRE may be retrieved in an analogous way from the DFFRE scheme
in Fig. 4.4.5 by setting 7 = 1.
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Figure 4.5.8: (a) Plot of the ratio Ry,,p (&) as a function of o? for different M. (b) Plot of the gain
Gp(€), p = D, HY, as a function of o for different M. We set the value £ = 0.998.

4.5.2.1 Reduced quantum efficiency

The presence of a quantum efficiency < 1 requires only to rescale the coherent ampli-
tudes of all the measured pulses by a factor /7, as no mixedness is introduced at the
detectors. Thereafter, in the HFFRE scheme of Fig. 4.4.5 the HL probability distribution

of the reflected signal |a§:)) becomes SA(na,(:)) with the py in Eq. (4.56). The effect is

the same on the transmitted branch, where the average photon numbers of the displaced
copies A, see Eq. (4.45), are replaced by nA4. In turn, the correct decision probability
P (n; 7, 2) becomes

PHF(an z) =

max {7’(] D157, 2) ot (n/\(_j)(ﬁa))

+ {1 — P Vi, z)] Gon (nA(ﬁ)(ﬁa))} : (4.98)

with the quantities introduced in (4.44), to be solved with the initial condition

M
Pip(n: 7 2) [ Z Sa(nal”) + 3 Sa(naff )] 7
A=0
and the associated error probability reads
Py (n) = 1 — max Py (m: 7, 2) (4.99)

The error probability for the DFFRE P} (1) may be derived from the previous equa-

tions by fixing 7 = 1. Plots of PI({];) (n) and ng(n) are depicted in Fig. 4.5.9, show-
ing that the presence of a non-unit quantum efficiency increases the error probability,
preventing the receivers to approach the Helstrom bound. Nevertheless, we still have
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Figure 4.5.9: Log plot of PI({];]) (n) and PI()%]) () as a function of the signal energy a? for N = 1 and
different values of . The PNR resolution is M = 2.
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Figure 4.5.10: (a) Plot of the gain ggN) (n), p = DF, HF, as a function of the signal energy o for

N = 1 and different quantum efficiency 7. (Bottom) Plot of the gain gr()N)(n), p = DF,HF, as
a function of o for n = 0.7 and different number of copies N. In both the pictures, the PNR
resolution is M = 2.

PI({%[)(n) < ng)(n) and, remarkably, in the high-energy regime both the discussed re-
ceivers beat the SQL (4.16). To better highlight this feature, we consider the gain

N
O

M) =1 .

., (p=DF,HF, (4.100)

plotted in Fig.s 4.5.10(a) and (b). Accordingly, the SQL is outperformed when Ql(,N) (n) >
0.

If we consider a fixed number of copies N, see Fig. 4.5.10(a), there exists a threshold
energy o2(N,n) after which the discussed receivers beat the SQL, that is gI()N) (n) >0
for o® > a2(N,n). By reducing the quantum efficiency 7, the gain and the threshold
energy decrease and increase, respectively. More interestingly, in the opposite scenario
where we fix 5 and let IV vary, as in Fig. 4.5.10(b), we see that increasing the number of
copies mitigates the detriments of the quantum efficiency, and makes the gain increase.
In particular, for a sufficiently large N, (N, n) may be made arbitrarily small, main-
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Figure 4.5.11: (a) Log plot of ng) (v) and Plgﬁ’ (v) as a function of the signal energy o? for different

values of N. (b) Plot of the gain QIE,N) (v), p = DF, HF, as a function of o? for different N. In both
the pictures, the PNR resolution is M = 2 and the dark count rate is v = 1073,

taining g (N) ( ) > 1 for all energies. In all cases, the HFFRE outperforms the DFFRE, as
G (n) > G5 (n) and a2 (N, ) < adp(N, ).

4.5.2.2 Dark counts

More drastic effects appear in the presence of dark counts. The HL probability distri-
bution of the reflected signal \a,(f)> is equal to (4.82), as discussed in the former section.
A more detrimental effect is observed in the displacement-photon counting scheme per-
formed on the transmitted signal. Indeed, in the presence of dark counts the MAP crite-
rion does not coincide anymore with on-off discrimination and, in principle, one should
perform a different Bayesian inference process after each detection stage. However, for
the sake simplicity here we adopt a simpler decision rule. We introduce a fixed threshold
outcome 1 < ngy, < M such that if we get outcome n < ny, from the (j — 1)-th PNR(M)
measurement we set 0; = o,;_1 and, then, displace the j-th copy by D(c,3;); otherwise if
n > ng, we choose 0; = —o;_1. In the ideal scenario with zero dark count rate we have
ngn, = 1. The final decision rule becomes: n < ny, — | — oya) and n > nyy, — |oya).

As a consequence, the correct decision probability Py @) ¢ (Vi 7, z) satisfies:

J

P(j)(V; T, 2) = max {ngl)(u; 7,2) o ()x(,j)(\ﬁa; V)i nn)

[1 P (i, Z)} G (Agg‘)(ﬁa;y);nth)}, (4.101)

where

MNth —

(23 nen) Z e (4.102)
s=0 .

qi(z;ng) =1 — go(@;nen) (4.103)
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and
AP () = AP (@) + v (4.104)

The initial condition of Eq. (4.101) reads

P(O)(y 7,2) l Z SA<1, oy ) iSA(V;o(éT)>‘| ’

A=—M A=0

and the associated error probability is obtained as

PN (v) = 1= max P{Y)(v;7, 2), (4.105)

T,Z2,Mth

where, differently from the other cases, we perform optimization also over the threshold
discrimination outcome ny,. As before, with the choice 7 = 1 we retrieve the probability

P (v) associated with the displacement receiver.

The plots of PI({];) (v) and P](D]g)(zx) are reported in Fig. 4.5.11(a) for different number
of copies N and M = 2. As discussed in Sec. 4.5.1, the step-like behaviour of the curves
follows from the adopted discrimination strategy: for a? < 1 the optimized discrimina-
tion threshold is equal to nt, = 1, equivalent to on-off detection, whereas, for increasing
a?, ng, jumps to higher integer values up to ng, = M in the regime a2 > 1. In turn, at
every change in the threshold, the corresponding error probabilities exhibit a cusp.

Remarkably, in the presence of dark counts the performance of the receivers is not im-
proving anymore with larger number of copies. In fact, increasing N induces a reduction
of the error probability only for o < 1. On the contrary, for large energies employing
many copies becomes detrimental. Indeed, it has been shown in the previous section
that dark counts induce decision errors, letting the error probability saturate for o > 1.
Accordingly, when we split the signal into NV copies, the decision errors induced by dark
counts accumulate, letting the error probability reach higher saturating values.

To quantify the present effect, some analytical results may be retrieved in the limit
a? > 1. For the DFFRE, numerical results show that, in the regime o? > 1, the optimized

displacement amplitudes are 3; ~ a/v/N and ny, = M. Thus, we have )\(_j)(a; v) =v
and )\Sf) (a;v) = v+4a? /N > 1. This implies that an error occurs only when the outcome
M is obtained from the input |ay), in turn the correct decision probability at the j-th step
reads:

PO ~ P V) do(v) + [1 - PSPV W) (4.106)

with ¢o(v) = go(v; M). By iteration, we get:

~ N ~ N
PiYw) ~1- { [qO(”)z_ oy 11__[%(”3)__1]1] } : (4.107)

being independent of the energy o and, therefore, letting the error probability saturate.
The same result also holds for the HFFRE, since the optimized transmissivity 7, in the
high-energy regime is equal to 7,p; = 1.

Finally, we note that the benefits of the hybrid scheme are more relevant for N < 5.
For larger number of copies the improvement becomes negligible: as we can see, for
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Figure 4.5.12: (a) Log plot of ng (&) and ng]) (€) as a function of the signal energy o? for different

values of N. (b) Plot of the gain QP(,M (¢), p = DF, HF, as a function of o? for different N. In both
the pictures, the PNR resolution is M = 2 and the visibility is £ = 0.998.

instance, in Fig. 4.5.11(a), the curves associated with the HFFRE and DFREE lines for
N = 10 are superimposed and fully indistinguishable.

The saturation of the error probability forbids to beat the SQL in the large energy
regime. Indeed, the gain

N
M (v)

. p=DF,HF, (4.108)
Psq1,

GV w)=1-

plotted in Fig. 4.5.11(b), is positive up to a maximum energy a?(N,v). Here the tradeoff
between the number of copies and the error probability is clearer: for larger values of
N we increase QI(JN)(I/) in the low-energy regime a? < 1, at the expense of reducing
also o2 (N, v). If on the one hand we reduce the error probability for low energies, on
the other one we inevitably reduce the range in which the receivers exhibit a quantum
advantage.

4.5.2.3 Visibility reduction

Finally, we address the impact of reduced visibility £ < 1. In the HFFRE we observe
a visibility reduction both in the HL setup, where the signal is mixed with the LO |z),
and in the conditional displacement operations governed by the feed-forward rule. The

HL probability distribution of the reflected signal |oz,(:)> is reported in Eq. (4.92), whereas
for the feed-forward rule on the transmitted signal, we proceed as for the case of dark
counts and introduce the threshold outcome 1 < ny, < M.

Accordingly, the correct decision probability PgF) (&; 7, z) satisfies:
Pa(&m,2) = max {ngl)(é; 7,2) o (A@(ﬁa; ) nth)

+ [1 PU (g7, z)}ql (A“)(fa 6); nth)} (4.109)
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with the same g, (x; nen ), & = 0, 1, introduced in Eq. (4.102), the rates

2
Do) = & 4 g2 4 2Bia 111
Wiese) =5+ 07+~ (4:110)
and the initial condition
= M
0 , ,
Pip(&;7,2) = 2[ > SA(&O<§ )) + Z&( Ja ))1 '
=M A=0
Finally, the error probability writes:
P (€) =1~ max PV (&57,2) (4.111)

T,2,Mth

whereas for 7 = 1 we obtain the corresponding P](DJIZ) (€).

As depicted in Fig. 4.5.12(a), the behaviour of PI({J;) (¢) and P]()J;) (&) is similar to the
case of dark counts, with a step-like behaviour induced by the jump in the threshold 7.
Even in this case, increasing the number of copies N reduces the error probability for low
energies, o® < 1, but, differently from the dark counts case, this reduction holds also in
the high-energy regime o? > 1. In fact, the detriments of the visibility reduction are
more relevant for strong signals and, in turn, the error probability for a? > 1 becomes
an increasing function of the energy [16]. As a consequence, splitting the incoming sig-
nal into a larger number of copies N reduces the energy of each displaced copy, thus
partially mitigating the effects of the imperfect displacements.

With a similar argument to the one adopted for dark counts, we can obtain the ana-
lytic expression for the error probability in the high-energy regime. For the DFFRE, we
have:

(N) /oy [Go(9) — 11" | 1—[do(g) — 1"
Ppp'(§) =~ 1 { 5 + @) -1 [ (4.112)
with go(g) = qo(g9; M) and g = 2a%(1 — £)/N, being an increasing function of a?. On
the contrary, the HFFRE beats the DFFRE since the optimized transmissivity Topt for the
HFFRE is < 1, and combining HL and displacement results in a lower error probability.

Anyway, there still exist an intermediate region, comprised between the regimes
a? < 1and o? > 1, where increasing N is not beneficial anymore. Moreover, we note in
the high-energy regime the HFFRE outperforms significantly the DFFRE, because of the
higher degree of robustness of HL with respect to visibility reduction [16].

The existence of three different energy regimes affects also the gain with respect to
the SQL,

(N)

P
GM(€) =1 - ;SQ(LE) , p=DF,HF, (4.113)

plotted in Fig. 4.5.12(b). As for the case of dark counts, we have gf)N) (&) > 0 up to a max-
imum energy o2 (N, €), but the behaviour of o2 (N, £) is not monotonic with the number
of copies N. For N < 5, splitting the signal into more copies improves the robustness of
the quantum advantage, letting o2 (N, £) increase. On the contrary, for larger N the error
probabilities surpass the SQL already in the intermediate energy regime and, in turn,
a2(N, €) decreases.
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Figure 4.6.1: Phase space representation of the BPSK encoding before (left) and after (right) the
application of phase diffusion. The phase diffusion CP map &, transforms the initial coherent sig-
nals into a Gaussian mixture of phase-shifted coherent states, reducing both purity and coherence.

4.6 Quantum receivers in the presence of phase noise

Throughout this Chapter, we performed a detailed analysis of binary quantum decision
theory in the presence of coherent-state encoding, namely BPSK. Within this framework,
the goal is to perform discrimination between two symbols & = 0, 1, encoded into two
m phase-shifted (pure) coherent states. As discussed, the Dolinar receiver provides the
optimum POVM, even though its practical implementation remains a challenging task,
whereas both displacement receivers, e.g. Kenendy and DFFRE, and hybrid receivers,
namely HYNORE and HFFRE, provide feasible near-optimum schemes, beating the SQL
and enhancing information transfer over attenuating (Gaussian) channels [19]. Further-
more, they are robust against the typical practical inefficiencies and preserve the quan-
tum advantage over the SQL in several regimes.

Beside this, the performance of quantum receivers in the presence of noisy non-
Gaussian channels is another fundamental task towards the realistic implementation of
quantum optical communications. A paradigmatic example is provided by phase noise
[115-118], which represents the most detrimental source of noise for phase-shift encod-
ing, destroying the coherence and the purity of the employed coherent pulses [119, 120].

In the presence of a phase diffusion channel, the problem of BPSK discrimination is
remarkably different with respect to the scenario discussed in the previous sections. In
fact, the encoded coherent states evolve according to a suitable master equation [119],
being equivalent to the completely positive (CP) map &,, such that:

o) =2 pp = / dp 9o (¢) loe™ ) are ™|,  k=0,1, (4.114)
R

where g, (¢) = exp[—¢?/(20?)]/V2ro? is a Gaussian distribution whose standard devi-
ation ¢ > 0 quantifies the amount of noise. That is, the overall effect of phase diffusion
is the application of a Gaussian-distributed random phase shift to the incoming signal,
resulting in a overall non-Gaussian CP map.

Given the previous considerations, in the presence of BPSK the effect of phase dif-
fusion is detrimental: it reduces both the coherence and the purity of the encoded co-
herent states as emerges from Fig. 4.6.1, reporting the phase space representation of the
quantum states before and after the noisy channel. In turn, the quantum receiver has
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Error Probability
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Figure 4.6.2: Log plot of the Helstrom bound Pyci(o) and the SQL Psqr (o) as a function of the
signal energy o for different values of phase noise o. In the limit of large noise, the homodyne
receiver becomes near optimum and Psqr (o) = Pel(0).

to discriminate between the two mixed phase-diffused states py and p;. The Helstrom
bound becomes [9, 18, 51, 67, 121]:

1
PHel(O') = 5 [1 —Tr (|AD] 5 (4115)
with
1
A= 5(%’0 - p1)
e—a2 = e—(n—m)202/2 n+m n—m
= Z — = @ [(-1) —1] [n)(m], (4.116)

n,m=0

expanded in the Fock basis {|n}},,. Plots of Pye(c) are reported in Fig. 4.6.2 as a function
of the mean signal energy o for different values of noise. As expected, the presence of
the noise makes the error probability increase. In particular, for small a we may truncate
A at low dimension, achieving the analytic expression

1
Pra(0) = 5 [1 f ae*fﬁ/ﬂ . fora<1, (4.117)
whereas in the limit of large noise, i.e. o >> 1, we have:
]_ -
fhd@qa:§[1fjhd@ne*f/ﬂ . foro>1, (4.118)

frel(v) being a decreasing function of « [121].
On the contary, the SQL, obtained with homodyne detection, reads [18, 121]:

L[~ e
Psqu(0) = 5 [ | depleio+ [ dxpﬁ&(xn] , (4.119)
0 —o0
depicted in Fig. 4.6.2, where

exp [— (@ — 20y cos ¢)? /2]

V2m

i (xlk) = /IR d o (¢) (4.120)
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is the homodyne probability of obtaining outcome x given the state |a;), expressed in
shot-noise units. For small values of the coherent amplitude we get the analytic expres-
sion

1 2
Psqr(o) = 3 [1 —ay/ 6_02/2‘| , fora <1, (4.121)
™
whereas in the limit of large noise, i.e. ¢ >> 1, we have:

1
PSQL(O') ~ 5 {1 — fSQL(Oé)6702/2} , foro>1, (4.122)

where fsqr () is a decreasing function of « such that fsqr(a) < fue(a) which ap-
proaches fuei(«) for increasing coherent amplitude « [121].

As we can see from the plot, the homodyne receiver is quite robust with respect to the
noise, as, for o < 0.2 and low energy o, the value of Psqy, is almost constant. In contrast,
when ¢ > 0, in the high-energy limit o > 1 we have PsqL ~ P and homodyne
detection becomes near-optimum, as emerges from the asymptotic expansions (4.118)
and (4.122). Furthermore, as o increases, the gap between Psqr, and Phe is closed and,
for o 2 0.5, the two quantities almost coincide.

Given this scenario, a natural question arises, that is to quantify the performance of
other quantum receivers, such as displacement and hybrid receivers, in the presence of
phase diffusion, and assess whether or not their quantum advantage over the SQL is
maintained [18]. For the sake of simplicity, in the following we investigate only single-
copy receivers, namely the displacement receiver and the HYNORE, leaving the analy-
sis of multi-copy schemes as an open problem for future developments. Moreover, we
note that the presence of phase noise is detrimental for the Kennedy receiver [121]. In-
deed, the Kennedy receiver is no longer near-optimum and its performance is severely
degraded for ¢ > 0, since the displacement does not implement anymore a “nulling”
operation, as in the presence of dark counts and visibility reduction [121]. Following
the same philosophy adopted in the former section, we take the DPNR receiver as a
benchmark, whose performance is discussed in the following [92, 93].

4.6.1 DPNR receiver in the presence of phase diffusion

In the presence of phase noise, the displacement operation D(«) of the DPNR scheme
maps states py, into ®;, = D(a)prD(a)T, equal to:

Oy = /Rd¢go(¢) ‘\/me—i¢/2>< 1 (a2, ) e—i¢/2‘ ’ (4.123)
where
po(0?,0) = d?sin(9/2) and g (o?,9) =do?cos*(9/2).  (4129)

Differently from the noiseless case, the nulling operation implemented by D(«) is not
perfect and the output state @ still contains some photons. Thereby, on-off detection is
not the most appropriate strategy anymore and the DPNR setup is expected to outper-
form the Kennedy.

The PNR(M) probability distribution of the displaced states ¢, reads:

Polul) = [ d60(0)pn (1(0%,6)) . (=0, M), (4125)
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Figure 4.6.3: (a) Error probability Pp (o) of the DPNR receiver as a function of the signal energy o
for different photon number resolution M. The PNR(1) case corresponds to the Kennedy receiver.
(b) Threshold count n as a function of the signal energy a? for PNR(co) detectors. In both the
pictures we fix the noise value to o = 0.1.

with the probability p,, (1) and the count rates 15 (a2, ¢) defined in Eq.s (4.57) and (4.124),
respectively. The final decision is performed according to the maximum a posteriori
probability (MAP) criterion: given the outcome n = 0,..., M, we infer the state “0”
or “1” associated with the maximum a posteriori probability [92, 93]. Again, this is
equivalent to introducing a threshold ny, = nn(a?,0) < M such that all outcomes
n < ng, correspond to decision “0”, while outcomes n > ny, infer state “1” [16]. The
threshold is obtained numerically by equating the photon number distributions of the
two displaced phase-diffused states, namely P, (72|0) = P,(7|1), 7 € R, and considering
the lowest integer greater than the obtained root i, namely n,(a?, o) = [#]. In turn, the
error probability of the DPNR receiver reads:

1 ngn—1 M
Po(o) =5 | D Po(nll)+ D Po(n|0)| . (4.126)
n=0 n=nn

and with PNR(1) detection we retrieve the Kennedy receiver.

Plots of Pp(0) as a function of the signal energy o? are reported in Fig. 4.6.3(a) for the
realistic noise value ¢ = 0.1 [122]. The error probability is not a monotonic function of
o? and, as demonstrated in [121], the Kennedy receiver is not near-optimum anymore in
the presence of noise. The Kennedy is beaten by DPNR receivers with higher resolution
M, whose corresponding error probabilities exhibit a step-like behaviour. This follows
from the application of MAP criterion: as displayed in Fig. 4.6.3(b), for o? < 1 the
threshold decision count is equal to ny, = 1, equivalent to on-off detection, whilst for
larger o it jumps to higher integer values, until reaching ny, = M in the high-energy
limit o > 1. Accordingly, the error probability has a cusp at every change in the value
of ny, and, once ny, = M, it becomes an increasing function of the energy. In fact, in the
high-energy limit a decision error occurs only when outcome n = M is retrieved from
state po, therefore the error probability is equal to [16, 17]:

M-—1

Pp(o) ~ % N Z / do g (¢) e H0(9) “OE?) , (4.127)
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Figure 4.6.4: Gain Gp (o) of the DPNR receiver with respect to the SQL as a function of the signal
energy o’ for different photon number resolution M, when Gp(o) > 0 we beat the SQL. The
PNR(1) case corresponds to the Kennedy receiver. We fix the noise value to o = 0.1.

being an increasing function of a?. On the contrary, PNR(co) detectors do not have a fi-
nite resolution, therefore ny, (o) can get arbitrary large values and the step-like behaviour
is observed in every energy regime, as shown in Fig. 4.6.3(a).

Differently from the noiseless case, the SQL is beaten by DPNR receivers only in
particular energy regimes. To highlight this, we consider the gain

PD(O')

QD(U):l—m7

(4.128)

plotted in Fig. 4.6.4. In turn, we have a genuine quantum advantage over the SQL when
Gp(o) > 0. As expected, the gain Gp (o) is not monotonic with o?, but it exhibits M
jumps before decreasing monotonously. The DPNR receiver outperforms the SQL in the
low-energy limit and only in particular intervals of o®. Remarkably, for a given noise
o we obtain the maximal region of positive gain with PNR(A/) detectors having suffi-
ciently small M, whereas increasing the resolution further is not necessary to enhance
the violation of the SQL.

In Fig. 4.6.5(a) and (b) we report the error probability Pp (o) as a function of the noise
o for low and high energy values a? = 1 and a? = 4, respectively. In both the cases
DPNR receivers beat the SQL only for small noise, whilst in the large-noise limit the
SQL becomes near optimum [121]. We also note that for a? = 1 the performance of
PNR(M) detectors with M > 2 is the same, since in this case the threshold count is equal
to ngn = 2. On the contrary, for a? =14 increasing the PNR resolution is beneficial to
reduce the error probability.

Given the previous considerations, we introduce as a figure of merit the maximum

tolerable phase noise o, namely the maximum level of noise for which Gp(c) > 0 for
a given signal energy a?, depicted in Fig. 4.6.6. Thus, the DPNR receiver outperforms
the SQL if o < i, corresponding to the undergraph region of ok, We have o{D) =

for a2 < oz12< ~ 0.38, since in that regime the DPNR does not beat the SQL neither in the
noiseless case (in which it performs as a Kennedy); then the plot exhibits M peaks and,

thereafter, it decreases towards 0.
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Figure 4.6.5: Error probability Pp (o) of the DPNR receiver as a function of the noise o for o = 1
(@) and a® = 4 (b). For o® = 1, the curves of PNR(M) detection with M > 2 are superimposed
and, thus, indistinguishable. Given the energy o2, the DPNR receiver outperforms the SQL in the
small-noise regime, whereas for large noise the SQL becomes near-optimum.
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Figure 4.6.6: Maximum tolerable phase noise o as a function of the signal energy o for dif-
ferent photon number resolution M. The DPNR receiver beats the SQL in the undergraph region,

namely o < ol
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4.6.2 HYNORE in the presence of phase diffusion

Now, we address the role of the HYNORE for BPSK discrimination of phase-diffused co-
herent states. As discussed above, quantum receivers based on either quadrature mea-
surements or displacement and photon counting show different degrees of robustness
against phase noise, therefore a hybrid scheme like the HYNORE, based on the combi-
nation of both of them, provides a good candidate to better mitigate the impact of the
noise.

To evaluate the performance of the HYNORE we proceed as follows. After the beam
splitter with transmissivity 7, the dephased signal p;, is split into the separable bipartite

state
=, :/dd)%@,) ‘ag>671¢> <al(cr>eﬂ-¢ ® ‘a,(j)e*”’> <a](:)efi¢ ,
R

with o b ) and af k ) introduced in Eq. (4.51). Then, we perform HL detection on the first
branch obtaining outcome A and displace the conditional state on the second branch

(4.129)

accordingly, obtaining the (not normalized) state ®;(A) = Tr,.[U E, U "], where the re-
flected beam has been traced out, and

U=Pa®@D{O(A)VTa+ [l -O(A)](—VTa)}, (4.130)
P being the projection operator over the eigenspace associated with the outcome A and

©(A) is the Heaviside Theta function, returning 1 for A > 0 and 0 elsewhere. In turn,
we have:

8) = [ dbg,(0) S0 [on(rg) e ) (antro)e 2| @13)
with:

ar(7,¢) = O(A)Vuk(Ta?, ¢) + [1 = O(A)]V ke (Ta?, 6) (4.132)
S(Ala!"e=%) being the HL probability of Eq. (4.55) and “@” denoting the mod 2 sum.

Finally, we implement PNR(}/) detection on states @ (A). The resulting joint probability
of outcomes —M < A< Mandn =0,..., M reads:

Py (A, nlk) = / 46 6o (6) S(Ao"e )
% pn{@m) ui(ra. 6) + [ — O(A)] jryen (re, ¢>} L 413

We perform discrimination according to the MAP criterion, i.e. by considering the
threshold count depicted in Fig. 4.6.3(b), With the remark that the energy value to be
considered is now the transmitted fraction ra? , hamely n, = nen (702, o). Accordingly,
the decision rule is modified as in Table 4.6.1.

The error probability is obtained as

PHy(U) = min PHy(T, Z; 0) y (4134)
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outcomes decision
A>0 n<ngy “0”
A<0 n>ngy “0”
A<0 n<ng “1”
A>0 n>nm “1”

Table 4.6.1: Decision strategy for the HYNORE in the presence of phase diffusion.

where

[Po(A < 0,n < nl0) + Pe(A > 0,1 > ne0)

N |

Pay(r,z;0) =

+ P (A <0,n > nep|l) + Po(A > 0,1 < ngu1)]

1 ngn—1
= §/Rd¢ga(¢) { ; Pn (1 (ra?, 9))
-1 M
< | 3 S(Alafe ) + Zsmmgﬂe—w)l
A=—M A=0

M
+ Z Dn (NO(Ta2a¢))

MN=MNth

—1 M
x [ 3 5(A|a§”ei¢)+ZS(A|agr>ei¢)H. (4.135)

A=—M A=0

Plots of Py (o) are reported in Fig. 4.6.7(a). Like the DPNR receiver, the error proba-
bility Py (o) exhibits a step-like behaviour induced by the change in the threshold nyy.
The HYNORE outperforms the DPNR, Pyy (o) < Pp(c), especially in the high-energy
limit o > 1, where the error probability is reduced of a factor ~ 5, 15,20 for M = 1,2, 3,
respectively, showing higher robustness in mitigating the phase noise. Moreover, we
observe a quantum advantage also in the low-energy regime, as emerges by computing
the gain

. PHy(O')
Psqr(o)’

depicted in Fig. 4.6.7(b). We have Guy (o) > Gp (o) and, differently from the DPNR case,
improving the resolution M/ makes the gain increase, since the HL scheme performs
better and better, coming closer to the homodyne limit. As one may expect, the best
performance is obtained with PNR(co) detectors, where the HL performs as standard
homodyne detection and Gy (o) > 0 for all energies.

The physical meaning of the present results is clearer when considering the opti-
mized transmissivity 7op¢ (o) and LO amplitude 22 (o) obtained after the minimization
in Eq. (4.134), reported in Fig. 4.6.8(a) and (b), respectively, for the case of PNR(3) detec-
tors. Analogous results can be retrieved for other values of the resolution M. The results
are similar those obtained in Sec. 4.5.1 in the presence of reduced visibility £ < 1. In fact,
in the low-energy limit, the transmissivity 7,pt(c) increases with o up to reach 1 (cor-
responding to DPNR). Thereafter, we observe M — 1 “sawteeth”, namely regions where

Guy (o) =1 (4.136)
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Figure 4.6.7: (a) Error probability Puy (o) of the HYNORE as a function of the signal energy o?
for different photon number resolution M. The dot-dashed lines are the error probabilities of the
DPNR receiver. (b) Gain GHY (0) of the HYNORE with respect to the SQL as a function of the
signal energy o?. In both the pictures we fix the noise value to o = 0.1.
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Figure 4.6.8: Optimized transmissivity 7op¢ (o) (a) and LO 22, (o) (b) as a function of the signal en-
ergy o for PNR(3) detectors. Both the quantities have been obtained by numerical optimization.
In the shaded regions we have 7o, (0) = 1 and the HYNORE performs as a DPNR receiver. We fix
the noise value to ¢ = 0.1.
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Figure 4.6.9: Error probability Puy (o) of the DPNR receiver as a function of the noise o for o = 1
(a) and o = 4 (b), compared to the DPNR receiver.
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Figure 4.6.10: Maximum tolerable phase noise oY) as a function of the signal energy o for

different photon number resolution M. The HYNORE receiver beats the SQL in the undergraph
region, namely o < oY), The dot-dashed line refers to o{o for M = 3.

Topt(0) < 1 before increasing to again reach 1. Accordingly, when 7.t (0) < 1 the LO
is z2,,(0) = M and the HYNORE outperforms the DPNR, whilst when 7,,(0) = 1 all
signal is sent to the transmitted DPNR setup. On the contrary, in the high-energy limit
the transmissivity jumps discontinuously and becomes a decreasing function of o?, sat-
urating for o >> 1 to an asymptotic value 7, # 0. Remarkably, 7o < 1, therefore the
optimal strategy is obtained with a proper combination of both the HL and the DPNR
schemes. In this regime, 22, (o) increases with o2, being a linear function for o >> 1.

Finally, in Fig. 4.6.9 we plot Pyy () (solid lines) as a function of the noise o for a? = 1
(left panel) and o? = 4 (right panel), respectively, comparing it to the DPNR (dot-dashed
lines). We see that Pyy(0) < Pp(o) in both the small- and large-noise limits and the
enhancement is more relevant for large a?, consistently with the previous analysis. As

a consequence, the HYNORE increases the maximum tolerable phase noise oY), as

depicted in Fig. 4.6.10. In fact, we have oY) > o) for all energies, and oY) = 0 for

a? < afy (M), enlarging the region of quantum advantage with respect to the DPNR.
Moreover, increasing the resolution M lets the height of the peaks increase, improving
further the robustness of the receiver.



CHAPTER 5

Discrimination in multilevel quantum communications
systems

In this Chapter, we proceed beyond binary decision theory and tackle the problem of
discrimination of a constellation of M > 2 non-orthogonal quantum states. This repre-
sents a relevant issue in digital communication systems operated at the quantum limit,
that leads to the appearance of a nonzero bit error rate due to decision errors induced by
the nonzero overlap between the encoded states. In particular, the decision problem can
be recast into a convex optimization problem, and, thanks to advanced tools of linear
algebra, there are well established necessary and sufficient conditions to be fulfilled by
the optimum receiver. To date, unlike the binary case, the general expression of the op-
timum POVM is not known, and the optimum receiver is explicitly constructed only in
the presence of pure states with geometrically uniform symmetry (GUS) [51, 54, 83, 123—
125]. To overcome these limitations, suboptimal methods have been established, e.g. the
pretty good measurement (PGM) method, yielding the optimal decision under certain
conditions [126-134].

The Chapter is organized as follows. In Sec. 5.1, we present a comprehensive review
of the results of M-ary quantum decision theory, together with the characterization of
the optimum receiver guaranteed by Yuen’s theorem. On the other hand, Sec. 5.2 focuses
in detail on pure-state discrimination, providing a further characterization of quantum
receivers. Thereafter, in Sec. 5.3 we introduce the concept of GUS and perform explicit
construction of the optimum POVM achieving the minimum decision error probability.
Instead, in Sec. 5.4, we analyze the PGM method, that, in general, determines a subopti-
mal receiver (not achieving minimum error probability), whilst becoming optimal in the
presence of pure-state discrimination and GUS. Finally, as a paradigmatic case study,
in Sec. 5.5 we apply the obtained results to quadrature phase-shift keying (QPSK) dis-
crimination of coherent states, presenting some relevant examples of quantum receivers,
namely the Bondurant, quaternary displacement (QDRE) and quaternary displacement
feed-forward (QDFFRE) receivers.

5.1 Discrimination of M -ary constellations

In the previous chapter we widely investigated the problem of binary discrimination,
firstly developed by Helstrom’s theory, and, thereafter, we considered a relevant appli-
cation for quantum communications, namely coherent state discrimination, providing
a few examples of feasible quantum receivers. Now, we proceed beyond the binary
case and present the general theory for M-ary state discrimination, mainly developed
by Yuen, Holevo and Kennedy [51, 54, 83, 123-125]. Differently from Helstrom'’s theory,
in this case the solution to the decision problem, that is the optimum POVM achieving
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minimum error probability, is highly nontrivial and requires advanced tools from linear

algebra.
To begin with, we start by reviewing the scenario under investigation. We have a
source that encodes a set of classical symbols & = 0,...,M — 1, onto a constellation of

non-orthogonal quantum states C = {pj}x, pr being a positive semidefinite operator
acting on a Hilbert space #, with Tr[p;] = 1, and generated with a priori probability
0 <qr <1, g = 1. The number M of the constellation states is typically referred
to as modulation order. The task is to implement a quantum receiver to infer which was
the state emitted by the source. The receiver is described by a M-valued POVM II =
{IL;};,j=0,...,M — 1, with II; > 0 and Zj II; = 1, associated with a decision rule,
such that, when outcome j is retrieved, we infer the probed state to be p;. Due the
non orthogonality of the constellation states, any receiver is associated with an error
probability P,y = 1 — P, P, being the correct decision probability, equal to:

M-1
k=0

where p(j|k) = Tr[p.I1;] is the probability of inferring symbol j when state p, was sent.

Therefore, the goal is to identify the optimum receiver, achieving the minimum error

probability PS™ or, equivalently, the maximum correct decision probability P

compatible with quantum mechanics laws [51].

The decision problem presented above can be recast into the framework of convex
semidefinite programming (SDP), namely optimization of a linear cost function with (lin-
ear) constraints over the closed convex cone of positive semidefinite operators [51, 135,
136]. In fact, for a given constellation, we should determine the POVM that maximizes
the functional:

M-1
J(@) = > Te[p;IL,], II; € B, (5.2)
Jj=
where p; = ¢;p; are the weighted density operators and 5 is the set of Hermitian opera-
tors on H. That is, we should solve the following SDP problem:

max J (II),

I eB
subject to:

m; >0, j=0,...,M—-1, and » T;=1. (5.3)
J

The first constraint in (5.3) defines the cone set of Hermitian positive semidefinite oper-
ators, being the proper domain of functional 7, while the second one provides a linear
constraint on the variables 11I;.

Within this framework, a first characterization of the optimum POVM has been car-
ried out independently in the early 1970s by both Yuen [123, 124] and Holevo [54]. In
particular, in 1970 Yuen determined a class of necessary and sufficient conditions to be
satisfied in the presence of equiprobable symbols, even though his proof contained re-
dundant constraints and did not hold anymore in the presence of infinite dimensional
Hilbert spaces. On the contrary, in 1972, Holevo derived the sufficient condition for
optimality with different approach, but he did not establish that it was also necessary.
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Instead, he found a necessary condition, different than the sufficient one, being valid
for any functional of the POVM II, even non-linear. A unified description was finally
achieved by Yuen ef al. in 1975 [125], after private communications with Holevo. This
ultimate proof removes the redundancies of the previous version and properly extends
its validity to non-uniform a priori probability and infinite dimensional spaces.

Yuen’s proof exploits the Lagrange duality theorem in convex programming. The
principle behind it is to transform constrained maximization into a dual minimization
problem, where the constraints are included as Lagrange multipliers [135-137]. The con-
struction of the dual problem requires technical concepts and properties from topology
theory, therefore we decided not to report it here, as it goes beyond the purpose of this
dissertation. Its derivation is explicitly reported in [125] for both finite and infinite di-
mensional Hilbert spaces. Ultimately, Yuen et al. derived the following equivalence:

max ) Trlp;ll] = min Tr(A], (5.4)
m>0 A=p;20
>, =1

where A € 7, T C B being the subset of the trace-class Hermitian operators on #,
namely 7 = {T € B : Tr[T] < oo}. The right-hand side problem,

min Tr[A],
AeT

subject to:

A—p;>0, j=0,...,M—1, (5.5)

is the dual problem of (5.3). Thanks to topological arguments, they established the ex-
istence of a solution to problems (5.3)-(5.5), therefore there exists a POVM I, and a
corresponding trace-class operator Aop¢ such that:

T (Mopt) = Tr[Agps] = P | (5.6)

retrieving the maximum correct decision probability.

Furthermore, they formulated the theorem, from now on referred to as “Yuen's theo-
rem”, providing a complete characterization of the optimum POVM, determining neces-
sary and sufficient conditions to be fulfilled by Il,.. To prove it, we need the following
lemma.

Lemma 5.1. Let X and Y be two positive semidefinite operators of an arbitrary Hilbert space.
Then

Tr[XY] >0, (5.7)
and Tr[XY) = 0ifand only if XY =YX = 0.

Proof. Since both X and Y are positive, they admit a unique positive semidefinite square
root X'/? and Y''/2 such that X = (X1/2)2 and Y = (Y1/2)2, respectively. Then:

Tr[XY] = Tv [<X1/2>2 (Ylﬂﬂ

— Ty [()(1/2)/1/2>T <X1/2Y1/2)] >0. (5.8)
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From (5.8) and the ciclicity of the trace, it follows that Tr[XY] = 0 if and only if X/2Y1/2 =
Y1/2X1/2 = (. Then, if X¥/2Y/2 = (), we have XY = 0. On the other hand, XY = 0
also implies that (XY)" = YX = 0, thus X and Y commute, i.e. [X,Y] = 0. In turn, all
their powers commute with one another and, in particular, [X'/2)Y] = [X¥/2,Y1/2] = 0.
Therefore, XY = (X'/2Y1/2)1(X1/2y1/2) = 0, implying X'/2Y1/2 = 0. O

We are now ready to enunciate Yuen’s theorem.
y

Theorem 5.1. (Yuen et al., 1975) In a M-ary system characterized by the weighted density
operators p; = qjpj, j = 0,...,M — 1, the POVM IT = {I1,}; is optimal if and only if the
following two conditions hold:

> A= 6, (5.9a)
J J
> pll—p; >0, j=0,...,M-1. (5.9b)

Proof. “ = ": we start by proving the necessity of conditions (5.9). Let IT(®) = {Hg-o) +i

and A©) solve the SDP problems (5.3) and (5.5), respectively. Then, thanks to (5.4), we
have:

Y [H§°> (A<0> - @)} —0. (5.10)

J

Lemma 5.1 then yields:
1 (A<0> - @) - (A<0> - ﬁj) n® =0, j=0,...,M-1. (5.11)

We perform summation over index j and obtain:

A0 =3 =3, (5.12)
j j

thus proving (5.9a). Moreover, Eq. (5.12), together with the dual problem constraint

Aopt > pj for all j, leads to (5.9b).

“ < 7: to show sufficiency we first derive a general property. Let IT = {II; } ; and A be
arbitrary operators that only satisfy the constraints of the SDP problem. In particular, we
have A—p, > Oforalls =0,..., M —1. Then, by Lemma 5.1, we have Tr[II;(A—p;)] > 0,
therefore:

Tr [Z LIl | < Tr[A]. (5.13)
Now, let IT(®) = {Hgo) }; bea POVM that also satisfies (5.9). We claim that I1() is optimal.

In fact, we define the operator AO) = Y os ﬁSHgO), which satisfies A(®) — p; > 0 thanks
to (5.9b) and saturates the equality in Eq. (5.13), thus maximizing Tr [} p,IL]. O

Yuen’s theorem is a cornerstone result of quantum decision theory, even though
it does not provide a method to construct the optimal measurement. Moreover, we
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note that the optimum POVM Il is not unique in general. As an example, we con-
sider the case where the constellation states {py }; commute with one another, namely
(oK, p;] = 0[138, 139]. In this case, there exists a common set of eigenstates {|ui;)};,
l; € {0,...,M — 1} for all j, that diagonalizes all states. The optimum POVM {II;}; is
constructed from the projectors P;; = |u,){u,|, according to the maximum a posteriori
probability (MAP) criterion: given projector P, , we infer the state p,, with the highest a
posteriori probability Tr[p,,P;, | > Tr[piPy, ], for all & # n. In this case, we set II,, = ;.
On the contrary, if there exists I/, such that, for some p,,, and p,,, we have:

Tr[pmPy,] = Tr[pnlPy, ] > Tr[pePy ] VE#m #n, (5.14)

then we may choose either II,, = P or I1,,, = Py with the same overall correct decision
probability [138, 139].
Furthermore, from Yuen’s theorem we derive the following result.

Corollary 5.1. If the POVM II = {11, }; is optimum, then

I, <Z peTT; —@) = (Z peTTs — @) Im; =0, (5.15)
forallj =0,...,M — 1.

Proof. The result follows directly from Eq.s (5.11) and (5.12). O

The corollary provides us with a recipe to construct the optimal measurement, ac-
cording to the following outline:

¢ at first, we solve the dual problem (5.5), retrieving the optimum operator A, and
the corresponding maximum correct decision probability PL™™) = Tr[Ap;

e then, from Theorem 5.1 we know that the optimum POVM Il,,; = {ngpt)} ; is

related to Ay via the equality Agpe = ), ﬁSHgOpt). Therefore, thanks to Corol-
lary 5.1, we obtain the optimal measurement operators as solutions of the system
of equations:

(Aopt — p)ILPY =0, (5.16)

forall j = 0,...,M — 1, with the further request ), Hgopt) = 1. In the matrix
notation, we have:

Aopt — ﬁo 0 B s 0 H(()opt) 0
0 Aopt -—pP1 0 H(Opt) 0
: ! =|:1, (5.17)
0 0 Aopt - ﬁ]\/]—l : " 0
i i i ) \i

where we deal with a rectangular (M + 1) x M matrix to include the identity res-
olution constraint [140].
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However, generally speaking, analytic solution to this problem cannot be reached. Nev-
ertheless, the dual problem (5.5) can be numerically solved efficiently thanks to SDP
algorithms, providing the maximum correct decision probability in several cases of prac-
tical interest [51, 135, 136].

Finally, to conclude the presentation of the general quantum decision theory, we re-
port a further property satisfied by the optimum POVM, derived by Eldar et al. in 2003,
that holds in the presence of finite-dimensional Hilbert spaces H [140].

Proposition 5.1. In the presence of a finite dimensional Hilbert space H, dim(H) = d < oo, the
optimal POVM elements 11; have rank not higher than that of the associated constellation state,
namely:

rank(Il;) <rank(p;), j=0,...,M—1. (5.18)

The proof of the proposition invokes the rank-nullity theorem, a result from linear
algebra providing a relation between the rank and nullity of a linear operator A acting
on a finite dimensional vector space V. The rank of A is equal to the dimension of its
image, i.e. rank(A) = dim(Im(A)), while the nullity is the dimension of its kernel, i.e. the
null space ker(A) = {v € V : Av = 0}. The theorem states that rank(A) + dim(ker(A4)) =
dim(V) [25].

Proof. We first note that it is not restrictive to assume that the constellation states span the
whole Hilbert space H. Otherwise, we can rephrase the problem on the subspace S C H
spanned by the eigenstates of {pj } 1, having finite dimension too, as dim(S) < dim(H) <
00. Now, let IT = {II; }; be an optimum POVM, and A =} p,Il, its associated solution
to the dual problem. Then, by Corollary 5.1, it follows that, for all j, the image of II;
lies in the kernel of A — p;, as all vectors in the form II;|%), for some |h) € H, satisfy
(A — pj)ILj|h) = 0. In turn, Im(I1;) C ker(A — p;) and, consequently,

rank(IT;) < d — rank(A — p;) . (5.19)

We also note that A is a full-rank operator. In fact, we have A — p; > 0 for all j thanks to
the constraints of the dual problem and, since and the eigenvectors of the constellation
states span H, for any |h) € H, there exists an index k such that (h|px|h) > 0. These
two conditions imply (h|A|h) > 0 for all |h) € H, therefore the kernel of A only contains
the null vector, ker(A) = {0}. From the subadditivity of the rank, i.e. rank(A + B) <
rank(A) + rank(B) for any two linear operators A and B [25], we have d = rank(A) <
rank(A — p;) + rank(p;) which, together with Eq. (5.19), leads to:

rank(Il;) < rank(p;) = rank(p;), (5.20)

proving the desired result. O

As a final remark, we stress that Proposition (5.1) is only valid if the dimension of the
Hilbert space H is finite, or, at least, if the subspace spanned by the eigenstates of the con-
stellation states is finite-dimensional. Otherwise, in the presence of infinite-dimensional
vector spaces the rank-nullity theorem does not hold anymore, and the argument of the
proof vanishes.
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5.2 Pure-state discrimination

The problem of the optimal decision is considerably simplified if the constellation C =
{pr}r is composed of linearly independent pure states, namely:

pe=ludnl, k=0, M—1. (5.21)

To quantify the overlap between the encoded states, it is convenient to introduce the
Gram matrix G, that is the M x M matrix of the inner products:

G = (<7l|7k>)l,k:’ l7k:0,...,M71, (522)

which is G # 1, for non-orthogonal states, 1,; being the M x M identity matrix. It
is not restrictive to reduce the problem to the M dimensional subspace spanned by the
encoded states, S = span{|v) : k = 0,...,M — 1} and to find a M-valued POVM
IT = {II,}, such that

;>0 and Y TI; =Ps, (5.23)
J

Ps being the projection operator onto subspace S [51, 141]. In fact, if we decompose each
POVM element as IT; = II} 4 11/, with I/, and II// having support equal to S and S+,
respectively, we would have I17|y;) = 0 for all k, thus the two POVM sets {Il;}; and
{II}}; would be associated with the same correct decision probability. Moreover, due to
the linearly independence of constellation states, subspace S has dimension equal to A/,
therefore Proposition 5.1 holds. In more detail, the following theorem, firstly proved by
Kennedy in 1973, provides characterization of the optimum POVM [142].

Theorem 5.2. (Kennedy, 1973) In a M-ary system specified by M pure states {|yx) }x, the
optimum POVM II = {I1;}; is a 1-rank projective measurement, namely:

HJZ‘MJ><ILLJ|, ']:O,,Z\l—l7 (524)
for some measurement vectors {|p;)}; satisfying (p;| ) = 0.
Proof. Thanks to Proposition 5.1, the optimal measurement is composed of 1-rank op-
erators, hence Eq. (5.24) follows. It only remains to prove the orthonormality relation
among the measurement vectors. Following the same arguments reported above, it is

not restrictive to assume that |u;) € S for all j. Then, the POVM elements resolve the
identity over S, > |u;)(p;| = Ps, and

) = Pl = Y 1) (1) (5.25)
J
which yields (u;|pr) = i - O

In particular, the measurement vectors {|u,)}; provide an orthonormal basis of sub-
space S.
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5.2.1 Characterization of M-ary pure-state discrimination receivers

Given the Kennedy theorem, the decision problem in the presence of pure states may be
recast into a geometric optimization task. Indeed, we introduce the state and measure-
ment (row) matrices [19]:

I = (|70>, A |7Ml>) and M = <,u0>, R |MM1>> , (5.26)

respectively. With this notation, the Gram matrix (5.22) is retrieved as G = I'f T, whereas,
due to the orthonormality of the measurement vectors MM = 1, 1 being the M x M
identity matrix. Since {|u;)}; C S, the measurement vectors are expressible as a linear
combination of the state vectors, |i;) = >, ar;|vk), ax; € C, or equivalently,

M=TA, (5.27)

Abeing a M x M matrix with coefficients (ay;)x,;-
In turn, we provide characterization of any quantum receiver by its corresponding
matrix A, subject to the constraint:

AAT =G, (5.28)

guaranteeing the identity resolution of the resulting POVM [19].

Eq. (5.28) can be derived as follows. For all vectors |¢)) € S, we have Ps|¢) = |¢),
where |¢) = >~ bs|vs), bs € C. Thanks to Eq.s (5.23) and (5.27), the following equations
hold:

[Z (Z akja?j\vkﬂm\) > balysy = bl (5.29)
J k,l s t
S (X ansas' Guaba ) ) = S bube) (5.30)

ko gils

where G5 = (71]7s). In the matrix notation we have AATG'b = b to be satisfied for all
b = (bo,...,bax—1). This implies:

AATG =1y, (5.31)
and, ultimately, AAT = G,

5.2.2 Consequences of Yuen’s theorem

A further characterization of the receiver, being somehow specular to (5.27), can be ob-
tained by expanding the state vectors on the orthonormal basis composed of the mea-
surement vectors, |[yx) = >, bjx|p;) or, equivalently

I'=MB, (5.32)
where:
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are the inner products between the elements of the two vector systems, describing the
geometry between the state and measurement vectors. Since MM = 1,;, the relation
between matrices A and B is:

B=M'T=A4"G, (5.34)

implying BT B=T1I'=G.

If matrix A provides a characterization of the quantum receiver, as M = I' 4, the
properties of matrix B determine its optimality for the decision problem. In fact, the
maximum correct decision probability can be re-expressed as a function of the sole ma-
trix B, since the conditional probability of obtaining outcome j if the k-th state is probed
is given by

p(jlk) = Tr[oe ;] = [{jlm) [ = | Byl (5.35)
In turn, we have:
M—1
P = Z ar | Bix|? - (5.36)
k=0

Yuen's theorem can be specified to the pure-state discrimination scenario, finding nec-
essary and sufficient conditions that should be fulfilled by B. Accordingly, Theorem 5.1
leads to the following corollary [51].

Corollary 5.2. In a M-ary system specified by M pure states I' = {|v) }r, generated with
a priori probabilities {qi}r, the optimum measurement vectors Ml = {|u;)}; must verify the
following conditions:

QjB;jBkj — QkBkkB;k = 07 k‘,] = O7 e ,M — 1, (537&)
M-—1

(Z qusslus><%l) — gl =0, j=0,...,M—1. (5.37b)
s=0

Proof. Eq. (5.37a) follows from condition (5.9a) of Yuen’s theorem, namely L = } . ¢;p;11;
> 4ip; = L. In the pure-state discrimination scenario, we have:

L= Z @i (vilmg) 1vi) (g

J

= 4;B;}; (Z Bkj|uk>> (15
j &

=" 4;B;; Bijlun) (1] - (5.38)
ik
Imposing L = L' leads to:
D (@853 Bs; — axBuBj) le) (] = 0. (539

ik

from which we obtain (5.37a). With analogous argument, we retrieve Eq. (5.37b) from
condition (5.9b). O
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In principle, one may claim to construct the optimal matrix B by solving the non-
linear system determined by Eq.s (5.37a) together with condition Bf B = G, and, then,
retrieve the maximum correct decision probability. In particular, the system is composed
of M (M + 1)/2 equations, and its physical solutions will be only those verifying (5.37b).
However, it has been showed that this procedure is rather cumbersome, as the search of
an exact solution is nontrivial [51]. On the contrary, numerical algorithms based on the
SDP approach remain the preferable choice due to their computational efficiency, even
in the presence of pure states.

5.3 The geometrically uniform symmetry

Generally speaking, the search for the optimum POVM, both in the presence of mixed-
and pure-state discrimination, turns out to be simpler if the constellation C = {py}
exhibits some degree of symmetry. In fact, the symmetries of the encoded states may
be exploited to further characterize the optimal measurement, thus reducing the com-
plexity of the SDP problem. In particular, the most relevant example is provided by
the geometrically uniform symmetry (GUS), being also verified in several practical optical
communications systems, e.g. phase-shift keying [51, 126, 132, 134, 143, 144].

We start by considering the most general scenario in which p;, are mixed states. The
constellation C = {px}x, kK = 0,..., M — 1, satisfies the GUS if there exists a unitary
symmetry operator S, with S1S = 1, such that:

pe=5po (SN and  SM =1, (5.40)

1 being the identity operator over the Hilbert space . That is, in the presence of GUS, all
states pj, € C can be retrieved from a single “reference” state py by sequential application
of the symmetry operator S. From now on, for consistency with the symmetry of C, we
will assume equal a priori probabilities

1
M )
such that also the weighted operators {py } have the GUS, i.e. p, = S* po(ST)* [51, 126,
132, 134]. Even though this choice may appear more restrictive, it is still of great interest
since uniform sampling represents the standard scenario occurring in practical quantum
communications formats [19, 20, 51]. In this condition, the GUS can be also embedded
into the optimal measurement, according to the following proposition [51, 144].

q = k=0,...,M—1, (5.41)

Proposition 5.2. If the weighted constellation states { py, } 1, verify the GUS for some operator .S,
then it is not restrictive to assume that also the optimum POVM II = {I1,}, verifies the GUS
for the same symmetry operatot, that is:

I = ST (ST), j=0,...,M—1. (5.42)

Proof. Let IT = {IL;}; be an optimum POVM satisfying Theorem 5.1, and maximizing
the functional 7 (IT) defined in (5.2). We note that, in general, this measurement does not
satisfy the GUS. To prove the proposition, starting from II, we construct another POVM
Y = {Y,},, that now satisfies the GUS for operator S, and prove it to be optimum too.
To this aim, we set:

1 M—-1
To= 17 > (sh)'m, s, (5.43a)

n=0
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Ty =T (ST j=1,... . M—1, (5.43b)

where ¢, is the a priori probabilities associated with state p,. The collection Y is a
POVM, as T; > 0 by construction and

erzﬁzksv "L, ( MZS’”
J

Jm

_ % 3 gm <Z Hn> (sh™ =1, (5.44)

where we performed the change of variables m = j —n and exploit the periodicity of the
symmetry operator S.
Now, we compute:

ZTr p; T ZTr [SJpOTO(ST) ]

:ZTr poo] :MTr[poTo]
7ZTr {po (sH)"11, S”} ZTr[ po (sH)" }:j(n). (5.45)

Thus, the two POVMs IT and Y has the same correct decision probability. We conclude
that Y is an optimum measurement that satisfies the GUS. O

From the previous proof, we note that, in the presence of a POVM II = {II;}; satis-
fying the GUS, the calculation of the correct decision probability reduces to:

,PC = MTI‘[ﬁQH()] = TI‘[pQH()] . (546)

Furthermore, the SDP problem (5.4) is also simplified as:

max Tr[pollp] = A{r/1)10n>0 Tr[A], (5.47)
[A,S]=0

where the dual problem is now subject to the two constraints A — py > 0 and [A, S] =
AS — SA = 051, 144]. Therefore, in the presence of GUS (and equiprobable symbols),
the optimum POVM is completely specified by operators .S, po and IIy, inducing a sim-
plification in the numerical SDP algorithms providing solutions to the dual problem [51].

5.3.1 Pure-state discrimination

We now address the pure-state discrimination case, where the presence of GUS provides
analytic solution to the decision problem, leading to exact expressions for both the max-
imum correct decision probability and the optimum POVM [19].

In the presence of a pure-state constellation, specified by the state matrix I = (|)) &
k=0,...,M—1,and equiprobable symbols ¢, = 1/M, the GUS is satisfied if there exists
a unitary symmetry operator .5, STS = 1, such that [19, 51, 126, 132, 134]

) =5%) and  SM=1. (5.48)
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In this case, the Gram matrix G = I'f ' is a circulant matrix, having the form [19, 51, 145]

Goo Gm-10 ... Gio
Gro Goo ... G

G = . . . X (5.49)
Gym-10 Gum—20 ... Goo

That is, its elements only depend on the difference modulo M between the indices, i.e.

Gk = G(j—k)ymodnr,o: indeed, Gjx = (v;|7) = (70[S* 7 170) = (V(j—k) modns|70)-
Furthermore, the following property holds.

Proposition 5.3. In the presence of GUS, the symmetry operator S commutes with the Gram
operator

M—1

T=TT =" )l (5.50)
k=0

that is [S,T] = ST — TS = 0.

Proof. By the definition of the Gram operator and the unitarity of S, for which ST = 5~1,
wehave T = 3", S¥|v0) (70|S~*, therefore:

TS =" SF0) (vl =8 S* ! yg) (70l S~*
k k

=557 0) (]S = ST (5.51)

J

5.3.1.1 Properties of circulant matrices

As will become clearer, the circulant structure is a fundamental tool to construct the
optimal solution to the decision problem. In particular, circulant matrices satisfy the
following properties, that will be helpful throughout the text.

* Any circulant matrix C = (Cjx)jr, 5,k = 0,...,M — 1, Cjr. = C(j_k)modm,o, is

diagonalizable by the unitary matrix U = F~!, F = (F};),, being the discrete
Fourier transform matrix, with: [145]

o—i2mjk/M
ij:W’ Gok=0,...,M—1. (5.52)
¢ The spectral decomposition of C then reads:
C=UAcU", (5.53)
where Ac = diag(Xo, ..., Am—1), is the diagonal matrix composed of the eigen-

values {)\;}; of C, given by the discrete Fourier transform of the circulant vector
r=(rp)p = (Cpmodm,0)p, P =0,..., M — 1, namely [51, 145]:

M—-1

Ap =Y Upgry. (5.54)
q=0
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¢ Since all circulant matrices are diagonalized by the same unitary U, we conclude
that circulant matrices form a commutative algebra. That is, for any pair of circu-
lant matrices Cy and Cs, also C1Cs and C5C are circulant, and [Cy, Cs] = 0 [145].
In particular, if C is circulant, then CT is also circulant and [C, CT] = 0.

5.3.1.2 Construction of the optimum POVM for pure-state constellations with GUS

Thanks to the circulant property, we are now able to provide an exact derivation of the
optimum POVM in the presence of a pure-state constellation satisfying the GUS for op-
erator S [19]. To our knowledge, this method is original and, remarkably, it provides a
simpler strategy to retrieve the optimum receiver than the traditional derivation, based
on the symmetry of suboptimal receivers, that will be described in Sec. 5.4.1.

By invoking Proposition 5.2, we assume that also the optimal measurement vectors
M = (| Hj>)j/ j =0,..., M—1, exhibit the GUS for the same operator S, thus the optimum

POVM {I1;}, is identified by a single “reference” measurement vector:

M—-1

|/m> = Z ako h’k> , (5.55)
k=0

aro € C, while all the others will be retrieved as |u;) = S7|po), j =0,..., M — 1. Conse-
quently, the matrix A in (5.27) is a circulant matrix, as ax; = a(r—j)modnm,0- Its eigende-
composition is given by

A=TUA,U", (5.56)

where Ay = diag(Xo, ..., Am—1), is the diagonal matrix composed of the eigenvalues
{\;}; of A. Furthermore, A' is also circulant and commutes with A, thereby, AT =
UA4'UT and Eq. (5.28) becomes:

UlAsP UF =G, (5.57)

where [A 4|2 = diag(|\o|?, ..., [Ax—1]?). We conclude that A and G~! are simultaneously
diagonalizable and |\;|* = gj_l, {g,}, being the eigenvalues of the Gram matrix (5.22)
listed in increasing order, thatis, go > g1 > ... > gar—1. In conclusion, the matrix A may
be re-expressed in the following form:

A=Ay, =UAP U, (5.58)
where:
AP = diag <{A§.¢> } ) , (5.59)
§=0,....M~1
and
AP = ¢idig /2, (5.60)
in which the relative phases ¢ = (o, ..., ¢ar—1) provide the only free parameters. Fur-

thermore, the matrix Ay is defined up to an overall phase due to (5.27), therefore we
may fix ¢¢ = 0, ending up with M — 1 phases whose value can be arbitrarily chosen. We
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conclude that, in the presence of GUS, every pure-state discrimination receiver is ulti-
mately identified by the set of phases ¢, which may be properly chosen to maximize the
correct decision probability P, thus transforming a convex functional optimization task
into optimization of a real function with M — 1 real variables [19].

Thanks to Eq. (5.46), the correct decision probability, when both the state and mea-
surment vectors verify GUS and ¢;, = 1/M, reduces to:

Pe = (100} > = [Bool? , (5.61)

with the matrix B = A'G introduced in (5.32). Since both A" and G are circulant, we
conclude that also B is circulant, and equal to:

B=DBy=UAP U, (5.62)
where:
AP = diag {ei%’ g/ 2} : (5.63)
§=0,..,M—1

with the quantities introduced in Eq. (5.58). In turn, for every tuple of relative phases

¢ = (o, ..., Pr—1), the corresponding correct decision probability becomes:

M—1 , 2
—ig; 1/2

Pe(p) = |( 00| M Z ( 93 9; ) . (5.64)

That is, the correct decision probability is determined by the square modulus of the
sum of the M complex numbers e~ % gjl-/ ?. From geometric considerations, we conclude
that its maximum value is achieved when the relative phases ¢; are all equal with one

another. In turn, the optimum receiver is defined by the choice:
Dopt = 0=(0,...,0), (5.65)

with the corresponding maximum correct decision probability:

T LS S P [ CON PR

where G/ is the square root of the Gram matrix. Finally, the optimal matrix A becomes
Agpr = G712, (5.67)

that defines the optimal measurement vectors via Myt = I' Aoyt [19].

In conclusion, the presence of GUS makes the problem of designing the optimum re-
ceiver for pure-state discrimination solvable. The optimum POVM, as well as the maxi-
mum correct decision probability, is completely characterized by the Gram matrix G, i.e.
by the geometry of the constellation. However, from a wider viewpoint, we remark that
Eq. (5.58) provides characterization of any M-valued projective measurement to be per-
formed on a pure-state constellation, and its validity goes further beyond the framework
of quantum discrimination. As a consequence, the phases ¢ can be determined to opti-
mize any desired figure of merit according to the context under investigation, not only
the correct decision probability. As will be discussed in Sec. 9.2, this will be the starting
point to address the role of the class of M-valued quantum receivers for continuous-
variable quantum key distribution.
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5.4 The pretty good measurement method

In the previous sections, we described the fundamental results of quantum decision the-
ory, providing characterization of the optimum POVM for M-ary discrimination. The
optimum receiver has to satisfy Yuen’s theorem, see Theorem 5.1, which, however, does
not yield a method to construct the associated POVM. In general, optimization can be
carried out numerically by solving the dual problem (5.5), and a closed-form analytic ex-
pression for the optimum POVM is known only in few cases, e.g. binary discrimination
or M-ary pure-state constellations with equiprobable symbols satisfying the GUS.

In turn, one may claim for simpler methods that, although being suboptimal, reduce
the complexity of the problem. That is we look for a suboptimal POVM that does not
achieve the maximum correct decision probability anymore, but, in turn, that can be con-
structed in a simpler way with respect to the optimum receiver satisfying Theorem 5.1.
Within suboptimal methods, the most important is represented by the pretty good mea-
surement (PGM) method, being also referred to as square root measurement (SRM) or least
square measurement (LSM) method [126-134].

The method was firstly proposed in 1994 by Hausladen et al. [127, 128], who con-
sidered the problem of distinguishing between an arbitrary set of pure states which, in
general, can be linearly dependent. The authors propose a quantum receiver composed
of 1-rank operators that performs “pretty good” discrimination, even though not being,
in general, optimum. Later on, this measurement has been also called SRM, since the
pretty good measurement is obtained by computing the square root of the Gram op-
erator [129-131]. Instead, the LSM method was subsequently developed by Eldar and
Forney in 2001 [132, 133], with the goal of designing a 1-rank POVM, projecting on mea-
surement vectors that minimize the sum of the squared norms of the differences between
each corresponding state and measurement vector. In particular, Eldar and Forney in-
vestigated the connection between their method and the other types of measurements,
proving the LSM technique to be equivalent to the SRM. Thereafter, the method has been
extended to mixed state discrimination [134].

The PGM is a cornerstone example of suboptimal POVM. In fact, its construction is
simple, as it is directly derived from the given collection of states, it is “pretty good”
when the states to be distinguished are equiprobable and almost orthogonal, namely it
is asymptotically optimal [127, 128, 146]. Remarkably, it becomes optimal in the presence
of pure-state constellations satisfying the GUS. For these reasons, in more recent times, it
has been systematically applied to the performance evaluation of typical quantum com-
munications systems [147, 148], and also experimentally implemented in the framework
of cavity quantum electrodynamics [129, 130].

In the following, we present the detailed derivation of the PGM following the ap-
proach of Eldar and Forney, which provides a simple geometric interpretation. We start
by reviewing a fundamental theorem of linear algebra, namely the singular value de-
composition (SVD) of a matrix [25, 51, 132], which is widely invoked in the construction
of the measurement.

Theorem 5.3. [Singular value decomposition (SVD)] Let ® be an arbitrary n x m complex
matrix of rank v < min{n, m}. Then, there exist a unitary n x n matrix U, a diagonal n x m
matrix ¥, and a unitary m x m matrix V such that:

r—1
=USVI=> 0 lu)(vil, (5.68)
=0

where:
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i) ¥ is a diagonal n x m matrix whose first r diagonal elements are o; > 0, and whose
remaining m — r diagonal elements are 0. The numbers o;, referred to as the singular
values of ®, are equal to o; = VA, where {Ai}j, i =0,...,r — 1, are the eigenvalues of
the r-rank positive semidefinite matrix S = ®T®;

ii) V is a m x m unitary matrix whose first r columns are the orthonormal eigenvectors
|vi), spanning a subspace V C C™, and whose remaining m — r columns span the or-
thogonal complement V+ C C™. In particular, V diagonalizes matrix S = ®T®, as

ofe = V(SIE)WVT = 120 0F [vi) (vil = Si2g i i) (il
iii) U is a n x n unitary matrix whose first r columns are the orthonormal eigenvectors
|u;), spanning a subspace U C C", and whose remaining n — r columns span the or-
thogonal complement U+ C C™. In particular, U diagonalizes matrix T = ®®T, as

o0t = U(SEHUT = 32070 02 Jus) (us] = 30120 i Jus) (wg).

In particular, we note that the eigenvectors of U and V' provide a complete orthonor-
mal system of C™ and C™, respectively, and further satisfy:

r—1 r—1
> uid(uil =Py and Y |ui){vi| =Py, (5.69)
i=0 i=0

P, and Py, being the projectors onto subspaces ¢/ and V, respectively.

However, in practical applications, computing the full SVD, including a full unitary
decomposition of the null-space of ®, is rather useless. Instead, if the matrix ® has no
full rank, i.e. 7 < min{n, m}, it suffices to adopt the reduced SVD, namely:

r—1
= oilu(vi| = U, 5, V[, (5.70)
=0
where the matrices U, and V, only contain the first  eigenvectors of U and V, respec-
tively, and 3, is a r x r diagonal matrix that only contains the nonzero singular values
o; > 0. In turn, U, and V,. become n x r and r x m matrices, respectively [25, 51].

Given these results, we are now ready to introduce the PGM method. Following
Eldar and Forney’s approach, we present the theory for pure-state discrimination and
equiprobable symbols, as in the original proposal [132, 133]. The extension to mixed
states will be briefly mentioned therafter.

5.4.1 Derivation of the pretty good measurement

To begin with, we consider the problem of M-ary pure state discrimination of the con-
stellation C = {|vk) (v }k, k=0, ..., M — 1, described by the state matrix:

I'= ("70>7"’7|'7Ml>> ) (5.71)

see Sec. 5.2.1. Even though in practical scenarios the constellation states are linearly
independent, here we assume the possible presence of linearly dependent vectors, and
let T have rank r < M, such that the subspace S = span{|y;) : £ = 0,...,M — 1}
has dimension < M. Furthermore, we assume equiprobable symbols, namely equal a
priori probabilities:

k=0,...,M—1. (5.72)
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Figure 5.4.1: Two-dimensional example of the PGM method. Given the constellation states
{|7%) }x, we seek for a l-rank POVM {II;};, with IT; = |u;)(p;|, such that the error vectors
le;) = |v;) — |p;) minimize the squared error E in Eq. (5.75), subject to the normalization con-
straint > [15) (1| = Ps.

The method can be extended to non-uniform generation by substituting the constellation
states with the weighted states ,/qx|vi) [132]. The goal of the PGM scheme is to define a
suitable M-valued 1-rank POVM {I1,};, j =0,..., M — 1, with IT; = |u;){u;|, associated
with the measurement matrix:

M = (M0>,...,|MM_1>> . (5.73)

We may safely assume the measurement vectors to be |i;) € S, thus wehave M =T A
for some M x M matrix A, see Sec. 5.2.1, and:

MM = " [u;) (u;] = Ps . (5.74)
J

Instead, in general, we do not require the vectors {|x;)}; to be orthogonal or normalized
[19, 51,132, 133].

To construct such a measurement, we seek for measurement vectors {|u;)}; “close”
to the states {|vx)}, i.e. making the difference vectors |e;) = |v;) — |p;) as “small” as
possible, as schematized in Fig. 5.4.1. More precisely, we look for a measurement vector
set {|x;)}; that minimize the squared error:

E= i)=Y (61 = st (1 = b ) 5.75)

Jj=1 Jj=1

subject to the normalization constraint (5.74) [51, 132, 133]. We note that, if the state
vectors were orthonormal, the minimum of £, compatible with (5.74), would be trivially
reached by the choice |u;) = |v;) for all j, with Ep;, = 0. On the contrary, the problem
is nontrivial in the presence of non-orthogonal states. To determine the solution, we first
re-express Eq. (5.75) in terms of the state and measurement matrices as:

E=Tr|[(C-M) (I - M)} _ [(r M) (T — M)q . (5.76)
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We now employ the reduced SVD of the state matrix I', i.e. I' = U, 3, VJ. Since the
columns of I" are composed by states |y;) € S, we conclude that I" is a square M x M
matrix with rank r < M. In turn, U, is a M X r unitary matrix that diagonalizes the Gram
operator T = I'TT = 3, |7;) (7k|, whose eigenvectors provide a complete orthonormal
system of the subspace S, i.e. ZZ:_& |ui)(u;| = Ps. Given this considerations, we perform
the trace in (5.76) over the U,.-eigenbasis, obtaining:

r—1 r—1

E=" (u] (0= M) (T = M) fus) = > (dilds), (5.77)
=0 =0
where
;) = (0= M) |u;) = THuy) — |a;), i=0,...,r—1, (5.78)

with |a;) = M |u;). Thanks to the reduced SVD of I'f, i.e. If = V,. 2, Ul = 32170 o vi) (wi,
we have I'f|u;) = oy|v;) fori = 0...,r—1. Moreover, vectors {|a;)};,4 = 0,...,7—1, pro-
vide an orthonormal set of S. In fact, we have (a;|a;) = (u;[MM'|u;) = (ui|IP’5|uj> = ;5.

Then, the problem of designing a POVM minimizing (5.75) reduces to finding a set
of r orthonormal vectors {|a;)}; that minimizes

|
—

|
—

E =Y (djld;) = (14 07) — 20:Re ({a;|vs))] - (5.79)

3

r

I
=
Il
o

%

The minimum is achieved when Re({a;|v;)) gets its largest value for all¢ = 0,...,r —
1. Since also vectors {|v;)}; are orthonormal, we conclude that the minimizing vectors
should be |a;) = |v;),i=0,...,7 —1[51,132, 134].

In turn, the PGM is defined by the relation Mpgm|u;) = |v;) or, equivalently:

Mpam = U,V = Z i) (vil (5.80)

associated with the minimum square error Ey,i, = Z;:Ol (1—0;)?. Thanks to the reduced
SVD of T, Eq. (5.80) can be expressed in equivalent way as a function of both the Gram
matrix G = I'' T and the Gram operator 7 = T' I'f as:

Mpay = U, V,f = T7V20 =1 G~V/2, (5.81)

where T~1/2 and G~'/2 should be intended as square-root Moore-Penrose pseudo-inverses
of T' and G, respectively, when matrix I is not full-rank, i.e. » < M. In particular, from
Eq. (5.81) we obtain the PGM measurement vectors as:

—1/2

and IIPM = 7-1/2|,)(4,|T~1/2. Equivalently, given the relation M = I A derived in
Sec. 5.2.1, the coefficient matrix A for the PGM reads:

Apey = G712 (5.83)
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We also note, that the PGM measurement vectors are orthogonal only in the presence of
linearly independent constellation states, when matrix I" has full rank = M. Indeed, in
that case we have

MI:GM Mpgm = (PGM<,Uj|,Uk>PGM> =GV2GGETY2 =1y (5.84)
Jk

On the contrary, if » < M, we should consider Moore-Pensore pseudo-inverses and the

previous argument does not hold anymore. Then, the M measurement vectors cannot

be mutually orthonormal since they span the r- dimensional subspace S.

Finally, we now evaluate the correct decision probability associated with the PGM
with the methods of Sec. 5.2.2. We obtain the matrix B = M ' = AT G as:

Bpem = G2, (5.85)

such that the probability of obtaining outcome j when state |y, ) was sent reads ppem (j|k)
lpan (i 7k) |2 = | Brj)? = |(G'/?)g;]?. The correct decision probability then becomes:

| M-l 9
(PGM) _ 1/2
Pe M Z ’ (G )kk‘ ’ (5:86)
k=0
where we recall that we considered equiprobable symbols.

5.4.1.1 On the optimality of the PGM

Generally speaking, the PGM provides a suboptimal POVM for the decision problem,
leading to a lower bound of the maximum achievable correct decision probability. This
raises the problem to understand how “close” it is with the respect to the optimum
receiver. As a first fundamental result, the PGM is asymptotically optimal, namely it
becomes optimal when the Gram matrix tends to the identity G — 1,;. As firstly,
proved by Holevo in 1979 with independent methods, the minimum error probability

Poin = 1 — P s related to the PGM error probability Ppay = 1 — (PGM) by: [146]

2
Pmin < PPGM S M Tr |:]]-M - G1/2:| 3 (587)

thus in the limit G — 1,; we have Ppagym = Pain-

More importantly, Eldar and Forney proved that the PGM becomes optimal when the
constellation states satisfy the GUS with equiprobable symbols [51, 132]. Indeed, we note
that the PGM matrix Apgy = G~ 2 coincides with the optimum one derived in Sec. ??
for pure-state constellations with GUS. Equivalently, we prove that matrix Bpgy = G/2
satisfies the necessary and sufficient conditions for optimality outlined in Corollary 5.2.
That is, we have to prove that Bpam = (B, )xj Verifies:

Bj;Byj — BuBj, =0, k,j=0,...,M—1, (5.88a)

s=0

M—-1
(Z BSS|M8>PGM<78|> - |'77><’le Z 0? .7: O?"'aM_ 1a (588b)

where we considered equiprobable symbols, i.e. gx = 1/M. We remark that, in the
presence of GUS, G is circulant, thus Bpam = G 1/2 is also circulant and its element only
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depends on the difference between indices, i.e. B = (p;|vx) = w(k — j), where wis a
complex-valued function satisfying w*(j) = w(—j). Then, we have:

B, Biy — BBy = w(0) w(j — k) — w(0)w(k — ) =0, (5.89)

and condition (5.89) is satisfied. To prove (5.88b), we consider the operator:

L= ZBSS|NS PGM '78‘ = w Z |Ms PGM 73 . (590)

We now construct the reduced SVD of I in the presence of GUS. First of all, we note
that, in the presence of GUS, I' is full-rank and the Gram matrix G is diagonalized by the
unitary F~!, F being the discrete Fourier transform matrix, see Sec. 5.3.1.1. Therefore,
the right unitary V. in the SVD corresponds to F~1, its column vectors being equal to
|F;) = (e2™*M/vV/M);,i,j = 0,...,M — 1. Furthermore, the matrix of the singular
values ¥ = diag({o;};) has nonzero diagonal values, and rank equal to M. Then, it is
easy to check that the choice Y = I'(F~1)X~! yield the left unitary matrix U,. of the SVD.
In turn, we have:

M-1
I =YS(F oy |us (5.91)
=0

where the eigenvectors of Y are equal to |u;) =I'|F;)/o;, i =0,...,M — 1. The PGM is
obtained as:

M-1
Mpan =Y (F9) = 3 Ju)(F . (5.92)

As a consequence, the following relations hold: Then,
lvs) = YX|F,) and |us)pam = Y|F), (5.93)

and Eq. (5.88b) reduces to:
Y(w(())z—2|Fj><Fj|2)YT >0, j=0,...,M—1. (5.94)

It is, therefore, sufficient to show that operator 7; = w(0)¥ — X|F;)(F};|X is positive
semidefinite for all j. To this aim, we recall that w(0) = pam(i;]7;) = (Fj|X|F;) and we
invoke the Cauchy-Schwartz inequality [25]. Thereby, for any |k) € S, we have:

(hIT;|h) = (F3||F;) (I 2IR) — [l 2] F) [
> (F3|Z1F;) (h[Z|h) — (hX[R) (F}[E]F;)
0. (5.95)

Thus, also condition (5.88b) is verified, proving the PGM as the optimum receiver in the
presence of GUS.
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5.4.2 Extension to mixed states

The PGM has been originally formulated for pure-state discrimination, in which case the

construction of the POVM follows the geometric intuition depicted in Fig. 5.4.1. How-

ever, in 2004 Eldar and Forney derived an extension of the method for mixed-state dis-

crimination of constellations C = {px}r, k =0,..., M —1. [51, 134]. The principle behind

the generalization is the so-called factor decomposition of the density operators py, [51].
The factor decomposition of a general positive semidefinite matrix p is equal to:

p=7", (5.96)

achieved for some matrix 7, which does not need to be diagonal. The existence of a
factor follows from the positivity of p. In particular, given the spectral decomposition

of p,ie. p = Z;;é pild;i)(¢;| = @D®T, with p; > 0, r = rank(p), D = diag({p;};) and
® = (|¢o), ..., |¢dr—1)), we immediately derive v = ®+/D as a factor of p [51].
Once obtained the factors 7;, for each state p;, we define the state matrix I" as:

I'= (707"',7]\4—1) ’ (597)

where the number of columns is now equal to H > M, with the associated Gram matrix
and operator:

M-1
—1ir = (A1 _ T AT
G=Tir = (yﬂk)jk and T=TT" = ;O i (5.98)
where G, = fy;-yk now is the (4, k)-block of matrix G, j,k=0,..., M —1 .

We now look for a POVM {II,}; in the form II; = uju}, where now the {y;}; rep-
resent the measurement factors. Then, the construction in Sec. 5.4.1 still holds and the
PGM is defined, accordingly, by:

Mpay = (fo, - - piar—1) = T7/2T = G7'/2T, (5.99)

We have Bpgum = MLGMI‘ = G''/2, with the corresponding correct decision probability:

M-1
1 12\ 172
PEOW = — 3" Ir [(Gké) qu : (5.100)
k=0

G})? being the (k, k)-block of G1/2.

As regards the optimality, we underline that, differently from the case of pure states,
in the presence of mixed-state constellation with GUS, the PGM, in general, is not opti-
mal anymore. To achieve optimality, a further condition is required, namely:

(Bram)go = Goy’ = aly, (5.101)

where « is an arbitrary proportionality constant and 1 is the H x H identity ma-
trix [134]. Satisfying condition (5.101) is nontrivial. As an example, in the commonly
exploited quantum communication systems, based on phase-shift keying and pulse-
position modulation, Eq. (5.101) is not verified, thus the PGM is not optimum even in
the presence of GUS [51].
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Figure 5.5.1: Phase space representation of the QPSK encoding, where information is encoded
in the coherent states |a;) = |a ™ D/MY L = 0,...,M —1and M = 4. The constellation
satisfies the GUS for the symmetry operator Sy = exp(—ifa’a), § = 27/M, namely the phase-shift
operator.

5.5 Quantum receivers for quadrature phase-shift keying discrimina-
tion

As in the previous Chapter, we now consider the application of the quantum decision
theory developed in the former section to a realistic quantum communication scenario,
involving M-ary coherent state encoding, see Chapter 3. Differently from Sec. 4.3, in the
presence of multilevel communication systems, there exist different formats for coherent
state modulation, e.g. phase-shift keying, quadrature amplitude modulation, amplitude
phase-shift keying, whose corresponding constellations exhibit different kinds of sym-
metry. Here, we focus our attention on a paradigmatic example, namely phase-shift
keying (PSK), that provides the simplest scheme for practical implementation, as it only
requires phase modulation of a carrier laser beam with given intensity [51]. In more
detail, a PSK(2/) constellation is composed of the M coherent states:

lag) = |ae™ @Dy =0, M~ 1, (5.102)

where a > 0, generated with equal a priori probabilities ¢, = 1/M. That is, the con-
stellation is composed of M coherent states with the same energy a? and phase-shifted
by 0 = 2n/M; therefore, it satisfies the GUS for the phase-shift symmetry operator
S¢ = exp(—ifn), i being the photon-number quantum operator [19, 51]. In the fol-
lowing, we focus on the special case M = 4, reported in Fig. 5.5.1, also referred to as
quadrature phase-shift keying (QPSK). The QPSK constellation is a cornerstone example
in M-ary quantum communications, being investigated in several frameworks, ranging
from quantum decision theory [51, 92, 109, 113, 149-155], information transmission over
a quantum channel [156-161], and continuous variable quantum key distribution [19,
162-169].

The QPSK scheme satisfies the GUS, therefore the PGM provides the optimal solution
to the decision problem. That is, the optimum receiver, leading to the maximum correct
decision probability, is obtained by the 1-rank projective POVM {I1,};, II; = |u;) {1,
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j=0,...,M — 1, satisfying M = I 4 with the optimal coefficient matrix A = G~1/2, see

Sec. ??, where the Gram matrix G = (G,x);k, j,k = 0,...,3, is defined as:
Gjr = (aj|ag) = exp {a2 [1 — cos (W(Zj)ﬂ } X
b
exp {—i a?sin (7T(2j)) } . (5.103)
Thereafter, we obtain the minimum error probability allowed by quantum mechanics
as:
2
Ban =1 [(@) [=1- L (307 5,108
min 00 16 ]:0 g] ’ *

where {g;}, are the eigenvalues of the Gram matrix. Since G is circulant, it is diag-
onalized by the inverse discrete Fourier transform matrix F~! in Eq. 5.52, therefore
g; = (FGF~1),;. Straightforward calculation leads to:

[e3

go = 2¢~ (cosha? + cosa?),

2

(
g = 2e™ (sinha? + sina?),
(12(

go = 2¢~ (cosh a? — cos a?),

gs =2~ (sinha? — sina?) . (5.105)

In literature, the error probability (5.104) is sometimes referred to as the QPSK Helstrom
bound (with partial abuse of language), since derivation of the optimum QPSK receiver
was also carried out by Helstrom in [9]. We also note that the optimum POVM, equal
to the PGM, corresponds to projection over a suitable linear superpositions of the con-
stellation states {|ay)}x, ie. |p;) = 34 (G7Y2);lak), as for binary coherent state dis-
crimination. However, differently from the binary case where the PGM is implemented
via the Dolinar receiver [94, 95], in the presence of QSPK designing a feasible optimum
receiver is an open problem, and, from a practical point of view, there is no clear idea on
its experimental implementation [19].

On the other hand, the standard quantum limit (SQL), namely the error probability
associated with conventional QPSK receivers, is achieved by double homodyne detec-
tion. That is, we perform joint measurement of quadratures ¢ and p on the incoming
signal, retrieving a pair of real outcomes x = (z,y) € R?, and adopt the following de-
cision rule: if both x,y > 0 we infer state “0”, if x < 0 and y > 0 we infer “1”, if both
z,y < 0 we infer “2” and, finally, if z > 0 and y < 0, we infer “3”. The double homodyne
probability distribution of state |ay,) reads:

pos (x|) = i exp {_ [z — 2Re(ay)]? + [y — 2Tm(ay))? } 7 (5.106)

4

expressed in shot-noise units, such that the probability ppr(j|k) of performing the de-
cision j when state k is sent is equal to ppu(jlk) = fo dx ppu(x|k), where Q; is the

(j + 1)-th quadrant of the (z,y) plane, corresponding to the confidence region derived
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from the previous decision rule. In particular, for all k = 0, ..., 3, we have:
2
© 0 1+ erf (a/V2
pou(k[k) = ppu(0[0) = / dl‘/ dy pou(x|k) = 2(/)] ; (5.107)
0 0
and, accordingly, we retrieve the SQL as:
1 1 a\1°

PSQL =1- Z ZPDH(k|k) =1- 1 |:1 + erf (\/§>:| 5 (5108)

k=0

such that Psqr, > Pmin. In particular, in the high-energy limit o2 > 1, we have Psqr, =

V2/ (waQ)e_az/ 2and Py, ~ e~ 22 /2: thereby, the two error probabilities show different
dependence on the input energy, and the ratio Psqr,/Pmin — 00 when a? — oo.

As a consequence, we claim to design quantum receivers that beat the SQL and pro-
vide a genuine quantum advantage, even though they are not able to reach the minimum
error probability. Following the philosophy adopted for BPSK discrimination, the first
idea in this direction is to provide suitable generalization of the Dolinar receiver, and in-
vestigate its optimality. This approach has been carried out by Bondurant in 1993, who
designed a QPSK feedback receiver based on conditional nulling displacements [150].
Unfortunately, the Bondurant receiver is not optimum, and, to date, it is not known
whether or not the PGM can be implemented by optical feedback and linear optics.
Nevertheless, the Bondurant receiver outperforms the SQL in the high-energy limit, thus
providing anyway a cornerstone example in the field of M-ary quantum communication
systems. Its functioning is explained in detail here below.

5.5.1 The Bondurant receiver

Starting from the Dolinar receiver, that provides optimal binary discrimination by condi-
tional time-dependent displacements and feedback control, see Sec. 4.3.2, it is possible to
design feedback receivers for M-ary discrimination by suitable extension of the scheme
in Fig. 4.3.5 [170]. The first attempt in this direction has been made in 1993 by Bon-
durant, who proposed a feedback receiver for QPSK discrimination [150]. In particular,
he designed two kinds of receivers, referred to as type I and type Il Bondurant receiver, re-
spectively, and obtain a near-optimum performance, beating the SQL in the high-energy
regime.

As in Sec. 4.3.2, since we deal with coherent states, the analysis can be conducted by
considering the time-dependent wavepackets 1/ (t), associated with the encoded states
lak), k=0,...,3, equal to:

Y (t) = T ZRHD /4y gmivt 0<t<T, (5.109)

with ¢ > 0, and w and T being the carrier signal frequency and the time slot duration,
respectively. Accordingly, the mean energy of each pulse reads iy = ¥?T = o?.
Similarly to the Dolinar scheme, the Bondurant receiver implements a feedback loop,
applying a time-dependent “nulling” displacement D(—1;(t)) to the incoming signal
Yi(t), j,k = 0,...,3, where the nulled symbol j is decided according to the outcome
of a photodetector, performing continuous-time measurement The receiver is realized
by a photon counter performing on-off detection connected to a switch s, that, now, can
assume the four positions, namely s = 0, ... ., 3, as depicted in Fig. 5.5.2. The position s(t)
at time ¢t < T' determines the amplitude of a nulling displacement operation D(—;(t)),
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Figure 5.5.2: Setup of the Bondurant receiver. The field ¢ (t) undergoes a nulling displacement
operation D(—1;(t)), j,k = 0, ..., 3, the value of j being determined by the position of a switch
s(t), with initial condition is s(0) = 0. In the type I receiver, s(t) increases in sequential fashion at
every count of the photodetector, whereas in the type II receiver s(t) is suitably determined from
the the time arrival distribution of the clicks. After time T, the value s(T") gives the final decision.

with j = s(t), to be performed on the field ¢ (t). To determine the value of s(t) at each
time, different switching rules are considered for the type I and type II scheme.

In particular, the type I Bondurant receiver tries to null out the incoming field in
sequential order. The initial position of the switch is set to s(0) = 0, and the signal at time
t = 0 is displaced by D(—1,(0)). Then, at every click of the detector, the switch increases
its position by 1, proceeding in sequential fashion, namely 0 — 1 — 2 — 3. As an
example, if the detector register clicks at times ¢, t; and ¢, the displacement is changed
to D(—1(t)) for 1 < t < tg, D(—1)2(t)) for to < t < tg and D(—3(t)) fortz <t < T.
After the whole signal is processed, the switch position s(7") infers the probed state to be
|as T >

(T})1e calculation of the error probability follows from the properties of Poisson stochas-
tic processes [96]. In particular, if state k is probed and symbol j is nulled, the displaced
field D(—v;(t))¥r(t) = ¥r(t) — ¢;(t), is associated with Poisson photon counting statis-
tics, and the outcome of the photon counter is described as a stationary Poisson stochas-
tic process with rate:

Ak = [n () = (1)]? = 292 {1 — cos {m;k)] } : (5.110)

such that the probability of registering a click in a time bin of duration §¢ <« 7' is equal to

Aji0t [96]. In turn, the probability w](z) (t1,t2) that the detector does not click in the time
interval (¢1,t2] reads:

to—tg

0 . 5t “Aip(ta—ty
ﬂ-;k‘) (t1,t2) = 61t1£>no (1 - /\jkét) — e~ Nik(t2—t1) (5.111)

Given this results, the receiver performs a decision error when not enough photocounts
are registered, i.e. when the detector at time 1" experiences n, < k clicks if state & is
probed, with the consequence that the “nulling” displacement D(—1(t)) is not imple-
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mented at all. Accordingly, the error probability P]glo)n (k) given state k is equal to

k—1
PiO (k) =3 plnlk) (5.112)
ne=0

where p(nc|k) is the probability of retrieving n. clicks if state k£ was sent. If k¥ = 0 no
errors are made, since state “0” is always nulled thanks to the initial condition s(0) =
0. On the contrary, if £ = 1 an error occurs if no clicks are registered over the whole
interval (0, T, as in this case the receiver always implements D(—1(t)) and, ultimately,

performs the decision “0”. The error probability P}go)n(l) reads:
Phon(1) = plne = 0J1) = 7)) (0,7) = 2" = e72", (5113)

If state k = 2 is sent, we have a decision error if either zero or one click is registered. The
probability in the former case is equal to p(n. = 0/2) = 77(()2) (0,T) = exp(—4a?), whereas
in the latter one we have a single click at time ¢; < T, thus:

T
p(ne =12) = / dty (0, 11) Aop 7Y (t1,T)
0

T
= / dty etV (4y?) 72T 1)
0

— 9¢~20° (1 - 6_2“2> . (5.114)
Summing up the two contributions, we get:
P (2) = 272" — 1o (5.115)

Finally, in the case k = 3 errors are obtained if the photon counter clicks at most twice.
We have:

p(ne = 03) = e, (5.116a)
p(ne = 13) = e720" — 4% (5.116b)

while the probability of getting two clicks at times ¢; < T and ¢, > ¢; reads:
T ’ 0 0 0
p(?’LC = 2|3) = / dtl / dtQ ’/T((]S)(O,tl) )\03 ’/ng)(tl,tg))\lg '/T;S)(tQ,T)
0 t1

T T
= / dtl/ dty e~ 2"t (2¢%) e (t2—t) (49?) e 20 (T—t2)
0 t
= 4ae 20" _ 9e—2" (1 - 6720[2) . (5.117)
Ultimately, ngn(?)) reads:

P (3) = 4a%e 2" 4 ¢4 (5.118)

Bon

and the overall error probability of the type I Bondurant receiver is obtained as:

3
1 3
Piion = 7 2, Phon(k) = ¢ <a2 + 4) . (5.119)
k=0
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Figure 5.5.3: Log plot of Pé‘;)n, p = L, I, as a function of the signal energy a®. Psqr, and Puin refer
to the SQL (5.108) and the minimum error probability (5.104) achieved by the PGM, respectively.
Type I and type II receivers beat the SQL for o > a5, p = 1,11, whereas, in the limit o® > 1, we

have P](;O)n ~ a2e2*” and Plglolr)1 ~ e*2a2, proving type II receiver to be near-optimum.

The plot of Pélo)n is reported in Fig. 5.5.3, together with the SQL (5.108) and the minimum
error probability (5.104). As we can see, the receiver is not optimum, as in the high-
energy limit o >> 1 we have ngn ~ a2e=2°" whilst Py, ~ e~2%°. Nevertheless, it still
beats the SQL for a? > o? ~ 0.68, providing a quantum advantage for a wide range of
signal energies.

The performance of the type I receiver can be enhanced by suitably improving the
the ordering of the pulse nulling. In fact, we note that the most detrimental effect on

PO

Bon

is determined by the probability p(n. = 2|3) in Eq. (5.117), containing the term
proportional to a%e=2°" | This contribution can be significantly reduced by extracting
some information on the signal from the time arrival distribution of the first two clicks.
In fact, if state k = 3 is sent, the counting rate switches from Aoz = 2¢% to A\13 = 4¢? when
the first click is registered, therefore we expect the second click to occur more quickly
then the first one. That is, if the photon counter clicked at times ¢; and ¢, it would be
more likely that ¢, > (t2 —t1). On the contrary, we would have t; < ({3 —t;) if state k = 2
were sent, as, now, the count rate would be reduced after the first click, since \go = 41>
and Aig = 2% Following this considerations, we construct the type II receiver from the
same scheme in Fig. 5.5.2, albeit with the following improved switching rule:

e the switch is initialized in position 0, s(0) = 0. If no clicks are registered, i.e. n. = 0,
at time T we infer state “0”;

e if a click is registered at time ¢; < T, the switch moves to position s(t) = 1 for
t > t;. If no more clicks are registered, at time 7" we infer state “1”;

e if a second click is obtained at ¢t > ¢1, then:

a) if t; < (ta — t1), i.e. to > 2¢1, we set s(t) = 2 and perform the displacement
D(—12(t)) for ¢ > to. If no more counts are registered until time 7', we infer
state “2”; otherwise, if another count occurs, we infer state “3”.

b) if t1 > (t2 —t1), i.e. t2 < 2¢1, we set s(t) = 3 and perform the displacement
D(—3(t)) for t > t1. If no more counts are registered until time 7', we infer
state “3”; otherwise, if another count occurs, we infer state “2”.
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In turn, the error probabilities for given input state P]g (k) only differ for k = 2,3,
while P]gIOIH(O) P]gIO)H(O) = 0 and Péloln( 1) = Pélo)n( 1) = exp(—2a?). On the contrary, if
state £ = 2 was sent, errors occur when either the number of total clicks is n. < 2, see
Eq. (5.121), or n. = 2 clicks are obtained at times ¢; and to, with to < min{2¢;,7'}. In this
latter case, we have:

p(ne = 2,ta < min{2t;,T}|2)
min{2t,,T'}
/ dtl / dtg 7702 (0 tl) )\02 7712 (tl,tg) )\12 7732 (tg,T)
min{2t,,T . .
:/ / {2t } ,4w2t1 (41/’2) o207 (t2—11) (21/12) 020 (T—t2)
0

o—ta? ( ) (5.120)

therefore:
2
Pi(2) = et (1—20") " (5.121)
Finally, if state k¥ = 3 we have a decision error when either n, < 2, see Eq. (5.116), or
when n, = 2 clicks are obtained at times ¢, and to, with to > min{2¢;, T}, with associated
probability:

p(ne = 2,ta > min{2t;,T}|3)
= / dtl / dtg W(()g)(o,tl) )\03 ng) (tl,tg) )\13 ng) (tQ,T)
0 min{2t,,T}

T T
:/ dt]_/ dtz e—2w2t1 (2,(/]2) e—4w2(t2—t1) (4,(/}2) 6—21/}2(T—t2)
0 min{2t,,T}

2
—2e7t (1) (5.122)
such that
< 2
PUo(3) = Pl (2) = 7 (1-2¢”") " (5.123)

Ultimately, we retrieve the error probability of the type II Bondurant receiver as:
1 3 2 2 2
IT) IT —4da —3a —2a
]gon = 1 Z ]gol?l do” _ 2e 3 + 2e 2 N (5124)
k=0
reported in Fig. 5.5. 3 We have Pgolr)l > P(I) for all energies and beats the SQL for
a? > af ~ 0.35 < af. Remarkably, in the hlgh—energy regime we have:
PN ~2e72® 4P, fora?> 1, (5.125)
proving the type Il receiver to be near-optimum.

The two Bondurant receivers represent a benchmark for all the QPSK receivers pro-
posed thereafter. In particular, in 2015 Miiller et al. designed an improved version by
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Figure 5.5.4: Scheme of the QDRE proposed in [109]. The incoming signal |ay) is split into 3
branches thanks to a pair of beam splitters with transmissivity ¢;(2) (and corresponding reflectiv-
ity r1(2) = 1 — t1(2)- On the 3 signals, we implement the “nullling” displacements D(—+/tiao),
D(—/rir2a2) and D(—+/r1t2a1), respectively, followed by on-off detection. We perform the final
decision according to the outcomes of the 3 detection schemes: if a “off” is obtained on the first
branch, we infer state “0”; if “on” and “off” are retrieved from the first and second branch, respec-
tively, we infer “2”; if two “on” and a “off” are registered on the first, second and third branch,
respectively, we infer “1”; otherwise, we perform decision “3”.

optimizing the displacement amplitude [155]. That is, they replaced the “nulling” dis-
placements D(—1;(t)) with optimized displacements D(u;(t)), with

u;(t) = eIt/ g gmiwt ji=0,...,3, (5.126)

where the wavepacket amplitude v is optimized to minimize the resulting error prob-
ability. Differently to exact-nulling schemes, now the total number of detection events
is, in general, unbounded, as the clicks registered by the photon counter at time 7" may
be n. > 3. Therefore, the authors considered two different switching rules: either cyclic
probing, where s(t) is changed in cyclic order 0 - 1 — 2 —+ 3 — 0 — ..., or Bayesian
probing, based on the maximum a posteriori probability (MAP) criterion. In both the
cases, they obtain a quantum advantage for all input energy, beating the SQL for all
a? > 0 and outperforming also the type I Bondurant receiver [155].

However, despite its theoretical relevance, due to the technical difficulties in imple-
menting the feedback loop, the first experimental realization of the Bondurant scheme
has been obtained only in 2020 by Jabir et al. [170]. The authors implement Miiller’s
improved scheme with the cyclic probing rule, where the real-time displacement ad-
justment is implemented by a field-programmable gate array (FPGA), stimulated by the
electric pulses produced by the photon detector. The experimental data prove a quantum
advantage over the SQL only in the low energy regime, due to the presence of a reduced
visibility £ ~ 0.997 that prevents an efficient decision strategy for large energies, making
the error probability increase when o? > 1.

5.5.2 The quaternary displacement receiver

As discussed above, the Bondurant receiver represents a challenging solution from a
practical point of view, as its implementation requires continuous photo-detection and
fast electrical feedback. As a consequence, simpler feasible receivers have been proposed
thereafter, splitting the coherent signal into a finite number of copies, and employing
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the displacement-photon counting technique. These receivers have been designed in
different forms, either employing feed-forward strategies [92, 109, 151, 153-155] or not
[109, 152, 153, 169].

In particular, displacement receivers without feed-forward can be constructed as a
generalization of the Kennedy receiver, described in Sec. 4.3.1, where, now, the input
signal should be divided in 3 copies, as at most 3 nulling displacements are necessary
to perform a conclusive decision. The first proposal in this direction has been raised by
Izumi et al. in 2012 [109], whose scheme is reported in Fig. 5.5.4. In the following, we
will refer to this scheme as the quaternary displacement receiver (QDRE).

In the QDRE, the incoming signal |ay), k = 0, ..., 3, is split in three branches thanks
to a pair of beam splitters with transmissivity ¢,(2) (and corresponding reflectivity 7o) =
1 — t1(2)). Following Kennedy’s philosophy, the signal in the first branch, |\/t1ax), un-
dergoes the displacement D(—+/t; ), nulling symbol “0”, followed by on-off detection.
If the measurement outcome is “off”, we directly infer state |a(), and the corresponding
probability p(0|k) reads:

p(0|]€) — e—tl\ak—ao\2 — e—2t1a2[1—cos(k7r/2)] . (5127)

Otherwise, if we obtain “on” from the first detection, we discard the hypothesis “0”
and consider the subsequent branch. The signal |,/r172a4) on the second branch is then
displaced by D(—,/r1r2a:2). We choose to null symbol “2” instead of “1” because | —
agl? > Jag — agl?, therefore, if a “on” is retrieved on the first branch, it would be more
likely that state “2” was sent. As before, we perform again on-off detection: if the result
is “off,” then we infer state |c2), otherwise symbol “2” is discarded and a final decision
between states “1” and “3” is performed according to the result on the third branch. The
probability p(2|k) of performing decision “2” when state k is sent is then equal to:

p(2lk) = (1 — ehlm=ool) g=rirlouoaf
— (1 _ e—2t1a2[1—cos(kﬂ/2)]> e—2r17’2a2[1—cos((k'—2)7r/2)] ) (5128)
Finally, if the result is “on” also on the second branch, we displace the signal on the third
one |\/ritacy) by D(—+/ritaaq): if the result is “off,” we infer state |a), otherwise we
infer state |a). The corresponding probabilities then read:
p(1|k) — (1 _ e—tl\(xk—ozo\2> (1 _ e—r17'2\(xk—a2\2) 6—7'1t2|ak—a1\2

(1 _ 672t1a2[17cos(k7r/2)]) <1 _ 6727“17"2042[17cos((k72)7r/2)]) ~

o= 2rit20[1—cos((k—1)7/2)] (5.129)

)

and
p(3Ik) = (1= e nlermeol’) (1= emnmlonzoal) (7 gmritalasenl)

— (1 _ ef2t1a2[17cos(k7r/2)]) <1 _ 6727"17"2042[17cos((k72)7r/2)]) ~

(1 _ €—2T1t2a2[1—cos((k—1)7r/2)]) . (5.130)
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Figure 5.5.5: Log plot of Pg]’%, p = LTI, as a function of the signal energy a®. Psqr,, Pmin, and ngn
refer to the SQL (5.108), the minimum error probability (5.104) achieved by the PGM, and the error
probability of type I Bondurant receiver (5.121).

Summing up all the contributions, we obtain the error probability as:

3
Pap(tt2) =1 - 1 3" p(klk), (5.131)
k=0
that depends on the values of the transmissivities #;3).
We identify two scenarios. In the former, referred to as case I, we consider coherent-
state splitting in equal copies, corresponding to t; = 1/3 and ¢, = 1/2; in the latter, called
case II, we optimize the values ;o) for each a? to minimize Eq. (5.131). That is,

P} = Pop(ti = 1/3,t = 1/2)

1
= e (1 et e (5.132)

and
Pyl = min Pop (t1,2) (5.133)

Plots of P(g%), p = L,1I, are reported in Fig. 5.5.5 as a function of a?. As we can see,

in both the cases the QDRE beats the SQL for sufficiently high ?, and ng < Pgl)),
proving optimization of the splitted signal fractions as crucial factor to maximize the
receiver performance. In particular, the numerically optimized transmissivities in the

limit o > 1 are t; ~ 2/5 and t, ~ 1/3, therefore:
5 2
PO ~ Ze*‘*a /5 fora?>1, (5.134)

whereas P(S])D ~ exp(—2a°/3) > P(SIID)'

5.5.3 The quaternary displacement feed-forward receiver

The QDRE performance may be significantly improved by considering displacement
feed-forward receivers. This class of receivers provide a particularly attractive solution,
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Figure 5.5.6: Scheme of the QDFFRE proposed in [109]. The incoming signal |oy) is split into N
copies. Each copy m = 1,..., N undergoes a conditional displacement D(—a;,, /v/N) followed
by on-off detection. For the first copy we have ji = 0. For the others, the outcome of the (m —1)-th
detection sets out the displacement amplitude j,,, to be implemented on the following copy.

leading to error probabilities closer to the Bonduarant limit, albeit with few adaptive
steps, simpler setup and less-demanding requirements in terms of detection efficiency,
dark count rate and visibility reduction [19, 109]. As a paradigmatic example, here,
we focus on the proposal of the quaternary displacement feed-forward receiver (QDFFRE)
presented in [109] and depicted in Fig. 5.5.6.

The QDFERE is based on the slicing property of coherent states: indeed, thanks to
an array of splitters, the incoming signal |cy) is split into N > 3 identical copies with
reduced amplitude |ax/v/N). Then, each m-th copy, m = 1,..., N, undergoes a condi-
tional displacement operation followed by an on-off detection which returns a click-no
click result. The first copy is displaced by D(—a;, /v/N), with j; = 0, being mapped into
the coherent state |(ax, — «j,)/V/N). In turn, if & = 0 the incoming signal is displaced
into the vacuum and the subsequent on-off detector will not click, whereas if k£ # 0 the
detector is more likely to click with a probability 1 — p;, where

bo = ]-7
2
pr=ps=e >N,
py = e 4N, (5.135)

According to the result of the first detection, we decide what would be the value of the
amplitude of the displacement D(—a;,/v/N) applied to the second copy: if an “off”
result is registered, that is the detector does not click, we set jo = j; = 0; otherwise
we discard hypothesis “4 = 07, set jo» = j; + 1 and probe the final hypothesis from
the remaining set & = 1,2,3. We proceed iteratively in this way until the last copy
is processed, following the feed-forward rule: if the (m — 1)-th detection gives outcome
“off” we displace the m-th copy by D(—«;,, /v/N) with j,, = j,,_1, if an “on” is obtained
we set j,, = Jm_1 + 1, discard all states j < j,,_1 and restrict the decision to the states
Jms---,3. The outcome of the last detection determines the final decision. If an “off” is
retrieved, we decide the state j = j,, has been sent, otherwise we perform a random
decision among the remaining states

The conditional probabilities p™)(j|k) of inferring the state j = 0,...,3 after N



Discrimination in multilevel quantum communications systems 119

N
P

Figure 5.5.7: Log plot of the decision error probability P(%)F as a function of the signal energy

o? for different N, compared to both the SQL (5.108) and the minimum error probability (5.104)
achieved by the PGM. The QDFFRE beats the SQL only in the regime a? > 1 and, for large N,

2 —2a?

scales as PQDF ~ate , approaching the type I Bondurant receiver, whilst the minimum error
probability is Pmin ~ e —20%,
copies if state k = 0, ..., 3 was sent read:
UDESTS (5.136a)
= )
— Pk
PN (k) = Y ok (1= k) P fhoa s + f , (5.136b)
t=0
N-3 N-3—t
P (2lk) = Z Z P (1= pr) P{k—1) mod 4 (1 = P(k—1) mod 4) X
t=0 s=0
N—2—t
p (k—1) mod 4(1 - p(k—l) mod 4)
N 2—t—s
(k 2)m0d4+zpk 2
N—-1
1—
+ w, (5.1360)
N-3 N—3—t N—3—t—s
P (3k) = Pi (1= Pr) Dl 1) mod 4 ¥
t=0 s=0 u=0
(]— — P(k—1) mod 4)p?k—2) mod 4 (]- — P(k—2) mod 4) pé\]/;:g)ifnz)sdilu
N-2 N—2—t
p k—1) mod 4(1 - p(kfl) mod 4)
+ 3wk (1) 5
t=0
pr (1= pr)

(5.136d)
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Then, the associated decision error probability reads:

3

(N) _ 71 (N)
Piypr = 1 4;;0 (k[k). (5.137)

depicted in Fig. 5.5.7 as a function of a? for different N. As emerges from the plot, the
present displacement receiver outperforms the SQL achieved with double homodyne
detection only in the high-energy regime a? >> 1. We also note that, in the limit N > 1,

we have Pg]\;)F ~ e 2"(a2 + 3/4), and the QDFFRE approaches the type I Bondurant
receiver [150].

The gap between P(J]\;)F and P, can be further reduced by optimizing the receiver
setup in Fig. 5.5.6. In particular, Izumi et al. obtained a better performance in the low-
energy regime by changing the order of the nulling displacements from the sequenatial
fashion0 - 1 - 2 - 3t00 — 2 — 1 — 3, following the scheme of the QDRE,
such that, if the first “on” is retrieved from the (m — 1)-th copy, we displace the m-th
one by D(—ay/v/N) instead of D(—a;/v/N). This choice reduces the error probabil-
ity for a? < 1, but it worsen the receiver performance in the asymptotic limit o > 1
[109]. Further improvements in the low-energy regime may be obtained by replacing
on-off detectors by photon-number resolving detectors to adopt the maximum a pos-
teriori probability criterion [151, 153], and by optimizing the displacement amplitude,
following Miiller’s approach [154, 155]. With these methods, we obtain an improved
version of the QDFFRE, being able to beat the SQL for all energies and maximizing the
performance of the displacement-photon counting setup.
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CHAPTER 6

Quantum key distribution: the general framework

The third Part of the thesis is devoted to the field of quantum key distribution (QKD),
that has received increasing attention in the latest years, as it guarantees unconditionally
secure communication between two distant parties connected by an untrusted quantum
channel. In fact, while the current cryptographic systems, e.g. public-key cryptography,
only offer conditional security based on assumptions on the computational complexity of
specific tasks, QKD makes sender and receiver share a random secure key with uncon-
ditional security, regardless the action of any third malicious party, e.g. an eavesdropper
[171-174]. This powerful property directly follows from the quantum mechanics laws,
that impose ineludible limits on any possible eavesdropping strategy, and, accordingly,
lead to general security proofs only based on few basic assumption. Nevertheless, in
practical conditions dealing with unconditional security may be excessive, as a realistic
eavesdropper may encounter further limitations due to both the available state-of-art
technologies and the particular composition of the adopted experimental setup, there-
fore, in time, different security layers have been established, according to the level of
trust of the equipment, e.g. the trusted-device scenario and the wiretap channel assump-
tion.

In this Chapter, we discuss the fundamental aspects of QKD, with particular attention
to continuous variable QKD (CVQKD), in which the key is distilled after the exchange
of coherent states of radiation. Then, we provide a detailed analysis of the unconditional
security framework. At first, we present the GG02 protocol, providing the milestone
CVQKD scheme proposed by Grosshans and Grangiér in 2002, employing Gaussian
modulation of coherent states and Gaussian detection at the receiver [14, 175-177]. Then,
we prove the “optimality of Gaussian attacks” theorem, independently established in
2006 by both Navascués et al. [178] and Garcia-Patrén et al. [179, 180], that provides a suf-
ficient condition to assess unconditional security of protocols employing non-Gaussian
modulation and Gaussian detection, and study discrete modulation CVQKD with both
the phase-shift keying (PSK) and quadrature amplitude modulation (QAM) formats.

The structure of the Chapter is the following. At first, in Sec. 6.1 we give a general
overview on QKD, together with an historical outline, and highlight the fundamental
features of all protocols, introducing the key generation rate (KGR) as the main figure of
merit. Thereafter, in Sec. 6.2, we widely discuss CVQKD, and outline the different secu-
rity frameworks to conduct the security analysis. Given these premises, Sec. 6.3 presents
the GG02 protocol, for which the KGR can be exactly computed. Subsequently, in Sec. 6.4
we prove the “optimality of Gaussian attacks” theorem, and exploit it in Sec. 6.5 to ad-
dress unconditional security of the PSK and QAM protocol, employing discrete modu-
lation.
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6.1 Basic notions on quantum key distribution

The cryptographic systems currently employed for secure communications are mostly
based on public-key cryptography, which allows two distant parties to exchange confi-
dential messages without pre-sharing a secret key. It provides a convenient solution for
practical applications but, unfortunately, only offers conditional security, as it usually
relies on some assumptions on both the computational resources of a possible eaves-
dropper and the complexity of an underlying mathematical problem, e.g. the difficulty
of factoring large integers in the Rivest-Shamir-Adleman (RSA) algorithm [181]. On the
other hand, the one-time pad [182], together with analogous cryptographic techniques,
offer unconditional security (guaranteed by information theory), albeit with much less
practical implementation, as they require the involved parties to share in advance a se-
cret key with the same length as the confidential message, to keep it secret, and to use it
only once [49]. In practice, the one-time pad technique shifts the security problem from
the transmission of the confidential message to the distribution of a secure key. How-
ever, since distributing long keys is practically not convenient and may pose a significant
security risk, public-key cryptography is more widely used than the one-time pad.

Nevertheless, the rapidly emerging progress in the field of quantum computation
represents a potential threat for conventional classical cryptosystems. In fact, the quan-
tum factoring algorithm developed by Shor allows to perform probabilistic factorization
of non-trivial integers in bounded-error polynomial time [27, 183]. A further weakening
for public-key protocols may also arise from future advances in number theory, where an
efficient factorization algorithm for classical Turing machines may be developed [184].
In contrast, a possible solution to the problem of secure key distillation is offered by
quantum key distribution (QKD), allowing to share a secret key through the exchange
of quantum states [171-174]. The very laws of quantum mechanics, like the uncertainty
principle, the no-cloning theorem, or the monogamy of entanglement, guarantee the un-
conditional security of QKD protocols, making the two communicating parties detect
the intrusion of any malicious eavesdropper [75].

Historically, the first QKD protocols have been designed for discrete variable (DV)
systems, i.e. qubits. Preliminary ideas in this direction dates back to the early 1970s,
when Wiesner speculated about the design of bank notes robust to counterfeiting [185,
186], until 1984, when Bennett and Brassard introduced the first seminal DVQKD pro-
tocol, referred to as BB84 [13], which nowadays is the main one being commercially
distributed. In time, several DVQKD schemes have been proposed, e.g. employing en-
tangled photons [187], non-orthogonal quantum states [68] and decoy states [188-190].
However, from a practical point of view, the large-scale implementation of DV systems
is highly nontrivial for a twofold reason. The main obstacle is represented by the gen-
eration of single photons, whose polarization provides the proper degree of freedom to
encode the secure bits. Furthermore, the technology required by DVQKD is not com-
patible with the that of classical telecommunication systems, which, instead, are based
on exchange of laser pulses and homodyne or double homodyne (DH) measurements of
optical signals [38, 191-193].

For these reasons, from the late 1990s, proposals of QKD protocols on continuous
variable (CV) platforms were developed [194-199]. Ultimately, in 2002 Grosshans and
Grangier proposed the first genuine CVQKD protocol based on Gaussian modulation of
coherent states and single quadrature detection at the receiver’s side, referred to as GG02
[14, 175-177]. Later, a no-switching scheme where the single quadrature measurement
is replaced by DH detection has also been proposed by Weedbrook et al. [200]. More re-
cently, also squezeed-state protocols have been developed, obtaining further advantages
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in the case of long-distance transmission [201-205].

6.1.1 The general structure of a QKD protocol

Regardless the particular platform employed to transmit quantum states between the
two parties, either DV or CV, all QKD protocols share the same fundamental structure,
being divided into two main parts, that is a quantum communication stage followed by
classical post-processing [174].

The first one represents the quantum part of the protocol. Here, the sender, Alice, en-
codes the outcomes of a classical random variable «, generated with a priori probability
pa(a), onto an ensemble of quantum states, being not necessarily orthogonal with one
another. These states are, then, sent to the receiver, Bob, throughout a quantum chan-
nel. More precisely, with the term “quantum channel” we refer to the physical support
connecting Alice and Bob, in which the encoded signals propagate. In practical contexts,
it describes different physical systems according to the adopted platform, e.g. optical
fibers, free-space settings, fading channels or underwater communications [191, 206-
208]. Beside, the channel is typically noisy, and introduces distortions of the input sig-
nals; therefore, it is considered as untrusted, assuming these distortions to be produced
by a third malicious party, the eavesdropper (Eve), who is interested in extracting the
secure key generated by Alice and Bob. After the channel, Bob probes his received sig-
nals by performing a measurement, described by a suitable POVM, retrieving a random
outcomes (3, associated with probability pg(/3), being partially correlated to Alice’s ones.
In turn, after repeated iterations of the present scheme, Alice and Bob share a set of raw
data described by the two correlated classical variables o and .

For what concerns the post-processing part, we can divide it into three steps.

* Channel evaluation: Alice and Bob use part of their raw data to assess the character-
istics of the channel, by performing estimation of the channel parameters, such as
its transmissivity and added noise.

* Reconciliation: starting from the results of channel estimation, Alice and Bob par-
tially share a subset of their data to perform error correction, which allows them
to detect and eliminate errors induced by the signal transmission, and ultimately,
agree on a common raw key. We note that, at this stage, this raw common bit
string can be partially known by the eavesdropper which can intercept the flow of
information.

* Privacy amplification: the raw key undergoes a stage of privacy amplification, im-
plemented via numerical codes based on hash functions,e.g. low density parity
check (LDPC) codes [209, 210], which allows the trusted parties to reduce the
eavesdropped information to a negligible amount, at the cost of reducing the length
of the common bit string. The result of this stage provides the secure key, which is
typically much shorter than the raw one.

In some particular protocols, like BB84, a further step, called sifting, is introduced: in
this case, the two parties perform classical communication to agree on a subset of their
raw data, while discarding the rest, according to the measurement bases that they chose
independently in each repetition of the protocol [171, 172, 174].

Remarkably, we underline that the reconciliation step requires a public exchange of
information, performed on a classical authenticated channel. Therefore the secure key
can be distilled only thanks to proper interplay between quantum and classical com-
munication stages; whereas the sole quantum communication is insufficient to the task.
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Moreover, reconciliation can be performed in two alternative ways, according to the
party that publicly reveals part of his data. We have direct reconciliation (DR) if this party
is Alice, and Bob post-processes its outcomes accordingly to infer Alice’s encodings. This
procedure is typically realized via forward classical communication Alice — Bob. In the
opposite scenario, referred to as reverse reconciliation (RR), the situation is reversed; now,
we have backward classical communication Bob — Alice, and Alice post-processes her
data to infer Bob’s variable [174].

6.1.2 Eavesdropping strategies

The figure of merit to assess the security of the protocol is the key generation rate (KGR),
also referred to as secret key rate, expressed in bits per time slot, i.e. per channel use, and
defined as the difference between the amount of information shared by Alice and Bob
and the information lost throughout channel propagation, assumed to be intercepted by
Eve. Given this premise, security can be investigated in two different conditions. The
former, called asymptotic security, requires the two parties to perform N > 1 repetitions
of the protocol, thus possessing an infinite dataset of variables («, 3). In particular, this
implies that the channel parameters can be estimated with no uncertainty, according to
the Cramér-Rao theorem [211]. Clearly, the asymptotic security provides a simpler, al-
though less realistic, scenario. On the other hand, when the number of repetitions N is
not large enough to reach the asymptotic regime, we deal with finite size effects, which
introduce ineludible inefficiencies in all the post-processing stages, thus weakening se-
curity of the scheme.

Let us start with the asymptotic case. Now, the possible attacks that Eve may launch
can be divided into three main class, namely individual, collective, and coherent, ac-
cording to the amount of resources in her hands. In individual attacks, Eve performs an
independent and identically distributed (i.i.d.) attack on each single intercepted signal.
That is, at every repetition of the protocol, she prepares a fresh ancillary state which
interacts with the transmitted signal and is individually measured thereafter. The in-
dividual measurements can be either performed on-the-fly or delayed at the end of the
protocol, letting Eve optimize them according to the public information shared on the
classical authenticated channel. Therefore, in this case the three parties, Alice, Bob and
Eve, end up with three classical correlated random variables «, 5 and v, respectively.
The asymptotic KGR is then obtained as the difference between the mutual information
shared by the various parties, namely:

Kinga =BI(A;B) — I(AE) for DR, (6.1a)
King = BI(A; B) — I(B;E)  forRR, (6.1b)

where 3 < 1is the reconciliation efficiency, quantifying the procedural errors of both er-
ror correction and privacy amplification, I(A; B) is Alice and Bob’s mutual information
associated with the variables a and 3, whilst I(A4; E)[I(B; E)] is the mutual information
shared by Alice (Bob) and Eve, corresponding to the variables « (5) and . Clearly, the
protocol is successful iff the KGR is larger than 0, meaning that the information shared
between Alice and Eve is larger than that intercepted by Eve.

On the contrary, we have collective attacks when Eve still launches an i.i.d. attach us-
ing a fresh ancilla per channel use, but now, she stores all the interpreted states into
a quantum memory, being collectively measured only at the end of the protocol. If
so, we should assume Eve to achieve the maximum amount of information allowed by
quantum mechanics laws, corresponding to the Holevo information (which, indeed, is
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achieved by collective measurement). Thus, the KGR becomes:
Keon = BI(A;B) — x(4;E) for DR, (6.2a)
Keon = BI(A;B) — x(B; E) for RR, (6.2b)

where x(4; E) = Slpp] — [dapa(a)S[pg|a] and x(B; E) = S[pp| — [dBps(B)Spr)s]
are the Holevo information between Alice and Eve, and Bob and Eve, respectively. In
the former expression, pg represents the average state in Eve’s hands, pgq(s) is Eve’s
state conditioned to the outcome «(f3), associated with probability p(«)[ps(5)], and
Slo] = — Tr[plog, o] is the von Neumann entropy of state .

Finally, in the case of coherent attacks, the ii.d. hypothesis is relaxed. That is, Eve pre-
pares a global non-factorized ancillary state on a set of correlated modes, which jointly
interacts with all the encoded signals via collective unitary operation. The output state is
then stored in a quantum memory, and collectively measured at the end of the protocol.
Coherent attacks provide the most powerful eavesdropping strategy; however, in the
asymptotic scenario, Renner proved that they can be reported back to collective attacks
thanks to quantum de Finetti reduction [212-214].

Beyond asymptotic security, finite-size effects arise in the presence of a finite number
N of protocol repetitions. In this case, the KGR should be appropriately modified to take
into account the inefficiencies introduced in each post-processing step, namely param-
eter estimation, error correction and privacy amplification. On the one hand, channel
evaluation is not exact with a finite statistical sample, and the estimated parameters are
associated with a confidence interval of finite width; on the other hand, error correction
and privacy amplification are practically implemented by probabilistic routines, thus
being associated with a nonzero failure probability that scales with the length of the pro-
cessed dataset. In turn, in the finite-size setting perfect security cannot be achieved, but
we are limited to e-security: that is, we introduce a (possibly small) £ parameter, quanti-
fying the error probability of each protocol step, meaning that the protocol is successful
with probability > 1 — €. The security proofs conducted in this framework falls under
the composable security paradigm, currently established for many DV and CV schemes
[167, 168, 206, 215-221].

6.2 Continuous variable QKD

In this thesis, we restrict ourselves to the analysis of CVQKD schemes, which can be di-
vided into two main categories, according to the quantum states of radiation employed
by Alice to encode her random variable, being either coherent or squeezed signal states
[174, 222]. In more detail, we only consider protocols employing coherent-state modu-
lation, focusing on asymptotic security under collective attacks. Instead, a detailed dis-
cussion on the fundamental issues of the finite-size setting is reported in [180, 206, 220].
Moreover, we focus on RR strategies, that provide a more powerful solution for long-
distance communications, whilst DR is intrinsically bounded to a 3 dB-limit of channel
losses, as more than 50% of the signal must arrive to the receiver in order to have the
information shared between sender and receiver larger than the one shared between
sender and eavesdropper [174, 222].

Here, we present the basic features of coherent-state protocols. First of all, we un-
derline the security analysis can be carried out under two equivalent frameworks. The
former, referred to as the prepare and measure (PM) protocol, represents the most intu-
itive and feasible scheme. Here, Alice samples a random variable drawn from a suitable
probability distribution, either discrete or continuous, and encodes its value onto optical
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Figure 6.2.1: Scheme of the PM version of CVQKD. Alice randomly generates a coherent state |ou)
with probability pa(ax) and sends it to Bob throughout an untrusted noisy quantum channel,
described by the quantum CP map A. Bob performs the POVM {HiB) }= on the received signals,
obtaining a set of outcomes x correlated to Alice’s ones.

signals. The signals are then sent to Bob, who implements a quantum measurement to
infer the value of the encoded variable. The latter is the entanglement-based (EB) protocol,
being a theoretical scheme, equivalent to the PM, in which Alice’s preparation is mod-
eled as a quantum measurement over one branch of a two-mode entangled state, that
projects the remaining mode onto the signal state transmitted throughout the channel
[174, 222]. Despite this more elaborated structure, the EB scheme turns out to provide a
simpler theoretical analysis, as will become clearer in the following.

6.2.1 Prepare and measure protocol

The prepare and measure (PM) version of CVQKD, corresponding to the practical im-
plementation scheme of the protocol, is depicted in Fig. 6.2.1. In the PM protocol, Alice
prepares a coherent state drawn from a constellation {|ay)}x, k& € K, sampling the k-th
state with a priori probability p(as), such that ), pa(ai) = 1. Here, we adopt a gen-
eral description, where the random variable of Alice’s source may be either continuous
or discrete [222, 223]. When the constellation contains an infinite number of states, the
set KC has infinite cardinality and we deal with continuous modulation [14, 175-177, 200],
whereas in the presence of a finite number of the constellation states, }C contains a finite
number of elements k = 0,..., M — 1, and we have discrete modulation [20, 162, 164, 165,
223-235]. The average state generated at Alice’s side then reads:

p="> palo)|o) (ol (6.3)

ke

We note that p is a density operator acting on the subspace spanned by the constellation
states, namely p € £(S), S = span{|ay) : k£ € K}, which in the presence of continu-
ous modulation typically coincides with the whole Hilbert space. On the contrary, in
discrete modulation schemes, p is a convex mixture of M linearly independent vectors,
thus rank(p) = M. In turn, the mean photon number employed at the modulation stage,
referred to as the modulation energy reads:

n= ZpA(ak)|ak|2- (6.4)
k

After modulation, the encoded pulses are injected into the untrusted noisy channel,
described by a quantum CP map A until to reach Bob, who performs a suitable quan-

tum measurement on the received signals, described by the POVM {H&B)}z, H;(L.B) >0,
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Figure 6.2.2: Scheme of the EB version of CVQKD. Now, Alice holds the two-mode entangled state
|®) 44/ on two modes A and A’; when she performs the projective measurement ]P’ECA) on mode A,
mode A’ is projected into the coherent state |a) 4+ with probability pa(ax). The prepared state is
then injected into the noisy untrusted channel, associated with the CP map A/ : A’ — B, to Bob,
who implements his POVM {1y,

Yo 1" = 1, and retrieves the outcome z € X. Typically, one consider Gaussian
measurements, either homodyne or DH. The outcomes z are distributed according to
the conditional probability distribution pp|4(z|ax) when Alice sent the k-th state, from
which we retrieve the overall probability distribution pp(x) = >, pa(ar)ppja(z|ak).

6.2.2 Entanglement based protocol

An equivalent version of the former PM protocol is the entanglement based (EB) scheme.
While the PM protocol represents the actual practical implementation of CVQKD, the
corresponding EB version provides a simpler theoretical analysis. In fact, the two schemes
are indistinguishable from the perspective both of Bob and Eve, therefore they share the
same security and are equivalent between each other [174, 222, 223].

The key idea to construct the EB scheme is to model Alice’s state preparation as the
result of a quantum measurement performed onto an ancillary physical system. As de-
picted in Fig. 6.2.2, in the EB protocol Alice holds a bipartite entangled state |®)) 44 on
two modes A and A’, expressed in the form:

BN an =Y Vpalow) ) alor)ar, (6.5)
k

where 4(¢;tg)a = d;i, with 5,k € K. Thereby, when Alice performs the projective

measurement IP’ECA) = |¢k) a(¢r| on mode A, mode A’ is projected into the coherent state
|ai) o+ with probability pa(ax). The prepared signal on A’ is then injected into the un-
trusted channel and probed by Bob, as in the PM protocol [222, 223]. Moreover, we note
that the average state on mode A’ being sent to Bob is equal to the state p reported in
Eq. (6.3):

Tea [|@)aa (@] = D patan)lar)a (ar] = par (6.6)
k

where the pedix A’ underlines the optical mode on which the state is generated. This
guarantees the equivalence of the EB protocol with the PM. However, we remind that
the choice of the purification is highly not unique, therefore there exist infinitely many

choices of both |®) 44/ and IP),(CA), all of them being equivalent from the perspective of
security analysis.
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Given this outline, we now perform explicit construction of the entangled state in
Alice’s hands, satisfying both Eq.s (6.6) and (6.8) [162, 180, 223]. We start from the eigen-
value decomposition of the state p in (6.3), namely p = >, A;[¢;)(¢;], A; > 0, and
consider the particular purification obtained by the Schmidt decomposition:

Daar = Zf |67)a |54
=S VAl (in@mm)

n=0
=SS VA 164031 | Inaln)a
n=0 i
= (P2 @ 1] [EPR)aa . 67

where we introduced the Fock basis {|n)},, such that (n|¢;) = (¢7|n), and the EPR
state [EPR)) = 7, |n)|n), corresponding to a (un-normalizable) two-mode squeezed
vacuum state with infinite amount of squeezing. The * in Eq. (6.7), denoting complex
conjugation, only represents a technical detail of small practical relevance. In fact, the
main constellation schemes employed in optical communications, e.g. phase-shift key-
ing and quadrature-amplitude modulation, exhibit symmetry with respect to complex
conjugation, and one typically has [¢}) = [¢;) and p* = p.

The state (6.7) is pure and normalized, and satisfies the physical request (6.6). More-
over, it provides a symmetric configuration between the two subsystems A and A/, as
performing partial trace over mode A’ yields:

Tra U‘D AAr <I>|} ZPA a)lag)alar] = pi - (6.8)

In turn, the overall state on mode A has the same mean energy as that on A’, i.e. 74 =
na = 0, see Eq. (6.4), and, beside complex conjugation, it describes the same statistical
ensemble being injected into the channel towards Bob.

We now prove that this purification can be brought back to the expression (6.5). To

this aim, we define the projective measurement IP’,EA) associated with |®)) 44 by intro-
ducing the measurement vectors [223]:

() = Vpalaw) (0°) 7 |ag) (6.9)

where, in general, (p*)~!/? represents the square-root Moore-Penrose pseudo-inverse
of p*, accounting for the case in which p gets finite rank, thus being not invertible. In
particular, this implies that p*(p*)~' = Ps+, Ps+ being the projector onto the subspace
S* spanned by the conjugated constellation states {|aj) }.

Eq. (6.9) implies the equivalence between states (6.7) and (6.5), as their overlap O 4.4/
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is equal to:

Oun = {Z \/pA<ak><wk|<ak}{W)W ©1Y |n>|n>}
k n=0

= > pala)ailianl ()2 1] [0 2@ 1] n)n)
kn

= palow){aj (x| (Ps- @ 1)|n)[n)
kn

= (n] (Zm(ak)lakﬂa;c) In) =Tr[p] =1, (6.10)
n k

where we used the properties (o |n) = (n|ay) and Ps«|aj) = |aj).
Finally, in order to complete the EB construction, we need to prove that the measure-

ment vectors M = {|y) : £ € K} form indeed an orthonormal system in the subspace

§*, such that the associated measurement ]P’,(fA) is projective. The completeness relation

follows directly from (6.9):
DR el =Y palar)(p*) 2 lai) (k] (p") 712
k k

= (p")"?p(p*)V? = Ps-, (6.11)

On the contrary, the obtain the orthogonality condition (t;|¥x) = J,5, we proceed as
follows. At first, we compute the reduced (not normalized) state |x;) 4 obtained after
projecting the state |®)) 4.4/ in (6.7) onto |1);) 4, that yields the coherent state |a;) ::

IXi)ar = (| ) an
= \fpatay) D alesl [(0) 2 @ 1] [(0)72 @1 In) aln)ar

n

= \/pala;) D ala|Ps-

n

= \Jpalag) Y tnlajin)a = \/patay)lasha- 6.12)

n

n)aln)a

On the other hand, from (6.5) we get |x;)a = >, v/Pa(aw) (k) |ar) ar, being equiv-
alent to Eq. (6.12) iff (¢;|Yx) = 0;k, thus proving the measurement vectors to form a
complete orthonormal set.

Bearing this in mind, the overall state p 4 g shared by Alice and Bob after propagation
through the noisy channel can be written as:

pap = (1a@N) [[@)an (@], (6.13)

where, now, the CP map N acts on mode A’, being transformed into B. In turn, the
conditional output statistics at Bob’s side is obtained as ppja(z|ar) = Trlpan IP’,(CA) ®
™).
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Figure 6.2.3: Unitary dilation of the channel noisy map N/, obtained according to Kraus theorem.
It is described by a set of additional modes E = (Ey,..., E,), n > 1, coupled to the signal mode
A’ via a suitable joint unitary operation U.

6.2.3 Addressing physical layer security

As discussed along the previous lines, regardless the adopted version of the protocol,
in CVQKD Alice and Bob have only access to the input ensemble {pa(ax), |ak)}r and
the output statistics ppja(z|ar), & € K, and pp(z). However, these quantities are not
sufficient to perform full characterization of the untrusted channel N, which remains
only partially known, being, in general, described in terms of few relevant parameters to
be estimated during the channel evaluation stage. As an example, in fiber-optic practical
realizations (which will provide the main case study in this thesis) the quantum channel
is typically described by means of a thermal-loss channel with transmissivity

T = 107%4/10 (6.14)

where d is the transmission distance in kilometers and « = 0.2 dB/km is typical loss rate
for fibers at telecom wavelength (1550 nm) [38, 191, 192, 236, 237]; and with the excess
noise € > 0, introduced by realistic defects in the experimental apparatus, being of the
order of 1073 + 10~2 shot-noise units [191, 192]. In particular, the excess noise is intro-
duced both at the modulation stage, thanks to imperfect generation of the signals; dur-
ing propagation, by non-idealities of the fiber support; and in the detection apparatus,
e.g. arising from electronic noise, phase-mismatch between signal and local oscillator
in the presence of homodyne and DH measurement, ... Equivalently, this effect can be
also modeled in terms of equivalent number of thermal photons; that is by assuming a
single-mode thermal bath interfering with the encoded signal mode, such that the mean
photon number at the receiver’s side is equal to

fivee = TH + ip (6.15)

where 7 is the mean energy at transmitter, reported in (6.4), whereas 71, = T'¢/2 is the
number of background photons added to the signal mode, resulting in excess noise equal
to e. We precise that the adoption of the excess noise as a figure of merit is typical in
fiber-optic communications, whilst the description in terms of equivalent background
photons is more common for free-space channels [206, 220].

Given these considerations, an eavesdropper may exploit Alice and Bob’s incom-
plete knowledge to his favor, and manipulate the channel in suitable way to extract the
largest amount of information without being detected by the two trusted parties. In fact,
the noisy map N is, in general, not unique, namely, there exists different CP maps that
lead to the same local statistics at the sender’s and receiver’s side. According to Kraus
theorem, each of these maps is associated with a different unitary dilation, described by
a set of additional modes E = (E,...,E,), for some n > 1, coupled to A’ via a suit-
able joint unitary operation U, as schematized in Fig. 6.2.3. Then, Eve may optimize her
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strategy and choose the unitary dilation that provides her with the maximum amount of
information compatible with both the fundamental limits imposed by quantum mechan-
ics and the local statistics probed by Alice and Bob, thus being completely undetected
by them.

Accordingly, to address security of the protocol, we should first answer to the ques-
tion: How much is the channel untrusted? Indeed, different assumptions on the setup
would lead to different security levels, corresponding to more or less constraints on Eve’s
action. In light of this, we identify three main different security frameworks:

* Unconditional security: the channel is completely untrusted, thus Eve performs ar-
bitrary channel manipulation, i.e. her attack implements the most-informative uni-
tary dilation among those that preserve the local statistics at Alice and Bob’s sides,
without any further constraint.

* Trusted-device scenario: there is some level of trust in the equipment, e.g. trusted de-
tection losses and noise. This implies that only few additional modes (Ex, ..., E,,)
in E, with m < n, are at Eve’s disposal, whilst the remaining n — m are assumed to
be under Alice and Bob’s control, thus reducing the set of possible eavesdropping
strategies.

* Quantum wiretap channel: in this case, Alice and Bob hold characterization of the
quantum channel, obtained thanks to either reasonable assumptions or prior infor-
mation, therefore they have access to a specific noise map A. This also establishes
the channel connecting Alice to Eve in terms of the unitary dilation of N, therefore
arbitrary channel manipulation by Eve is not allowed [238, 239].

The two latest scenarios provide examples of restricted eavesdropping, being also
referred in literature with the terms practical security or conditional security, as opposed
to the unconditional approach. Here below we will firstly focus on the unconditional
security analysis, whilst the features of restricted eavesdropping will be addressed in
Chapter 7.

6.2.3.1 Unconditional security

In the unconditional security framework, Eve is unrestricted; therefore, the most power-
ful attack that Eve may launch is the so-called purification attack, where she is assumed
to “purify” the state pap in Eq. (6.13). That is, she has full access to the unitary dila-
tion of the noise map A depicted in Fig. 6.2.3, and controls all the additional modes E.
Therefore, the tripartite system ABE is closed and isolated, and the state of system is a
pure state |¥) g such that pap = Trg[|V) ape(¥|] [222]. This allows to explicitly eval-
uate the Holevo information x(B; E) = S(E) — S(E|B), namely the maximum amount
of information extractable by Eve, where S(E) = S[pg]| is the von Neumann entropy
of Eve’s overall state pr, and S(E|B) = ) pp(x)S|pg|.), where pg|, is the conditional
Eve’s state related to Bob’s measurement outcome x, obtained with probability pp(x).
In fact, we consider the Schmidt decomposition of the (pure) state of ABE:

W) ape =Y VA l0s)as ®l6s)E | (6.16)
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As > 0, and obtain the quantum states of the reduced subsystems AB and E as:

pap =Trg “‘I’ ABE ‘I’ﬂ Z/\ los)an(

pe =Trap [|\If ABE \I/|} ZA Iss) E(Ss ], (6.17)

respectively, being diagonal in the Schmidt bases [27, 222]. As a consequence, they have
the same von Neumann entropy, equal to:

S(E) = S(AB) = = " A.log, A, (6.18)

where S(AB) = S[pag]-

Analogously, when Bob performs a 1-rank measurement I, = |7,)g(m,|, retrieving
outcome x with probability pp(x), the joint conditional state of modes AE is pure and
equal to |2) uge = B(m2|V)aBE/\/PB(2), therefore the two reduced conditional states
onmodes A and E, obtaining after partial trace, are isentropic: we have S[p|.] = S[pg|.]-
In turn, the average conditional entropy S(E|B) = > pp(x)S[pg.] and S(A|B) =
> . PB(x)S[pa|,] are equal, i.e. S(E|B) = S(A|B). We note that the choice of a 1-rank
measurement is not too restrictive, as in practical realizations one often deals with ho-
modyne or DH detection. We conclude that, for a given channel map N,

x(B;E) = S(E) — S(E|B)
= S(AB) — S(A|B), (6.19)

completely characterizing Eve’s information in terms of the state p4p shared by Alice
and Bob and reported in (6.13). However, in the unconditional security approach, we re-
mind that Alice and Bob do not perform characterization state p 4 g, but have only limited
information on it, arising from the statistics pa(ax), ppja(x|ar), and pp(x), respectively.
Accordingly, there exists different states p 4 5, or, equivalently, different channel CP maps
N, leading to the same statistics, and the KGR is obtained by performing optimization
over all the possible CP maps that preserve these local statistics at Alice’s and Bob’s side,
namely:

Kpw = BI(A;B) — sup x(B;E), (6.20)
N:A'SB

referred to as the Devetak-Winter bound (DW) [240], where 3 < 1 is the reconciliation
efficiency.

6.3 The GGO02 protocol

We now introduce the GG02 protocol, being the first seminal CVQKD protocol, proposed
by Grosshans and Grangier in 2002 and proving the benchmark for all the subsequent
progress in the field [14, 175-177].

The scheme of the protocol in its PM version is reported in Fig. 6.3.1(a). Here, Alice
implements Gaussian modulation of coherent states; that is, in each repetition of the
protocol, she generates a coherent state |z 4 + iy4), where the variables z = x4,y are



Quantum key distribution: the general framework 135

Alice Bob
[watiya) ————— Wi HD
Ha(2) T /

(z=24,y4)

on (@ {mvsvlt—{ gy =) no

(x4,y4) V =1+4%2 T, e a/p

o

Figure 6.3.1: Scheme of the GG02 protocol both in the PM (a) and EB version (b). In the PM
protocol, Alice generates a random coherent state |z4 + iy4), where the amplitudes z = z4,ya
are drawn from a normal distribution 452 (2) with variance %.2. Instead, in the EB scheme the
signal generation is obtained by performing DH detection on the first branch of a TMSV with
modulation variance V = 1 4 4%.2; when she retrieves the outcome (za,ya), the second arm is
projected onto a coherent state with amplitude proportional to x4 + iya.

(independently) sampled from the normal distribution:
2(2) = , Z=2A,YA, 6.2
by CE5l A YA

with zero mean and variance $? > 0, such that the probability of preparing a coher-
ent state with amplitude x4 + iy4 reads pa(za,ya) = A52(xa)A52(ya). The overall
statistical mixture generated by Alice then reads:

p= / dzadyapa(ra,ya)lea +iya)(xa +iyal
RQ

(oo}

1 292 \"
= Tros <1+222> I}l
n=0

=" (2%?), (6.22)

corresponding to a thermal state with 7 = 2% mean photons. The encoded signals are
then injected into the untrusted quantum channel, described as a thermal-loss channel
with transmissivity 7' < 1 and excess noise € > 0, until to reach Bob, who performs Gaus-
sian detection on his received pulses, either homodyne detection of a random quadra-
ture chosen between ¢ and p, as in the original proposal [14], or DH detection, as in
the no-switching scheme proposed in [200]. In the following we will follow the original
proposal and, thanks to the symmetry of the modulation scheme with respect to both
quadratures, we safely assume that Bob always homodynes quadrature ¢q. The DH pro-
tocol leads to analogous results. Given this considerations, the conditional probability
that Bob obtains outcome z g, measuring g, when Alice sent the state |z 4 + iy4) reads:

exp [—(xB —oVTx4)?/(2(1 + Te))}
27 (14 Te)

ppla(TBlTa) = ; (6.23)
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expressed in shot-noise units (SNU), which will be always considered thereafter. As we
can see, pp|4(7p|z4) is independent of 4. Accordingly, the overall distribution probed
by Bob reads:

pB(JUB):/Rdl‘Af/VZ?(xA)pB\A(xB|xA)

_exp [~a3,/(253)] (6.24)

\/ 27T22B

where % = 1+ T(4%? + €) = 1 + T'(27 + €). We underline that all the probed statistics,
corresponding to Alice’s modulation and Bob’s detection, are Gaussian: an important
property that will be useful for the security analysis. Given the probability distribu-
tions (6.21), (6.23), and (6.24), we evaluate the mutual information by recalling that the
Shannon entropy of a Gaussian distribution ¢ (i, 0%) with mean p and variance o2 is
equal to H[¥(u, 0?)] = logy(2mea?) /2. In turn, we get:

Ioc(As B) = H(B) — H(B]A)

1 2Tn
=3 log, (1 + 1—|—Te> , (6.25)

which coincides with the Shannon capacity for the signal-to-noise ratio (SNR):

2Tn

SNR= ——
14+ Te€’

(6.26)
whose numerator represents the mean signal power, proportional to the mean number
of photons at the receiver’s side, while the denominator provides the added noise on
quadratures in SNU, equal to 1 + Te.

Equivalently, we design the EB version of the protocol, by considering a purification
of state (6.22), provided by the two-mode squeezed vacuum state (TMSV):

ITMSV) aar = V1= X2 X"n)n) (6.27)

n=0

where A = /(V —1)/(V + 1), V = 1+2n = 1+4%2 being the modulation variance [176,
222]. Then, Alice performs DH measurement on mode A, described as a 1-rank projec-
tion onto the coherent state |a) 4, where a« = x4 + iy4; when she obtains the outcomes
(x4,y4), the branch A’ is projected onto a coherent state, as

A <O¢|TMSV>>AA/ X |)\ Oz>A/ . (6.28)

This guarantees the equivalence with the PM scheme, provided that Alice rescales her
outcomes by a constant factor A\. The scheme of the EB protocol is displayed in Fig. 6.3.1(b).

6.3.1 Unconditional security

To assess unconditional security, we underline that in the GG02 protocol all the statistics
probed by Alice and Bob are Gaussian. As a consequence, the quantum channel has also
to be Gaussian; otherwise some non-Gaussianity introduced throughout signal propaga-
tion would be registered at the receiver’s side. This imposes a constraint on the possible



Quantum key distribution: the general framework 137

eavesdropping strategies by Eve, being limited to implement a Gaussian purification at-
tack; making it straightforward to compute the DW (6.20), as no optimization over all
channel maps NV yielding Alice’s and Bob’s statistics is required.

Then, approaching the problem in the EB description, we start by considering the
covariance matrix (CM) of Alice’s TMSV state, namely:

Vi Zo,
TAA = <ZO’j V]lg) s (629)

where Z = v/V?2 — 1, 1, is a 2 x 2 identity matrix and o, is the Pauli z-matrix [31, 33].
Thereafter, mode A’ is injected into the thermal-loss channel, with associated transmis-
sivity T' < 1 and thermal noise iy = Te¢/(2(1 —T')), described via a Gaussian completely
positive (CP) map associated with the matrices [31]:

XTL = \/T]].Q and YTL = (]. — T)(]- + 2/FLT)]]-Z . (630)

Ultimately, the state pap shared by Alice and Bob is a Gaussian state with zero first
momentsand CM o a5 = (1o ® X11,)o a4 (12D X1L)T + (0@ Y1), 0 being the null 2 x 2
matrix. Straightforward calculations lead to:

oo T4 92 < Vi, VTZo, ) 631)
P \el op VIZo, T(V+x)1y)’ '
where
1-T

provides the total added noise on quadratures, due to both the vacuum and the thermal
excess noise contributions.

We also note that Eq. (6.25) can be re-derived as follows. Alice and Bob performs
Gaussian detection on their local modes, namely DH and homodyne of ¢, being associ-
ated with the CMs:

m m . z 0
Uf4 )=1, and 0'59 ) = lgn}) (0 zl> , (6.33)
respectively. In turn, the mutual information between Alice and Bob is obtained directly
from (6.31) as:

(m) (m)
1 det |og + o det o + o
Loa(4; B) = 5 log, lratoy] (m)[ T ) (6.34)
det [oap + (0, @ oy”)]
1 TV -1)

Furthermore, the Holevo information x(B; E) = S(AB) — S(A|B) can be also re-
trieved from the CM (6.31), by exploiting the tools of the Gaussian formalism. In fact,
the von Neumann entropy of the (Gaussian) state p4 p depends only on its CM and reads:

S(AB):h<d12_1> +h(d22_1) , (6.36)
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Figure 6.3.2: Schematic description of the entangling cloner attack, performed in the GG02 proto-
col. Eve replaces the quantum channel by a lossless channel where she inserts a beam splitter with
transmissivity 7. To mimic the presence of the excess noise, she generates a TMSV with variance
Ve = 1+ 277 on two modes E = (E1, E2) and lets Alice’s signal mode A’ interfere with E1 at the
beam splitter. Then, she keeps the reflected beam for herself while sending the transmitted one
to Bob. This scheme allows her to be undetected from Alice and Bob, as performing partial trace
over modes FE yields a thermal-loss channel CP map.

where
h(z) = (x + 1)logy(z + 1) — zlog, (6.37)
and
A+ A% —A4]
dig) = || =5 (6.38)

being the symplectic eigenvalues of o 4p, with I;(5) = det(o(p)), I3 = det(oz), 4 =
det(oap) and A = I} + I + 2I3. Moreover, the conditional state of Alice p Alzp given
Bob’s outcome x g is still a Gaussian state with CM:

-1

TAB=04A—0gz [aB + agﬂ ol (6.39)
v-oY-1 g

= Vix , (6.40)
0 1%

being independent of x, thus S(A|B) = h((ds — 1)/2), where d3 = /det(o4|5). Ac-
cordingly, Eve’s Holevo information writes:

XGG(B;E)=h<d121) +h(d221) —h(d321) : (6.41)

As demonstrated in [222], the optimal purification eavesdropping strategy is practi-
cally implemented by the so-called entangling cloner attack, introduced by Weedbrook et
al. in [241] and displayed in Fig. 6.3.2. It represents an active eavesdropping strategy,
allowing Eve to mimic the effect of the channel losses and excess noise. In more detail,
Eve replaces the quantum channel by a lossless channel where she inserts a beam splitter
with transmissivity 7'. She prepares a TMSV with variance V, = 1+ 27y = 1+T¢/(1-T)
ontwomodes E = (E1, E5) and lets Alice’s signal mode A’ interfere with E; at the beam
splitter. Then, she keeps the reflected beam for herself while sending the transmitted one
to Bob. In this way, when Alice generates a coherent state |z 4 + iy.4), Bob will receive a
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Figure 6.3.3: (a) Log plot of the KGR Kgg as a function of the transmission distance d in km
for different values of the excess noise. For € > 0 there exists a maximum transmission distance
dmax after which the KGR drops to 0. (b) Log plot of the optimized modulation variance V5 for
the GGO2 protocol as a function of d for € = 0.03. In both the pictures we set the reconciliation
efficiency 5 = 0.95 and the loss rate x = 0.2 dB/km.

displaced thermal state, with displacement amplitude v/7'(z 4 + iy4) and mean number
of thermal photons equal to T'¢/2, leading to the same results of a thermal-loss channel
with parameters (T, €) in the absence of eavesdropper. Thereby, the entangling cloner at-
tack allows Eve to hide herself behind the channel losses and noise, being completely
undetected by Alice and Bob.

Given this considerations, we obtain the KGR associated with the GG02 scheme as
Kag = max {Blaa (4; B) - xaa (B E) } (6.42)

where we perform optimization over the modulation variance V for fixed realistic values
of reconciliation efficiency 5 = 0.95, loss rate k = 0.2 dB/km, and channel excess noise ¢
[162, 210, 223].

Plots of the resulting KGR as a function of the transmission distance d in km is re-
ported in Fig. 6.3.3(a). As demonstrated in [14, 177, 222], in the absence of excess noise,
e = 0, and for unit reconciliation efficiency 8 = 1, the KGR is Kgg > 0 forall d > 0,
allowing to share secret keys at arbitrary large distances. Otherwise, as we can see from
the plot, when € > 0, K¢ is positive up to a maximum transmission distance dpax, i.e.
Kga > 0for d < dpax, after which the KGR drops to 0 and no secure communication is
possible. The resulting maximum transmission distance dy,.x is then a function of both
the excess noise € and the reconciliation efficiency £, i.e. dymax = dmax (€, 8). In particular,
for 5 = 0.95 and € = 0.03 (¢ = 0.05), we have dyax ~ 290 km (dipax ~ 140 km).

For completeness, in Fig. 6.3.3(b), we also show the optimized input modulation Vs,
being a decreasing function of d, that, differently from the KGR, is only weakly depen-
dent on the excess noise value e.

Finally, another relevant figure of merit to evaluate the performance of the protocol
is the maximum tolerable excess noise en.x, being a decreasing function of the transmis-
sion distance d, as depicted in Fig. 6.3.4. It represents the maximum value of ¢ for which
the KGR is positive. That is, at the distance d the KGR is positive as long as € < €max-
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Figure 6.3.4: Log plot of the maximum tolerable excess noise emax for the GG02 protocol as a
function of the distance d in km. The shaded area, corresponding with the undergraph of emax,
represents the region where Kqg > 0. We set the reconciliation efficiency 5 = 0.95.

6.4 The optimality of Gaussian attacks

The GGO02 protocol provides the cornerstone example of CVQKD, representing the bench-
mark for all other proposals of possible protocols. Moreover, its security analysis can be
easily carried out, since the protocol involves only Gaussian resources: a particular fea-
ture that, indirectly, constrains Eve to implement Gaussian attacks, i.e. the entangling
cloner. However, in more general schemes, non-Gaussian elements may be introduced,
e.g. non-Gaussian modulation of coherent states at Alice’s side, or non-Gaussian chan-
nels, in which case the statistics probed by Alice and Bob are not sufficient to characterize
the quantum state p4p shared by them in the EB protocol, making it hard to compute
the DW. In fact, in these conditions, the DW should be evaluated by optimization over
all possible channel quantum CP maps compatible with the probed statistics.

A convenient solution is to look for simpler suitable bounds, upper bounding Eve’s
Holevo information and, accordingly, providing a lower bound on the DW, and a sulffi-
cient condition to establish unconditional security. Following this outline, a fundamen-
tal result is the so-called “optimality of Gaussian attacks” theorem, being independently
proved in 2006 with different methods by both Navascués et al. [178] and Garcia-Patrén
and Cerf [179, 180]. In particular, provided Bob’s measurement to be Gaussian, the the-
orem establish an upper bound on Eve’s information by the Holevo information of the
Gaussian state having the same first and second momenta of the quantum state pap
in (6.13). The resort to Gaussian formalism leads to a simple lower bound on the DW,
being useful to assess security in protocols adopting either non-Gaussian modulation by
Alice or propagation through non-Gaussian channels.

Here, we prove the theorem following Navascués approach [178], which exploits the
extremality properties of Gaussian states and operations. On the contrary, the equiv-
alent proof developed by Garcfa-Patrén and Cerf in [179, 180] involves theorems from
functional analysis, being more technical, and, therefore, it is hard to provide a physical
interpretation.

To begin with, in the following subsection we derive some fundamental results that
will be exploited throughout the proof.
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6.4.1 Theoretical framework

Let us now consider an arbitrary quantum state ¢ of a physical system A, being a quan-
tum operator over a Hilbert space H, and let F' : B(#) — C be a functional over the set of
Hermitian operators B(#). We now introduce the state g as the Gaussian state having
the same first moments and CM as o. If F' is the value of some quantity computed for
state g and Fg the corresponding value related to state pog, we define the difference:

AF=Fg—F. (6.43)

To prove the optimality of Gaussian attacks it is useful to state the following lemmas.
The first lemma involves the average conditional entropy.

Lemma 6.1. Let {II,}, be a positive-operator valued measurement (POVM) performed on a
system A and associated with a classical register X, such that 11, = M} M, and Yo I = 1.
Let p(z) = Tr[oll,] and o, = MyoM]/p(x) be the probability of retrieving outcome x and
the corresponding conditional state of A, respectively. Then, the average conditional entropy
S(AIX) =3, p(x)S(0|x) is equal to:

S(A|X) = S(AX) — H(X), (6.44)

where S(AX) is the von Neumann entropy of the state

RAXpr 2)0)s @ |2)(z], (6.45)

|) being the (classical) state of register X associated with outcome x, and H(X) = — > p(x)x
log, p(x) is the Shannon entropy of the distribution p(z).

Proof. To prove Eq. (6.44), we should compute the von Neumann entropy of state R4 x,
namely S(AX) = — Tr[Rax log, Rax]. To begin with, we evaluate the operator

R =logy Rax = log, <Z Olz ® |x><x|> . (6.46)

with 0]z = p(x)o),. For given z, we consider the spectral decomposition g, equal to
= Ai(@)|j(2)) (¢ ()], with Aj(z) > 0 and {|¢;(z))}; being a complete orthonor-
mal system Then, state R4 x becomes:

Rax = ZZA )i (@) (s(2)| @ |z)(x|. (6.47)

We note that Eq. (6.47) corresponds to the spectral decomposition of R4x, provided a
suitable reordering of the indices j and z. Therefore, we straightforwardly obtain the
spectral decomposition of R as:

R= Zzlogz ) 65 (2)) (¢ ()| @) (|

=log 0|«

= logy 0js ® |2)(al. (6.48)
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As a consequence, the von Neumann entropy S(AX) is equal to:

S(H) =-—-Tr [RAX 10g2 RAX]

=—Trax { (Zp Yoy @ |y) yl) [Z log, (p(x)o)s) ® w><x|” (6.49)

where the trace is performed over both systems A and X. At first, we perform partial
trace over X, obtaining:

Zzp ) Tra { o1y logs (p(x)a) |(yl2)*}
= - ZP(CC) Tra {0}z logy (p(2) o)) }

:—ZP ) Traf{oj. (logy p(z) +logy op.) }

=—Zp x)log, p(x) Tra{op} — Y p(@) Tra{ojs logs 02}
—— —— —

=1 ’ =Sle.]
= H(X) + S(AlX), (6.50)
H(X) being the Shannon entropy of p(z). In turn, we have S(A | ) = S(AX) - H(X).
Moreover, in the second line we used the property (z|y) = d,,, being valid since the
register states are classical and, thus, distinguishable. O

The second lemma introduces the relation between AS(A), namely, the difference be-
tween the von Neumann entropies of pog and g, see Eq. (6.43), and their relative entropy.

Lemma 6.2. For any quantum state o of a system A, we have
AS(A) = S(ell ea) and S(ell ec) >0, (6.51)
where S(p || o) = Tr[olog, o] — Tr[olog, oc] is the relative von Neumann entropy.

Proof. We re-express the quantity AS(A) = Sg(A4) — S(A) = — Tr[pc log o] + Trlelog o]
as AS(A) = S(o || oc) + A, where

A =Tr[(e - 0c)log; oc] - (6.52)

We remind that any n-mode Gaussian state can be written as a Gibbs state in the quadra-
ture vector operators £ = (q1,p1,q2, P2, - - - Gn, Pn) " - Thatis, og = exp(—CH)/Z, with ¢ >
0, Z = Tr[exp(—CH)], and H = #7d + #TH# /2, for some displacement vector d € R?" and
2n x 2n symmetric matrix H € Sym(2n) [31]. In turn, we have log, o = — log, Z — ¢H,
being a polynomial operator of the second order in the canonical variables {qy, pi }.
This, together with the fact that, by construction, ¢ and g¢ share the same CM, leads to
A =Tr[(o — 0c) log, oc] = 0. Ultimately, we have AS(A) = S(¢ || oc)- O

We remark that, since the relative entropy is a non-negative quantity, Lemma 6.2
implies that the state of maximal entropy for fixed first moments and CM is Gaussian.
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With analogous methods the lemma can be also proved for probability distributions p(x),
x € X. That is:

AH(X)=H(p |l pc) >0, (6.53)

where pi () is the Gaussian distribution having the same FM and CM as p(z), and H(p ||
pc) = >, p(x)logy (p(z)/pc(z)) is the Shannon relative entropy [242].

Finally, the last lemma follows from the monotonicity of quantum relative entropy,
firstly proved by Lindblad [26, 243].

Lemma 6.3. For any Gaussian CPTP map Eg acting the system A, one has:
AS(A) > AS(Ea(A)), (6.54)

and AS(A) = AS(Eg(A)) iff the state of A is Gaussian.

Proof. Lemma 6.3 follows from the monotonicity of the quantum relative entropy: that
is, for any two states p; and g2 and any quantum CP map &, we have:

S(or [l 02) = S (E(er) || £(e2)) - (6.55)

If £ = &g is a Gaussian map and g is an arbitrary quantum state of system A, the choices
01 = o and 02 = 9g, together with Lemma 6.2, imply that:

AS(A) > S (Ealo) || £aloc)) - (6.56)

To conclude the proof, we should demonstrate that the state = = g (og) is indeed
the Gaussian state associated with Z = £g(p), that is 2¢ = Z’. To this aim, we approach
the problem in the Heisenberg picture and consider the input-output relations associated
with £g. At first, we remind that any open Gaussian dynamics can be retrieved from
a Gaussian interaction with a Gaussian environment, having null first moments and
CM o g, and being thereafter traced out [31]. In turn, if £i,(,.) are the input (output)
quadrature operators of the channel, we have:

Fout = Xiin + Mip and Y =MogM' (6.57)

where 1 is the quadrature vector operator of the environmental modes, and X and Y
are the matrices describing the evolution of first and second momenta under &g, see
Sec. 2.3.1 [31]. Given these considerations, we evaluate the first moments and CM of
state = as: Then, the first moments and CM of state = read:

R

[1
Il
—~

Fout) = XRy,, (6.58a)
{Fout, Faye }) — ReERE = Xo , XT + Y, (6.58b)

o

[1]

[N

where R, and o, are the first moments and CM of the input state p. Analogous results
can be obtained for state =/, provided the substitution ¢ — o¢. However, by construction
R,. =R, and o, = 0,, thus, we conclude that Z¢ = ='. O

6.4.2 Proving Gaussian optimality

The preliminary results derived above allow us to rephrase the scheme of a general
CVQKD protocol in more precise fashion, as schematized in Fig. 6.4.1. We start from
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Figure 6.4.1: Extended scheme of the EB version of a general CVQKD protocol, adopted for the
proof of the optimality of Gaussian attacks. Differently than Fig. 6.2.2, we now expand the protocol
description and include the two classical registers X 4y in which Alice and Bob store the results

of the quantum measurement performed on the first and second branch of the state pap = (]1 AR
N)[|®)) aar (P]], respectively.

the EB protocol depicted in Fig. 6.2.2, and widely discussed in Sec.s 6.2.2 and 6.2.3.1, in
which Alice holds an entangled pure state |®)) 4 4- and sends branch A’ to Bob, such that
the two parties eventually share the state p4p in Eq. (6.13). Then, following Lemma 6.1,
we construct an extended scheme of the previous EB picture, in which the classical out-
comes of Alice’s and Bob’s measurements are stored in a classical register X 4(p), respec-
tively. This description provides explicit modeling of the quantum-to-classical decoding
induced by the performed quantum measurements but, as a matter of fact, it only rep-
resents a technicality that does not change the amount of information shared by the par-
ties. Within this approach, we rewrite the mutual information shared by Alice and Bob
as [(A;B) = H(X4) + H(Xp) — H(X4Xpg), where H(-) is the Shannon entropy associ-
ated with the classical variables X 4(p). Similarly, the Holevo information shared by Bob
and Eve becomes x(B; E) = S(E) — S(E|Xp), where S(E) is the von Neumann entropy
of the overall state in Eve’s hands, and S(E|Xp) is the average conditional entropy of
Eve related to Bob’s measurement outcomes, being stored in register X .
We are now ready prove the Gaussian optimality theorem.

Theorem 6.1. (Optimality of Gaussian attacks) Provided Bob’s measurement to be Gaus-
sian, for any state p op, the Holevo information x(B; E) is upper bounded by:

X(BiE) < xa(B E), (6.59)
where xq(B; E) is the Holevo information computed for the Gaussian state having the same CM
as paB-

Proof. At first, following the purification argument adopted in Eq. (6.19), we re-express
Eve’s information as x(B; E) = S(E) — S(E|Xp) = S(AB) — S(AB|Xp). To prove the
theorem, we focus on the quantity Ax(B; E), see (6.43). Then, we have:
AX(B; E) = xa(B; E) — x(B; E)
= AS(AB) — AS(AB|Xp)
= AS(AB) — AS (ABXp) + AH(Xp) (6.60)

where we used Lemma 6.1 to get the last equality. Since the map AB — ABXp is a
Gaussian CP map, as Bob’s detection is Gaussian, Lemma 6.3 implies:

AS(AB) — AS (ABXp) + AH(Xp) > AH(Xp), (6.61)

and, finally, exploiting Lemma 6.2 we find AH(Xpg) > 0, or, summarizing the previous
relations, xq(B; E) > x(B; E), that proves the theorem. O
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As a consequence, Eq. (6.71) provides a lower bound on the DW:
K = BI(A; B) — xa(B; E) > Kpw , (6.62)

where I(A; B) is the (exact) mutual information between Alice and Bob, whereas y¢(B; E)
is the Holevo information retrieved in a virtual EB protocol where Alice and Bob share
a Gaussian state with the CM o 45 of state p4p. The evaluation o 4p is based on the
amount of knowledge that Alice and Bob have on the channel. In particular, we identify
two main scenarios, corresponding to the assumption of a linear or nonlinear channel.

Linear channel. The channel V' : A’ — B is linear if described by the following input-
output relations of the quadrature operators in Heisenberg picture,

g8 = VTqa + v and  pp=VTpa +py, (6.63)

where ¢, and p,, are the quadrature operators of some additional background noise
modes, uncorrelated with the signal mode, such that (g,) = (p,) = 0, and (¢?) = (p?) =
1 — T + Te. In this case, o 45 can be expressed as a function of the CM o 44+ of the state
|®) 44 generated by Alice, see Eq. (6.5), that reads:

o \% ]].2 Z (o 0%
TAA = (Z o, v ]12> ) (664)
where:
1
V= 1+2n and 7 = §<<(I>|(quA’ —pApA/)|(P>>, (665)

in which 7 = 3, pa(ay)|ax|? is the mean number of photons per symbol, and o, is the
Pauli z-matrix. The correlation term Z can be also expressed as a function of the average
quantum state generated by Alice, equal to p = ), pa(ax)|ax){ax|, see Eq. (6.3), as:

Z =2Tr {pl/Qa pl/Qaq , (6.66)

where a and a' are the creation and annihilation operators, respectively [223]. Then,
thanks to (6.63), we obtain o 4 as:

V]].Q \/TZO'Z
OAB =

, for a linear channel . (6.67)
VIZo. T(V+x)1,

Nonlinear channel. The linear channel provides a simple model to describe beam
propagation in optical media, e.g. fibers, being often adopted in classical communi-
cations. However, from the CVQKD perspective, it may represent a too restrictive con-
dition. In fact, if the channel from Alice to Bob is linear, we implicitly assume to know all
the statistical moments of Bob’s output state, whereas the quantities evaluated in a real-
istic CVQKD protocol are only the first and second moments of Bob’s conditional state
when Alice sends state k, and the second moment of Bob’s overall state, as discussed
in Sec. 6.2. For these reasons, it is also worth to investigate the more general case of an
arbitrary V' : A’ — B, being associated with a nonlinear input-output relation. This
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scenario has been addressed in detail by Denys et al. in [223]. Now, the CM o 4 gets the
different expression:

\% ].2 Z (o 0%
oap=| - , for a nonlinear channel . (6.68)
Zo, T(V+x) 1,
where the off-diagonal block terms Z satisfy:
Z>2VTTr {pl/Qa pl/zaq — V2T ew, (6.69)
in which we introduce the quantity:
w= " palan) [ (anlafa o) — [(axla,lon) ?] (6.70)

k

with a, = p'/2a p~!/2. To assess unconditional security, one can either perform numer-

ical calculation of Z [164, 168], or take the right hand side of (6.69) as a lower bound to
the CM o 45 and evaluate the corresponding KGR [223].

6.4.3 Final remarks and comments

Remarkably, we underline that referring to Theorem 6.1 as the “optimality of Gaussian
attacks” theorem is rather misleading. The theorem merely states that we may safely
assess security of a CVQKD protocol by considering the Gaussian state associated with
the unknown state p4 g actually shared by Alice and Bob. Therefore, it does not provide
identification of the most powerful attack at Eve’s disposal, which, in general, is non
Gaussian. In fact, the bound (6.71) can be saturated iff p4p itself is a Gaussian state,
in which case we retrieve the usual GG02 protocol, where the optimal eavesdropping
coincides with a Gaussian attack, i.e. the entangling cloner [222]. On the contrary, in all
other protocols, the bound is not attainable, and the optimal attack is no longer Gaussian.

Finally, we note that Eq. (6.62) requires to evaluate the exact mutual information
I(A; B) shared by the two parties, whose numerical calculation should be preferably
approached in the PM picture. However, with analogous techniques, a simpler Gaussian
bound on I(A; B) can be obtained in the presence of Gaussian modulation at Alice’s side.
In this case, the following theorem holds.

Theorem 6.2. If Bob’s measurement is Gaussian and Alice employs Gaussian modulation, for
any state p ap, the mutual information I(A; B) is lower bounded by:

I(A;B) > Ig(A; B) (6.71)
where I (A; B) is the mutual information computed for the Gaussian state having the same CM
as pap, see Eq. (6.34) .

Proof. Starting from the expression I(A; B) = H(Xa)+H(Xp)—H(X4Xp), we evaluate
the quantity AI(A; B), see (6.43):
AI(A;B) =1¢(A;B) — I(A; B)
=AH(Xa)+AH(Xp) — AH(X4XB)
<AH(Xa), (6.72)
where we used Lemma 6.3 as the map X4 Xgp — Xp, corresponding to averaging over

the (Gaussian) random variable X 4, is Gaussian. Then, since Alice implements Gaussian
modulation, we have AH(X 4) = 0, concluding the proof. O
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Theorem 6.2 implies that the KGR of a Gaussian-modulated protocol with Gaussian
detection is lower bounded by that of an all-Gaussian protocol where Alice and Bob
share the Gaussian state with CM o 4, namely:

K' = BIa(A; B) — xa(B; E) > K > Kpw, (6.73)

which provides a lower bound to (6.62), that avoids the exact numerical computation of
the mutual information I(A; B). In particular, the present bound is applicable to CVQKD
schemes over non-Gaussian channels.

6.5 Discrete modulation protocols

Despite its simplicity, the GG02 scheme discussed in the previous sections raises im-
portant issues about its practical implementation with the state-of-the-art technologies
in optical communications, especially regarding the continuous modulation of the co-
herent pulses. In fact, although justified on a theoretical level, Gaussian modulation in-
volves several practical difficulties, and, so far, its application is limited to short-distance
communications [244-246]. The main drawback lies in the error correction stage needed
for the reconciliation process, being implemented via suitable codes originally designed
for discrete variables, that perform worse in the presence of Gaussian modulation [162,
180, 246]. In fact, as discussed in Sec. 6.3, to perform GGO02 in the long-distance regime,
the protocol should operate at low values of modulation energy, corresponding to few
mean photons per time slot, see Fig. 6.3.3(b); thus, accordingly, we should consider low
values of SNR. On the other hand, reconciliation of Gaussian variables, even with the
most advanced error correction codes, e.g. turbo codes [13] or LDPC codes [247], can
be efficiently performed only in the high SNR regime, whereas the common techniques,
e.g. the slice reconciliation method [248], even if assisted by LDPC, leads to low recon-
ciliation efficiency if the SNR is too low [162, 180, 210].

To date, the problem of obtaining good reconciliation efficiencies at low SNR is still
open; therefore a possible solution is to design CVQKD protocols employing discrete
modulation formats of appropriate order. In this way, the dataset in Alice’s and Bob’s
hands would be the same of a classical communication scheme based on discrete sig-
naling and additive white Gaussian noise channel, for which there exists more efficient
codes working in the low SNR regime, e.g. multi-edge type LDPC codes [249].

For these reasons, CVQKD employing discrete modulation has been recently ad-
dressed in literature, with the intent of adopting a feasible modulation technique being
as close as possible to the Gaussian modulation limit [162, 164, 165, 167, 223, 225-229,
231-235, 250-252]. To this aim, in the following we address two paradigmatic formats,
namely, phase-shift keying (PSK), a well known stratgey in literature, and quadrature
amplitude modulation (QAM), here investigated for the first time in the context of un-
conditionally secure CVQKD.

6.5.1 Phase-shift keying (PSK)

The first discrete modulation protocol was proposed in 2009 by Leverrier and Grangier
[162], involving the phase-shift keying (PSK) format already presented in Sec. 5.5. The
choice of PSK modulation is mainly due for twofold reason. Firstly, a well known re-
sult in classical communication theory is that PSK constellations, of proper order M >
2, approximate the Shannon capacity, achieved by Gaussian modulation, in the low-
energy regime [53, 253]; thus making it worth of interest to assess their relevance also
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QPSK

Figure 6.5.1: Phase space representation of several PSK(M) constellations, with different A/ > 1.
The case PSK(4) is also referred to as quadrature phase-shift keying (QPSK). We also note that,
in the limit M > 1, we approach the PSK(co), or continuous phase-shift keying, modulation, in
which the constellation is composed of infinitely many coherent states with the same amplitude
a > 0, and different phase, getting continuous values in the range ¢ € [0, 27).

for CVQKD. Secondly, from a practical point of view, PSK(A/) protocols represent the
simplest hybrid schemes, combining both the physical implementation of GG02, and
the practicality of discrete modulation protocols, for which the error correction stage,
occurring during reconciliation, is much simpler to perform.

Given these considerations, in the presence of PSK(1/) modulation, Alice randomly
prepares a coherent state drawn from the constellation of the M states {|ay) }r, with:

log) = | ef™CRHD/MY e — g M —1, (6.74)

where a > 0, generated with equal a priori probabilities p4(ax) = 1/M [19, 51]. We
remind that the case M = 4 is also referred to as quadrature phase-shift keying (QPSK).
The phase space representation of PSK(1/) constellations is reported in Fig. 6.5.1 for the
typical values M = 4,8 commonly employed in optical communications.

Accordingly, the overall quantum state generated at Alice’s side is equal to:

1 M-1 M—1
p=7 O low)lowl = Y Aelow) (ol (6.75)
k=0 k=0
whose right hand side provides its spectral decomposition, associated with eigenvalues:
L, oo a2(nM+k) e_az M-—1 e ) o
M= D G T a2 el (6.76)

and eigenstates:

—a2/2 oo anM+k

oy nz:% N ET

expanded in the Fock basis. As an example, for the QPSK case we have:

lor) = & ), 6.77)

7(12

2

2
—Q

2

Ao@2) = ¢ [cosh(az) + cos(aQ)} ,

e

A3y = [sinh(aQ) + sin(ozz)} . (6.78)
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After signal modulation, Alice injects the pulses into the unstrusted quantum chan-
nel, associated with transmissivity 7' < 1 and excess noise € > 0; finally, Bob collects the
output signals and performs Gaussian detection. Here, we consider the case of homo-
dyne detection, and, without loss of generality, assume that quadrature ¢ is measured. In
turn, when Alice sends state | ), Bob’s conditional probability of obtaining the outcome
x g is equal to:

exp {— [xB —2VTacos (%)}2 /21 + TG))}

rplag) = , 6.79
pBlA(TB|ou) T (6.79)
whose corresponding Shannon entropy gets the analytic expression
H [ppja(zslar)] = / dzp pp|a(zplak)logs ppia(zs|ak)
R
1
~ 5 logy [zmu + Te)] , (6.80)

being independent of the signal amplitude. Instead, Bob’s overall homodyne distribu-
tion reads:

1 M—-1

pB(IB) = M Z pB\A(l’B‘Oék-)- (6.81)
k=0

In turn, we obtain the mutual information shared by the two parties as:
1
Lip(a?) = Hy — 3 log, [zwe(l + Te)} : (6.82)

where Hp is the Shannon entropy of pg(z ), to be evaluated numerically.

We now prove unconditional security of the PSK(2/) protocol, by invoking the op-
timality of Gaussian attacks presented in the previous section. That is, we consider the
EB description, where Alice and Bob share the non-Gaussian state p4p in (6.13), and
provide an upper bound to the actual Holevo infomation shared between Bob and Eve
by the Holevo information obtained in the associated EB Gaussian protocol, where Alice
and Bob share the Gaussian state with the same CM as p4p, equal to o 45. Moreover,
here we adopt the linear channel assumption, as in the original proposal [162], and,
thanks to Eq. (6.67), we get:

os Oz Vi, VT Zy o, (653)
OAB = = ) .
ol op VT Zyo, T(V+x) 1y

V =1+ 2a? being the modulation variance, y = (1 — T))/T + ¢, and with the correlation
Zy = 2Tr[p'/%a p'/?at), see Eq. (6.66). To explicitly compute it, we exploit Eq. (6.75) and
note that:

(¢jlax) = Ve F* and  algr) = a A1) noq i 101 mod ar) - (6.84)
Straightforward calculations lead to [162, 180, 223]:

M—1 )\3/2
Zn =22 S (6.85)
k=0 "‘k+1
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Figure 6.5.2: (a) Log plot of the optimized KGR K as a function of the transmission distance d
in km for QPSK (solid lines) and PSK(c0) (dashed lines) and different values of the excess noise.
The black line corresponds to the KGR Kqq of the GG02 protocol for e = 0.02. As we can see,
K < Kga, proving PSK(M) modulation to be strongly suboptimal with respect to Gaussian mod-
ulation. (b) Plot of the optimized modulation energy agpt as a function of d for QPSK (solid line)
and PSK(co) (dashed line) and € = 0.01. In both the pictures we set the reconciliation efficiency
B = 0.95 and the loss rate k = 0.2 dB/km.

Then, we obtain the Holevo information as:

we) (B ) e (B - (B) . e

with the h function in Eq. (8.40), d;(2) being the symplectic eigenvalues of o 45, and

d3 = \/det(o 45), where:

OAB=0A—0z [O'B + ag‘“ﬂ _10-} , (6.87)
in which
o = lim (g 291) 6.88)
is the 2 x 2 CM associated with homodyne detection. Ultimately, the KGR reads:
K(o?) = Blap(e?) — xr(a?), (6.89)

B < 1 being the reconciliation efficiency, where we highlighted the dependence on the
modulation energy a?. Since we are interested in determining the highest achievable
key rate as a function of the transmission distance d, we perform optimization over o
and obtain:

_ 2
K= max K(a?), (6.90)

together with the distance-dependent optimized mean energy o2,

In Fig. 6.5.2(a) we report plots of the optimized KGR K as a function of the trans-
mission distance d for the QPSK case, i.e. M = 4, and different channel excess noise e.
Similarly to the GG02 protocol, the KGR is positive up to a maximum transmission dis-
tance dmax decreasing with the excess noise . However, as we can see, for a given excess
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noise, we have K < Kgqg, and both the values of KGR and maximum distance of the
PSK(2) protocol are much lower than the corresponding ones achieved by the GG02.
This is a ineludible consequence both of the type of constellation employed and the val-
ues of the resultmg optimized mean energy aopt, reported in Fig. 6.5.2(b). In fact, at
given energy o, the mutual information I45(a?) is close to that shared in GG02, equal
to (6.25) and coinciding with the Shannon capacity, only in the range o < 107!, In this
regime, the correlation term Zj; of the CM (6.83) is Zy; < Zga, where Zgg = VVZ -1
is the off diagonal CM term of the TSMYV state employed in GG02, and, accordingly, also
xsE(a?) is close to the Holevo information achieved by the Gaussian modulation proto-
col. On the contrary, in high-energy regime, the overlap between the PSK encoded states
vanishes and 145 (a?) saturates to the maximum possible entropy of the constellation,
equal to log,(M). In turn, for high o?, the encoded symbols are more “distinguishable”,
allowing Eve to retrieve more information, and making the KGR (6.89) deviate from the
GGO02 limit and drop below 0. The tradeoff between these two energy regimes leads to
optimized values of the modulation energy comprised between 0.2 < o2 ; < 0.6, being
at least one order of magnitude lower than those achieved by GG02. This, ultimately,
leads to lower values of optimized KGR and makes PSK modulation strongly subopti-
mal with respect to Gaussian modulation.

Further improvements may be obtained by increasing the modulation order M, e.g.
considering the PSK(8) protocol proposed by Becir et al. [232], for which both the op-
timized energy and key rate are larger. In light of this, the best performance of PSK
modulation is achieved in the limit M >> 1, where we approach the PSK(oc0), or contin-
uous phase-shift keying, modulation. Now, the constellation is composed of an infinite
number of coherent pulses in the form |a,) = |ae!?), with the same amplitude o > 0
and different phase, getting continuous values in the range ¢ € [0, 27), and being chosen
with a priori probability p4(ay) = 1/27, see Fig. 6.5.1 [254]. Then, the average state at
Alice’s side is the phase-averaged (PHAV) state [255]:

1 27 ] ) OO 2n
PPHAV = 5— /0 do |ae®) (ae'?| = e Z O;—'|n> (n], (6.91)

n=0

corresponding to a Poisson-distributed ensemble of Fock states {|n)},,, while the corre-
lation term Z,; in the CM (6.83) becomes:

Z V”+1 o2+

=2¢ for PSK(oo) modulation, (6.92)

where the (convergent) series has to be evaluated numerically. Accordingly, we follow
the same procedure above outlined, and compute the optimized KGR and modulation
energy, plotted in Fig. 6.5.2(a) and (b), respectively. As we can see, PSK(co) induces
an enhancement both in the KGR and the maximum transmission distance with respect
to QPSK, being more accentuated for higher values of excess noise e. However, as we
can see, the gap with respect to GG02 is not closed, thus the sole phase modulation,
even of infinitely many coherent states, is not sufficient to approach the peformance
Gaussian modulation protocol. Furthermore, we note that numerical calculations prove
that PSK(8) is sufficient to well approximate the continuous phase-shift keying limit.

Finally, we compute the maximum tolerable excess noise epax for both the QPSK
and PSK(oo) protocols, depicted in Fig. 6.5.3, and compared to the maximum tolerable
noise eﬁg’) of GG02. As expected, we have epax < eﬁfﬁ)
discussion.

, consistently with the previous
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Figure 6.5.3: Log plot of the maximum tolerable excess noise emax for the QPSK (solid line) and
PSK(oc0) (dashed line) protocols as a function of the distance d in km. The black line corresponds
to the maximum tolerable noise e\as’ of GG02. As we see, PSK(M) protocol are much less toler-
ant to the channel excess noise than the Gaussian modulation protocol. We set the reconciliation

efficiency 5 = 0.95.

6.5.2 Quadrature amplitude modulation (QAM)

Despite their practicality for the error correction procedure, in the previous subsec-
tion we showed that, for a given reconciliation efficiency 5 < 1, PSK(M) protocols are
strongly suboptimal with respect to GG02, in terms of both KGR and maximum tolera-
ble excess noise. Therefore, we may look for other suitable discrete modulation formats,
that, in principle, could close the gap with the Gaussian modulation protocol, and still
provide efficient reconciliation.

Recently, quadrature amplitude modulation (QAM) of a regular grid of signals has
been proposed as a promising solution [223, 225, 226]. In fact, differently from PSK,
QAM constellations may employ a non-uniform discrete probability distribution of the
symbols that approximates better the Gaussian one, thus obtaining a higher KGR closer
to GG02. To implement this non-uniform sampling, probabilistic amplitude shaping
(PAS) is a practical coded modulation scheme that combines QAM, probabilistic constel-
lation shaping, and forward error correction (FEC) to closely approach optimal channel
capacity [256-258]. PAS uses a distribution matcher to map uniformly distributed infor-
mation bits on QAM symbols with the desired target distribution [259-261]. In particu-
lar, a Maxwell-Boltzmann target distribution is considered, which maximizes the source
entropy for a given discrete constellation and mean energy per symbol [262] (in practice,
lower-energy symbols are used more often than higher-energy symbols, reducing the
energy required to achieve a certain information rate).

In more detail, the QAM format adopted by Alice works as follows [51, 263]. Alice
generates a coherent state |ay, ,,) = |4 + iya), where each couple (24, y4) is drawn
from the finite set A = A x A, where

(6.93)

A:{nA:nz—M_l M_l}

5 T

contains M = 2F points, for some k € N. The points in A are placed at distance A > 0
between one another, A € R being a parameter that determines the mean energy per
symbol, which is hence referred to indifferently as scaling factor or symbol spacing [263].
In turn, the resulting constellation consists in a square lattice of M x M coherent states,
centered in (20074, 200y4) and with pace 204, 03 being the shot noise variance, de-



Quantum key distribution: the general framework 153

QAM(16)
© O o
200y 4 7 200A
O C?} i 20’0A
20074 |

OOOO
© 0 0 O

Figure 6.5.4: Phase space representation of the QAM(M?) constellation, with M = 4, composed
of a regular grid of M x M coherent states, centered in (200z4,200y4) and with pace 2004, ol
being the shot noise variance.

picted in Fig. 6.5.4 for the relevant case of M 2=16 symbols. As before, we will consider
shot noise units (SNU), fixing 03 = 1 in the rest of the analysis. Unlike PSK, now the
pulses encoded by Alice are associated with different mean energies |, ,, |?, therefore
different probability distributions may be investigated to sample the alphabet A. In par-
ticular, here we discuss two alternative possibilities. The former, referred to as case I, is
the uniform distribution:

P(z) = z=wa,ya, (casel), (6.94)

M )

commonly exploited in classical communications [263] and quantum state-discrimination
schemes [51]. The latter, case II, is the Maxwell-Boltzmann (MB) distribution: [53, 262]

Me(z) = , Z2=XTA,YA, (case IT), (6.95)

Z=73, e & being the normalization constant, that depends on the free parameter &,
referred to as the inverse temperature. The MB represents the maximum-entropy distri-
bution for a discrete random variable with given variance (mean energy) [53] and, for a
sufficiently large QAM constellation, it has been shown to closely approach the Shannon
capacity of the AWGN channel [256]. For this reason, it provides a good candidate to
also enhance discrete modulation CVQKD, closing the gap between the PSK(//) and the
GGO02 protocols. We also note that in the limit £ — oo, only the lowest-energy level of
the MB have non-zero probability, so that the resulting constellation tends to a simple
QAM(4), i.e. with M = 2, being equivalent to QPSK. On the other hand, for £ = 0, all
the levels of the MB distribution have the same probability, and we retrieve the uniform
modulation adopted in case 1.

We start the security analysis by considering case I. At first, we determine the value
of the symbol spacing A() from the mean energy 7 of the constellation. The overall state
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generated by Alice is:
1 . ;
PV =1z D D lwatiya)watiyal, (6.96)
zAEAYAEA

its mean energy being equal ton = 2/M Y % = 2A%/M ZnAer(l]\f /2 n?, which can

be inverted to obtain:
6n
AD — ) .
T (6.97)

Accordingly, the mean energy 7 provides a free parameter in Alice’s hands to properly
adjust the size of the QAM constellation. Thereafter, once the signals have been gen-
erated, Alice injects them into the quantum channel of parameters (7', ¢). Bob receives
them and performs homodyne detection, associated with the mutual information:

1
1} () = HY — 5 log, [27re(1 + Te)] , (6.98)

where H 1(31) is the Shannon entropy of Bob’s overall distribution:

pg) (zp) = M ZPB\A zplTa), (6.99)

with
exp {—(mB —2V/Tx4)%/(2(1 + Te))}

2n(1+Te) (6.100)

pBla(zBlra) =

Instead, the Holevo information X( ) (1) is computed thanks to the optimality of Gaus-
sian attacks. We exploit Eq. (6.86) and the CM (6.83), where, now, the correlation term
Zu should be changed into:

ZW = 2Ty { [p(l)] Y2 [p(l)] 1/2aT} , (6.101)

to be evaluated numerically from the quantum state (6.96). The resulting KGR then
reads:

KO = max |13, (7) — xga(0)] | (6.102)

together with the optimized energy ﬁolpt

On the contrary, in case II, the modulation stage is associated with two free param-
eters: the constellation energy n and the inverse temperature £&. Now, the statistical
operator at Alice’s side becomes:

P = " Me(wa)Me(ya) lwa +iya)(wa +iyal, (6.103)

TAYA
therefore we have:
M+1
2

=2 Me(za)ah =247 Y Me(nd)n?, (6.104)

TA n:_$
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Figure 6.5.5: Log plot of the optimized KGRs K®), p = I,1I, as a function of the transmission
distance d in km for € = 0.01 (a) and € = 0.05 (b). As we can see, QAM modulation outperforms
the results obtained for PSK(M) protocols for all M, both in the presence of uniform and MB
sampling. Moreover, when QAM is further assisted by PAS, namely in case II, by increasing the
number of symbols M, we progressively close the existing gap between the PSK and the Gaussian
modulation. In both the pictures we set the reconciliation efficiency 5 = 0.95 and the loss rate
k= 0.2dB/km.

to be inverted numerically, and whose corresponding solution A (¢) exhibits an im-
plicit dependence also on £, making the spacing dependent on both the energy and the
inverse temperature. The mutual information shared by Alice and Bob becomes:

1
1, e) = HW - 5 log [27re(1 n Te)] , (6.105)
where H }(311) is the Shannon entropy of the distribution:

5 (@p) =Y Me(a) ppaleslza), (6.106)

TA

whereas the Holevo information Xg%(ﬁ, €) is computed by Eq. (6.86) and the CM (6.83),
with the correlation term:

200 = 2Tx {[p™]%a [p™0]at} . (6.107)

The obtained KGR is equal to:
K = max [B153(7.6) ~ xip(n.€)] (6.108)

with the optimized energy ﬁ(()lplt) and inverse temperature {qp.

Plots of K, p = I,1I, are reported in Fig. 6.5.5 as a function of the transmission
distance d with excess noise ¢ = 0.01 (a) and ¢ = 0.05 (b), for the relevant constellations
QAM(16) and QAM(32), corresponding to M = 4,8, respectively. As we can see, QAM
modulation provides a preferable choice over PSK, beating the PSK(oo) protocol for both
cases p = I, II, and leading to higher KGR and larger maximum transmission distance.
The MB sampling outperforms the uniform one, as K™ > KU, and, remarkably, its
corresponding KGR is also able to approach the GG02 scheme for a large enough number
of symbols M. In particular, the QAM(32) constellation is able to well approximate the
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Figure 6.5.6: Plot of the optimized parameters &,p¢ (a) and fiops (b) for cases p = I, 11, as a function
of the transmission distance d in km. In both the pictures we set the values € = 0.01, § = 0.95, and
x = 0.2 dB/km.
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Figure 6.5.7: Log plot of the maximum tolerable excess noise emax for the QAM protocols in cases
p = I,1I, together with the maximum tolerable noises of the PSK(c0) and GGO02 protocol. Consis-
tently with the previous results, QAM modulation closes the gap with respect to GG02, especially
when assisted by PAS. We set the reconciliation efficiency 5 = 0.95.

results of GG02 for excess noises € < 0.05. In turn, PAS proves itself as a crucial factor to
combine both the practical necessity of discrete modulation formats and the possibility
to obtain high values of key rate.

The enhancement brought by PAS is due to a nontrivial optimization of the MB dis-
tribution, as emerges by considering the optimized inverse temperature &, reported
in Fig. 6.5.6(a). In fact, £+ an increasing function of the transmission distance such that
0 < &opt < 00; thus, we do not retrieve neither the QPSK nor the uniform modulation
limit, and the best-working performance of the protocol is achieved by exploiting the full
cardinality of the constellation, in which the lower-energy symbols are more likely than
the higher-energy ones. Moreover, &,,,; saturates for large d and is a decreasing function

of M. For the sake of completeness, in Fig. 6.5.6(b) we report the optimized energy ﬁc(f:))t,

p = LL1I, which is a decreasing function of the distance and saturates as d increases. As
(p)

opt’s
the value of the GG02 scheme. Moreover, for large d we have ﬁc()gt) > ﬁggt, and the MB
reaches its maximum KGR for higher energies.

one may expect, increasing the size of the constellation increases also 7, until to reach

Finally, we compute the maximum tolerable excess noise eP),, p = LI, plotted in



Quantum key distribution: the general framework 157

Fig. 6.5.7, and compared to the maximum tolerable noise of both the PSK(co) and the
GGO02 protocols. Consistently with the former analysis, we have EEEQX > eﬁgx, and, in
both the cases, the maximum tolerable noise is larger than that of PSK(co). Remarkably,
by increasing the modulation order M, the QAM constellation assisted by PAS closes the

gap with respect to GG02.






CHAPTER 7

CVQKD in the presence of restricted eavesdropping

In this Chapter, we study the two other main security frameworks presented in the previ-
ous one, namely the trusted-device scenario and the wiretap channel assumption. They
both provide examples of restricted eavesdropping, in which the eavesdropper, Eve,
cannot perform arbitrary channel manipulation, unlike the unconditional security case.

In more detail, in the trusted-device scenario we assume a composite quantum chan-
nel, given by the composition of two subsequent noisy maps, of which only one is actu-
ally controlled by Eve. This scenario models the realistic case of noisy detection at the
receiver’s side, where we may safely assume that detection noise and losses are simply
lost to the environment and cannot be intercepted by Eve, who, instead, controls both the
losses and noise acquired during signal transmission. On the contrary, the wiretap chan-
nel provides an example of specific eavesdropping. Indeed, the term wiretap channel
refers to a quantum channel from Alice to Bob being completely characterized in terms
of its unitary dilation; accordingly, if we consider the ancillary environmental modes to
be controlled by Eve, the wiretap channel not only described signal propagation from
both Alice to Bob, but also determines the quantum map Alice — Eve, ultimately identi-
fying a particular eavesdropping strategy.

The Chapter is organized as follows. In Sec. 7.1, we study the trusted-device sce-
nario: we extend the validity of the optimality of Gaussian attacks to this framework,
and compute the corresponding KGR for the QPSK protocol, as a paradigmatic exam-
ple. Subsequently, in Sec. 7.2 we introduce the wiretap channel description and per-
form the associated CVQKD security analysis. Ultimately, we compute the KGR for the
QPSK protocol, comparing the obtained results under both the unconditional security
and wiretap channel assumptions.

7.1 The trusted-device scenario

As widely discussed in the previous Chapter, the traditional security proofs for CVQKD
have been established under unconditional security. This implicitly assumes the pres-
ence of an omnipotent eavesdropper having full access to the quantum channel connect-
ing Alice and Bob, namely being able to both collect all the lost photons and control the
noise acquired during the propagation [222]. Within this framework, security has been
firstly guaranteed by the optimality of Gaussian attacks, providing a lower bound to
DW, while, more recently, an almost exact calculation of DW have been achieved by a
sophisticated approach based on SDP [164-166].

In realistic conditions, however, Bob will also experience further noise due to non-
idealities in his measurement device, which may not be directly accessible to Eve. There-
fore, it is justified to address physical layer security under different frameworks, consid-
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Figure 7.1.1: Extended scheme of the EB version of a CVQKD protocol in the presence of trusted
devices. Alice prepares the state |®)) 44 and injects mode A’ into the quantum channel. The
noisy evolution is composed of the two CP maps N (untrusted) and N> (trusted). Thereafter, Bob

performs a Gaussian measurement Y., storing the obtained outcomes in a classical register
XB.

ering different degrees of trust for each setup component. In particular, we retrieve un-
conditional security if all components are completely untrusted, whereas when some of
the setup elements (e.g. detection losses and noise) are trusted, we deal with the trusted-
device scenario [22, 220, 264]. This latter scenario includes also loss-compensation strate-
gies, e.g. exploiting phase-insensitive amplifiers to perform signal restoration before
detection [12], being noisy operations that are useless under the unconditional security
approach, but whose application, if trusted, may be beneficial [22, 193].

To date, security in the trusted scenario has been carried out only for Gaussian pro-
tocols, where the optimal eavesdropping strategy is again realized by entangling cloner
attack [22, 264], leaving the problem open for more general schemes, e.g. involving dis-
crete modulation. The first obstacle in this direction is to identify the optimal attack that
Eve may launch. In fact, while in the existing unconditional security proofs Eve’s in-
formation is computed by a purification ansatz, see Sec. 6.2.3.1, this argument does not
hold anymore in the case of some lack of information on Eve’s side, that, now, cannot
purify the whole state shared among the parties. This makes the security analysis non-
trivial, as the framework presented in both [178-180] and [164-166] cannot be applied
straightforwardly.

To this aim, in the following we extend for the first time the validity of Gaussian
attacks optimality for general CVQKD protocols in the presence of trusted devices. In
particular, we prove that, provided Bob’s measurement to be Gaussian, the information
extracted by Eve is upper bounded by the Holevo information of the Gaussian state
having the same first and second momenta of the quantum state shared between Alice,
Bob and the trusted parties. The results of this section are original.

7.1.1 Extending the optimality of Gaussian attacks

To investigate security, we adopt the EB framework depicted in Fig. 7.1.1. We model
the noisy evolution as a composition of two distinct CP maps N; and N5, describing the
quantum channel under Eve’s control and the further losses and noise, respectively. As
a matter of fact, \V; is untrusted, whilst N5 could be assumed to be trusted, and here we
assume it is.

Overall, the signal prepared by Alice on mode A’ experiences the subsequent evo-
lutions A7 and N> and reaches Bob, who implements a 1-rank Gaussian measurement

{HgB)}z and stores the outcomes z in a classical register X5. We denote by B’ and B
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the output modes retrieved after the maps A7 and N5, respectively (see Fig. 7.1.1). Since
N, is trusted, we have access to its unitary dilation guaranteed by Kraus theorem, that
is a set of n trusted ancillary modes C’ = (C1,...,C),) and a unitary operation U cou-
pling modes B’ and C” [23]. The output ancillary modes after U are referred to as C.
Ultimately, Alice and Bob share the state p4pc of modes ABC.

Given this scenario, the optimal eavesdropping strategy is the “purification attack”
as proved in [222, 264], where the eavesdropper is assumed to “purify” the state papc.
Then, Eve has access to the unitary dilation of A;: the state of the global (closed and
isolated) system of modes ABCE can be written as a pure state |¥) 4pcg such that
papc = Trg [|U) apce(¥|). In turn, thanks to the property of von Neumann entropy [21,
222, 264], the Holevo information between Bob and Eve becomes x(B; F) = S(ABC) —
S(ABC|Xg), depending only on p4pc.

Starting from these considerations, the extension of the optimality of Gaussian at-
tacks becomes straightforward. In fact, we now prove that, for any state papc:

X(B; E) < xa(B; E) , (7.1)

where xc(B; E) is the Holevo information computed for the (n 4+ 2)-mode Gaussian
state having the same CM as p4pc. To this aim, we exploit the results derived in frame-
work presented in Sec. 6.4.1 and evaluate the quantity Ax(B; E), see Eq. (6.43), whose
positivity confirms Gaussian optimality. Indeed:

AX(B; E) = xa(B; E) — x(B; E)
= AS(ABC) — AS(ABC|X5)
= AS(ABC) — AS (ABCX3) + AH(Xp) (7.2)

where we used Lemma 6.1 to get the last equality. Since the map ABC — ABCXp is
Gaussian, as Bob’s detection is Gaussian, Lemma 6.3 implies:

AS(ABC)— AS (ABCXg) + AH(Xp) > AH(Xp), (7.3)

and, finally, exploiting Lemma 6.2 we get AH(Xg) > 0.

As for the unconditional security framework, Eq. (7.1) bounds the maximum amount
of information that Eve may extract during the protocol, leading to a lower bound of the
KGR achievable by Alice and Bob. Remarkably, this bound can be saturated iff papc
itself is a Gaussian state, in which case the optimal eavesdropping coincides with an
entangling cloner attack [222, 264]. Moreover, if also the map N> were untrusted, we
would retrieve the standard proof of Gaussian optimality under unconditional security
by tracing out modes C' and computing the CM of pap = Trc[panc).

The calculation of the CM o 4p¢ associated with papc is further simplified under
some realistic assumptions. First of all, if the map N is Gaussian, it suffices to compute
the CMs o 45/ and o ¢ of the states of AB" and C’, respectively, and:

ocapc=(la®S)oap ®oc (1a®S)" (7.4)

where @ denotes direct sum, 1, is the 2 x 2 identity matrix and S is the symplectic matrix
associated with the unitary operator U in Fig. 7.1.1 [31, 33]. Furthermore, if the channel
N is linear and characterized by a transmissivity 0 < Ti;, < 1 and excess noise at the
transmitter €., > 0, such that the total added noise is xch = (1 — Ten)/Ten + €cn, the CM
o 4p reads:

oap — ( Vg Vi Z o, > (7.5)
VIinwZo, Tu (V+Xch) 1) ’
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where V. =1+2n, 7 = Y, pa(au)|ox|? being the mean number of photons per symbol
and Z = (®|(gagar —papa’)|®))/2 = 2 Tr[p'/?a p'/?al], in which p = 3, pa(ow)|aw) (a|
is overall quantum state at Alice’s side, see Eq. (6.66). In the more general case of an
arbitrary A;, we should consider the bound in Eq. (6.69) for the off-diagonal block terms
of o 5B/, as discussed in Sec. 6.4.

The present extension of the Gaussian optimality theorem provides a cornerstone to
prove security under restricted eavesdropping in wider scenarios. First of all, it guar-
antees a sufficient condition to assess security in non-Gaussian protocols with Gaussian
measurements, e.g. involving discrete modulation or non-Gaussian channels [21, 35,
250]. Thereafter, it provides a scalable approach that may be extended to composite
quantum channels, such as multi-span links [22, 265, 266], free-space settings with mul-
tiple noise sources [205, 220, 267, 268], or trusted preparation noise [264, 269]. In fact, if
the channel connecting Alice and Bob is modeled by a sequence of M > 2 CP maps N,
j =1,..., M, of which only m < M are trusted, we bound Eve’s Holevo information
from the CM of the state of the quantum system composed of Alice, Bob and the ancil-
lary modes associated with the m maps. Moreover, by increasing m, the modes under
Eve’s control are progressively reduced and the KGR increases accordingly. As a final
remark, we note that the philosophy adopted here can be also embedded into the SDP
approach of [165, 166], where, now, the quantum state shared between Alice, Bob and
the trusted parties should be considered to perform the convex optimization algorithm.

7.1.2 A case study: the QPSK protocol

We now apply the optimality of Gaussian attacks to a paradigmatic example: the quadra-
ture phase-shift keying (QPSK) protocol originally proposed in [162]. As discussed in
Sec. 6.5.1, in the QPSK protocol Alice samples one of the four coherent states |ax) =
|aei™(2k+1)/4) | oenerated with equal a priori probability p4(ay) = 1/4. The signal is then
injected into the untrusted channel N, assumed to be a linear channel with parameters
(Tth, €cn), until to reach Bob, who implements homodyne detection of either quadrature
(B Of Pp.

We perform the security analysis by considering trusted noisy detection at Bob’s side,
including non-unit quantum efficiency n < 1 and nonzero electronic noise. In this case,
the map N> describes detection noise, modeled as a thermal-loss (Gaussian) channel,
where detection losses are described as a beam splitter with transmissivity 7, and the
electronic noise is a thermal noise arising from a two-mode squeezed state (TMSV) on
two ancillary modes C’ = (C1, C%), whose first branch C1 is injected into the auxiliary
port of the previous beam splitter [192, 193, 220, 269]. The TMSV has fiq = nTcheq/[2(1 —
71)] mean photons, ¢4 > 0 being the detection excess noise. In turn, state pcr is a Gaussian
state with CM:

_(WValy Zjo,
gor = (Zd o. Vi 12) ’ (76)

where Vg = 1 4+ 274 and Zg = 4/ Vd2 — 1 [192]. The global channel, given by the
subsequent applications of N; and N5, is then associated with a total transmissivity
Tiot = NTen and excess noise €0t = € + €q [220, 264].

To address physical layer security, we identify three scenarios associated with differ-
ent trust levels at the detection:

e trusted losses and noise (tL; tN);
e trusted losses and untrusted noise (tL; uN);
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¢ untrusted losses and noise (uL; uN).

The latter scenario falls under the unconditional security framework. In all the cases the
lower bound on the KGR is computed as

JSLisN) _ max BLap(a?) — X(BSIESN) @?)] . s=t,u, (7.7)

where § < 1 is the reconciliation efficiency, I4p(c 2) is the exact mutual information
shared between Alice and Bob in Eq. (6.82), while X(bL *N) (a2) is the Gaussian bound over
Eve’s Holevo infomation, to be computed in different ways according to the scenario

under investigation. For case (tL; tN), both modes C” are trusted, therefore X(SL isN) (a?)
is retrieved from the 8 x 8 CM o 4pc in Eq. (7.4), with the symplectic matrix S,, of the
detection-losses beam splitter, namely:

_ f]lg \/1—7’]]12
S ( VI—nlys /il ) 78

and the CMs o ¢ in (7.6) and o 4 in (7.5), with the choice of parameters V' = 1 + 202
and

3/2

3
_ 2
=2 Z R (7.9)

k=0 k+1

with \g 2 = e~ [cosh(a?) + cos(a?)]/2, and A3 = e~ [sinh(a?) + sin(a?)]/2 [162, 180].
The von Neumann entropy of the Gaussian state associated with o 4 ¢ is then retrieved
by Eq. (2.44). On the contrary, for case (tL; uN) detection noise is untrusted, therefore the
mode Cs shall be assumed under Eve’s control and the Holevo information X(SL isN) (a?)
is computed from the 6 x6 CM o 4 p¢, of state papc, = Tre, [papc], obtained by selecting
the sub-blocks of o 4 ¢ associated with modes ABC. Similarly, for case (uL; uN) both

modes C are untrusted, therefore X(bL bN)( %) is obtained with the unconditional security

approach, by considering the state pap = Trc[papc| and its associated 4 x 4 CM g 45.

The three resulting KGRs are reported in Fig. 7.1.2(a) as a function of the transmission
distance d, for the realistic values of quantum efficiency = 0.7 and detection noise
eq = 0.01 [220], and channel excess noise €., = 0.01. In all cases, the modulation variance
V has been optimized to maximize the key rate value. As we see, K ("LtN) < f(tLsulN) <
K (LitN) and in the trusted-device scenario both the KGR and the maximum transmission
distance are increased. In particular, a crucial role is played by the presence of trusted
detection excess noise. ndeed, the detection noise accounts for both electronic noise of
realistic measurement devices and phase mismatch introduced by an imperfect LO in the
homodyne setup [192, 220], being typically larger than the channel excess noise, €q 2 €ch.
Therefore, a trusted e; guarantees a huge increase in the transmission distances reached
by the protocol.

Furthermore, in the presence of trusted detector we observe the “fighting noise with
noise” effect. That is, as displayed in Fig. 7.1.2(b), for cases (tL;uN) and (tL;tN) and
large channel excess noise €, trusted losses and noise increase the key rate with respect
to the lossless detection scheme [264, 270, 271]. It happens when the values of 1 and
€4 decrease Eve’s information more than the mutual information 45 (a?), resulting in a
higher KGR. While this effect is fragile against detection noise for case (tL; uN), it shows
more robustness for case (tL; tN) even for large eq.
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Figure 7.1.2: (a) Log plot of the optimized KGRs of the QPSK protocol KN s = t u, as a
function of the transmission distance d in km, for the realistic parameters n = 0.7, e = 0.01, and
€cn = 0.01 [220]. (b) Log plots of the optimized KGRs K %" and K **N) as a function of the
quantum efficiency 7 for fixed transmission distance d = 60 km and detection noise ¢4 = 0.001,
and different channel excess noise e,. For large ec, there is an increase in the KGR in the trusted-
device scenario. In both the pictures we set the reconciliation efficiency 5 = 0.95 and the loss rate
k= 0.2dB/km.

X —{P(Y, Z|X) U

E/

(a) (b)

Figure 7.2.1: Schematic representation of a classical (a) and quantum (b) wiretap channel.

7.2 The wiretap channel

Finally, we discuss the last proposed security framework and address secret-key distil-
lation in the presence of a wiretap channel. Generally speaking, the concept of wiretap
channel has been first introduced by Wyner in 1975 in the context of classical commu-
nications [272]. He addressed the problem of reliable transmission of classical informa-
tion over a memory-less channel being wiretapped at the receiver’s side, in which the
wiretapper views the channel output by a second (separately parameterized) memory-
less channel. In turn, in classical information theory, the wiretap channel is completely
characterized by the conditional probability distribution P(Y, Z|X) between the sender,
described by a classical random variable X, the legitimate receiver Y, and the wiretapper
Z, see Fig. 7.2.1(a).

Moving to the quantum realm, the wiretap scenario involves a quantum channel
N : A — B between the sender, holding a quantum system A, and the receiver B, in
the presence of a third malicious party, namely the eavesdropper Eve, I, that wiretaps
the channel output by a second quantum channel A" — E. Accordingly, the quantum
wiretap channel, shown in Fig. 7.2.1(b), is formally described by the unitary dilation U
of the CP map N guaranteed by Kraus theorem. The transformation U : AE’" — BE
couples Alice’s system A to an ancillary quantum system E’, leading, at the output, to
a joint correlated system BE. We assume that Eve controls the input system E’, being
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Figure 7.2.2: Scheme of the PM CVQKD protocol in the presence of a pure-loss (a) and thermal-loss
(b) wiretap channel. In the former case, Eve only collects the fraction of the signals lost during the
propagation through the channel, whereas in the latter, she performs an entangling-cloner attack:
that is she injects one arm of a TMSV into the channel beam splitter, retrieving the final output
state.

prepared in a state statistically independent of A, such that, at the output, subsystem B is
sent to Bob, while she keeps subsystem E for herself. Furthermore, from the perspective
of CVQKD, the wiretap channel description implies that the action of the eavesdropper
is known, as the unitary U is specified, and, unlike the unconditional security case, no
arbitrary channel manipulation is allowed. This captures the realistic idea that Eve is
not omnipotent and cannot perform any quantum operation, but is partially limited to
implement realistic attacks compatible with the state-of-the-art technologies [238, 239].

The wiretap channels associated with the usual CVQKD protocols over either pure-
loss and thermal-loss channels, are depicted in Fig. 7.2.2(a) and (b), respectively, where,
now, the prepare and measure (PM) approach provides the natural framework to adopt,
as the unitary dilation of the channel map is known [238, 239, 264]. In both the cases,
transmission losses are described by a beam splitter dynamics of suitable transmissiv-
ity 7' = 107%%/10, where & is the photon loss rate of the link. In the pure-loss case, the
auxiliary port of the beam splitter is left in the vacuum, and Eve performs passive eaves-
dropping: that is she only collects the reflected fraction of the encoded signals. On the
contrary, in the latter case, she also generates the channel excess noise acquired by the
pulses, thus implementing active eavesdropping. We model this effect via the entangling
cloner scheme, see Fig. 6.3.2. In more detail, Eve locally prepares a TMSV with variance
Ve =1+4+Te/(1 —T) on two modes E = (F4, E3), and makes branch E; interfere with
the pulse sent by Alice; ultimately, she collects the output reflected state. Physically, this
implies that Eve is limited to implement a Gaussian attack, in which she both collects all
the lost photons and hides behind the channel excess noise.

We conclude that, in general, performing CVQKD over a quantum wiretap channel
yields a higher KGR than the unconditional security scenario, as we are considering a
particular Gaussian unitary dilation of the noisy map N : A — B. On the contrary,
the GG02 protocol provides a special case where the two approaches lead to same KGR,
given that the optimal attack is known, and equal to the entangling-cloner.
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Figure 7.2.3: Log plot of the optimized KGR K *) of the QPSK protocol over a wiretap channel,
as a function of the transmission distance d in km, compared to both the KGR K () of the QPSK
protocol under unconditional security and the GG02 protocol. We set the reconciliation efficiency
5 = 0.95, the loss rate k = 0.2 dB/km and the excess noise ¢ = 0.02.

721 The QPSK protocol over a wiretap channel

As a paradigmatic example, we now compute the KGR for the QPSK protocol, intro-
duced in Sec. 6.5.1, in the presence of a thermal-loss wiretap channel. According to the
previous discussions, when performing the entangling-cloner attack, Eve is undetected
by Alice and Bob, who then share the same mutual information I45(a?) in Eq. (6.82).
The difference with respect to the unconditional security approach lies in the amount of
information achievable by Eve. In fact, since the wiretap channel represents a particular
unitary dilation, we expect Eve to have access to the Holevo information ng (a?), being
lower than that in Eq. (6.86).

However, in the present case, the computation of Xg”]%(aQ) is not straightforward
and requires the advanced tools of Gaussian formalism summarized in Sec. 2.2.2. In
particular, we adopt the PM description depicted in Fig. 7.2.2(b), noting that, if Alice
samples the coherent state |ay,) = |ae™™ZkT1/4) & = 0,...,3, both Eve’s overall and
conditional states pg (o) and pg|, , (a1 ), respectively, are Gaussian states. In more detail,
in a thermal-loss wiretap channel, Eve generates a TMSV state with variance V., = 1 +

Te/(1 — T), with zero first moment (FM) vector, rg) =0, and CM

0) _ ‘/e ]12 Ze (o9
o0 = (Ze o Velz) , (7.10)

with Z, = \/V2 — 1 and o, being the Pauli z-matrix. Moreover, if Alice samples a state
with amplitude oy, she gets a single-mode Gaussian state with FM rff) = 2a [cos((2k +

1)w/4),sin((2k + 1)7/4)] and CM o-ff) = 1. Thereafter, Alice’s pulse interferes at the
channel beam splitter with Eve’s mode E, resulting in a tripartite Gaussian state p ag (o)
characterized by FM and CM equal to

S—- (rf) @ rSEO)) and  oap=29 <a§?> @ a;f)) ST, (7.11)
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with § = Sgg @ 15 and

B VT1 VI-T1
Sps = <_ﬁ12 JTL, 2) (7.12)

being the symplectic matrix associated with the beam splitter operation. From (7.11) we
straightforwardly derive both Eve’s overall state pg (as) and conditional state after Bob’s
homodyne measurement pg|, , (o) [31, 33]. In turn, the overall quantum states at Eve’s
sides read:

3

1
PE =3 Z PE (), (7.13a)
k=0
) 3
T = Y z , 7.13b
Pl = (o) ];JPB|A($B|%)PE| (o) ( )

with the probability distributions in (6.79) and (6.81). Ultimately, we obtain the Holevo
information as:

Xisn(a?) = S[pe] — /de p(@B) S[PEws] (7.14)

that can be computed numerically by suitably expanding states (7.13) onto the Fock basis
[37]. The resulting KGR then reads:

K — max {,BIAB(aQ) _ Xgﬂg(a‘z)} 7 (7.15)

optimized over the input modulation energy.

Plot of K(*) is reported in Fig 7.2.3 as a function of the transmission distance d in
km for e = 0.02, compared to the KGR K% of the QPSK protocol under unconditional
security in Eq. (6.90). As expected, we have K(*) > K, and the wiretap channel
assumption leads to higher values of key rate and maximum transmission distance. In-
cidentally, we also note that the gap between K(*) and K(*) provides a measure of the
non-Gaussianity of the protocol, as the entangling cloner scheme embedded in the wire-
tap model provides the optimal eavesdropping strategy for a Gaussian protocol. In turn,
we expect the separation between the two key rates to be progressively reduced when
considering modulation formats of increasing order than better approximate Gaussian
modulation, e.g. QAM.






CHAPTER 8

Optical amplification for long-distance CVQKD

The previous Chapter showed that one of the crucial limitations of CVQKD is provided
by the channel losses and noises, that both reduce the amount of extractable secure bits,
i.e. the KGR, and introduce a maximum transmission distance, after which the KGR
drops to 0. Accordingly, a challenging strategy to enhance CVQKD in the long-distance
regime is to adopt optical amplification techniques to perform signal restoration after
transmission, or, equivalently, loss mitigation. However, optical amplifiers are limited
in the quantum regime, and deterministic noiseless amplification is untenable with-
out the introduction of excess noise of quantum origin. In turn, optical amplification
has to be described in terms of CP maps, and amplifiers are commonly divided into
two main classes: conventional amplifiers and probabilistic noiseless linear amplifiers
(NLAs). With the first tem, we refer to either phase-insensitive amplifiers (PIAs), per-
forming noisy signal amplification by two-mode squeezing, with the ineludible intro-
duction of thermal noise on both the field quadratures, and phase-sensitive amplifiers
(PSAs), namely single-mode squeezing operations that noiselessly amplify a single field
quadrature at the expense of the conjugate one. On the other hand, NLAs are probabilis-
tic heralded schemes that perform noiseless amplification by coupling the signal mode
to an ancillary system, being measured thereafter. Amplification is successful with a
given probability, provided that a particular outcome is retrieved from the measurement
of the ancillary system. Given this scenario, in this Chapter we address the role of opti-
cal amplification in CVQKD protocols, assessing the potentiality and limitations of each
type of amplifiers.

The Chapter is organized as follows. In Sec.s 8.1 and 8.2 we introduce the problems
of long-distance CVQKD and optical amplification at the quantum limit, respectively.
Thereafter, we study the application of both conventional amplifiers and NLAs within
the context of CVQKD. In particular, in Sec. 8.3, we discuss the role of PIAs and PSAs ar-
ranged in a multi-span configuration, addressing security under both the unconditional
security framework and the trusted-device scenario, where only a single span of the link
is untrusted. Then, in Sec. 8.4 we analyze NLA-assisted CVQKD under unconditional se-
curity, by considering both the application of an ideal NLA and feasible physical NLAs,
that is quantum scissors (QS) and single-photon catalysis (SPC).

8.1 The problem of long-distance CVQKD

As widely discussed in the previous Chapters, CVQKD makes a sender and a receiver
share a common secure key in the presence of an untrusted channel up to a maximum
transmission distance dmax, at which the key generation rate (KGR) vanishes. The value
of dmax depends on several factors, such as the channel characteristics, e.g. the loss rate
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and the amount of thermal excess noise [191], the non-unit reconciliation efficiency [210],
the presence of finite-size effects [252] and the degree of trust of the channel, condition-
ing the amount of information at the eavesdropper’s disposal [206, 220]. In turn, all
these limitations crucially affect the KGR and prevent long-distance communication in
practical realizations. As an example, we note that the first implementation of CVQKD
at telecom wavelength has been achieved in 2007 by Lodewyck et al. [192], reaching the
maximum distance of =~ 25 km. Since then, in 2013 and 2016 the maximum transmission
distance has been increased to 80 km [237] and 100 km [273], respectively. More recently,
thanks to the exploitation of ultra-low-losses fibers, CVQKD has been established up to
distances ranging from 100 to 200 km [274-277]. In contrast, the performance of realistic
DVQKD, implemented by the so-called decoy states [188, 189, 278], is much more ro-
bust, reaching distances from 15 to 100 km in the early 2000s [279-282], until the record
transmission distance of 421 km achieved by Zbinden et al. with ultra-low-loss fibers
[283].

A challenging task to face those CVQKD issues is to embed strategies in the original
protocols allowing to increase as much as possible the maximum transmission distance.
In principle, we may follow two different approaches, aiming at either reducing the
amount of channel losses or mitigating the impact of excess noise. In this Chapter, we
focus on the first scenario and consider the role of the optical amplifiers, introduced in
the following section, to perform signal restoration after transmission, with the intent of
increasing the effective transmissivity of the channel. In more detail, in the following we
take the GG02 protocol, presented in Sec. 6.3, as a benchmark, and design an improved
scheme assisted by two different classes of amplifiers:

* at first, we adopt conventional optical amplifiers, namely phase-insensitive (PIAs)
and phase-sensitive amplifiers (PSAs), in a multi-span configuration, where the
untrusted channel is composed of many regenerative stations interspersed with
lossy links. In this case, we investigate security under both the unconditional and
the trusted-device frameworks;

e thereafter, we discuss a more intriguing solution provided by heralded noiseless
linear amplifiers (NLAs), being probabilistic operations that amplify signals with-
out additional noise, provided that a particular outcome is retrieved from the mea-
surement of some ancillary modes. We consider noiseless amplification at the re-
ceiver’s side and, for the sake of simplicity, we only address unconditional security,
comparing both ideal and physical feasible examples of NLAs.

8.2 Amplification of optical signals

The problem of optical amplification is one of the relevant issues in quantum communi-
cations. In fact, since the development of masers in the 1950’s, it has been realized that
active optical media, e.g. laser systems without cavity, can be effectively used to amplify
the power of a laser beam without converting it into an electrical signal [284]. For this
reason, optical amplifiers can be exploited as optical repeaters for signal restoration in
long distance fiber-optic communication networks, as well as front-end devices for opti-
cal receivers, in which a weak optical signal is amplified before detection. The range of
possible applications makes it fundamental to assess the ultimate quantum-mechanical
limitations of these devices, which has been firstly analyzed by Caves in [12].

Ideally, at the quantum limit, we would like an optical amplifier to be described by a
quantum operation that, when a coherent state |«) is considered at the input, produces
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PIA G = cosh?r PSA G = e
D> = D =
G G
0)

a,/\/G I o
(a) (b)

Figure 8.2.1: Schemes of the phase-insensitive amplifier (PIA) (a) and phase-sensitive amplifier
(PSA) (b). In both the cases the amplification power gain G is related to the squeezing parameter
r. The PIA applies the same amplification to both quadratures and introduces additional noise
while PSA amplifies one of the quadratures and deamplifies the second rescaling the variances
accordingly as seen on the example for a coherent state with amplitude o = ag + tap.

as output another coherent state with amplitude go, for a given real (amplitude) gain
g > 1. Accordingly, G = g” represents the amplifier power gain [285]. This suggests the
following input-output relation between the input radiation mode q, [a,a'] = 1, and the
output mode aoys:

Gout = g a, (81)
that, however, violates the canonical commutation rule:
[@out, aiut] =g¢*[a, aT} =G#1. (8.2)

We conclude that the present transformation does not represent a physical operation,
and a unitary description of optical amplification is untenable. In turn, we should recast
the problem within the framework of quantum CP maps, in which case two different ap-
proaches are possible, involving either deterministic maps or heralded non-deterministic
(non-unitary) transformations.

8.2.1 Phase-insensitive and phase-sensitive amplifiers

From the perspective of deterministic CP maps, the usual conclusion is that an additional
noise operator should be added to the input-output relation (8.1) in order to preserve
the commutation rule. That is, we introduce an ancillary optical mode b prepared in
the vacuum state |0), such that [b,b'] = 1 and [a,b] = 0, and consider the following
transformation:

Gout = ga + Vg2_1bTa (83)

that, now, satisfies [aout,al ] = 1. Then, we conclude that linear amplification is an
intrinsically noisy process, amplifying not only the signal power but also its noise level.
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Indeed, if mode a is excited in the coherent state |«), the expectation values and variances
on the two output quadratures become

(gout) = 2009 Re(a) and (Pout) = 2009 Im(a) , (8.4a)

A%q = NA’p= (29— 1)op = 02 + Ny, (8.4b)

respectively, thus introducing an excess noise equal to N, = 2(g*> — 1)o on both quadra-
tures, that turns the pure state |a) into a mixed state.

From a practical point of view, the transformation (8.3) may be realized by the phase-
insensitive amplifier (PIA) depicted in Fig. 8.2.1(a). It is implemented by coupling the
signal mode a together with an ancillary mode b excited in the vacuum |0) and perform-
ing a two-mode squeezing operation, namely

Sy(r) = exp |r (aTbt —ab)|, (8.5)

r > 0 being the squeezing parameter [31, 284]. The original input mode is then trans-
formed into aoy; = VGa + VG — 1bf, with G = cosh? r, thus retrieving the result of
Eq. (8.3). Thereafter, we trace over mode b, ending up with an amplified signal but at
the expense of introducing a further ineludible noise equal to G — 1 on both quadratures
variances.

Given these considerations, PIAs are of particular interest for systems working at
high powers, whereas their application at the quantum level is more limited due to the
introduced excess noise [12]. The issue of noise may be circumvented by employing
phase-sensitive amplifiers (PSAs), see Figure 8.2.1(b), implemented via a unitary single-
mode squeezing operation

S(r) = exp {; {(aT)2 — az} } , (8.6)

r > 0[31, 284]. The PSA amplifies the quadrature ¢ by a factor VG = exp(r) > 1 at the
expense of squeezing, i.e. de-amplifying, quadrature p by 1/v/G < 1. Consequently, the
quadrature variances are also amplified and de-amplified by G and 1/G, respectively.
Crucially, the input commutation relations between the quadratures are preserved with-
out introducing any further noise.

8.2.2 Noiseless linear amplifiers

Even if conventional amplifiers, namely PIAs and PSAs, can efficiently perform restora-
tion of classical signals, their application at the quantum limit is more limited. Indeed,
both PIAs and PSAs introduce partial distortions of the original signal, by introducing
either thermal noise on both quadratures or phase-sensitive effects, respectively. There-
fore, we may look for a more sophisticated solution, that produces noiseless linear am-
plification, albeit in probabilistic fashion. In fact, in principle, the input-output rela-
tion (8.1) can be realized by a non-deterministic (non-unitary) transformation 7, such
that 7o) = 'y| ga> for some constant v € C. In particular, Eq. (8.1) is retrieved with the
choice T = ¢", i = a'a being the photon-number operator of the input radiation mode,
where 7 is a non-unitary unbounded operator. In turn, we have:

Tla) = eI’ /QZ\FQ n) = 7lga), 87)

n=0
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for the constant v = exp[(g? — 1)|a|?/2]. Given this consideration, we define an ideal
noiseless linear amplifier (NLA) as the device implementing the CP map:

TpTt

&ia(p) = Pa W

+ (1 Pa)[0)(0]. (88)
That is, we assume that an heralding signal identifies which state is produced in every
run of the device, such that noiseless linear amplification of the input signal is achieved
with probability Pq < 1, whereas, in the opposite case, the output state is left into the
vacuum. We also note that the success probability P,q < 1 is not equal to the trace of
the post-selected state T pTt, since T is unbounded. The map &iq describes a physical
operation, provided that the distinguishability of the amplified states is not increased on
average [285, 286]; that is, the map must not decrease the fidelity 7 between any two
input quantum states [27, 287]. In turn, for all states p we should have:

F (p,10)(0]) < F (Ealp),0)(0]) , 8.9)

where we exploited the property &4 (|0)(0]) = |0)(0|. In the presence of a coherent input
p = |a){a|, this imposes a constraint on the success probability, namely [286]:

2
1— el
< .
Pld =1_ 6_92‘a‘2

(8.10)
In summary, provided P4 to satisfy this bound, we have an heralded probabilistic device
that increases the amplitude of a coherent state retaining the initial amount of noise.

Nevertheless, to date, the unitary dilation of &4, that should provide its exact ex-
perimental implementation, is still unknown. Therefore, the task is to design feasible
physical NLAs, that approximate the map (8.8), at least in the limit of weak amplitudes
[285, 288-296]. Here, we present two relevant examples, the quantum scissors (QS) and
the single-photon catalysis (SPC).

Quantum scissors (QS). The first implementation of a physical NLA has been pro-
posed by Ralph and Lund in [285] via the QS scheme schematized in Fig. 8.2.2(a).

In the QS scheme, the incoming signal mode a, impinges at a balanced beam splitter
with the first arm of the two-mode single-photon entangled state:

[©Dbe = VT [10)ee + VI = 7[01)ec, (8.11)

obtained by mixing a single photon with the vacuum at a beam splitter with transmis-
sivity 7, as depicted in Fig. 8.2.2(a). If mode a is excited in the coherent state |«), the
tripartite state at the output reads:

|\I]>abc = UVab Da(a) [\ﬁbT + V1 - TCT] |000>

~[io, (\%) D, (‘5%) (101)ap + [10)as) [0).

IV O‘> e, (812)
b

).

where D, () is the displacement operator on mode a(b) and Uy, is the beam splitter
operator acting on modes a and b.
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QS SPC

(a) (b)

Figure 8.2.2: Schematic representation of the quantum scissors (QS) (a) and the single-photon
catalyis (SPC) (b). In the QS scheme, a single photon is mixed with the vacuum at a beam splitter
with transmissivity 7. One of the output branches then impinges at a balanced beam splitter
with the incoming signal, after which double conditional photo-detection is performed. Noiseless
amplification is achieved when one of the two detectors reveals a single photon. Instead, in the
SPC process a single photon interferes directly with the incoming signal at a beam splitter with
transmissivity 7 and then a single photon is retrieved at the end.

Thereafter, we perform conditional photodetection on both the output modes a and
b: when one of the two detectors retrieves a single photon, the output mode cis projected
onto the (not normalized) quantum state:

o) = el 2

where the “+” and “—" solutions are obtained by projection onto II1g = |10)),, (10| and
o1 = |01))ap((01], respectively. In particular, for weak amplitude coherent states, i.e.
|a|? < 1, we have |1) ~ |ga) for the gain:

10, + 1TTa|1>C] , (8.13)

g=1] 12T, (8.14)
-

being larger than 1 for 7 < 1/2. Hence, the action of the QS is to truncate the coherent
state expansion up to the first order and simultaneously amplify the coherent amplitude.
Finally, the success probability is is given by twice the norm of |¢), as NLA is successful
when both the pairs of outcomes (0,1) and (1, 0) are retrieved, leading to:

Pos = 2e—|a‘2% {1 + g2|a|2} ~ rels*~Dlal® (8.15)

Experimental demonstrations of the QS scheme have also been achieved by means
of linear optics, parametric-down-conversion-based single-photon source, and single-
photon detection [297-299].

Single photon catalysis (SPC). It has been recently proved in [292] that also SPC pro-
vides a candidate to implement noiseless amplification. As depicted in Fig. 8.2.2(b), in
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the SPC scheme a single ancillary mode b, excited in the single-photon state |1), impinges
with the incoming signal at a beam splitter with transmissivity 7. Thereafter, photode-
tection is implemented on the reflected branch, conditioning on IT; = |1)(1].

In turn, the reduced conditional dynamics for the signal mode a is described by the
Kraus operator:

eln(ﬁ)a‘ha
T ,

Uap = explarccos(y/7) (a'b — ab')] being the beam splitter operator acting on modes a
and b. When a weak coherent state |o) =~ |0) + a|1), |a|? < 1, is considered at the input,
we obtain:

My =, (1|Ug|1)y = [1 = (1 = T)aal] (8.16)

1—271 )
[¢) = Mila) = v/ |]0) - all)| = VTleTga), (8.17)
VT
that approximates an amplified coherent state with a 7 phase shift and gain:
1-27
= — 1
9=~ (8.18)

such thatg > 1 for 7 < 1/4.

Moreover, the SPC setup has been experimentally realized in [300, 301] with the in-
tent of generating nonclassical states of light, whilst its application for noiseless ampli-
fication has not been practically tested to date. However, we note that, differently from
QS, in the SPC process a single photon interferes directly with the incoming signal; there-
fore, SPC provides a simpler scheme and may represent a feasible alternative to QS for
experimental NLA realizations.

8.3 CVQKD with phase-insensitive and phase-sensitive amplifiers

Starting from the discussions of the previous section, we now address for the first time
the application of optical amplifiers as a possible resource to mitigate the losses impact
in CVQKD schemes. The results obtained in the following sections are original. Here,
we start from the case of PIAs and PSAs, arranged in multi-span configuration.

8.3.1 Multi-span links

To compensate transmission losses and restore the signal, a first natural option is to em-
ploy conventional optical amplifiers [12, 284, 302] and consider a multi-span link, that
is, a periodic array of amplifiers connected by many independent thermal-loss channels.
To date, this configuration have been investigated with the intent of increasing channel
capacity for information transmission [265, 266, 303, 304], showing that both PIAs [265]
and PSAs [266] induce an exponential enhancement of the ultimate capacity being more
appreciable for short-distance communication. In contrast, in the context of CVQKD
the role of optical amplifiers has been investigated to compensate for detection imper-
fections [193], raising the question on their possible application to the channel losses
mitigation task. In fact, multi-span links provide a simple and versatile solution for
practical implementations, unlike many other solutions. As an example, an alternative
choice would be instead to insert classical-like repeaters after each span and establish
keys separately between neighboring nodes. At the quantum limit, a classical repeater
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Figure 8.3.1: Scheme of CVQKD in the presence of a multi-span link. A two mode squeezed
vacuum state (TMSV) is distributed between Alice and Bob. Alice performs a double homodyne
(DH) measurement on her mode, whereas the mode sent to Bob travels through a thermal-loss
channel modeled by a series of M beam splitters with transmissivities 7; and added mean thermal
number of photons n;. To counteract losses, the signal mode B; after each span is amplified by
either PIA or PSA with power gain G;. Finally, Bob performs a measurement which we assume
to be either case I: a random homodyne detection of quadratures ¢g/p, or homodyne detection of
either ¢, I1a, or p, IIb.

would be described as an intercept-resend system, performing double homodyne detec-
tion on the received signal and preparing a coherent pulse with amplitude equal to the
obtained outcome. Due to the probabilistic nature of quantum measurements, the over-
all effect of such intercept-resend strategy would be the introduction of an excess ther-
mal noise, similar to the case of PIA. In principle, establishing keys between subsequent
nodes would significantly reduce the impact of channel losses at the cost of introduc-
ing additional excesss noise due to probabilistic nature of the quadrature measurement.
However, from a practical point of view, this configuration would be unfeasible in real
networks, as classical-repeater nodes are expensive and, thus, cannot be placed at every
few kilometers. A further solution may be the adoption of quantum repeaters [305-307],
which represent an intriguing strategy from a theoretical point of view, but rather an
unpractical one with current state-of-the-art technology. In fact, quantum repeaters for
CV systems employ probabilistic noiseless linear amplifiers as a fundamental building
block, and, thus, require the presence of a quantum memory, not yet available with the
current optical communication technologies and far from a direct large-scale implemen-
tation [308, 309]. Thus, employing either classical or quantum repeaters can lead to a
much higher key rate at the cost of making infrastructure complicated and expensive.
On the contrary, optical amplifiers like PIA and PSA are much cheaper and manageable
than repeaters and provide a feasible tool to enhance communication between the nodes.

Given these considerations, the scheme of CVQKD over multi-span links is depicted
in Fig. 8.3.1. In particular, we start from the GG02 scheme in its entanglement-based
version: that is, Alice has a two-mode squeezed vacuum state (TMSV) with variance
V > 1, namely

ITMSVY) = /1 — A2 i A[n)|n) (8.19)
n=0

where A = /(V —1)/(V +1) and |n) being the Fock state with n photons [39]. She
injects the second branch into the quantum channel while performing double homodyne
(DH) detection on the remaining mode, such that the conditional state sent to Bob is
a coherent state. Ultimately, Bob performs a homodyne measurement on the received
pulses, which in the former version of GG02 consists of a random homodyne detection
of either ¢ or p quadratures [14, 177].
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Unlike in the standard GGO02 protocol, now, the quantum channel consists of a multi-
span link with M spans alternated by optical amplifiers. Each span j = 1,...,M is
modeled as an independent thermal-loss channel with transmissivity 7; < 1 and excess
noise ¢; > 0. More precisely, the optical mode entering the j-th link is mixed at a beam
splitter with transmissivity T; with a thermal state having 7; = Tje;/[2(1 — Tj)] mean
number of photons [39]. Thereafter, the radiation undergoes optical amplification, either
phase-insensitive or phase-sensitive, before being injected into the (j + 1)-th span. For
simplicity, here we assume both identical and equally spaced amplifiers, such that all
spans have the same transmissivity 7; = T, added thermal noise 7; = fy and ampli-
fication power gain G; = G. Note, however, that this choice may not be the optimal
arrangement [265]. Then, if the total transmission distance is d, two neighboring ampli-
fiers are spaced by d/M and we have

T = 107"/ (0M) (8.20)

x = 0.2 dB/km being the typical loss rate of standard optical fibers [38, 191, 192]. More-
over, we assume the added thermal photons in each span to be equal to

T™e

hr = Sy (8.21)
With these choices, in the absence of optical amplification, that is G = 1, we retrieve the
standard GGO02 scenario, that is a single-span thermal-loss channel with total transmis-
sivity T,, = T™ and added noise x,, = (1 — T,) /T + ¢, € > 0 being the total excess noise

[177, 222].
Starting from the scheme in Fig. 8.3.1, we address three different cases, differing from
one another by both the employed amplifier and the measurement implemented by Bob:

* Case I: PIA link and random homodyne detection of quadratures ¢/p,

¢ Case Ila: PSA link and homodyne detection of quadrature g, namely the anti-
squeezed quadrature,

* Case IIb: PSA link and homodyne detection of quadrature p, namely the squeezed
quadrature.

We note that the presence of a PSA link makes the channel phase-sensitive, thus differ-
entiating the behavior of quadratures ¢ and p. Therefore, in the presence of PSAs Bob
may perform homodyne detection of a single quadrature for those experimental runs
dedicated to key extraction, while homodyning both ¢ and p for the channel evaluation
stage, in order to fully characterize the quantum channel [222]. We also remark the im-
portant difference between PIA and PSA: the former is a noisy operation requiring the
introduction of an additional light mode lost to the environment which, in principle, can
be intercepted by a malicious party, whereas the latter amplification scenario assumes
unitary evolution which does not leak any information, thus being always trusted.

In the following, we compute the KGR for all three cases under both unconditional
security and the trusted device scenarios, in which we assume trusted amplifiers and
only a single untrusted span 0 < k£ < M. To perform the analysis, we adopt the notation
introduced in Fig. 8.3.1. At first Alice has two optical modes A and By excited in a TMSV
state. Then, the mode B is injected into the sequence of M spans. We denote by B; the
optical mode coming out from the j-th span and subsequently amplified by the j-th
amplifier. Finally, we refer to the last output mode as B = Bj;. We start by computing
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the mutual information shared between Alice and Bob, addressing the cases I and IIp,
p = a, b, separately. The whole analysis is carried out following the Gaussian formalism.

In fact, a thermal-loss channel with transmissivity 7' < 1 and thermal noise 7np is
described via a Gaussian completely positive (CP) map associated with the matrices
[31]:

XL =VT1, and Yrp = (1—T)(1+ 2iir)ls, (8.22)

1, being the 2 x 2 identity matrix.
As regards optical amplification, PIA are descripted by the Gaussian CP map [31]:

XPIA = \/5]12 and YPIA = (G — 1)]12 y (823)

G > 1being the amplification power gain, whilst PSA are unitary maps, thus completely
described by the symplectic matrix [33]:

G'/? 0
SPSA:< 0 G_1/2> . (8.24)

Thus, for case I, namely in the presence of a PIA link, each span is given by the
composition of the two Gaussian CP maps described by Egs. (8.22) and (8.23), resulting
in a overall Gaussian CP map defined by the matrices:

XU = XpraXrr, = VGT 1,
YO = Xpa Yoo Xpia + Yeia
=[Gl -T)1+2n7)+ (G —1)] 1. (8.25)
Otherwise, for case I, namely PSA link, each span is the composition of the CP map (8.22)

and the symplectic evolution (8.24), resulting in the overall Gaussian CP map associated
with X(H) = SPSAXTL and Y(H) = SPSAYTLSESA/ namely:

VGT 0
(In _
XD — ( 0 G1T> , (8.26)
and
(G =T)(1 + 2ar) 0
yan _ ( ( iy ci1-1) +2nT)) , (8.27)

CaseI: PIA link The initial state before injection into the channel is a TMSV in modes
A and By, completely characterized by its covariance matrix (CM)

- V]].Q ZO‘Z
oAB, = (Zo-z V]12) , (8.28)

where Z = /V2 — 1, and o is the Pauli z-matrix.

The mode By is injected into the noisy channel, which may be modeled via a se-
quence of Gaussian CP maps. More specifically, each node is described by a Gaussian
CP map (8.23), such that the bipartite state on modes AB; after the j-th span is a Gaus-
sian state with associated CM USLBB?, = (L& X(I))a'ggj_l(]lg o XMNT +0aY®), 0
being the null 2 x 2 matrix. ' '



Optical amplification for long-distance CVQKD 179

Accordingly, after M nodes applying PIA the state shared between Alice and Bob is
still Gaussian with CM

o P o  faM 1, Mg 629)
AP\ ) e 0D, ) '

where
aM =y (8.30a)
pM) = (M) {V + X(M>] , (8.30b)
ZM) = /(M) 7 (8.30¢)

and
M — (GT)M, (8.31a)
1 1-(GT)M

) — T e | e (8:31b)

x = (1 = T)(1 + 27r)/T being the added noise introduced after the passage though a
single span due to the channel thermal noise, while xg = (G—1)/(GT) is the added noise
due to the PIA. Consequently, compared to the scenario in the absence of amplifiers, the
PIA link is equivalent to a thermal-loss channel with increased transmissivity T’ M) > T,
but also increased added noise x(M) > y,..

After transmission, Alice performs DH detection on her mode, associated with the
CM opn = 15, while Bob implements a homodyne detection of either quadrature ¢ or p,
referred to as sub-cases a and b, and described by the CMs

. z 0 . z 0
7a = limy (0 zl) and o, = lim (o zl) , (8.32)
respectively. Due to the symmetry of (8.29), the resulting statistics for both quadrtures
are identical, therefore, we can safely assume that Bob always measures the quadrature

g. In turn, the mutual information between Alice and Bob may be obtained directly
from (8.29) as:

(8.33)

1 det [oD + det [ + o,
10070 = o, { 178 ool o

det [0'525, + (opu ® O'a)]
where we highlighted the dependence on the free parameters V' and G.

Case II : PSA link For cases IIp, p = a,b, we follow analogous procedure as in the
previous subsection. Now, each node is modeled by a Gaussian CP map (8.26). The

shared state on modes AB; has CM aggj = (LXMW )aggj_l (L XM T+ (0py D),
thus ultimately we obtain the CM of the state shared between Alice and Bob as:

a™) 0 z%M) 0

11 11
AB o I0T z%M) 0 bgM) 0 ) :

Z o gl)
M M
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where
M M M
by =T ) [v + X§(2§] : (8.35a)
g =\ T 2 (8.35b)
and
™ =@n™, 1M =@M, (8.36a)
a1 1-—(GD)M
L TG 1-gr © (8:36b)
(M) _ 1 1-— (G_lT)]u
X2 - (GilT)Mfl 1— GilT X (836C)

with x = (1 —=T)(1 + 2ar1)/T.
Unlike case I, the PSA link is a phase-sensitive channel. Indeed, in the presence of

PSA, quadrature ¢ exhibits an increased transmissivity Tl(M) > T, and reduced added

noise ng) < Xn, Whereas quadrature p shows a reduced transmissivity TQ(M) < T, with

increased added noise XgM) > xn- As we discuss in the following, under appropriate
conditions this allows Bob to hide behind the increased noise to reduce the amount of
information intercepted by an eventual eavesdropper. The mutual information for the

two sub-cases p = a, b then reads:

det [0 + o] det [ + ] R

1M (V,6) = 210 {
AB ( ) ) o det [0'5412 N (O'DH o O'p)}
In the next subsections, we will perform a security analysis of the above protocols
by considering both the cases of unconditional security, where the entire channel is un-
trusted, and conditional security, assuming that only a single span is untrusted and may
be intercepted by Eve. In both scenarios, we take as a benchmark the security of the
associated protocol in the absence of optical amplifiers, referred to as the “no-amplifier
protocol”, in which we assume Bob to perform a random homodyne measurement of
either quadrature ¢ or p as in GG02. The results of the standard no-amplifier protocol
can be retrieved from both cases I and II by fixing G = 1.

8.3.2 Unconditional security

At first, we analyze the performance of the discussed protocol under the unconditional
security approach, where the whole transmission line is supposed to be attacked by
Eve. In this framework, all elements of the multi-span link are assumed to be untrusted
and the most powerful attack is the so-called purification attack [177, 222]. That is, Eve
intercepts all the lost photons, and collects modes associated with the channel noise
and purifies the final state shared between Alice and Bob, such that the tripartite system
ABE is pure [222]. Under these conditions employing PIAs is useless because Eve would
have access also to their purification, and extract more information with respect to the
no-amplifier protocol. In contrast, case II is still worth of interest due to the unitarity of
phase-sensitive amplification.
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Considering reverse reconciliation [177, 222], for the cases IIp, p = a,b, the KGR is
given by

KM™(V,G) = BIYY (V,G) = x5 (V,G) (8.38)
where § < 1 is the reconciliation efficiency and Xg?) (V.G) = Sg — S](Epl)B is the Holevo
information between Bob and Eve, Sg and Sg’l)B being the Von Neumann entropies of

Eve’s overall state and Eve’s conditional state after Bob’s measurement, respectively.

Due to the purification attack and the fact that Bob’s measurement is represented by a

1-rank operator, we have Sp = Sap and Sg)‘)B = Sl(fl)B, where S p and qup‘)B are the

Von Neumann entropies of Alice and Bob’s bipartite state and Alice’s conditional state,
respectively. These two latter quantities can be retrieved from the CM (8.34), leading to:

_ _ (p)
W) (v, @) :h<d12 1) +h<d22 1) —h <d321> , (8.39)

where
h(z) = (x + 1)logy(x + 1) — xlogsy x, (8.40)

d; and d; are the symplectic eigenvalues of (8.34) and dép) = 4/det [Ugllg)] , with

-1
ag‘lg = o-gl) — a'gl) {agl) + ap} O'(ZH)T . (8.41)
In particular, we have:
a Z?
dd ®) _ v (1= (8.42)

v|v )

Finally, we perform optimization over the free parameters - modulation variance V'
and power gain G, obtaining

K™ = max KI™(V.G),  (p=ab), (8.43)

subject to the set of constraints bgj ) <V, seeEq. (8.35a), i.e.
ﬂﬂV+Wﬂsv,@=LmJ@, (8.44)

assuring that throughout the channel the squeezing operation does not amplify the vari-
ances of the quadratures, proportional to the total optical power, over their input values
[265, 266]. This conditions arises from a physical requirement that realistic optical fibers
cannot support propagation of pulses with arbitrarily high energy without damaging
the optical infrastructure or the emergence of unwanted nonlinear effects. Therefore,
it is reasonable to impose a condition on the gain of the PSA, such that energy of the
amplified signal after each span is not larger than the input one.
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Figure 8.3.2: (a) Log plot of K. (™) a5 a function of the transmission link length d for different level
of external noise and number of amplifiers M, with fixed reconciliation efficiency 8 = 0.95. (b)

Log plot of K ("8) a5 a function of d for different values of reconciliation efficiency and number of
amplifiers M, with fixed channel excess noise ¢ = 0.05. The enhancement introduced by PSAs is
accentuated for lower 5. The case M = 0 refers to the no-amplifier protocol. The pink shaded area
represents KGR greater than the PLOB bound, computed for e = 0.05.
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Figure 8.3.3: Plot of the optimized amplifier power gain G, (I'®) 25 a function of link length d for

different number of amplifiers M. The dashed lines represent the maximum attainable gain GO,

computed with the optimized modulation V,

B =0.95.
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Furthermore, since we assume all amplifiers to be characterized by the same gain , it
suffices to verify condition (8.44) for j = 1, satisfied if bgl) <V, namely
1%
G<aGgl) = )
T4+ TV 4e—1)

In this security paradigm, the no-amplifier protocol is described by a single-span
quantum channel with transmissivity 7}, and added noise x,, which coincides with the

(8.45)

GGO02 protocol. The benchmark key rate K (™ is obtained by optimizing the unamplified
KGR over the modulation variance V:

KM = max KIP(v,.G=1). (8.46)

The obtained numerical results suggest that the optimized gain for case Ila is equal to

G&I %) — 1 for all d, therefore K Sla) =K &n) and measuring the anti-squeezed quadrature
g does not increase the key rate of the discussed protocol. On the contrary, the case IIb
improves the security for large values of excess noise ¢, as depicted in Fig. 8.3.2(a). In
this case, PSA links offer a higher KGR and, remarkably, increase the achievable maxi-
mum transmission distance, although the enhancement is relevant only for large excess
noise, namely ¢ 2 0.05 [225, 226]. Furthermore, as shown in Fig. 8.3.2(b), at fixed ex-
cess noise ¢, the KGR increase induced by PSAs becomes larger for lower values of the
reconciliation efficiency 5. For the sake of completeness, in Fig. 8.3.2 we also show the
Pirandola-Laurenza-Ottaviani-Banchi (PLOB) bound [310]:

Kpros = —logy [(1 — TH)TZLT} - h(’ﬁT) s (8.47)

which represents the maximum KGR achievable with the considered repeaterless thermal-
loss channel.
The optimized gain G obtained from the maximization procedure is plotted in

Fig. 8.3.3. For small link lengths d, constraint (8.45) leads to GS} b) _ GSTIIL)X and the

gain increases with link length, whereas for larger d it becomes a decreasing function

IIb

approaching 1 asymptotically. Moreover, G decreases with the number of spans M,

as expected. Finally, the optimized modulation Vi) s a decreasing function of the

link length such that Vu(Hb) > Vu(n), where Vu(n) is the optimized modulation of the no-
amplifier protocol.
The physical explanation of the previous results is the following. When measuring

the squeezed quadrature p, Bob observes a higher added noise with respect to the stan-

dard protocol, that is, X;M) > Xn, and a reduced effective transmissivity TQ(M) < T,, as

depicted in Fig. 8.3.4. In turn, the mutual information between Alice and Bob is reduced,
but at the same time also Eve’s Holevo information is reduced since the conditional en-
tropy SgJI)B becomes larger, according to (8.42). The tradeoff between the two types of

information leads to the the existence of an optimized gain for which the Holevo infor-
mation is reduced more than the mutual information, eventually resulting in a higher
KGR obtained by “hiding” behind the noise.

In light of this, the advantage introduced by PSAs shall increase with the number of
spans M. In particular, we may obtain the maximum increase in KGR in the continuous-
amplification limit, M >> 1. Since T’ M — T is fixed, in this limit, up to a leading order in
M,wehavethat T~ 1,1-T ~ —InT = —(InT,)/M and GM = G .. Consequently, the
effective transmissivities and added noises read
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Figure 8.3.4: Plot of the added noise x<2M> (a) and the effective link transmission T2<M) (b) as a
function of link length d for different number of amplifiers M for e = 0.05 and 5 = 0.95. The case
M = 0 refers to the no-amplifier protocol.

while the effective added noise XgM) on quadrature ¢ becomes:

(o) _ 1 1-Go T, 1-T
= 11m
X GocTnl— (GooTw)/M T
1 [ 1-GoTa ][ Ty
G Ty | (G Ty)/M M

11— Gy, InT, (
 GooTw In(GoTy)

M—o0

(1+ 2m)}

} (1+2nr)

1+ 2nar), (8.49)

where we also adopted the Taylor expansion 1 — 2/ = —Inx/M + O(1/M?), holding
for M > 1. With analogous method, we obatin:

(c0) 1-T,/Gx InT,
X T TG I (Th/Goo)
and we obtain the KGR by (8.43). These channel parameters, calculated for the resulting

optimized gain G, are plotted in Fig. 8.3.4. Note also that even a few spans allow one
to approach the continuous amplification limit.

(14 277), (8.50)

Finally, we calculate the maximum tolerable excess noise e;ii};) as a function of the

transmission distance, reported in Fig. 8.3.5. It represents the maximum acceptable
amount of noise to maintain a positive KGR. Consistently with the previous results, the
exploitation of PSAs increases the maximum tolerable excess noise with respect to the
no-amplifier scheme in the metropolitan-distance regime, as ) > el As expected,
the advantage introduced increases with the number of nodes.

8.3.3 Trusted-device scenario

We now discuss the second instance under investigation, namely the restricted eaves-
dropping case. In this scenario we assume Eve to attack only a single span of the link,
whilst all the remaining ones as well as the employed amplifiers are considered to be
trusted, thus letting our analysis to belong to the conditional security framework. In
turn, only a fraction 1/M of the whole fiber link is untrusted. The scheme for the eaves-
dropping strategy under investigation is depicted in Fig. 8.3.6. Across the whole chan-
nel, only the k-th link, kK = 1,..., M, is untrusted and may be attacked via entangling
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Figure 8.3.5: Plot of the maximum tolerable noise e as a function of the link length d for differ-

ent number of amplifiers M and 8 = 0.95. The case M = 0 refers to the no-amplifier protocol.
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Figure 8.3.6: Scheme of the CVQKD protocol under restricted eavesdropping. All the amplifiers
are trusted and Eve is allowed to attack only the k-th span, k = 1, ..., M, via active eavesdropping,
that is by injecting one arm of a TMSV state into the span, hiding herself behind the introduced
excess noise.
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cloner attack by Eve [222, 239], performing active eavesdropping. That is, Eve hides
herself behind the thermal noise 7, = 77, equal to (8.21), by generating a TMSV state
with variance V. = 1 + 27y on two modes E = (E1, E;) and injecting mode E; into the
second input port of the beam splitter modeling the k-th span, retrieving the reflected
output state. In this way she gets undetected by Alice and Bob, as performing partial
trace over modes F introduces an additive thermal noise with exactly 77 mean number
of photons. In order to perform the security analysis under the above paradigm we shall
compute the quantum state in Eve’s possession after the entangling cloner attack. We
proceed as follows, starting with the case I.

Since all nodes j = 1,...,k — 1 are trusted, the quantum state shared by Alice and

Bob injected into the k-th span is in the form (8.29), namely:

(k=1) 7 (k=1)
I a z o
"543&,_1 = <Z(k—1) Uz p(k—1) ]12) . (8.51)
Instead, the CM of Eve’s initial TMSV state reads:
_(Vely Zeo.

OE = (ZEGZ Ve]lz> ) (8.52)

with Z, = /V2 — 1. After the interference at the beam splitter, the joint quantum state
of Alice, Bob and Eve is described by the CM:

o\ p =5 (U%M @ aE> ST, (8.53)
where
S=1®Sps® 12, (8.54)
and
_ VT 1, VI—T1,
Sps = ( T-7T1, VTl (8.55)

is the symplectic matrix associated with the beam splitter operation [31, 33].

Thereafter, we let the transmitted signal pass through the remaining M — k spans,
applying the techniques described in 8.3.1. Ultimately, the tripartite joint state after the
channel is associated with the CM:

o) g S)B g (CI‘)
OABE = ; (8.56)
GQT ag

with the 0'%3 in Equation (8.29) and

— (k—1)
ag) _ {(1 T)b + TVE} 1, \/TZE O ’ (8.57)
\/TZE o, Ve la
M 1) 0
o c’ o
o [T} (e 0y 5
o_g)E D1, B g,
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being the CM of Eve’s overall state and the correlation matrix between Alice and Bob
and Eve, respectively, with

M = —1T=T 1 (8.59)
2 = \/(GT)JVI—k—H(l —-T) |:‘/5 _ b(kl)] , (8.60)
o = \/(GT)M—kGa —T)Z.. (8.61)

Subsequently, after Bob’s measurement Eve is left with the conditional state associated
with:

-1
U(EI)IB = a'%) — agg {ag) + aa} Ug)E . (8.62)

Similarly as in the unconditional security case, the KGR resulting from the present
conditional security analysis is given by the difference between the appropriately rescaled

Alice and Bob’s mutual information / S])3 (V, G) and the Holevo information between Eve
and Bob y {2 (V, G):

KOW,G) = BIGR(V.G) ~ xip(V,G) (8.63)
where 3 denotes the reconciliation efficiency. The Holevo information can be written as

Xgp(V.G) = 8% — 55l = n@") + (@) - n(d’) — @), (8.64)

where h(x) is the function in (8.40) and dl(g) and dg(a) are symplectic eigenvalues of the
CMs (8.57) and (8.62), respectively. The resulting optimized KGR is equal to:

KUY =max KY(V,q), (8.65)
V.G

subject to the constraints of maximum power in the link 7 [V + )] < V for all j =
1,..., M, or, equivalently,

max = 5TV e 1) (8.66)

The same procedure may be followed to derive the key rate of case II, identifying

the corresponding CMs 0'%1) and o-%l‘pB), p = a, b, the latter depending on the particular

quadrature measured by Bob. Now, the joint state of the three parties is associated with
the CM:

(I1) ‘7%3) U(CH)
OABE = <0'(H)T O'(II)) ) (8.67)
c E
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with the 0'%3) in Equation (8.34) and

e 0 VTZ, 0
1I 0 (& 0 _\/TZE
o5 =tz o 14 o |’ (569
0 —VTZ. 0 Ve
o0 o
(11) (1)
o 0 -—c 0 0
oM = [P o , (8.69)
oty) 0w
0 céQ) 0 5
with
e1(2) = [( )b§]z2)1) + TVE} , (8.70a)
iy =TT 570
o = \J(Gr)M—r+1(1 - T) {Ve - b&’“ﬂ , (8.70c)
N e S e
) = \J(Gr)M—re - 1) 2. (8.70¢)
&P = \/(G—lT)Mkafl(l ~T)Z.. (8.70f)
Finally, Eve’s conditional CM reads:
0%1‘%) — ol _ SUDT [Ugl) i ap} ag%, p=a,b. (8.71)
The corresponding KGR can be written as:
K(Hp ﬁI(Hp) X(Hp) ‘/’ G , p=a, b , (872)
c BE

with the mutual information I @ p)(V, G) given in (8.37) and the Holevo information
equal to

V.0 = 5 - s

E|B
= n(d™) + (™) — h(ds"™) - naf™), (8.73)
dl(g)) and d:’ﬁ?) being the symplectic eigenvalues of a%l) and U%TpB), respectively. Finally,
one obtains
K — max K{P)(V,G), (8.74)

V.G
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subject to the constraint (8.45). Differently from Section 8.3.2, in this scenario the no-
amplifier protocol is equivalent to the case of a wiretap channel under restricted eaves-
dropping, in which Eve has access only to a portion 1/M of the fiber link [239]. That
is, we may model the channel as an asymmetric three-span channel composed of three
beam splitters with effective transmissivities 7, = T*~!, T}, = T and T, = TM~*, and
thermal noise n; = ny = 7, = nr, respectively, in which only the central span is attacked

by Eve via entangling-cloner attack. The benchmark key rate K. ™ is then equal to:
KM = max KOWV,G=1). (8.75)

In the following, we show the obtained results, by comparing directly cases I and IIa,
in which the amplified quadrature is probed by Bob and, thereafter, by discussing case
IIb, where Bob detects the de-amplified quadrature.

8.3.3.1 Cases I and Ila: measuring the amplified quadrature

For both the discussed cases I and II, plots of the KGR K éq), q = I, I1a, are presented in
Figure 8.3.7 for links with M = 5 (a) or M = 10 (b) amplifiers and different positions

k =1,..., N of the untrusted span, and compared to K ™ for no-amplifier protocol. We
underline that the results for M = 5 and M = 10 can be only qualitatively compared, as
we keep the assumption that only one span is untrusted and, in turn, by increasing M
Eve becomes more and more restricted.

In general, one can observe that, when Bob measures the amplified quadrature, both
PIAs and PSAs improve the KGR with respect to the no-amplifier protocol only if Eve
attacks one of the first spans of the fiber-link. The case k = 1, where the first span is
the untrusted one, represents the best-case scenario, where the key rate is increased by
several orders of magnitude. Indeed, in this scenario the signal intercepted by Eve has

not been amplified yet. Thus, Eve’s overall state, described by the CM o'%l), is indepen-

dent of the gain GG and the only effect of amplification is the reduction of the conditional
entropy SE;I)B appearing in the Holevo information Egs. (8.64) and (8.73). On the other
hand, for k£ > 2, amplifying Bob’s received signal also increases Eve’s overall entropy
Sg‘). In turn, the benefits of optical amplification are more and more reduced with in-
creasing k. To better quantify this effect, we compute the ratio:

KgQ)
KM
which is presented in Figure 8.3.7(c-d). All ratios are initially equal to 1 up to a threshold

distance, that is, R@ = 1if d < d'9  thereafter for k > 2 they reach a maximum

min’/

and then decrease towards an asymptotic value. Moreover, the key ratio R(?) decreases

R@ = q=11la, (8.76)

with increasing k and there exists a threshold value k;, such that for £ > kt(g) we have

R@ = 1. Therefore, if Eve attacks a span located further, k > k), employing signal
amplification is no longer beneficial. For link parameters values x = 0.2dB/km, e = 0.05

and 8 = 0.95 one obtains k]’ = 2 and kt(}llla) = 3 for M = 5, while for M = 10 one gets

th —
kt(l? = 5and kt(llfa) = 8. Importantly, note that the performance of PIA links is always
lower than PSA ones, as RV < RO, g < 01 ang 1 < k(™) This is a direct
consequence of the additional noise introduced by the phase-insensitive amplification
process.
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Figure 8.3.7: Plot of the optimized KGR K. and key ratio R for cases I and IIa as a function of the
transmission link length d for different locations of the eavesdropper for M = 5 (a) and (c) and
M =10 (b) and (d), respectively. We set e = 0.05 and 8 = 0.95.
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Figure 8.3.8: Optimal amplifier power gain (a) and modulation (b) for cases I and ITa as a function
of the link length d for different locations of the untrusted span k for M = 10, e = 0.05 and
B =0.95.
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The optimized gain G\ and modulation V¥, q = I,1Ia, are depicted in Figure 8.3.8
(a) and (b), respectively. Consistent with the results from the previous paragraph, it

is optimal to not amplify the signal, i.e. G = 1, for short distances d < dﬂ?i)n. For

longer link lengths the optimal gain initially increases with d, following constraints (8.45)
and (8.66), and then ultimately decreases towards an asymptotic value. The optimal gain

G also decreases with F, similarly to the key ratio. On the other hand, the behavior of

optimal modulation Vi s quite peculiar. For £ = 1 it is a monotonous decreasing func-
tion of the transmission distance d, as obtained in Section 8.3.2. The presence of optical
amplifiers increases the modulation value with respect to the no-amplifier protocol, as

VC(Q) > Vc(n). On the contrary, when k£ > 2 the situation is completely different and in the
long-distance regime the optimized modulation turns out to be an increasing function
of d. In fact, if Eve attacks one of the last spans of the communication link she intercepts
a weak pulse, therefore it is possible to safely increase the input modulation variance
without preventing secure communication between Alice and Bob.

When the amplified quadrature is measured, the effective transmissivity probed by

Bob, namely 7(™) and Tl(M) for cases I and Ila respectively, is larger with respect to the

no-amplifier protocol, T, Tl(M) > T,. This leads to an increase of both mutual in-
formation between Alice and Bob, and, at the same time, Holevo information on Eve’s
side. This is because for k > 2 she also receives an amplified signal. In turn, when per-
forming optimization over the free parameters, there emerges a tradeoff between these

two types of information, resulting in the key rates shown in Figure 8.3.7. In particu-
(a)

is useless, GSD = 1. The difference between cases I and Ila is due to the different im-
pact of the added noise. In fact, for case Ila the added noise is rescaled with respect to

the no-amplifier protocol, XgM) < Xn, Whilst for case I the noise is increased because of
the additive contribution x¢ due to phase-insensitive amplification, M) > y,. In the
latter case the (incoherent) added contribution yg detriments the mutual information
between Alice and Bob, being less than its counterpart of case Ila. Ultimately, this leads
to a reduced performance of PIA links with respect to PSA ones.

lar, for short-distance communication, d < d one obtains that optical amplification

8.3.3.2 Case IIb : measuring the de-amplified quadrature

The KGR K™ for the Bob’s measurement of the de-amplified quadrature, IIb, is de-
picted in Figure 8.3.9 for links with M = 5 (a) or M = 10 (b) amplifiers and different
positions k = 1,..., M of the untrusted span, together with the key ratio

IIb
(Ib) _ KM

R K

(8.77)

The scenario is reversed with respect to the previous cases. Indeed, when Bob probes
the squeezed (i.e. de-amplified) quadrature, PSA links improve the resulting KGR if Eve
attacks one of the last spans of the channel. The best-case scenario is provided by £ = M,
in which the KGR increases by more than an order of magnitude. Consequently, and in
contrast to the results from Section 8.3.3.1, one observes enhancement in the key ratio
RUIP) with increasing k. In this scenario the PSA becomes useless if Eve attacks the first
span for all M, namely R = 1, since in this case she intercepts the pulse before all
amplifiers and therefore, de-amplifying the signal only reduces the mutual information
between Alice and Bob, maintaining a higher Holevo information at Eve’s side. On the
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Figure 8.3.9: Plot of the optimized KGR and key ratio R!™ for case IIb as a function of the
transmission link length d for different locations of the eavesdropper for M = 5 (a) and (c) and
M =10 (b) and (d), respectively. We set e = 0.05 and 3 = 0.95.
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Figure 8.3.10: Optimal amplifier power gain (a) and modulation (b) for case IIb as a function of
the link length d for different locations of the untrusted span k for M = 10, e = 0.05 and 5 = 0.95.

other hand, for k£ > 2, de-amplifying Bob’s signal also reduces Eve’s extracted informa-

tion, thus leading to R > 1. In particular, there exists a threshold attack location

ES) such that for k < k™ one has RI®) = 1, being equal to k™ = 1for M = 5

and kt(gb) = 2 for M = 10. For eavesdropping performed on a span located further

within the link k& > kt(gb) all key ratios exhibit a maximum and then decrease towards
an asymptotic value, equal to 1 for locations closer to the threshold value or greater than
1 for those placed further, implying an improvement of security in the long-distance
regime brought by the PSA link.

We note that the absence of PSA advantage for k = 1 does not stand in contradiction
with its existence in the unconditional security framework discussed in Section 8.3.2,
where Eve is assumed to collect the reflected pulses from all spans. This is because de-
amplification reduces the accessible information contained in the signals lost after the
second span, eventually resulting in a enhancement of the KGR.

In Figure 8.3.10(a) and (b), one can see the optimized gain GEHb) and modulation
v, respectively. We see that amplification is not beneficial, G = 1, for eaves-

dropping performed on initial spans k& < kt(}lllb), whereas for attacks on latter spans
the optimal gain increases with the link length following constraint (8.45), until finally
decreasing towards an asymptotic value. In accordance with the previous results, one
needs to employ the stronger optimal amplification the further the eavesdropped span
is located. The optimized modulation increases with respect to the no-amplifier proto-

col Vc(Hb) > Ve n), Similarly to the results obtained in Section 8.3.3.1, it is a decreasing
function of the link length if the attack is performed on the first span, whilst it becomes
non-monotonous for k > 2, increasing in the long-distance regime.

The physical meaning of these results is analogous to these obtained in Section 8.3.2.
Indeed, the case IIb is associated with a reduced transmissivity with respect to the no-

amplifier protocol, TQ(M) < T, and amplified added noise XgM) > Xn- Therefore, for

k > 2 by employing PSAs Bob accepts to reduce the extracted mutual information, in
(ITb)

order to increase the conditional entropy S, ', resulting in a lower Holevo information
between Eve and himself. The tradeoff between these two quantities is such that for

k> kt(ilb) one has Gglb) > 1 and PSA links increase the obtained KGR.
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Figure 8.4.1: Scheme of the CVQKD protocol assisted by the ideal NLA proposed in [287]. Alice
performs double homodyne (DH) detection on the first branch of a TMSV state with variance
V' > 1 to perform coherent state generation. The second one is then injected into the thermal-
loss channel to Bob, who implements the ideal NLA operation ¢g” to amplify his signal, before
performing homodyne (HD) detection.

8.4 CVQKD with noiseless linear amplifiers

As outlined in the previous section, conventional amplifiers based on parametric down
conversion have a relatively limited impact of CVQKD in the presence of unconditional
security, whereas they prove themselves more powerful under restricted eavesdropping,
when only few parts of the fiber links are untrusted. An intriguing solution to over-
come this fundamental limitation is provided by heralded noiseless linear amplification
at the receiver’s side. Indeed, in 2012 Blandino et al. showed that an ideal probabilistic
NLA with amplitude gain g leads to an increase in the maximum transmission distance
proportional to log g [287]. Nevertheless, any realistic physical NLA can only approxi-
mate the ideal amplifier for low-amplitude optical signals [285, 288-296]. To avoid this
drawback, measurement-based NLAs, performing virtual amplification based on clas-
sical data post-selection, have also been proposed [311-313]. However, the low success
probabilities of these operations [314, 315] make physical NLAs still worth of investi-
gation. Recently, CVQKD employing quantum scissors (QS) [285] has been addressed,
allowing to achieve long-distance secure communication for sufficiently low channel
excess noise [35, 250]. To the same goal, also single-photon catalysis (SPC) has been
investigated [292, 316].

In the following, we firstly present the unconditional security analysis for the GG02
protocol assisted by the ideal NLA proposed by Blandino et al.. Thereafter, we inves-
tigate security in the presence of feasible physical NLAs, realized via either the quan-
tum scissors (QS) or the single-photon catalysis (SPC) scheme, in which we consider the
simplified realistic scenario where photo-detection is replaced by on-off detection, see
Sec. 8.2.2. Moreover, we distinguish two alternative cases. In the former, we fix the NLA
gain g and show that also physical NLAs increase the maximum transmission distance
by the same amount In g as the ideal amplifier. In the latter, we assume g to be a free
parameter and optimize its value, obtaining that both physical and ideal NLAs achieve
arbitrary long-distance CVQKD. For the physical amplifiers, we also discuss the robust-
ness in the presence of a quantum detection efficiency n < 1, showing that the detection
efficiency only rescales the KGR without preventing long-distance communication.

8.4.1 Ideal NLA

To begin with, we consider a GG02 scheme in which Bob employs an ideal NLA to am-
plify his received signal, as depicted in Fig. 8.4.1. That is, Alice prepares a two-mode
squeezed vacuum (TMSV) state with modulation variance V' > 1 and injects one mode
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into a thermal-loss channel with transmissivity 7" < 1 and excess noise ¢ > 0, with cor-
responding added noise x = (1 — T')/T + e. Thereafter, Bob implements an ideal NLA
with gain g > 1 on his received pulse, before performing a Gaussian measurement, here
assumed to be homodyne (HD) detection. As discussed in Sec. 8.2.2, the ideal NLA
is a non-deterministic operation described by the self-adjoint operator g, 7 being the
photon-number operator of the optical mode undergoing amplification, therefore it pre-
serves Gaussianity [285, 287]. Therefore the protocol in Fig. 8.4.1 is equivalent to a GG02
scheme where Alice and Bob share a Gaussian state with covariance matrix (CM):

() _ < Via 1 VIaZiao: ) (8.78)

O'A =
B VT©iaZiao. Tia(Via + xia) 12

with xig = (1 — Tiq)/Tia + €, Zia = \/Vi?i — 1, and the effective channel parameters,
explicitly derived in App. A.3:

T(g?> -1)2?

Vid=V+2_T(92_1)(V_1+€), (8.79a)
2
o g1
T = 14T(2—1)[1+Te(g>—1)(2—¢€)/4—¢]’ (8.79b)
€ia =€+ (9° — 1)% ) (8.79¢)
provided that:
2
< —_— .
g—\/1+T(V+61) (8.:80)

Without the last condition on the gain an unphysical un-normalizable state is obtained
[285, 287]. Equivalently, for a fixed gain Eq. (8.80) corresponds to a threshold of the
transmissivity, namely:

2
(> =DV +e—1)°

preventing the use of the NLA protocol for distances d < dgfi) (—10logyo Tin)/ k- For

d > dg:i), employing the ideal NLA is equivalent to considering an effective channel of
increased transmissivity Tiq > 7'. The resulting KGR then reads:

Kia(V,g) = Pa(V,9) | BIS9)(V,9) — xS0V, 9) |, (8.82)

where P,q(V, g) is the success probability of the NLA, 5 < 1 is the reconciliation effi-
ciency, whereas IS%)(V, g) and X%CB(V; g) are computed from Eq.s (6.34) and (6.41), re-
spectively, with the modified parameters (8.79). As demonstrated in App. A.3, the suc-
cess NLA probability is bounded by P4(V, g) < 1/¢?, therefore from now on we consider
as a benchmark the KGR:

Ka(V,g) = m“”( 9) —xBp(V.9)]| - (8.83)
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Figure 8.4.2: Scheme of the CVQKD protocol assisted by the two physical NLAs discussed in the
paper. (a) Strategy based on quantum scissors (QS); (b) strategy based on single-photon catalysis
(SPC).

The KGR (8.83) depends on the two free parameters V' and g that can be optimized.
As discussed in the following, the choice of the gain g will be a crucial task. Hence, we
will discuss two separate cases. In the former case we assume a fixed g and optimize
only the modulation variance, obtaining the KGR:

Ki (g) = m‘E/iXKid(V> g) ) (884)

and the corresponding distance-dependent modulation V;(;%) (9). In the latter case the
optimization involves also the gain, obtaining:

Kiq = max Kia(V,g), (8.85)
yg

and the associated parameters VO(:S) and gc(,ipdt). For the sake of clarity, we will review the
obtained results in Sec. 8.4.3 together with the physical NLA-assisted strategies under

investigation.

8.4.2 Physical NLAs: QS and SPC

Now, we consider the more realistic scenario in which Bob employs a physical NLA, re-
alized via either QS or SPC and employing on-off detection rather than photon counting.

In the QS scheme proposed in [35], see Fig. 8.4.2(a), Bob prepares two ancillary modes
in the Fock states |1) and |0), respectively. He mixes them at a beam splitter with trans-
missivity 7 and lets the reflected signal interfere at a balanced beam splitter with the
pulse received by Alice. Then, he performs conditional on-off detection on both the out-
put branches (see App. A.4 for details), corresponding to the positive-operator-valued
measurement (POVM) {Il.g, I1,, = 1 — g}, where:

oo

Mo = » (1 —n)*|k) (K], (8.86)

k=0
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and n < 1is the detection quantum efficiency. If one of the two detectors gives the out-
come “on”, Bob performs homodyne detection on the post-selected output state. The
value of 7 fixes the gain associated with the NLA, that for low-amplitude coherent sig-
nals reads g = /(1 — 7)/7 [285]. Thus, to achieve the gain g we set the transmissivity
equal to:

1

TQs(g) = W . (8.87)

On the contrary, in the SPC scheme, reported in Fig. 8.4.2(b), Bob has a single ancillary
mode excited in [1) impinging at a beam splitter with transmissivity 7 with the pulse
received by Alice. He performs on-off detection on the reflected branch, conditioning
on outcome “on”, and homodynes the post-selected state. The associated gain is g =
(1 —27)/+/7 [292], which can be inverted to find the transmissivity as a function of the
gain,

7'SIF’C( )

1(44—9 —g\/8+g> (8.88)

8

In both the cases, after the NLA Alice and Bob share a non-Gaussian state pg{%, p=

QS,SPC. However, since Bob’s measurement is Gaussian, the security analysis of the
NLA-assisted protocol can be based on the optimality of Gaussian attacks discussed in
Sec. 6.4, which, in this scenario, maximize the amount of information extractable by Eve.
Moreover, since also Alice’s DH detection is Gaussian, we further consider the Gaussian
lower bound on the mutual information, and, in turn, obtain a lower bound of the exact
KGR as:

Kp(V,9) = Po(V,9) | BITS (V. g) = xBb(V,9) | (8.89)

where P, (V, g) is the success probability associated with the p-th NLA and 7 (r) 5(V,g) and

X(Bng(V g) are the mutual information and the Holevo information, respectively, both

computed for a Gaussian state having the same CM of p(p) The condition K,(V,g) > 0
provides a sufficient condition to guarantee secure communication. Nevertheless, our
results are in good agreement with other exact numerical approaches [35], proving the
bound (8.89) to be tight, especially in the long-distance regime xd > 1.

Thus, in our approach it suffices to compute the CM cr(p) associated with p
perform the security analysis. Straightforward calculations lead to:

o _ (Wil Z(Vig)o. ’ (8.90)
AB Z,(V,g)o, Wy(V,g) 1,

as derived in App. A.4. The expressions of P,(V, g), V,(V,g), W,(V,g) and Z,(V, g) are
clumsy and thus only reported in App. A.4. We compute the mutual information and

the Holevo information following the procedure described in Sec. 6.3 by substituting

oAB — o-fj’}; and optimize Eq. (8.89) over the free parameters, obtaining the KGRs

Ky(g) = m‘?x K,(V,g), p = QS,SPC, (8.91)
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Figure 8.4.3: (a) Log plot of the KGRs K} (g) for different values of the quantum efficiency n and

Kia(g) as functions of the distance d in km. The dashed line is the KGR of the original protocol.
(Bottom) Plot of the optimized (input) modulations V(f;’t) (g) and V(f;f) (9) as a function of the dis-
tance d in km for e = 0.03. In both the plots, the shaded region represents the regime d < dgld),
where ideal NLAs generate an unphysical un-normalizable state (see the text for details). We set

B8 =0.95¢=0.03and g = 2.

for a fixed g, together with the corresponding modulation Vo(lft) (9), and

K, = max K,(V,g), p = QS,SPC, (8.92)
.9

if g can be optimized too, with the associated optimized parameters Vo(;’t) and gégi.

We note that in the SPC scheme there always exists a local maximum for 7 = 1, in
which case the SPC performs as the identity operator, allowing to retrieve the results of
the original GG02 protocol. However, for a more fair comparison with the QS, in the
optimization procedure we have neglected this point and restricted maximization over

the interval 0 < 7 < 1/2 for which the corresponding gain is g > 0, as shown in App. A 4.

8.4.3 Unconditional security for the NLA-assisted protocols

We now compare the KGRs of all the schemes under investigation, for the two cases of
fixed or optimized gain.

8.4.3.1 KGR with fixed gain ¢

For a fixed g, the optimized KGRs are depicted in Fig. 8.4.3(a) for ¢ > 0. As emerges from
the plot, NLAs are fundamental in the long-distance regime, as for large d all the NLA-
assisted protocols beat the KGR K¢ of the original protocol. The ideal NLA increases
the maximum transmission distance by the amount (201og;, g)/~, since for T' <« 1 the
effective transmissivity in Eq. (8.79) is Tiq ~ ¢T [287]. Remarkably, also the physi-
cal NLA-assisted protocols achieve the same maximum transmission distance. More-
over, the presence of inefficient conditional detection reduces the value of the KGRs,
still maintaining the same increase in distance even for the realistic values of practical
CVQKD systems where 0.4 < n < 0.6 [191, 192].

In fact, by expanding the CM (8.90) in the long-distance regime where T' < 1 up to
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Figure 8.4.4: (a) Log plot of I g‘f) (g9) and )(SBQES ) (g) (solid lines) and IAC;G) (dashed line) and XSBGEG)
(dash-dotted line) as a function of the distance d in km. (b) Plot of the success probability Pqs(V, g)
as a function of the distance d and the modulation variance V. The horizontal plane refers to the
value 1/¢% when Pqs(V,g) > 1/¢%, the QS do not perform noiseless amplification. In both the
pictures we set § = 0.95,¢ = 0.03,g =2and n = 1.

the first order in T, we have:

Vo(V.g) =V +0(T), (8.93a)
Wy (V,9) = ¢*T(V +x) + O(T?), (8.93b)
Zy(V.9) = V*T Z+O(T*?),  p=QS,SPC, (8.93¢c)

corresponding to the CM of a GG02 scheme with transmissivity g7, consistently with
the ideal case. The success probabilities read :

Py(V,g9) = Py(9) = nmp(9) , (8.94)

and, being Pspc(g) < Pqs(g), we have Kspc(g) < Kqs(g). In turn, a quantum efficiency
1 < 1 only reduces the success probability and rescales the KGR, without preventing
long-distance secure communication. For completeness, we report the (input) optimized
modulations in Fig. 8.4.3(b). Despite the different behaviour at small distances, for large
d all the protocols converge to the same asymptotic value, not depending on e. Numeri-

cal calculations have also shown that Vo(;’t) (g) does not depend on the quantum efficiency.
We note that in the short-distance regime, where T' =~ 1 or, equivalently, kd < 1, both

the physical NLAs are useless, since we obtain negative KGR up to a threshold distance

dEE), p = QS,SPC. In this regime, the CM (8.90) cannot be recast in the GG02 form of
Eq. (6.31), and, as displayed in Fig. 8.4.4(a) for the QS case, both the mutual information

Il(qp];(g) = gp%(V(p) (9),9) and the Holevo information Xg)])s(g) = X%?}E(V(p)(g),g) are

opt opt
lower than their GG02 counterparts Ig%G) and X;G; ), respectively. Moreover, for € > 0

we have | fqpé (9) < Xg}s( 9), leading to a negative KGR which inhibits secure communica-
tion. This effect may be understood by considering the success probability P, (V, g) of the
proposed physical NLAs, plotted in Fig. 8.4.4(b) for the QS case. Analogous considera-
tions hold for SPC. When P,(V, g) > 1/¢* the p scheme does not implement a true NLA
[35, 287], and the amplification process introduces a unavoidable noise on the quadra-
ture variances, becoming a further resource for Eve’s attack. Accordingly, for kd < 1

the optimization procedure leads to low modulation variances Vo(l?t) (9) = 1, resulting in
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Figure 8.4.5: Log plot of the maximum tolerable excess noise el(fli)x(g) and efﬂx(g), p = QS,SPC,

as a function of the distance d in km. The black dashed line corresponds to the eﬁfaf) of the original

protocol. Weset 8 = 0.95and n = 1.

a lower mutual information with respect to the GG02 scheme and in a negative KGR.

On the other hand, for kd > 1, Vo(gt) = VO(SG) and both I} and x¥). outperform the

GGO02 protocol. In turn, between the short- and long-distance regimes, we identify the
threshold distance such that K,(g) > 0 for d < dEﬁ).

Finally, in Fig. 8.4.5 we plot the maximum tolerable excess noise (MTEN) €nax as a
function of the distance d: it represents the maximum value of ¢ still leading to a positive
KGR. For the original protocol, o) is a decreasing function of d. The behaviour is
rather different for the NLA-assisted protocols. In the presence of ideal NLA the MTEN
efﬁ)x( g) for d < 40 km is lower than the original protocol due to the limitation imposed

by (8.80). However, for larger distances we have efrili)x(g) > €S, On the contrary,

the MTEN associated with the physical NLAs, namely el(}fgx(g), is not a monotonous
function of d: it is an increasing function of d approaching Sk A quantum efficiency

n < 1 does not affect the value of ), consistently with the previous discussions. As
a consequence, for fixed g, in the long-distance regime the physical NLAs guarantee the
same performance of the ideal NLA.

8.4.3.2 KGR with optimized gain g

The situation is rather different if we can also optimize the gain g associated with the
NLAs, as reported in Fig. 8.4.6(a). Firstly, in the short-distance regime the physical NLAs
still exhibits a threshold distance to obtain a positive KGR, differently from the ideal am-
plifier. Secondly, all the NLA-assisted protocols allow to reach arbitrary large distances,
but the ideal amplifier outperforms the physical ones. As before, a quantum efficiency
still rescales the KGR. However, differently from Sec. 8.4.3.1, in the long distance regime
kd > 1, Kqs and Kgpc are almost identical, proving SPC as a feasible alternative to
QS. We also remark that in the long-distance regime both Kiq and K, p = QS, SPC, are
proportional to the PLOB bound:

Kpros = —logy [(1 - T)TT_LT] — h(nr), (8.95)

with iy = T'e/(2(1 —T')) and the h function in Eq. (8.40), thus resulting in nearly optimal
strategies.
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Figure 8.4.6: (a) Log plot of the KGRs K,, p = QS, SPC, and Kjq as a function of the distance d
in km, for different values of the quantum efficiency 7 and ¢ = 0.03 and with optimized gain g.
The dashed line is the KGR of the original protocol and the upper line is the PLOB bound (8.47).

(b) Log plot of the maximum tolerable excess noises 0D and e, p = QS, SPC, as a function of
the distance d in km, for 7 = 1. e\is corresponds to the maximum tolerable excess noise of the

original protocol. In both the pictures we set 5 = 0.95.

Furthermore, in Fig. 8.4.7(a) and (b) we report the optimized parameters th and

gg‘;{, respectively. The modulation VO}ft) has a different behavior with respect to Sec. 8.4.3.1,
being an e-dependent growing function of d. On the contrary, the modulations of the
original and the ideal NLA-assisted protocols are decreasing functions of d converging

to an asymptotic value not depending on ¢, as for the case of fixed g. Instead, the opti-

mized gains gc()ft and gOpt grow exponentially with d in the long-distance regime. How-

ever, if € = 0 this exponential scaling is not reached yet for the physical NLAs within the
considered range of distances d < 500 km.
Finally, in Fig. 8.4.6(b) we plot the MTENSs as a function of d. Differently from

Sec. 8.4.3.1, the MTEN associated With the physical NLAs, namely emax, do not achieve

the performance of the ideal one, el Actually, both these MTENs outperform the orig-
inal protocol and saturate to a value e, as xd > 1. However, the saturation value of the
physical NLAs, namely ) ~ 0.04, is lower than the ideal NLA one, that is €S ~ 0.1,
see Fig. 8.4.6(b). The numerical results also show that a quantum efficiency n < 1 does
not affect the value of e, consistently with the previous findings.

The difference between ideal and physical NLAs emerges by expanding the CM (8.90)
in the long-distance regime T' < 1 up to the first order, keeping all the contributions of

O(gT), due to the fact that ¢*) >> 1, and neglecting the other terms:

opt
Vp(Va g) ~ V + 6Vp ) (896a)
Wy (V,9) = T, [Vo(V,9) + Xp] » (8.96b)
T
Zy(V,9) ~ —2=Z, p = QS,SPC, (8.96¢)

VT
where §V}, = T, 22 /2. T,, represents the effective transmissivity
T, = o1
P14+ g?T(V +e—1)/27

(8.97)
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Figure 8.4.7: (a) Plot of VO(;) ,p = QS, SPC, as a function of the distance d in km, for different values
of excess noise €. The upper gray and the dash-dotted lines represent the optimized modulation
for the original and the ideal NLA-assisted protocols, respectively, for e = 0.03. (b) Log plot of
gfjgi, p = QS, SPC, as a function of the distance d in km, for different values of excess noise €. The
plots have been performed only for the distances such that K, > 0, p = QS, SPC. We set 8 = 0.95

andn = 1.

while x, = (1 — T}) /T, + €p, with the effective excess noise
ep=€—0V,. (8.98)

Employing a physical NLA is then equivalent to considering an effective channel of
higher transmissivity 7}, > T and lower excess noise ¢, < e. Nevertheless, the correspon-
dence with a GG02 protocol does not occur anymore, as the correlation term Z,(V, g)
does not coincide with the one expected for a GG02 scheme, namely,

2DV, g) = /T, [Vo(Vo0)? — 1], (8.99)
but rather:

Zy(V.g) < 28DV, g) (8.100)

as depicted in Fig. 8.4.8(a). We have Z,(V,g) ~ ZI(,GG)(V, g) only if ¢°T < 1. Asa
consequence, the analogy with the ideal-NLA assisted protocol in Eq. (8.79) is broken.
(id)

Now, the optimization procedure described above leads to exponential gains g,

and gff;)t for the ideal and physical NLAs, respectively, such that the product ¢g*7 is kept

constant for vd >> 1. Consequently, the effective transmissivities 7iq and 7}, saturate, as
shown in Fig. 8.4.8(b). In turn, also the mutual information and the Holevo information
saturate and the corresponding KGRs (8.85) and (8.92) turn out to be proportional only
to the success probability of the NLAs, namely:

1
(gom )
and
nT
Ky o Py~ o (14 (Vo +x0) | (8.102)
P
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Figure 8.4.8: (a) Plot of Z,(V, g) and ZéGG) (V,g), p = QS, SPC, as a function of ¢*T for ¢ = 0.03
and V = 4. (b) Log plot of the effective transmissivity T, p = QS,SPC, as a function of the
distance d in km, for different values of excess noise €. The plot have been performed only for the
distances such that K}, > 0. In both the pictures we set 5 = 0.95 and n = 1.

with P, = B, (V") g(()gl) and V;, = V,, (V%) g((f;l), decreasing linearly with 7" and thus

opt » opt
guaranteeing K, > 0 for xd > 1. The same linear scaling is achieved by the PLOB bound

ifT < 1:

N 2 — €[l — In(e/2)]
Kprop =T { 5o } , (8.103)

which proves both all the NLA-assisted protocols to be nearly optimal. Furthermore, as
in Sec. 8.4.3.1 a quantum efficiency n < 1 only rescales the KGR and does not introduce
any maximum transmission distance.

Moreover, the saturation value of T}, determines the difference between ideal and
physical NLAs. Indeed, if ¢, is small we have T}, < 1 and the physical NLA-assisted
protocols approximate a GG02 protocol with the effective channel parameters 7}, and ¢,

By increasing the excess noise further, we have T;, « 1 and Z,(V,g) < ZI(,GG) (V,g), the
state shared between Alice and Bob is less correlated and the protocol deviates more and
more from GGO02. This implies the reduced asymptotic maximum tolerable excess noise
with respect to the ideal case.






CHAPTER 9

Enhancing CVQKD by non-Gaussian measurements

In this last Chapter, we proceed beyond the Gaussian CVQKD previously discussed, and
make a first step towards the design of fully non-Gaussian protocols. As a matter of fact,
to date, all the proposed CVQKD schemes always assume Gaussian detection at the re-
ceiver, for both practical and theoretical reasons, whereas it has recently been proved that
the secret key capacity provided by the PLOB bound, introduced in the previous Chap-
ter, is achieved by a non-Gaussian measurement [317]. Therefore, non-Gaussian CVQKD
represents a new challenging topic, with unexplored potentialities. On the other hand,
addressing security of protocols that do not exploit Gaussian detection is a nontrivial
task, as, in this case, the Gaussian optimality theorem is no longer applicable, and more
complex analyses have to be carried out, e.g. based on the semidefinite programming
approach recently proposed by Lin et al. [165, 166]. In turn, all these considerations make
non-Gaussian CVQKD both an attractive and unclear field of research.

In this Chapter we propose an example of CVQKD employing non-Gaussian detec-
tion. By drawing inspiration on the results of quantum state discrimination theory pre-
sented in Chapter 5, we design an optimized state-discrimination receiver for the QPSK
protocol, referred to as the key-rate optimized receiver (KOR) [19]. For the sake of sim-
plicity, we analyze security under a pure-loss wiretap channel, and compare the result-
ing KGR with that obtained from conventional double-homodyne detection, showing an
enhancement in the metropolitan-network distance regime. We also consider the perfor-
mance of a feasible scheme, namely the quaternary displacement feed-forward receiver
(QDFFRE), obtaining an increase in the KGR with respect to Gaussian detection up to a
maximum transmission distance.

The structure of the Chapter is the following. In Sec. 9.1 we discuss the issues and
the state of the art in non-Gaussian CVQKD. Thereafter, in Sec. 9.2 we perform explicit
construction of the KOR for the QPSK protocol, discussing its security under the wiretap
channel assumption, also comparing its performance with the QDFFRE. The results of
the whole Chapter are original.

9.1 Towards non-Gaussian CVQKD

As we outlined throughout the previous Chapters, several CVQKD protocols have been
proposed in literature, employing either Gaussian modulation of coherent states [14,
175-177, 200] or discrete modulation formats [162, 164, 165, 168, 223, 231, 232, 235, 302,
318-320]. All these schemes share a common feature: they assume Gaussian detection
at Bob’s side, either homodyne or double homodyne (DH). This is mainly due for a
twofold reason. The former, more practical, is that quadrature detection provides a sim-
ple and feasible solution for experimental implementations being large-scale applica-
ble, as it is commonly adopted in the state-of-the-art communication systems at telecom
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wavelength [191-193]. The latter, more theoretical, is that Gaussian detection guarantees
unconditional security proofs, thanks to the resort to the optimality of Gaussian attacks
[178-180], whilst, only recently, a tight lower bound to the Devetak-Winter (DW) bound,
not invoking Gaussian optimality, has been obtained [165]. However, the fundamen-
tal limitations of Gaussian CVQKD have been recently established in [317], proving a
gap between the key generation rate (KGR) achievable with Gaussian operations and
the secret-key channel capacity provided by the PLOB bound. In turn, non-Gaussianity
becomes necessary to enhance quantum secure communications and close the gap with
respect to the PLOB bound.

These results suggest non-Gaussian measurements as a potential resource for CVQKD,
also considering that in many other frameworks, they often outperform Gaussian ones.
For instance, in the transmission of classical information, the classical capacity of a
lossy bosonic channel is enhanced, in particular energy regimes, by resorting to photon-
number resolving (PNR) detection [64-66] and weak-field homodyne measurement [52].
Furthermore, in quantum state discrimination, the quantum receivers associated with
the standard quantum limit (SQL), based on Gaussian detection, do not achieve the
minimum decision error probability, as widely discussed in Chapters 4 and 5. Neverthe-
less, addressing unconditional security of a CVQKD scheme employing non-Gaussian
measurements is an open problem since the Gaussian optimality theorem does not hold
anymore, and the DW bound can only be directly evaluated with the advanced methods
presented in [165]. Therefore, to date, the main results in the field of non-Gaussian key
distribution have been limited to restricted eavesdropping settings. In particular, Catta-
neo et al. showed that weak-field homodyne detection enhances a Gaussian modulation
protocol, in the presence of a quantum pure-loss wiretap channel under both individual
and collective attacks, with higher increase in the KGR for high channel transmissivity,
corresponding to short-distance communications [321].

Following the same philosophy, we now extend the analysis in this direction and
address a complementary problem, namely to design an optimized state-discrimination
receiver for discrete modulation CVQKD, by exploiting the characterization outlined in
Chapter 5. In fact, in the present literature, only the receivers achieving the SQL have
been investigated for CVQKD [163], leaving the open problem of designing a genuine
quantum receiver maximizing the KGR of a M-ary protocol. This also raises the ques-
tion about the compatibility between optimum discrimination and maximum secret-key
distillation, that is whether or not the POVM minimizing the decision error probability
coincides with that maximizing the KGR.

In light of this, in the following we consider a quadrature phase-shift keying (QPSK)
protocol employing a quantum discrimination receiver in place of Gaussian detection
and show that, in particular conditions, it is possible to theoretically design a suitable
measurement outperforming the conventional quadrature detection schemes. Moreover,
as in [321], we investigate security under a quantum wiretap channel, where Eve may
only collect the lost fraction of the encoded signals without performing arbitrary channel
manipulation.

9.2 The QPSK protocol with state-discrimination receivers

Here, we investigate the potentiality of state-discrimination receivers for secure quan-
tum communications and propose a new quantum receiver, the key-rate optimized receiver
(KOR), for CVQKD protocols employing discrete modulation. In particular, we consider
a QPSK protocol in which Bob implements the KOR rather than a Gaussian measure-
ment [19]. We compute the KGR under the wiretap channel assumption and, for the
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Figure 9.2.1: Scheme of the QPSK protocol employing state-discrimination receivers. Alice gen-
erates one of the coherent states |ax), k = 0,..., M — 1, with uniform probability ¢x = 1/M and
sends it via the quantum wiretap channel to Bob, who performs the finite-valued POVM {I1;};,
j=0,...,M—1.

sake of simplicity, we consider a pure-loss channel, in order to deal with discrimina-
tion of pure states at Bob’s side. This latter assumption depicts a simplified scenario,
providing a cornerstone fostering more advanced developments. However, it is still
worth of investigation for a twofold reason. At first, in the recent literature there has
been a revived interest in passive eavesdropping strategies [322-327]. Secondly, pas-
sive eavesdropping can be used as the first stepping stone to identify scenarios where a
potential advantage of quantum receivers may be substantial, even in the possible pres-
ence of nonzero excess noise. Starting from the general structure of quantum receivers
derived in Sec.s 5.2.1 and 5.3.1.2, we design the KOR to maximize the KGR of the ad-
dressed protocol and compare it with the pretty good measurement (PGM), being the
POVM minimizing the decision error probability for discrimination, showing that both
these non-Gaussian measurements improve the KGR in the metropolitan-network dis-
tance regime with respect to the conventional Gaussian measurement scheme. Finally,
we also investigate the performance of some feasible quantum receivers, by considering
the quaternary displacement feed-forward receiver (QDFFRE) introduced in Sec. 5.5.3.

Given this outline, the protocol under investigation is reported in Fig. 9.2.1. The
sender, Alice, employs the QPSK modulation, that is she generates one of the M = 4
coherent states:

|O[k> _ |aeiw(2k+1)/M> , k= O7 ceey M — 1, (91)

where o > 0, sampled with equal a priori probabilities g, = 1/M. We remind that the
QPSK constellation satisfies the geometrically uniform symmetry (GUS) for the phase-
shift symmetry operator Sy = exp(—ifn), with 6 = 2r/M and # being the photon-
number quantum operator [51]. After the modulation stage, Alice injects the signals into
an untrusted pure-loss wiretap channel with transmissivity:

T =107"4/10 9.2)
d being the transmission distance (expressed in km) and x = 0.2 dB/km is the loss rate of
common fibers at telecom wavelength [38, 191, 192, 236, 237]. Then, the transmitted frac-
tion |a,(:)> = |v/Tay) reaches the receiver, Bob, whereas the eavesdropper, Eve, receives

the reflected part |oz,(:)> = |v/1—Tay). Ultimately, Bob, probes the rescaled constella-

tion {|a,(f)>} % via a state-discrimination receiver, namely, a finite-valued POVM {II,},
j=0,...,M —1, defined in the M-dimensional subspace S spanned by the transmitted
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pulses and satisfying the properties described in Sec. 5.2. Actually, we note that, to form
a truly identity-resolving set, the POVM elements {II; } ;, should be complemented with
an (M + 1)-th inconclusive element IT,; = 1 — Ps, Ps being the projection operator onto
subspace S. However, for the case under investigation, Il is irrelevant, and we will
neglect it in the following. This would not be true anymore in the presence of a channel
excess noise; thus, registering a zero probability for this additional outcome may pro-
vide a useful way to check the reasonableness of the pure-loss hypothesis in a realistic
implementation of the proposed protocol.

Provided these two assumptions, in the following we construct the optimized POVM
that describes the KOR, and show it to bring advantages in some particular regimes.

9.2.1 Construction of the key-rate optimized receiver

In our protocol Bob should employ an optimized POVM to perform discrimination

among the transmitted pulses, described by the state vector I' = (\a(()t)>,. \a M-1))

and the Gram matrix:

G = ({af’|a{)) : (9.3)

1,k=0,...,.M—1

see Sec. 5.2.1, in which the overlap G, = <ozl(t) |oz,(€t)> reads [31]:
_ 1w ® () ®\* 0
= {30~ 3o (o) - () o)
9 2m oo . | 2m
=exp | —Ta“{1—cos M(k =) ¢ +iTa"sin M(k IR 9.4)

The constellation of transmitted pulses maintains the GUS for the phase-shift opera-
tor Sy, thus the set of measurement vectors M = {|u;)};, 5 =0,...,M—1, withM =T4,
also satisfies the GUS, and the corresponding matrix A is in the form (5.58), according

to the results of Sec. 5.3.1.2. Thatis, A = Ay = UA%’) U, U being the inverse discrete
Fourier transform matrix and

AP = diag {A§."’>} , (9.5)
§=0,...M—1

where:
T 9.6)

{g;}; being the eigenvalues of the Gram matrix (9.3) and ¢ being the array of phases
fully characterizing the receiver. Given this structure, the KOR is obtained by optimizing
the phase array ¢ to maximize the KGR, and is described by the optimized “reference”
measurement vector:

=3 (o ) ©.7)

k=0

Taz/Z Z ( 0) (f) 1) mod M In), (9.8)
n=0
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where ¢ mod b is the modulo operation, returning the reminder of the division a/b, a,b €
Z, and {|n)}, is the photon-number basis. In turn, the other measurement vectors are
obtained as \u§¢)> = (S@)j|ué¢)>,j =0,...,M -1

Given the previous considerations, we compute the KGR of the discussed protocol,
considering a reverse reconciliation scenario [14, 175, 176]. Moreover, for the sake of sim-
plicity, we perform the asymptotic key-rate calculation, where the channel parameters
are known with no uncertainty. Under this paradigm, for a generic state-discrimination
receiver described by the phase vector ¢, the KGR reads:

K(¢7 a2) = ﬁIAB(¢a Oéz) - XBE(d)a a2) ) (99)

where [ 45 and x g are the mutual information between Alice and Bob and the Holevo
information [55] between Bob and Eve, respectively, and 8 < 1 is the reconciliation
efficiency [162, 231].

The mutual information reads:

Lan(@.0%) = H [pif ()] - ZH[pS_D?’\ij], 9.10)
where
2
pg;;ﬁgk(j):<ﬁak|nj|ﬁak>:’(A;G)kj 7 ©.11)
and
M—
PP Z P (9.12)
k=0

are the conditional and overall probabilities of Bob’s detection associated with outcome
j=0,...,M—1,respectively,and H[p(x)] = — ), p(z) log, p(x) is the Shannon entropy
of the probability distribution p(z).

To compute the Holevo information shared between Bob and Eve, that is the maxi-
mum amount of information accessible to Eve, we approach the problem in the prepare-
&-measure picture [14, 175, 222] and obtain:

M-1
xsp(¢.0%) = Slos] = 3 v () S [p0] 9.13)

7=0
where pg) and pg are the conditional and overall Eve’s state, respectively, (¢’)( j) is
Bob’s probability distribution (9.12) and S[p] = — Tr[plog, p] represents the von Neu-

mann entropy associated with state p. These two states may be retrieved from the joint
state of Bob and Eve after the channel, that is:

piE = Ups(T) pa ©|0)(0| Ups(T)}

=1MZ1‘0/”>< Ol [of) (ol
M P k k k

, (9.14)
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where pa = >, qr|ax)(au| is Alice’s overall state, |0) is the vacuum state and Ups(T') is
unitary operator associated with a beam splitter with transmissivity 7" [39], as displayed
in Fig. 9.2.1. In turn, we have:

M—-1

pE:TI‘B [PBE]:% Z ’\/1—Tak> <\/1—T0ék‘ N (915)
k=0
and
1 -
pg; = m Trp [ppell; © 15]
1 M-1
= > P 0) [VI=Tai) (VI=Tay| (9.16)

Mpfg¢) (J) k=0

Trp being the partial trace over Bob’s mode and 1y being the identity operator over
Eve’s mode. Finally, the von Neumann entropy of states (9.15) and (9.16) may be com-
puted as follows. Both of them are expressed in the form:

M-—1
o= crla) o], 9.17)
k=0

for some coefficients ¢, € C. To compute the associated entropy we need to diag-
onalize (9.17). If |¢) is the eigenvector of o associated with eigenvalue w, we have

)y =5, bm|a££)> and the following chain of equations holds:
oY) = wly)

(zcmag’xa;’%) S bmlol)) =w > bilal?)

k

ch<Zkabm> ‘O‘g)> = was|agr)> ’ (918)
k m s

where G = (ol o).
As a consequence, we obtain the set of equations:

M—-1
wbkck<Zkabm>, k=0,...,M—1, (9.19)

m=0

or, equivalently,

w
<Ck — 1>bk =) Gmbm = 0. (9.20)

m#k
This defines the homogeneous linear system Mb = 0, where b = (bg, ..., bp—1) and
= - —Go1  —Goa  —Gos
-G -1 -Gz —Gg3
M= 1 9.21
G -Gn £-1 -G G.21)

Cca
—Gszo —Gz1 -Gz 2 -1
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The equation Mb = 0 always admits a trivial solution b = 0, therefore to obtain a
nonzero eigenvector we shall impose the condition det M = 0. This provides us with the
four eigenvalues {w; }; and the corresponding von Neumann entropy S[o] = — > ; w; log, w;.
For state pg in (9.15), for which ¢, = M1, the equation det M = 0 may be solved ana-
lytically, leading to:

1-T)a?

Wo(1) = 6(2{ cosh {(1 - T)aﬂ + cos {(1 — T)ozz] } ,

—(1-T)a?
wa(3) = S {sinh [(1 - T)az} +

5 sin [(1 - T)OP} ‘} . (9.22)

In our analysis, we are interested in the maximum achievable KGR as a function
of the transmission distance d, therefore, in the end we will perform optimization over
the free parameters, namely the phases ¢ and the constellation energy o. The final,
optimized, KGR is therefore equal to

Kxor = gla}g K(¢a a2) ) (923)

KOR KOR
0, . lFOM)

and af o, reminding that, thanks to the GUS, we may set ¢ = 0. As a consequence,
we define the KOR via Eq. (5.58), as the quantum receiver associated with the optimized
phase vector ¢y or. Furthermore, we compare the performance of the KOR with that
associated with the PGM, defined via Eq. (5.58) with the choice ¢pgy; = 0, for which the
optimized KGR reads:

with the optimized phases and modulation energy denoted by ¢ or = (
(KOR)
0

KPGM = m%x K(¢ = 07 042) ’ (924)

with the optimized energy a3,;. The results obtained for the above two receivers are
discussed in the following section, where we compare both KGRs with the key rate of
the DH protocol in order to highlight the advantages brought by the two non-Gaussian
measurements.

The DH protocol is analogous to the one discussed above and employs DH detection
at Bob’s side, that is, a measurement of both field quadratures g and p, retrieving a pair of
real outcomes x = (r,yg) € R%. We underline that, while both the KOR and the PGM
are described in terms of a finite-valued POVM with M possible outcomes, in the pres-
ence of heterodyne detection we have a continuous-variable measurement. Therefore, in
this case Bob’s conditional probability reads:

P00 = gy exp { - [om — 200V TRe ()] /(1) |

dmog

exp {— [yB — 200VT Im (ak)r /(403)} ) (9.25)

o3 being the shot-noise variance [39], which from now on will be taken equal to 1, per-
forming calculations in shot-noise units (SNU). Similarly to (9.10), the obtained mutual
information is given by:

S

-1

1502 = H [p™ 0] - 17 3 H [pi 0] 9:26)
0

=~
Il
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(DH)( y=M"1>, p(DH: (x). Instead, the Holevo information becomes:

with p Bla

xe(02) = S [px] (/'d%xpgﬁ; ) S [prix] - 927

with pg given in (9.15) and

M-—1
1 (DH)
prix =—pm— O P () [VI=Tay ) (VI=Tay| . (9.28)
MPSB )(X) k=0 o ><

The integration in (9.27) can been performed numerically by exploiting the Simpson’s
rule [328]. Finally, the resulting KGR is obtained as

Kpu = max [B13" (%) — x5 (0?)] . 9.29)

with the optimized modulation energy o .

As a final remark, towards a realistic implementation of the present protocol, we un-
derline that both the KOR and the PGM may not represent appropriate POVMs for the
channel evaluation stage. Indeed, assuming that the channel properties do not change,
Alice and Bob must estimate the channel parameters, which in the present case is limited
to the sole transmissivity 7. However, unlike homodyne and DH detection, in principle
the designed POVM {11, }; does not guarantee full channel characterization. This prob-
lem may be circumvented, at least for the asymptotic key rate calculation, by performing
Gaussian detection on a small fraction of the exchanged pulses and reserving it for the
channel estimation stage, whilst exploiting the non-Gaussian receiver only for the key
extraction. On the contrary, in the presence of a finite-size scenario, Alice and Bob esti-
mate the channel transmissivity 7" with a finite uncertainty AT, thus leaving more space
for Eve’s intervention. Therefore, they employ a conservative strategy and compute the
KGR by considering a lower value of the transmissivity, namely 7" — AT. However,
the main effect of this lower effective transmissivity is to reduce the range of distances
for which the state-discrimination receivers outperforms the heterodyne protocol. Fur-
thermore, the dataset for the key extraction is also finite, resulting in a lower KGR with
respect to the asymptotic case.

Results. We now compare the results derived previously. In Fig. 9.2.2(a) we plot the
KGRs (9.23), (9.24) and (9.29) as a function of the transmission distance d, expressed in
km. The reconciliation efficiency is fixed to 8 = 0.95 [191, 192, 223]. We see that both
PGM and KOR beat the DH protocol, that is K, > Kpu, p = PGM, KOR. The improve-
ment in the KGR is more relevant for metropolitan-network distances, in particular for
d < 100 km, whereas for larger ones both Kxor and Kpgm approach Kpy and achieve
the same asymptotic scaling. To quantify this improvement we compute the ratio

Kp
Kpu'’

Rp = p =PGM,KOR, (9.30)
reported in Fig. 9.2.2(b). Both the ratios exhibit peaks for d < 40 km and then decrease
towards 1 in the long-distance regime, but the behaviour is rather different between the
two cases. In fact, Rpgum achieves a single maximum at ~ 5 km, increasing the KGR
with respect to Kpu by more than 42%, and then decays monotonously to 1. On the
contrary, Kxor is not a monotonic function of the transmission distance and, in turn,
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Figure 9.2.2: (a) Log plot of K}, p = PGM, KOR, compared to Kpy, as a function of the transmis-
sion distance d in km. (b) Plot of the ratio Ry, p = PGM, KOR, as a function of the transmission
distance d. State-discrimination receivers improve the KGR with respect to the DH protocol in the
regime d < 100 km. In both pictures we set § = 0.95.
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Figure 9.2.3: (a) Plot of the optimized phases ¢§KOR)

distance d in km. We recall that czbéKOR) = 0. (b) Plot of the optimized modulation energies a2,
p = PGM, KOR, and ady, as a function of the transmission distance d. In both pictures we set
B = 0.95.

,7 =1,...,3,as a function of the transmission

the associated ratio exhibits two separated peaks. The KOR coincides with the PGM up
to its first maximum, that is Rkor = Rpam for d < 7 km, while for larger d we have
Rixor > Ream. Thereafter, Rikor reaches a local minimum and then achieves a second
maximum at ~ 23 km, with ~ 47% increase in the KGR. Ultimately, the curve decreases
to 1, approaching the DH protocol together with Rpgum.

The behavior of Kxor is a consequence of the resulting optimized phases ¢§-KOR),

depicted in Fig. 9.2.3(a). We recall that ¢{“°™ = 0 by definition. For d < 7 km we
have ¢xor = 0 and the optimized receiver is identical to the PGM, whereas for larger
distances the optimized phases are nonzero and Rxor > Rpcem. Interestingly, for
d 2 20 km the optimized phase tuple becomes distance-independent and reads ¢y og =
(0,7/2,m,7/2). This choice allows to reach the second maximum in Fig. 9.2.2(b), after
which the KOR approaches the DH protocol. For completeness, Fig. 9.2.3(b) reports also
the optimized energies o2, p = PGM,KOR, and of,;. All curves converge to 0.5 aver-
age number of photons in the long-distance regime but, differently from the other cases,
a%(OR shows the same non-monotonic trend of Kixor.
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Figure 9.2.4: Log plot of 1 i‘pé and ngg, p = PGM, KOR, as a function of the transmission distance

d in km. Both the quantities are computed with the optimized parameters a7 and ¢y (for the
KOR). We set 8 = 0.95.

The previous results prove non-Gaussian receivers as a potential tool for improving
the key rate of the QPSK protocol, at least in the present restricted eavesdropping sce-
nario. Remarkably, they also highlight that the discrete-valued POVM minimizing the
error probability, namely the PGM, does not coincide with the discrete-valued POVM
maximizing the KGR, namely the KOR. The reason becomes evident when compar-
ing separately the mutual and the Holevo information appearing in the KGR (9.9). In

Fig. 9.2.4 we plot the quantities Igpgg and Xg’};, p = PGM, KOR, computed with the same

optimized energy and phases previously obtained and depicted in Fig. 9.2.3 As we can
see, in the metropolitan-network distance regime the optimized receiver is associated
with a reduced mutual information with respect to the PGM but, at the same time, re-
ducing the mutual information induces also a reduction of the Holevo information ex-
tractable by Eve, thus resulting in a higher KGR. As a consequence, differently from the
state-discrimination scenario, in CVQKD there emerges a tradeoff between the goal of
increasing the information accessible to Bob and the necessity of making the encoded
symbols less “distinguishable” to weaken Eve’s attack.

In light of this, we may interpret the physical meaning of the optimized phases as
follows. For small transmission distances kd < 1, Eve’s intercepted signals are too weak
to give her sufficient knowledge on which symbol was sent and the two different goals
of reducing the error probability and maximizing the KGR are compatible, therefore the
KOR coincides with the PGM. On the contrary, for larger d the compatibility does not
hold anymore, and Bob has to sacrifice part of his potential information and to reduce
the mutual information shared with Alice to the detriment of the eavesdropper.

The discussed tradeoff may be qualitatively appreciated by comparing the phase-
space representations of the PGM and the KOR effects. More in detail, we consider the
two reference measurement vectors |uo)p, p = PGM, KOR, computed from (9.7) with the
phases ¢ = 0 and ¢ = (0, 7/2, m, w/2), respectively, and compute the associated Wigner
function:

WO (gp) = - (-1 (D) pp DOl p=PGMKOR,  (931)

n=0

where ¢ = (¢ + ip)/2 expressed in SNU, p, = |uo)p p(to| and D(() is the displacement
operator [31, 39]. The contour plots of W ()(q,p) are depicted in Fig. 9.2.5 for a? = 1
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Figure 9.2.5: Contour plot of the Wigner functions W ®)(g, p) of the reference measurement vectors
|o)p, p = PGM, KOR, for either d = 30 km (a-b) or d = 100 km (c-d). We set o> = 1 and ¢ = 0
and ¢ = (0,7/2, 7, m/2) for the PGM and the optimized receiver, respectively.
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and two different transmission distances d = 30 km and d = 100 km. If d = 30 km, that
is for metropolitan-network distances, there is a qualitative difference between the two
compared cases, see Fig.s 9.2.5(a) and 9.2.5(b). Both Wigner functions exhibit four peaks,

corresponding to the four transmitted states |a,(f)>. However, WM (g p) is well con-

centrated around state |aét) ), while W OR) (¢ ) is more delocalized over the four states
and the peaks are less distinguishable. This implies a reduced distinguishability of the

states and, in turn, a reduced mutual information IS;OR). On the contrary, when the
distance is larger, e.g. d = 100 km, the transmitted states are weak coherent states with
a greater overlap between one another. As a consequence, W()(q, p) for respective re-
ceivers are equally delocalized over the four peaks and the differences between PGM
and KOR become negligible; see Fig.s 9.2.5(c) and 9.2.5(d). In turn, the associated KGRs
converge to the same value, corresponding also to the rate of the DH protocol, as de-
picted in Fig. 9.2.2. Furthermore, in all cases we observe a Wigner-negativity, proving
both |uo)p to be non-classical (as well as non-Gaussian) states at all distances [31, 36, 39].

9.2.2 Employing feasible receivers

Even though both PGM and KOR discussed in the previous sections have shown inter-
esting potentialities for CVQKD, from a practical point of view there is no clear idea on
their experimental implementation. In fact, as discussed in Sec. 5.5, in the presence of
QSPK designing a feasible optimum receiver is an open problem. In contrast, different
suboptimal receivers have been proposed, ranging from feedback ones, like the Bon-
durant receiver, to displacement-photon counting schemes, either without feed-forward,
e.g. the quaternary displacement receiver (QDRE), or employing it, like the quaternary
displacement feed-forward receiver (QDFFRE) [17, 83, 92, 109, 110, 149, 154]. Therefore,
it is worth of interest to investigate also the performance of these receivers for CVQKD.
Here, in particular, we focus on the QDFFRE proposed by Izumi et al. in [109] and pre-
sented in Sec. 5.5.3.

In particular, when Bob adopts the QDFFRE in the protocol of Fig. 9.2.1, he probes
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the conditional probabilities reported in Eq. (5.136), namely:

N
P59|;k(0) :pé\’, (9.32a)
i =)
N — Dk
D5l (1) = 2 Pk (1= k) DY o ar + f, (9.32b)
t=0
N—3 N—3—t
N S
p(B|;k(2) - Pk (1 *pk)P(k—l) mod M (I = Pk=1) mod M) X
t=0 s=0
N-_2-t
pN—2-t=s n Zp p (k—1) mod (1= DP—1) mod M)
(k: 2) mod M k
t=0 2
N-1
]_ _
- (3 2e) 9.32¢)
N—3 N—3—t N—3—t—s
N
p59|;k<3) = i (1 —pi) P{k—1) mod M X
t=0 s=0 u=0

—t—s—u

(1= D(k—1) mod M) Pli—2) mod a1 (1 = Plk—2) mod M) Dk 3) 1ot AT

N-2 N—2—
P mod w1 = Pr—1) mod ar)
+ 3 ph (1 ) Y 5
t=0
N—1
1 _
- (3 Pe), (9.32d)

where, now, pg = 1, p1 = p3 = exp(—2Ta?/N), and py = exp(—4Ta?/N), as Bob receives
only the transmitted fraction of Alice’s signals. Instead, the overall Bob’s probability

reads pfy" (j) = M~V S0 ply) (3),5=0,..., M — 1.
To compute the KGR Kqpr (N; o?) associated with the QDFFRE, we exploit Eq.s (9.9), (9.10)
() (N) (N)

and (9.13), provided the substitutions p Blar ~ PBlay and pgg — p5 ,and optimize over
the modulation energy, obtaining:

Kqpr(N) = max Kqor(N;a?). (9.33)

Moreover, we also compute the ratio with respect to the DH protocol, namely,

Kqor (V)
Kpu '

reported in Fig. 9.2.6(a) for different number of copies N. Unlike the PGM and the KOR,
the QDFFRE outperforms the DH protocol only up to a maximum transmission distance
dmax (V) whose value increases with N. Afterwards, we have Kqpr(N) < Kpy and, in
turn, Rqpr (V) saturates to an asymptotic value < 1. The best performance is achieved
in the limit of infinite copies, IV >> 1, where the receiver approximates the type-I Bon-
durant receiver, see Sec. 5.5.3, obtaining a maximum increase in the KGR of about < 20%
and dyax (V) S 25 km.

Raopr(N) = (9.34)
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Figure 9.2.6: (a) Plot of the ratio Rqpr(N) as a function of the transmission distance d in km.
Differently from both PGM and KOR, the QDFFRE improves the KGR with respect to the DH
protocol only up to a maximum distance dmax (IV), increasing with the number of copies N. (b) Plot
of the optimized modulation energies aéDF (N), apcy, and ady, as a function of the transmission
distance d. In both pictures we set 5 = 0.95.

This behaviour is a direct consequence of the optimized modulation ag,np(N), re-
ported in Fig. 9.2.6(b). In fact, a,p(N) is a decreasing function of d, which in the long-
distance regime, xd > 1, reaches an asymptotic value 2 0.5. Numerical calculations also
show this asymptote to be independent of the number of copies N. In these conditions,
Bob receives a signal with T'a,p (V) < 0.5 mean photons, for which the QDFFRE does
not beat the SQL, achieved by DH discrimination (see, for instance, Fig. 5.5.7). In turn,
even the KGR of the CVQKD protocol is lower than the corresponding heterodyne pro-
tocol. On the other hand, for kd < 1, the optimized modulation is of few photons, the
QDEFFRE outperforms the SQL and we observe an increase also in the KGR.

In conclusion, despite its feasibility, the present displacement feed-forward scheme
is not optimal for CVQKD, just as it is not optimal for coherent state discrimination.
Nevertheless, it still provides an improvement of the resulting key rate in the short-
distance regime, being a candidate for experimental realizations of the present protocol.
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CHAPTER 10

Concluding remarks and future perspectives

- Damiel, Der Himmel iiber Berlin
(directed by Wim Wenders)

In this PhD thesis we have addressed some relevant aspects of quantum communi-
cations theory in continuous variable systems, with particular reference to quantum op-
tical platforms. The field has gained much interest in time, for a twofold reason. On the
one hand, quantum effects determine the ultimate limits of the transmission of classical
information over optical communication links, being of particular relevance for proto-
cols operated at low signal powers, e.g. near-space or deep-space communications. On
the other hand, quantum features, like superposition, entanglement, teleportation, and
Heisenberg’s uncertainty relations, can be effectively exploited as a resource to design
novel protocols and algorithms, and convey information in more efficient fashion. It
is the case of quantum computation and quantum key distribution (QKD), where the
superposition principle and the ultimate quantum noise due to commutation rules are
crucial to efficiently solve hard computation problems and to distill random secure keys
with unconditional security, respectively, thus overcoming the limitations of the corre-
sponding classical schemes.

In particular, throughout the thesis, we focused ourselves on two main topics, namely
quantum state discrimination and continuous variable (CV) QKD, providing a compre-
hensive theoretical analysis, together with an eye to possible practical implementations
being compatible with the state-of-art technologies in optical telecommunications. We
both addressed the general aspects of the theory and proposed new receivers and proto-
cols that can be feasibly experimentally demonstrated, discussing also their robustness
with respect to the relevant realistic inefficiencies occurring in practice.
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To begin with, we dealt with the problem of quantum state discrimination. In Chap-
ter 4, we introduced the fundamental aspects of the theory, whose task is to perform
conclusive decision among a set of non-orthogonal quantum states. The very laws of
quantum mechanics forbid exact discrimination, making every quantum receiver as-
sociated with a nonzero decision error probability, therefore the task is to identify the
optimum receiver achieving the lowest possible error probability. Subsequently, we fo-
cused on the binary discrimination scenario, for which Helstrom'’s theory provides a
full characterization of the optimum receiver. Then, we addressed binary discrimina-
tion of coherent states of radiation, that represents one of the fundamental problems
in optical communication schemes, and consider a binary phase-shhift keying (BPSK)
encoding. Remarkably, we proposed new hybrid receivers, based on the combination
of weak-field homodyne detection and conditional displacement-photon counting, that
outperform conventional detection schemes, based on quadrature detection, providing
a genuine quantum advantage, and closing the gap with the Helstrom bound.

In Chapter 5, we widened our analysis to multilevel systems, studying discrimina-
tion of a constellation of M quantum states, with A/ > 2. In this case, the decision task
can be recast into a convex optimization problem, and advanced linear algebra tools
lead to characterization of the optimum receiver. Nevertheless, an explicit construc-
tion of this optimum quantum measurement is obtained only in the particular case of
pure-state discrimination and geometrically uniform symmetry (GUS). Ultimately, we
addressed M-ary discrimination of coherent states, considering quadrature phase-shift
keying (QPSK) constellations, as a natural generalization of the previously considered
BPSK encoding.

Then, our interest turned to CVQKD. In Chapter 6, we presented the basic tools of
QKD, and discussed the main characteristics of CV protocols, where coherent states with
randomly modulated amplitude are transmitted from a sender (Alice) to a receiver (Bob),
communicating by an untrusted noisy quantum channel. Given this scenario, the proto-
col is considered secure as long as the information shared by Alice and Bob is larger than
the one that can be extracted by a possible eavesdropper (Eve), leading to a nonzero key
generation rate (KGR). Furthermore, we outlined the different security framework un-
der which the analysis may be conducted, namely unconditional security, trusted-device
scenario and wiretap channel. In this Chapter, we focused only on the unconditional se-
curity approach, and provide security proof for the GG02 protocol, based on Gaussian
modulation of coherent states, as well as discrete-modulation protocols, employing both
PSK and quadrature amplitude modulation (QAM), that provide a feasible alternative
being easier to implement into practice. To this aim, we proved the fundamental theo-
rem on the “optimality of Gaussian attacks”, establishing a manageable lower bound to
the KGR of protocols employing Gaussian detection.

Thereafter, in Chapter 7 we studied the two remaining security frameworks, that pro-
vide examples of restricted eavesdropping, in which we pose realistic limitations to the
possible attacks that Eve may launch. In the trusted-device scenario, we included de-
tection losses and noise in the theoretical description, assuming them to be simply lost
to the environment and not intercepted by Eve, who, instead, controls both the losses
and noise acquired during signal transmission. Remarkably, we extended the validity of
optimality of Gaussian attacks to this scenario, thus determining a useful result to assess
security in all the cases of partial lack of information at Eve’s sides. Then, we addressed
the wiretap channel description, that provides an example of a particular eavesdropping
strategy, where Eve’s action is completely characterized and specified. In both the sce-
narios, we computed the KGR for the QPSK protocol, comparing the results with the
unconditional security approach, and obtaining an increase in the distilllable key rate.
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In Chapter 8, we investigated the potentialities of optical amplifiers to perform loss
mitigation of the quantum channel and enhance CVQKD. We established the quan-
tum limits of amplification, introducing both conventional amplifiers, phase-insensitive
(PIAs) and phase-sensitive amplifiers (PSAs), as well as probabilistic noiseless linear
amplifiers (NLAs), studying their application for CVQKD in the Gaussian modulation
format.

Finally, in Chapter 9, we merged the acquired knowledge of the two main Parts of
the thesis, and designed an optimized state-discrimination receiver, the key-rate opti-
mized receiver (KOR), for the QPSK CVQKD protocol, providing a first step towards
non-Gaussian CVQKD. We assessed security under a pure-loss wiretap channel, and
obtain an enhancement of the KGR with respect to the conventional protocol in the
metropolitan-network distance regime. Furthermore, we also consider the performance
of displacement receivers for CVQKD, as a benchmark example of a feasible scheme,
obtaining an increase in the KGR up to a maximum transmission distance.

10.1 Future directions and outlooks

The results obtained in the thesis provide a detailed analysis of the current state of the
art in the fields of both quantum state discrimination and CVQKD, and present innova-
tive solutions to enhance the existing communication protocols by means of improved
quantum receivers and advanced stragies for transmission losses mitigation. Further-
more, they identify the limits of quantum communications in realistic conditions, e.g.
imperfect detection, non-Gaussian noise, imperfect signal modulation, ..., paving the
way for new applications, from both a theoretical and experimental point of view. A
brief overview of possible further developments is presented in the following.

10.1.1 Novelties in coherent states discrimination

Within quantum decision theory, one of the relevant results of this thesis is the proposal
of hybrid receivers, namely the hybrid near-optimum (HYNORE) and the hybrid feed-
forward (HFFRE) receivers, to enhance BPSK discrimination of coherent states [16—18].
These hybrid schemes exploit the photon-number resolving (PNR) technologies, gain-
ing fast progresses in the latest years [329-331], to suitably combine the homodyne like
and displacement setups, thus jointly probing the wave-like and particle-like proper-
ties of optical fields. In particular, in hybrid receivers the incoming signal is split at a
beam splitter of variable transmissivity, and the reflected beam undergoes homodyne
like detection, whose outcome determines a conditioned displacement operation on the
transmitted beam: accordingly, we obtain a reduced error probability with respect to the
standard displacement receivers.

Interestingly, the present philosophy offers a powerful approach to improve quan-
tum receivers also for quaternary and M-ary phase-shift-keying discrimination [109,
149, 153, 154], where displacement feed-forward schemes are less powerful and may
benefit even more from a suitable combination with weak-field measurements. In par-
ticular, two possible paths can be pursued. On the one hand, a fundamental problem is
to assess the most efficient usage of PNR detectors to improve the maximum a posteriori
probability (MAP) decision strategy. In the presence of multiple state discrimination, the
capability to resolve individual photons promises a powerful enhancement for displace-
ment feed-forward schemes, as the outcomes of PNR detection yield more information
about the incoming signals than on-off detection. In fact, the encoded pulses are associ-
ated with Poisson statistics with different rates, thereby the number of registered clicks
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gives indirect information on which was the probed signal, instead of the simple ac-
ceptance/rejection of the nulled hypothesis occurring with on-off strategies. In turn, a
proper extension of the MAP criterion may lead to significant enhancements of the feed-
forward rules, possibly closing the gap with the type Il Bondurant receiver. On the other
hand, given a displacement-PNR setup, we may also claim whether or not hybrid se-
tups combining either weak-field homodyne or double weak-field homodyne detection,
being the natural extension of the HYNORE, are able to further reduce the error proba-
bility, especially in the low-energy limit where non-optimized displacement schemes do
not outperform the standard quantum limit.

10.1.2 Progresses in CVQKD

As regards the CVQKD analysis presented in this work, different problems can be ad-
dressed to obtain innovative solutions.

First of all, in the thesis we widely discussed about the practical limitation of Gaus-
sian modulation, and address discrete modulation protocols as a more practical solu-
tion, highlighting the tradeoff between increased practicality of the setup and reduced
amount of KGR to be achieved. In particular, PSK modulation proved itself as the
simplest scheme for a realistic implementation, whereas QAM yielded a better trade-
off between the modulator complexity and the resulting KGR, allowing to close the gap
with respect to GG02. A further solution within this topic may be offered by ampli-
tude phase-shift keying (APSK) modulation, where both the amplitude and the phase
of a carrier field are modulated to generate a multiple-ring constellation geometry in
the phase space. APSK is becoming the emerging modulation format for deep-space
communications, and it guarantees high information rates and energy efficiency with
respect to competitive schemes, being also able to reach the Gaussian modulation capac-
ity as the constellation size grows to infinity [332-337]. Accordingly, it candidates itself
as a powerful scheme also for CVQKD applications, especially in the presence of smaller
constellations with few symbols.

A second relevant issue in CVQKD is represented by channel loss mitigation, that
can be partially addressed by the exploitation of optical amplifiers. In particular, we
proved NLAs to provide an effective solution to achieve long-distance key distribu-
tion, being also robust against a reduced detection quantum efficiency. In turn, these
results open new perspectives for the applications of NLAs in realistic conditions for
both one-way communication and end-to-end communication over quantum repeater
chains [305-307], with the ultimate goal of increasing the KGR up to the quantum chan-
nel secure-key capacity established in [306]. On the other hand, conventional amplifiers
provide a simpler choice for large-scale applications in the framework of conditional
security CVQKD. In particular, the advantage given by PSA, being a phase-sensitive op-
eration, may be potentially further boosted by employing modulation of squeezed states
[199, 201-205, 338].

Finally, in the last Chapter we made a first step towards the analysis of CVQKD with
non-Gaussian measurements, suggesting suitable non-Gaussian receivers as a resource
to increase the achievable key rate. Differently from conventional CVQKD protocols, this
field still provides unclear and attractive open problems, fostering new research with a
possibly higher potential impact. Given this premise, our results, obtained under a (re-
strictive) pure-loss wiretap channel assumption, leave many points as open problems.
At first, the extension of the present analysis to the more realistic case of a thermal-loss
channel remains a challenging task. In fact, in the presence of thermal mixed states, de-
signing the receiver achieving the minimum error probability is non-trivial. The general



structure of quantum receivers exploited to the design the KOR does not hold anymore,
as the M > 2 mixed states now span the whole infinite dimensional Hilbert space. More-
over, from the perspective of quantum communications, the optimum receiver achiev-
ing the minimum error probability can only be obtained numerically via linear convex
semidefinite programming [51]. As a consequence, the search of the KOR could only be
obtained via a brute-force functional optimization over all possible POVMSs, being a non-
linear and non-convex problem. Secondly, the sketch of an unconditional security proof
may be designed, identifying which is the optimal Eve’s attack. To do so, we should op-
timize over all the possible attacks compatible with Alice and Bob's statistics, retrieving
the Devetak-Winter bound by extending the methods of [165, 166]. Indeed, the question
whether or not protocols employing non-Gaussian measurement guarantee higher secu-
rity than Gaussian ones is an interesting open problem. Finally, we should investigate
the scalability of the present scheme with discrete modulation formats of higher order,
like PSK schemes with M > 4 states or QAM constellations, in which the GUS is not
satisfied anymore [20, 223, 225, 226].
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A.1 The maximum a posteriori probability criterion

The maximum a posteriori probability (MAP) criterion represents a strategy based on
Bayesian inference to improve the decision rule of a displacement-photon counting dis-
crimination scheme [16, 92]. Here, we consider as a paradigmatic example the displacement-
PNR (DPNR) receiver presented in Sec. 4.3.1 and, for the sake of simplicity, we address
the case of binary coherent-state discrimination. That is, we discriminate between the
two coherent states |ay) = |[e**"a), k = 0,1, a > 0, generated with equal a priori proba-
bilities g = 1/2.

In all displacement receivers, we apply a displacement operation D(f3), 5 > 0, to the
incoming signal, mapping the states into

la;) = |a; + B) . (A.1.1)

If we fix 8 = a we retrieve the usual “nulling” technique, whereas when § is consid-
ered as a free parameter to be optimized we obtain the improved receiver proposed by
Takeoka and Sasaki [89].

Thereafter, we perform a PNR measurement on the displaced state and obtain the
outcome n. Without loss of generality, we consider ideal photo-detection, namely with
infinite resolution. The MAP criterion states that, for each n, we infer the state «;, j =
0, 1, with the largest a posteriori probability:

p(ajn) = W , (A.12)
where
plnlay) = e—\aﬁﬂﬁw (A13)
is the probability of getting n photons given a; and
pm) = 3 asplnja;) = P L pRIen) (A14)

7=0,1

is the overall probability of detecting n photons. For example, we infer state aq if
p(aw|n) > p(ai|n), which is equivalent to condition p(n|ag) > p(n|ai) since we have
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The correct decision probability is then equal to

Pe=a0y_p(nlao)xo + a1 y_p(nlar)x (A.15)
n=0 n=0
= %Zmax [p(n|ao), p(n|en)] , (A.1.6)
n=0

where xo = 1if p(n|ay) > p(n|ai) and 0 otherwise and x; = 1 if p(n|ay) > p(n|ag) and
0 otherwise. The error probability is obtained immediately as P,y = 1 — P-.

The decision rule p(n|ag) < p(n|ai) is equivalent to the definition of a threshold
outcome nyj, such that all measurement outcomes n > ny;, are assigned to state o; and
all n < nyy, are assigned to state ag. The threshold number is obtained by equating
p(filag) = p(fia), 7 € R, and considering the lowest integer greater than the obtained
root 71, namely ny, = [7], where [z] is the ceiling function, returning the smallest integer
greater than x. We have:

2 _ o — B2
N = Ln(aa:ﬁ@) - lj(mﬁ_l BIQJ , (A17)
Thus, P. may be equivalently written as:
1 [ragt ~
Pe=15 [ ; p(n|0) + n§hp(n|1)] _ (A1)

Finally, we note that for the standard Kennedy receiver, where the displacement ampli-
tude is 8 = «, we have p(n|ag) = d,,0, therefore the correct probability of Eq. (A.1.5)
reduces to the well known expression P, = 1 — exp(—4a?)/2.

A.2 A model for the visibility reduction at a beam splitter

In the framework of quantum optics, phase-sensitive operations, e.g. displacement op-
erations and homodyne detection, are implemented via interference at a beam splitter
between the signal beam and a suitable local oscillator (LO) [31, 33, 39, 84]. To obtain
perfect interference in realistic implementations, it is required that the two optical modes
impinging at the beam splitter are perfectly matched in both the frequency and spatial
domain. This represents a nontrivial task from a practical point of view. In fact, realistic
optical beams are associated with a finite spatial linewidth, and perfect interference can
be only achieved when the spatial profiles of both the signal and the LO are fully su-
perimposed. On the contrary, the presence of any mode mismatch due to misalignment
of the two wave-fronts, leads to reduced visibility £ < 1 of the optical interference, de-
termined by how the intensity distributions of the signal beam and the LO overlap with
each other. Perfect mode matching corresponds to unit visibility, £ = 1, whilst in the case
& < 1 the LO partially overlaps with the spatial modes orthogonal to the signal mode,
with detrimental effects for any quantum measurement performed thereafter [114]. Here
we present a model to describe the present effect, being relevant for many applications
in quantum communications.

To begin with, we deal with a particular case and consider both the signal and the
LO to be excited in coherent states |) and |8), o, 8 € C, respectively, as schematized
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Figure A.2.1: Scheme of imperfect interference of coherent states due to mode mismatch at the
beam splitter, associated with visibility £ < 1. The two input beams before interference are mis-
aligned, therefore only a fraction £ of each beam is effectively overlapped, leading to quantum
interference, whilst the remaining portions of both the signal and the LO interferes with spatial
vacuum modes.

in Fig. A.2.1. In the presence of visibility reduction, the two input coherent beams are
mismatched, and interference holds only for the beam portions that effectively overlap
with each other. On the contrary, the remaining parts of both the signal and the LO
overlap with spatial vacuum modes, being split into a transmitted and a reflected beam.

In turn, the presence of reduced visibility { < 1, quantifying the spatial overlap be-
tween the input optical beams, is equivalent to the splitting of the input coherent states
into three channels, as described in Fig. A.2.1, namely:

a) = [VEa) @ [v/1—€a) @ |0), (A.2.1a)
B) = [VEB) @ 0) ® |\/1—€8), (A.2.1b)

where only the reduced pulses |v/£a) and |/£3) are mode-matched, while the other
ones impinge with further modes prepared in the vacuum. Thereafter, states (A.2.1)
interfere at the beam splitter of transmissivity 7 < 1, leading to the output states on the
transmitted and reflected side:

|w<t>>:\\/(fa+mﬁ)>

@ V711 - 8a) @ /(1 —7)(1—€)B), (A.2.2a)
W) = [VE (V7B - ma»

| —vVI1-7)(1-8a)®|—V/T(1-€)p), (A.2.2b)

where the beam splitter operation acts independently on each channel. The mean num-
ber of photons 7 on both branches is then equal to:

A = rlal? + (1 = 7)|B +26/7(1 — 7) Re(a"), (A232)
A = |8 + (1 - 7)laf? - 26 y/r(1 — ) Re(af") . (A.2.3b)
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We note that the overall effect of the mode mismatch is the reduction of the interference
terms in (A.2.3), namely the terms proportional to Re(a5*).

In particular, from Eq. (A.2.3) we verify that the parameter £ coincides with the in-
teference visibility V' that can be experimentally measured. In fact, fringes visibility is
measured by considering a balanced beam splitter, 7 = 1/2, when the LO and the signal
are equal in power, namely |a|? = |3|?. We consider a single output port, e.g. the trans-
mitted one, and evaluate the maximum and minimum output power as we change the
phase difference between the two input beams, retrieving:

V= 7(t) _,ﬁ‘frtlzn _ 2‘a|2§
~ il P

—¢. (A.2.4)

Given the previous results, we now implement a quantum operation on the output
beams, discussing the two relevant cases of displacement operation and homodyne de-
tection. In the former one, to implement the displacement D((), ¢ € C, we should choose
B =¢(/v1—71inEq. (A.2.2), take the limit 7 — 1, and trace out the signal on the reflected
branch [84]. Then, the mean number of photons on the transmitted beam becomes:

%) = |af? + ¢|? + 26 Re(aC*) # |a +¢|?. (A.2.5)

In particular, for the “nulling” displacement amplitude ( = —a, we have n =2|al?(1—

&) # 0, thus reduced visibility prevents the displacement of state |a) into the vacuum.
Instead, in the case of homodyne detection, we adopt a balanced beam splitter, 7 = 1/2,
and the LO amplitude § = ze', with z > 0and 0 < ¢ < . In this case, the mean
number of photons on the two branches reads:

|ar)? + 22 — €|a)z cos ¢

5 (A.2.6)

2 2
A — of® + 2 +2€|0f|ZCOS¢ and Al) =

We, then, evaluate the difference photocurrent A, that follows a Skellam distribution
with mean value (A) = ﬁﬁ}, — ﬁgr)) = {|az cos ¢, and variance Var[A] = n%])g g“])) =
|a|? + 2%. We conclude that reduced visibility in homodyne detection acts as a loss,
playing the role of an “effective” quantum efficiency, that only reduces the average (A),

without affecting the variance of the homodyne distribution.

The former analysis suggests that visibility reduction may be described in terms of
a loss dynamics. Therefore, we now proceed beyond coherent-states interference and
provide a more general description, deriving the Heisenberg evolution of the modes
impinging at a beam splitter with £ < 1. The scheme is reported in Fig. A.2.2, where
modes a;, and by, are the signal and LO modes impinging at a (physical) beam splitter of
transmissivity 7. Following the previous considerations, we model the effect of visibility
on both the signal and the LO as a beam splitter with transmissivity £ < 1, in which,
before interference, modes i, and b;, are mixed with two ancillary modes a!, and b/,
respectively, prepared in the vacuum state. Then, the output transmitted modes impinge
at the physical beam splitter, while the reflected ones are coupled with a further pair
of vacuum modes ¢, and b,. We describe the whole evolution via the input-output

mn*

formalism. The 1nput modes are ai, = (ain, ai,, all, by, b, bl ). The evolution after the

m» ¥Yin’ Yin



Concluding remarks and future perspectives 233

b_// a/
|0> in out
7"
T bout
/]
QAin £r Qout
, ]
a’in|0>
[0) b
bin . T bout
[
f a’
\ out

Figure A.2.2: Modes evolution in the presence of reduced visibility £ < 1. We model the overall
effect of visibility as a beam splitter of transmissivity £, acting on the input modes before the
interference at the (physical) beam splitter of transmissivity 7.

two beam splitters modeling the visibility effect is described by the unitary matrix:

VE JVIZE 0 0 0 0
~JI=& VE 0 0 0 0
0 0 1 0 0 0

Uy, = 0 0 0 vE  vIZE ol (A2.7)
0 0 0 —VyI—-¢ V& 0
0 0 0 0 0o 1

while the interference at the physical beam splitter of the three output channels is asso-
ciated with the unitary:

VT 0 0 1-—7 0 0
0 VT 0 0 0 1—-71
0 0 VT 0 VIi-t 0
V2= _ 1=+ 0 0 VT 0 0 : (A28
0 0 ~Vi-r 0 JT 0
0 —VI=r 0 0 0 JT
The output modes agui = (Gout, @byt Gt s Douts Dout» Doyt ) are then obtained as:
Aout = U2U1aina (A29)
where
aout = /(1 = &) (L =)ty + V&1 = T)bin + VT (\/ 1 —&ai, + \/gam) , (A2.10a)
gy = V1 = 7bi + /T (\/Eaﬁn 2 §ain) , (A.2.10b)

ale = =/ (1 =& — 7)bin + VE(1 — 7)bl, + VTalh, (A.2.10c)
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bOUt = _\/(1 - 5)(1 - 7—)a‘{n - \/5(1 - T)ain + \/; ( V 1- Ebgn + \/Ebin) 5 (A210d)
b = —VI = 7all,+ V7 (VEb, — VT = b)) | (A.210¢)
Ve = VA =1 = T)aim — VEQ — T)al, + VT, . (A.2.10f)

Moreover, the photon-number operators on the transmitted and reflected branches are
equal to:

N(t) = alutaout + (agut)Ta:)ut + (a‘gut)Tagut ’ (A211a)
N = bl bout + ) g + (Be) 0l (A2.11b)

respectively. As an example, we consider homodyne detection, where we evaluate the

difference photocurrent A = N — N(") and rescale its value by the LO amplitude. In
this scenario, all the ancillary modes are in the vacuum, while mode b;,, is excited in the
coherent state |2¢'?). Accordingly, in the limit 2 — oo we obtain:

(ze' 0| A|ze®, 0)
z

(ze'® 0| A? |z¢'?, 0)
2

=& (ame ™ +al ) =¢x,, (A.2.12)

in

. =¢? xi + (1 —¢€%), (A.2.13)

where quadrature operators are expressed in shot-noise units and
|2€"?,0) = |2€"),,, [0)ar 10017 [0)arr [0)y . (A.2.14)

Thus, homodyne detection still provides measurement of quadrature x4, albeit with an
“effective” quantum efficiency n = £?, proving that the impact of visibility can be mod-
eled in terms of inefficient detection, consistently with the previous discussions [114].

A.3 Effective channel parameters in ideal NLA-assisted CVQKD

In this appendix, we perform explicit derivation of the effective channel parameters in
Eq. (8.79), describing the performance of the GG02 protocol assisted by an ideal NLA,
associated with the unbounded operator 7 = g”, where g > 1 is the amplifier gain and 7
is the photon-number operator of the incoming optical mode. As discussed in Sec. 8.2.2,
the ideal NLA operation can be formally described in terms of the quantum CP map &g,
such that:

T
Eu(p) = Pa gtz + (1= Pa) 0)0]. (A31)

P4 < 1being the success probability of the transformation, that does not coincide with
the trace of the post-selected state 7 p7, since T is an unbounded operator. Fur-
thermore, the operator 7 can be formally written as the exponential as 7 = exp(H),
H = (Ing) 7 being a bilinear function of the creation and annihilation operators, there-
fore it preserves Gaussianity. That is, if p is Gaussian, 7 p T is Gaussian too. Neverthe-
less, due to its non-unitarity, it cannot be associated to any symplectic transformation,
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Figure A.3.1: Construction of the effective GG02 protocol associated with the ideal NLA-assisted
protocol discussed in Sec. 8.4.1.

and the standard tools of Gaussian formalism cannot be straightforwardly applied to
perform the security analysis of the CVQKD protocol.

Given these considerations, we conclude that the ideal NLA-assisted protocol de-
picted in the top panel of Fig. A.3.1, in which Alice generates a TMSV state of variance
V > 1, namely:

ITMSVY) = /1 — A2 Z A" |n)|n) (A.3.2)

where A = /(V —1)/(V + 1), whose second brach, thereafter, is injected into a thermal
loss channel (T, ¢), followed by the ideal NLA 7T, is equivalent to the effective GG02
scheme depicted in the bottom panel of Fig. A.3.1, where Alice generates a TMSV state
with effective variance Viq = (1+\2)/(1— M%), with 0 < Aig < 1, which then propagates
throughout thermal-loss channel with effective transmissivity Tiq < 1 and excess noise
€iq > 0[287]. Both the schemes are performed only for those runs when noiseless ampli-
fication is successful, occurring with probability P4, otherwise the protocol is aborted.
To construct this equivalent protocol, we remind that the conditional state probed by
Bob after Alice’s DH measurement is a displaced thermal state, while the overall state is
a thermal state. Therefore, we first compute the general action of the NLA operation 7
on these states and, then, specify the results to the CVQKD scheme under investigation.

Amplified displaced thermal states. As discussed in Sec. 8.2.2, when a coherent state
|}, & € C, undergoes ideal noiseless linear amplification, we have:

Tla) = = e lal*/2 Z g "n) = el Dlal*/2 lgar) , (A.3.3)

in which we note that the output state is not normalized.
Now, we compute the output state of the ideal NLA when a displaced thermal state
is considered as input, namely:

por = D(B)v*™" () DY(B), (A3.4)
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where 5 € C is the displacement amplitude and 7 is the mean number of thermal pho-
tons. As will become clearer in the following, it is useful to define 7 in terms of a pa-
rameter 0 < £ < 1las @ = x2/(1 — k?), such that x> = n/(n + 1). Eq. (A.3.4) can be
also expressed in the Glauber-Sudarshan representation as ppr = [ d*aPpr(a)|a){al,
where:

1— K2 1— K2
Ppr(a) = ——5—exp < 2 la — 52> (A.3.5)

TR

is the P-function associated with ppt [287]. Thanks to (A.3.3), the output state p, ob-
tained after application of the NLA reads:

1
pg:N

1 2 2
= —/ daPpr(a)ed D 1ga) (gal (A.3.6)
N Je

T ppor TT

N = TY[T ppr TT] being the normalization factor. We perform the change of variable
u = ga and re-express the former equation as p, = [ d*uP,(u)|u)(u|, where:

Py(u) = ——e' 7@ " Py (Z) (A37)

is the P-function associated with p,. Straightforward calculation leads to:

1 1-—k? g -1 1— k2
P - - - v _ 2_ - v _ 2
g(u) 92./\/ 7TI<.}2 exp{ 92 "LL| 9252 IU gﬁl

1 1—k? 1—92112| 2
=— - " expl - —2 " |u
2N wr? P g2K2

/€2

1812 + 2lggﬂ2Re(u*6)}

1— k2

K2

1 1—k% @2=D0=r?) g0
K e 1-g2r2 18] x

T PN R?
1— g%k?
exp _W u —

1— k2

g B

2
} . (A.3.8)

Eq. (A.3.8) represents a Gaussian complex function up to an irrelevant normalization
factor independent of u, thus state p, is still a displaced thermal state in the form:

pg = D(By)v*™(g) DT (B,) (A.3.9)

with amplified displacement amplitude and thermal energy equal to:

1 — g2k2

1— k2 K2 922
d Mg =—2— = A3.10
B an Mg =1 21— R 5 ( )

Po =97

with k4, = gk, provided that condition gk < 1 holds, which fixes a limit on the gain
amplitude of the amplifier [287].
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We conclude that an ideal NLA maps a displaced thermal state into another displaced
thermal state with larger displacement amplitude and mean number of thermal photons.
In particular, a thermal state (retrieved by fixing 5 = 0) is transformed into another
thermal state with higher energy.

Derivation of the effective channel parameter for ideal-NLA assisted CVQKD. Given
the former results, we are now ready to provide derivation of the equivalent channel
displayed in Fig. A.3.1. In particular, we derive a set of 3 equations relating the original
parameters (A, T, ¢) to the effective ones (Aia, Tia, €ia) [287]. To this aim, we proceed as
follows.

To begin with, we consider the conditional state at Bob’s side. That is, when Alice
performs DH detection on the first mode of the TMSV, obtaining outcomes (z 4,%4), the
second branch is projected onto the coherent state [Aa4), with aq = x4 + iya. After
propagation throughout the channel, the coherent pulse is transformed into a displaced
thermal state ppr(a4) with amplitude 8 = VTAa, and variance 1 + Te, such that the
mean number of thermal photons reads 7 = T'¢/2, being associated with parameter

2 =n/(n+1) = Te/(2 + Te). Thereafter, Bob performs noiseless linear amplification
on ppr(ca), obtaining a displaced thermal state with k, = gk and the amplitude g,
reported in Eq. (A.3.10). This provides us with the first two relations [287]:

VTiahiqoa = g \F Thay, (A.3.11)

Tiq€ia 9 Te
= . A3.12
2+ Tiq€iq g 24+ Te ( )
On the contrary, when Bob does not have access to the result of Alice’s DH measurement,
the overall state after propagation through the channel is a thermal state v*®(72’) with
variance T'(V + x) = 1 + T(V — 1 + ¢), and mean number of photons:

a' =T (AZ + 6) : (A.3.13)
1—-X2 2
associated with:
= 2
(v)* = ﬁ'n+ 1 271 Tz]i g 2 i);(;]— ) (A.3.14)
After the NLA, the state is converted into a thermal state with /i; = gr’, leading to:
Tia[M(2 — €a) + €id] L, T2 -€) +

(A.3.15)

2+ Taed — Ny2— Ta(2— )] 0 2+ Te— N[2—T(2—¢)]

Eq.s (A.3.11), (A.3.12) and (A.3.15) provide a system of equations for the variables
(Mia, Tia, €id), with corresponding solutions:

24 T(g2-1)(2—¢)

Aia = A ¢ 2 Te(2—1) (A.3.16)
_ ¢*T

Ta=1 TT(@ - D[l +Te(g>—1)(2—€)/d—¢’ (A.3.17)

6a=¢e+(9° — I)M (A3.18)

2 )
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retrieving the results of Eq. (8.79). Moreover, we obtain the expression of the effective
TMSV variance as:

IR T(g* —1)22

Via = :
TN 2-T(@2—1D(V—-1+¢)

(A.3.19)

with Z = v/V2 — 1. These parameters can be interpreted as physical parameters of an
effective channel only if they keep a physical meaning, that is if they satisfy the con-
straints 0 < Ajg < 1 (equivalent to Vig > V), 0 < Tig < 1 and €q > 0. The first request
determines a tradeoff between the amplifier gain ¢, the channel transmissivity 7', and
the modulation variance V, that is:

T(g> —1)(V—1+¢ <2, (A.3.20)

which ultimately leads to Eq. (8.80). On the contrary, the second and third constraints
impose conditions on the amplifier gain g and the excess noise ¢, namely:

G , (A.3.21)

€ (T (e—4) +2) +4y/ T22 o [e(T (e—2) +2)+4T—4
o< J (T'(e—4) +2) : (T'(e-2) +2)
and e < 2, respectively, the latter being equivalent to the constraint on the maximum
tolerable excess noise associated with the PLOB bound [310].

Success probability of the ideal NLA. Finally, to complete the construction of the
equivalent protocol, we should determine the value of the success probability Py as-
sociated with the NLA, when one arm of the TSMV is considered as input. However,
the exact computation cannot be handled, as 7 is unbounded, therefore the trace of the
amplified states does not provide the corresponding success probability. Nevertheless,
we establish an upper bound to P,q, which can be considered as a best-case scenario for
the security analysis [287].

First of all, from Eq. (A.3.1), we note that &4(|0)(0]) = |0)(0|, proving the vacuum
state to be a fixed point of &4. Then, we invoke the contractivity of quantum maps: that
is, any trace preserving quantum CP map cannot decrease the fidelity F between two
quantum states [27, 287], thus for all states p we have:

F (p,10)(0]) < F (&al(p), 10){0]) - (A3.22)

In particular, in the CVQKD protocol under investigation, the overall state transmitted
into the channel is a thermal state v*"(7') = [1 — (+/)?] >, (k/)*"|n)(n|, with (k)? =
n' /(7' +1), see Eq. (A.3.13), while £[v**(n/)] = v**(n},), having mean energy 71}, = x2/(1—
k7), with k! = g«’. Then, Eq. (A.3.22) becomes:

(Ol (7)[0) < Pa (0w (75g)[0) + (1 = Pa), (A.3.23)
being satisfied iff:
1
P4 < 2 (A.3.24)

providing an upper bound to the NLA success probability [287].
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Figure A.4.1: Schematic representation of the two physical NLA-assisted protocol discussed in
Sec. 8.4. (a) Strategy based on quantum scissors (QS); (b) strategy based on single-photon catalysis
(SPC).

A.4 Unconditional security in physical NLA-assisted CVQKD

In the present appendix, we perform explicit derivation of the CM (8.90), being necessary
for the unconditional security proof of the physical NLA-assisted CVQKD discussed in
Sec. 8.4. As pointed out in the main text, we perform the security analysis by exploiting
the optimality of Gaussian attacks. If Alice and Bob share a non-Gaussian state p, a lower
bound of the exact KGR is obtained by considering a Gaussian protocol in which they
share the Gaussian state pc with the same CM of p. In particular, here we derive the CM
for both the the quantum scissors (QS) and the single-photon catalysis (SPC). To do so,
we exploit the input-output formalism and the phase-space representation of quantum
states.

Quantum scissors (QS). By following the notation introduced in Fig. A.4.1(a), the pro-
tocol employing QS works as follows [35]. Alice prepares the TMSV and injects one
mode into the thermal-loss channel, thereafter Bob performs the QS protocol on the re-
ceived beam. The input modes are a = (a4,ap,ap,,as, )T, where a4, ap are the modes
shared by Alice and Bob after the channel whereas ap,,ap, are the modes exploited
locally by Bob for the QS. The global input state, according to Glauber’s formula, reads:

A’
Pa = /?Xa(a)Da(a)T , (A4.1)
where a = (a4, ap,ap,,ap,)" and

Da(a) = () Da, (o), (A42)
k

where D,, () is the displacement operator acting on mode a, namely,

D,, (o) = exp(ozka}LC —ajag) . (A.4.3)
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Furthermore, in the previous expression we introduced the characteristic function:
Xa(a) = xa(aa, ap) x (1— |ag,|?) e~ (lomy Plan,[*)/2 (A4.4)

xc (o4, ap) being the Gaussian characteristic function:
1 ~ T ~
xG(oa,ap) =exp | — 5%aplapoas|, (A.4.5)

with null prime moments and the CM I' 4 g introduced in Eq. (6.31), and where &cap =
[Re(aa), Im(aa), Re(ap), Im(ap)]".

The output modes after the mode mixing operations performed by Bob are b =
(bA, bB, bBl s sz)T = MQsa, where

Mgs = (A.4.6)
1—7 T
with 7 = 7qs(g9) = (1 + ¢?)~'. The output state then writes:
d*p
o= [ “ExnBDu(0) (A47)

where, exploiting the properties in Eq. (2.18), xb(8) = xa(M{ga).

Finally, Bob performs on-off detection on modes b, b, , corresponding to the positive-
operator-valued measurement (POVM) {Il.g, II,, = 1 — I}, with associated charac-
teristic functions [33, 339]:

Xoft (@) = %exp (—22_7777042) and  Yon(a) = 7@ (@) — xort () . (A4.8)

The amplification is successful if one of the two detectors gives the outcome “on” [35,
285]. In the following we assume to retrieve the couple (on,off), respectively for modes
bp, bp,. The post-selected state then equals to:

005 = 13;5 / L0405 (8. B52) Do (8) Do, (B ) (A49)
where:
Xas(Ba ) = [ 22T ) (- van (), (A410)
and
Pas =Tr | [ TAE00 (51, 95101 (50 D, <5BQ>*]

807 + (w —1)(3 + w)(1 +?77)] (A4.11)

:XQS(O’O):Q[ (1 +w)2(3 + w)?
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is the success probability of this conditional operation, with w = 1 +nT'(V 4+ € — 1). The
same results hold if Bob gets the pair (off,on), thus the global success probability of the
QS-based NLA is:

(A4.12)

Pgs = 2Pgs = 4 [8777"' (w—-1)B+w)( —&—777')} .

(14+w)?(3+w)?

Finally, we compute the CM associated with the state pqg, for which we should com-
pute terms proportional to Tr[Dy, (6x)q;, |- To handle this calculation, we exploit the
following property of displacement operations, derived in [35]:

2 2 2
Tr [D(e)g®] = e~ (@ Hy7)/2 lﬁé(z)(a) + waé(x)%é(y) - W&(x)(idyQé(y)] . (A4.13)
where we consider a single single radiation mode a with its corresponding quadrature
g=a+al, expressed in shot-noise units, with @ = = + iy and §(z) being the Dirac delta
distribution.
By exploiting Eq. (A.4.13), we have:

v
Vos = Tr [ogsa?, | = —1— =2, (A.4.14a)
PQS
W,
Was = Tr [0qsdh,, | = —1 - Ade =iy (A.4.14b)
PQS
_ __Zas
Zqs = Tr [0qs@batbs,| = — ==, (A4.14c)
PQS
where
d? ;e .
VQS = [dQ (e ¥ /ZXQs(Zy,O))]
Yy y=0
2+nTe)(1 —nT)
=2 1
V+1) (1+w)?
8B+ w) +2nTe(3 +w —!4777') + 4n7(w — 5) , (A4.15a)
(34 w)?
&2 ,
WQS = [va (e /QXQS (0, Z’U))]
y=0
:_48777'—&—(w—l)(3—|—w)[2—(1—17)7']7 (A4.15b)
(I+w)(3+w)?
d? —(y?—2 L.
Zqs = [d - (e (v )/QXQs(zy,w)>]
y y=0,v=0
1 _
_ gz 8VTi-1) (A.4.15¢)

B+ w)?
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Accordingly, the CM writes:

Vos 1 Z0s 0,
IR I e G I (A4.16)
ZQS (o 0% WQS ]12

Single-photon catalysis (SPC). For SPC we follow the analogous procedure of the pre-
vious subsection. The input modes depicted in Fig. A.4.1(b) are a = (aa,ap,a BT,
where a4, ap are the modes shared by Alice and Bob after the channel and ap, is Bob’s
ancillary mode. The global input state reads:

d’a
_ T
Pa = / 3 Xa(a)Da(a) ) (A4.17)
where o = (a4, ap,ap,)" and

Xa(a) = xa(aa,ap) x e_“¥31‘2/2(1 — |o<Bl|2) , (A4.18)

Xc(aa,ap) being the Gaussian characteristic function in Eq. (A.4.5) with null prime
moments and the CM (6.31).

The output modes after the mode mixing operation performed by Bobareb = (b4, bp, b5,
Megspca, where

)T

1 0 0
Mgpc=10 V& Vi—-7|, (A4.19)
0 —vVi-7 7
with 7 = 75pc(g) = (4 +g%— gW) /8. The output state then writes:
= [ Lo, (A420)
where
Xb(B) = Xa(Mcha) . (A.4.21)

After the conditional on-off detection on mode bp,, the post-selected state reads:

2 2
0sPC = Pl /d PadPs xspc(Ba, B8) Dy, (B4) Dy, (B)T, (A.4.22)
SPC Toom
where:
d2
xspc(Ba, BB) =/ fBl Xb(8)Xon(—BB,) (A.4.23)
and

2 2
Pspc = Tr [/ @had fB xspc(Ba, Be) Dy, (Ba) Dy, (Bp)!

™

41 —n7)+2(w—1)(1 —7)

:XSPC(OaO):l_ [2+(w—1)(1—7)]2

(A.4.24)
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is the success probability of the SPC, and we introduced the quantity w = 1 + nT(V +

e—1).
The CM associated with the state pgpc reads:
Vspce 1 Z o,
e = ety osre . (A.4.25)
Zspc o, Wspc 12
As for QS, we have:
Veoes = T 21 Vspc
spc = Tr [0gsdy,] = —1— Pare:” (A.4.26)
)4%
Wspe = Tr [0qs@h, ] = —1 — % , (A.4.27)
Z
Zspc = Tr [00sGbadbs] = — Pz: : (A.4.28)
and

d? 2 _
Vspc = ldyz (e_y /QXSPC(Zy,O))]

y=0

— 2V +1) % A+ nTe(l (—1 1)511): q—4n7)
G, "2(:’: ;)? —dir ) (A.4.292)
Wepc = LZ; (e_UQ/QXSPC(Oa iv))]
0
R 1)21(70— 1)(q— 1)27171;-));27(7«— 1) —2pr(g—1)
Ly 2w 1)(4—47(; f;; 42-7(1 +n)), (A4.29D)
.
Tzl g2t n)(leJrlq));r 2n(1 - 27)] 7 (A.4.290)

withg=14+9T(1—-7)(V+e—1)andr=14+T(V +e—1).
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