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Abstract

The data processing landscape has been fundamentally transformed in
recent decades, evolving from monolithic systems to complex distributed ar-
chitectures where multiple services operated by different parties collaborate
to deliver sophisticated analytics capabilities. Machine Learning (ML) and
Internet of Things (IoT) technologies are increasingly integrated into these
systems, enabling advanced data processing pipelines that span multiple or-
ganizational boundaries. Modern distributed data processing systems sup-
port critical operations across various domains, from healthcare analytics to
financial services, making their trustworthiness and compliance with data
protection regulations a concern.

This transformation has created significant challenges for data gover-
nance, particularly in balancing data quality preservation with privacy pro-
tection requirements. Current approaches suffer from fundamental limi-
tations: existing governance frameworks focus primarily on static privacy
configurations, neglecting the dynamic nature of distributed service envi-
ronments and failing to optimize quality-privacy trade-offs systematically.
Traditional access control models are inadequate for multi-dimensional op-
timization scenarios where data utility must be maximized while ensuring
regulatory compliance. Despite increasing regulatory requirements and or-
ganizational needs for privacy-preserving data processing, there is a lack
of governance frameworks that can systematically optimize quality-privacy
trade-offs in modern distributed systems while maintaining computational
tractability and industrial applicability.

In this thesis, we propose a data governance framework that addresses
this impasse. Our framework operates at the service composition layer,
providing policy-driven optimization for data processing pipelines built as
compositions of distributed services. It implements a multi-dimensional
approach that balances data quality preservation with privacy protection
through systematic service selection and dynamic adaptation mechanisms.
The framework integrates seamlessly with existing distributed data process-
ing platforms and has been validated through industrial deployment and ex-
perimental evaluation.

Our contribution is manifold. First, we design and implement a policy-
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driven service selection framework. The framework defines three comple-
mentary quality metrics that capture different aspects of data utility preser-
vation: a quantitative metric based on weighted Jaccard coefficients (𝑀𝐽), a
qualitative metric using Jensen-Shannon divergence (𝑀𝐽𝑆𝐷), and an entropy-
based metric (𝑀𝐻) that quantifies information content retention. Then, we
develop sliding window heuristic algorithms that address the NP-hard prob-
lem of optimal service selection by employingmoving optimization windows
that balance local and global objectives. Moreover, we provide a method-
ology for integrating our governance framework within existing distributed
data processing platforms, demonstrating practical deployment through suc-
cessful integration with the ALIDA (Advanced Laboratory for Interactive
Data Analytics) platform. To validate our framework and demonstrate its
industrial applicability, we conduct experimental evaluation across multiple
datasets and deployment scenarios, proving the framework’s effectiveness in
maintaining data quality while ensuring privacy compliance with acceptable
operational overhead.
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1
Introduction

Modern distributed data processing systems are characterized by heteroge-
neous service-oriented architectures where multiple autonomous organiza-
tions contribute computational resources, datasets, and analytical capabili-
ties through federated infrastructures that span cloud and edge computing
environments. The increasing adoption of these collaborative data ecosys-
tems across industries has fundamentally transformed how organizations
manage and extract value from their data assets, creating unprecedented op-
portunities for cross-domain analytics while simultaneously raising complex
challenges regarding data governance, privacy preservation, and quality as-
surance.

These distributed service-based data pipelines enable organizations to
access and process datasets that would otherwise remain isolated within
organizational boundaries, facilitating data-driven decision making at un-
precedented scales through dynamic composition of existing services. Data
spaces transformed data processing into services, basic computing units com-
posed and orchestrated by developers to create complex analytical pipelines
in a fully declarative manner. Around the same time, cloud computing in-
troduced the as-a-service paradigm, where data processing, analytical plat-
forms, and even data infrastructure are completely outsourced to remote data
centers and cloud providers, and accessed on demand.

However, this architectural evolution introduces a fundamental tension
between maximizing data utility through data sharing and analytical pro-
cessing, andmaintaining data protection through privacy-preservingmecha-
nisms that safeguard sensitive information throughout the entire data lifecy-
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cle. The challenge becomes particularly acute in service-based data pipelines
where data flows through multiple processing stages operated by different
providers, each potentially implementing distinct privacy mechanisms that
can cumulatively degrade data quality while offering varying levels of pro-
tection. Traditional approaches to this privacy-utility trade-off often rely on
static configurations that apply uniform protection measures across entire
datasets, failing to account for the dynamic nature of modern data process-
ing workflows where optimal privacy-utility balance depends on contextual
factors including data characteristics, processing requirements, regulatory
constraints, and stakeholder policies.

This thesis addresses the fundamental challenge of dynamically optimiz-
ing service selection and composition in distributed data pipelines to achieve
maximum data utility while ensuring appropriate data protection, develop-
ing a policy-driven framework that enables systematic, context-aware opti-
mization of privacy-utility trade-offs throughout the execution of complex
analytical workflows in heterogeneous service ecosystems. In the remain-
der of this chapter, we discuss the motivations of our thesis and present its
outline.

1.1 Motivations

The last two decades have witnessed the widespread diffusion of distributed
data processing systems, driven by the emergence of collaborative data shar-
ing paradigms such as data spaces [16] and the evolution toward service-
oriented ecosystems [63, 49]. This transformation has been motivated by
increasing complexity of data processing requirements, the need for scal-
able analytics, and recognition that valuable insights often emerge from com-
bining datasets across organizational boundaries. Data processing applica-
tions evolved from monolithic centralized systems to elastic multi-layer dis-
tributed systems, where orchestration platforms dynamically adapt service
compositions based on observed data characteristics, quality requirements,
and privacy constraints.

Modern distributed data processing systems are implemented as loose
federations operated by different stakeholders within data spaces [16]. The
practical implementation of data spaces, exemplified by the International
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Data Spaces (IDS) initiative [60], demonstrates how architectural principles
translate into operational frameworks through IDS Connectors, Metadata
Brokers, and supporting services that enable trustworthy data sharing while
maintaining data sovereignty. These systems drive data-centric transforma-
tion across sectors from healthcare and finance to smart cities, delivering
increased quality and scope of analytical insights through large-scale col-
laborative data processing and machine learning models. However, they
significantly impact the data governance landscape, raising concerns about
privacy preservation, data quality degradation, and regulatory compliance
across multiple jurisdictions.

Traditional approaches to data governance in distributed environments
focus on static, uniform privacy protection that fails to account for dynamic
data processing workflows. These approaches suffer from key limitations
that can be characterized according to critical governance features: they
lack comprehensive support for service-based pipeline operations in cloud-
edge continuum environments (F1), where modern systems spanmultiple in-
frastructure layers; they evaluate data protection and quality independently
rather than optimizing service selection to ensure both simultaneously (F2),
leading to suboptimal trade-offs; they remain tightly coupled to specific
data protection techniques (F3), limiting adaptability across diverse privacy-
preserving methods; and they provide inadequate policy frameworks (F4)
for systematic specification of governance requirements in heterogeneous
service ecosystems. A detailed analysis of how existing approaches address
these governance features is provided in Section 2.5. Moreover, governance
is typically applied after pipeline development, with quality and privacy re-
quirements neglected during service composition, leading to increased costs
and suboptimal results.

1.1.1 Objectives

The objective of this thesis is to bridge the gap between current data gover-
nance practices and the requirements of modern distributed data processing
systems, addressing the critical governance features identified in the state-
of-the-art analysis (Section 2.5).

First, we aim to provide support for service-based pipeline operations
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across cloud-edge continuum environments, enabling effective governance
in distributed infrastructures that spanmultiple deployment paradigms. This
requires frameworks that can operate seamlessly across hybrid environments
without being constrained to specific deployment models.

Second, we face challenges in implementing quality-aware service selec-
tion that ensures data protection simultaneously, moving beyond approaches
that treat quality and privacy as independent concerns. This translates to in-
tegrated optimization algorithms that balance both objectives during service
composition and execution, rather than applying them sequentially or inde-
pendently.

Third, we aim to develop framework-agnostic approaches to data pro-
tection that can work with diverse privacy-preserving techniques without
being tied to specific methods. This enables adaptability to different regula-
tory requirements, organizational preferences, and technological constraints
across various deployment scenarios.

Finally, we seek to provide effective policy frameworks that support sys-
tematic specification of governance requirements for heterogeneous service
ecosystems. This requires policy models that can capture complex quality-
privacy trade-offs, contextual requirements, and stakeholder relationships in
distributed environments.

These objectives collectively aim to make quality-privacy optimization
integral to service composition rather than an a posteriori activity, imple-
menting a proactive, policy-driven approach that considers governance re-
quirements throughout pipeline instantiation and execution.

1.2 Contribution of the Thesis

The contribution of this thesis is the definition of a data governance frame-
work for modern distributed data processing applications that addresses the
objectives in Section 1.1. The framework consists of a policy-driven ser-
vice selection and composition approach that dynamically optimizes quality-
privacy trade-offs, and is fully integrated within the data pipeline lifecycle,
from template design and service discovery to instance optimization and ex-
ecution monitoring.

The framework has been validated through experimental evaluation and
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real-world application scenarios, including integration with an industrial
platform for advanced data analytics. The framework enables practical de-
ployment of quality-aware, privacy-preserving data processing pipelines in
distributed service environments. In the remainder of this section, we dis-
cuss the thesis contributions in detail.

1.2.1 Policy-Driven Service Selection Framework

We define a policy-driven framework that enables systematic specification
and enforcement of quality and privacy requirements in distributed data
processing pipelines. This framework permits quality-privacy optimization
while maintaining the flexibility needed for heterogeneous service ecosys-
tems. This contribution can be detailed as follows.

Definition of policy-driven service composition. We define a pol-
icy model that captures both functional requirements (data transformations,
processing capabilities) and non-functional requirements (quality metrics,
privacy constraints) for service-based data pipelines. Our approach extends
traditional attribute-based access control (ABAC) models to incorporate data
quality considerations alongside privacy protection requirements.

Multi-dimensional optimization process. We define a service selec-
tion process that simultaneously optimizes multiple, often conflicting objec-
tives including data quality preservation, privacy protection strength. The
selection process operates on pipeline templates that specify the abstract
structure of data processing workflows, enabling reusable pipeline defini-
tions that can be instantiated with optimal service combinations based on
current requirements and available services.

Quality-privacy trade-off management. We define systematic ap-
proaches for managing the fundamental tension between data utility max-
imization and privacy protection. This includes metrics that quantify both
quality degradation and privacy protection strength, enabling objective eval-
uation of different service combinations.

1.2.2 Industrial Integration and Validation

Our data governance framework defines practical approaches for integration
with existing data processing platforms and industrial systems. We demon-
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strate the applicability of our approach through integration with real-world
platforms and experimental validation. This contribution can be detailed as
follows.

ALIDA platform integration. We integrate our framework with AL-
IDA [80], an industrial data analytics platform developed by Engineering In-
gegneria Informatica. This integration demonstrates practical deployment of
quality-privacy optimization in real-world scenarios through development of
service catalogs, policy specification interfaces, and optimization algorithms
that operate within existing industrial data processing infrastructures.

Experimental validation framework. We develop experimental eval-
uation approaches that assess the effectiveness of our quality-privacy opti-
mization across multiple dimensions including optimization quality.

Performance and scalability analysis. We provide analysis of the
computational and operational overhead introduced by our governance
framework, demonstrating that quality-privacy optimization can be achieved
with acceptable performance characteristics for practical deployment in dis-
tributed data processing environments.

1.3 Organization of the Thesis

This chapter presented the motivations and the main objectives of this thesis,
and outlined its major contributions. The remaining chapters are structured
as follows.

Chapter 2 presents the state of the art in data governance for distributed
systems. It discusses the regulatory landscape affecting data processing sys-
tems, examines current approaches to data protection including anonymiza-
tion techniques and access control mechanisms, analyzes data quality man-
agement frameworks and metrics, and reviews existing approaches for inte-
grating data quality and privacy protection. It also outlines the challenges
faced by existing techniques that guide our thesis contributions.

Chapter 3 describes our data governance enabled pipeline framework
at the foundation of this thesis. This chapter introduces the policy-driven
approach for service selection and presents the ACL-mediated pipeline im-
plementation that enables systematic control over data access and processing
within service compositions.
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Chapter 4 presents our approach for maximizing data quality in dis-
tributed data processing pipelines. The chapter details the pipeline template
architecture, the service selection optimization process, and the instantiation
mechanisms that enable dynamic adaptation of service compositions based
on quality and privacy requirements.

Chapter 5 describes our optimization algorithms and heuristics for ef-
ficient service selection in large-scale distributed environments. It presents
the sliding-window optimization approach and analyzes the computational
complexity and scalability characteristics of our quality-privacy optimization
framework.

Chapter 6 shows experimental evaluation and application scenarios
where our framework has been validated. The chapter includes performance
analysis, scalability studies, and comparison with existing approaches for
data governance in distributed systems, demonstrating the effectiveness of
our policy-driven service selection approach.

Chapter 7 presents the integration of our framework with real-world
industrial platforms, specifically the ALIDA platform for advanced data an-
alytics. The chapter describes the practical deployment considerations, sys-
tem architecture adaptations, and optimization algorithm implementations
that enable industrial adoption of our governance framework.

Chapter 8 summarizes the contributions of this thesis and outlines fu-
ture research directions for distributed data processing systems.
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2
Related Work

2.1 Reference Architecture for Data Processing
Systems

The evolution of data-intensive applications has fundamentally transformed
how organizations approach data governance, moving from traditional cen-
tralized architectures toward distributed, service-oriented ecosystems [63,
49]. The transformation has been driven by the increasing complexity of
data processing requirements, the need for scalable and flexible data ana-
lytics, and the emergence of collaborative data sharing paradigms such as
data spaces[16]. This architectural shift enables organizations to break down
complex data workflows into independent, manageable services that can be
developed andmaintained separately, facilitating horizontal scaling. Individ-
ual components expand based on demand rather than requiring system-wide
resource allocation. In this context data pipelines are dynamically compos-
ing existing services to meet specific analytical requirements, improving the
reusability.

A data space can be conceptualized through four interconnected lay-
ers that define its operational structure: i) Business Layer : Establishes the
governance framework, defining policies, regulations, and business rules
that govern data sharing and usage within the ecosystem. This layer en-
compasses compliance requirements, data sovereignty principles, and stake-
holder agreements. ii) Information Layer : Ensures semantic coherence
through shared ontologies, vocabularies, and metadata standards. This layer
addresses data interoperability challenges by providing common data mod-
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els and facilitating data lineage tracking across the ecosystem. iii) System
Layer : Maps conceptual requirements onto concrete technological compo-
nents, including data connectors, service brokers, identity management sys-
tems, and orchestration platforms that enable practical data sharing and pro-
cessing. iv) Process Layer : Describes the workflows and data processing
pipelines that transform raw data into actionable insights. This layer en-
compasses both standardized data processing patterns and customizable an-
alytical workflows.

Within this layered architecture, the operational complexity of data
spaces necessitates the coordination of diverse stakeholders, each with com-
plementary roles in the ecosystem. The business and information layers es-
tablish the governance and semantic foundations that enable three primary
categories of stakeholders to interact effectively: i) Data Producers: Orga-
nizations or entities that generate, collect, and provide access to datasets.
These stakeholders maintain sovereignty over their data while participating
in the broader ecosystem. ii) Data Consumers: Entities that require access
to data for analytical, operational, or research purposes. These stakeholders
must comply with data usage policies while maximizing the utility derived
from accessed data. iii) Service Developers: Organizations creating services
that process and analyze data from multiple sources, bridging producers and
consumers.

The inherently heterogeneous and multi-provider nature of data spaces
fundamentally distinguishes them from traditional centralized data process-
ing environments, making service-based architectures a necessary solution
for managing this complexity. In traditional scenarios, a single organization
controls the entire data processing pipeline, enabling centralized governance
and unified technical standards. However, data spaces by definition involve
multiple independent organizations, each with distinct technical capabilities,
security frameworks, and business models, creating an environment where
distributed, interoperable services become the only viable approach to enable
collaborative data processing.

This architectural necessity introduces several considerations that re-
shape how data systems must be designed and operated. Provider hetero-
geneity emerges as the primary challenge, as services are inevitably of-
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fered by different organizations with varying technical capabilities, secu-
rity frameworks, and business models. The heterogeneity necessitates dy-
namic service selection mechanisms, where the optimal composition of ser-
vices for analytical tasks must be determined based on evolving factors such
as data characteristics, quality requirements, and privacy constraints. Fur-
thermore, the multi-provider foundation of data spaces intensifies privacy
preservation challenges beyond those encountered in centralized systems.
Protecting sensitive information while enabling collaborative analytics re-
quires privacy-preserving techniques to be integrated throughout the entire
distributed pipeline [62, 49]. This extends far beyond traditional access con-
trols to encompass advanced approaches such as differential privacy, feder-
ated learning, and secure multi-party computation, ensuring that valuable
insights can be extracted without compromising individual privacy or orga-
nizational confidentiality across the heterogeneous service ecosystem.

The practical implementation of data spaces, as exemplified by the In-
ternational Data Spaces (IDS) initiative, demonstrates how these architec-
tural principles translate into concrete operational frameworks. Real-world
deployments showcase the critical infrastructure components that enable
trustworthy data sharing between autonomous organizations. The core ar-
chitecture centers on IDS Connectors, which serve as secure gateways that
facilitate controlled data exchange while enforcing usage policies defined by
data owners. These connectors integrate directly with organizational IT sys-
tems through dedicated applications, enabling seamless data provisioning
and consumption while maintaining data sovereignty.

Figure 2.1 illustrates this connector-based architecture operates within
a supporting ecosystem composed of several specialized services with dis-
tinct operational roles [60]. Metadata Brokers provide service discovery and
data catalog capabilities through both registration and search mechanisms.
Connectors register their self-descriptions and resource catalogs with bro-
kers, enabling participants to locate relevant datasets and services through
SPARQL-based queries or full-text search interfaces. These brokers main-
tain complete metadata graphs including connector descriptions, resource
catalogs, contract offers, and representation details, facilitating service dis-
covery across the data space ecosystem. Clearing Houses serve as transaction
management and audit systems that handle logging of data exchanges, con-
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tract agreement management, and billing processes. They provide critical
capabilities for querying transaction histories, tracking data usage patterns
through process identifiers, and ensuring compliance with contractual obli-
gations and regulatory requirements. Identity Providers manage authentica-
tion and authorization across the federated environment through certificate-
based security mechanisms; Vocabulary Services ensure semantic interoper-
ability through standardized data models and ontologies; and App Stores fa-
cilitate the distribution and deployment of data processing applications.

Figure 2.1: Data Space Conceptual Architecture [60]

The data governance framework developed in this thesis addresses the
fundamental challenge of maximizing data quality while ensuring data pro-
tection in service-based data pipelines. The methodology centers on an op-
timization approach that dynamically selects and composes data process-
ing services to achieve optimal quality-privacy trade-offs throughout the
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pipeline execution. The framework aligns with the four-layer data space
architecture previously outlined:

Business Layer The framework’s policy-driven approach directly supports
the business layer governance requirements. Some data protection an-
notations in the pipeline encode business rules and regulatory com-
pliance requirements. On the other hand the service selection mecha-
nism ensures adherence to data sovereignty principles and stakeholder
agreements. The quality-privacy optimization addresses the business
need to balance data utility with protection obligations.

Information Layer A functional annotations in pipeline contribute to se-
mantic coherence by specifying service interfaces, expected input-
s/outputs, and data transformation functions. This creates a founda-
tion for maintaining data lineage tracking across service compositions,
supporting the information layer’s requirements for metadata stan-
dards and interoperability.

System Layer The service-based pipeline framework operationalizes the
system layer by translating conceptual requirements into concrete
technological components. Through its integrated service registry,
policy enforcement mechanisms, and quality assessment modules, the
framework delivers the essential infrastructure components required
for practical data space implementation. The framework’s sliding-
window heuristic and optimization algorithms serve as the computa-
tional foundation that enables real-time dynamic service composition
and automated orchestration across the distributed ecosystem.

Process Layer The pipeline instantiation process embodies the workflow
management capabilities required by the process layer. The frame-
work transforms abstract pipeline templates into executable instances,
managing the complex dependencies and coordination required for
multi-provider service compositions. The quality-aware selection pro-
cess ensures that workflow execution optimizes for both functional re-
quirements and governance constraints.
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2.2 Regulation Landscape

The contemporary regulatory landscape of data protection and governance
is characterised by an increasingly complex and multilayered architecture.
The following section examines this landscape, focusing on major frame-
works such as the GDPR, the EU Data Governance Act, and the CCPA, which
collectively define the legal context within which technical solutions must
operate.

The General Data Protection Regulation (GDPR) [34] constitutes
the cornerstone of contemporary personal data protection law within the
European Union and serves as a global reference point for privacy regula-
tion. Adopted by the European Parliament and Council on 14 April 2016
and entering into force on 25 May 2018, the GDPR replaced the outdated
1995 Data Protection Directive to forge a harmonized legal framework for
personal data protection across the EU and EEA. The GDPR have a dual mis-
sion: empowering individuals with robust rights over their personal infor-
mation (including access, rectification, erasure, data portability, and objec-
tion) while obligating organizations to adopt principles of transparency, data
minimization, security, and accountability in their data processing activities.
As an EU regulation rather than a directive, it applies directly across mem-
ber states without requiring national transposition, yet provides measured
flexibility for local legal nuances. The regulation’s territorial scope extends
globally: any entity processing personal data of EU residents-regardless of
geographical location-must comply with GDPR requirements. The GDPR’s
enforcement mechanisms feature independent supervisory authorities with
administrative penalties reaching up to €20 million or 4% of global annual
turnover, whichever is higher. These provisions have demonstrated practi-
cal impact through high-profile penalties on major technology companies,
establishing the regulation’s credibility beyond symbolic framework status.

The United Kingdom’s Data Protection Act 2018 (DPA 2018) [95]
operates in conjunction with the UK GDPR (the domestically retained ver-
sion of the EU text) to provide a framework addressing national require-
ments, particularly law enforcement processing and public sector deroga-
tions. The DPA 2018 maintains the GDPR-style regulatory regime while
incorporating UK-specific exemptions and enforcement mechanisms under
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the UK Information Commissioner’s Office. Although substantially aligned
with the EUmodel, it incorporates domestic flexibilities for international data
transfer adequacy determinations and regulatory oversight.

The EU Data Governance Act (DGA) [35] represents a complemen-
tary regulatory instrument designed to enhance trust and facilitate data shar-
ing mechanisms within the single market, rather than fundamentally alter-
ing personal data rights. The Act focuses on enabling the reuse of specific
categories of public sector data, regulating data intermediation services, and
establishing data altruism frameworks to promote broader dataset sharing
for research and innovation while maintaining appropriate legal safeguards.
The DGA’s emphasis on governance structures andmarketplacemechanisms
including registries, certified intermediaries, and data altruism frameworks-
distinguishes it from the individual rights and core processing principles gov-
erned by theGDPR. The interaction between these instruments demonstrates
a layered approach: the DGA establishes technical and institutional infras-
tructure for lawful data sharing, while privacy compliance remains governed
by GDPR provisions and applicable national law.

TheDigital Services Act (DSA) [36] addresses distinct regulatory chal-
lenges concerning the responsibilities of online intermediaries and platforms
regarding content moderation, transparency obligations, advertising prac-
tices, and systemic risk management. While not primarily conceived as a
privacy instrument, the DSA carries significant privacy implications through
its requirements for large platforms to disclose algorithmic ranking method-
ologies, advertising targeting information, and risk mitigation measures that
intersect with profiling and large-scale personal data processing activities.
The DSA operates in parallel with privacy law, requiring platforms to satisfy
DSA obligations while remaining bound by GDPR requirements for lawful
processing and data subject rights. The enforcement architecture operates
through designated Digital Services Coordinators and direct Commission
oversight for very large platforms, creating a governance layer distinct from
data protection authorities yet with overlapping practical implications.

The European Health Data Space (EHDS) [37] exemplifies sector-
specific regulation that seeks to establish a coherent legal and techni-
cal framework for cross-border access and secondary use of electronic
health data. The EHDS aims to enhance individual control over personal
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health records for primary care purposes while enabling secondary uses
for research, policymaking, and public health under strictly defined condi-
tions. Given the particular sensitivity of health data, the EHDS combines
health sector-specific provisions with existing GDPR protections, establish-
ing health data access bodies, interoperability standards, and data permit
schemes for secondary use.

Complementing these regulatory frameworks, technical infrastructure
initiatives provide the operational foundation necessary for implementing
such cross-sectoral data sharing requirements. Gaia-X constitutes a feder-
ated technical and governance initiative rather than a binding legal instru-
ment. The project aims to construct a federated, interoperable data infras-
tructure emphasising data sovereignty, transparency, and federated control
over services and metadata. Gaia-X provides architectural principles, cer-
tification criteria, and a community governance model intended to enable
service providers and users to rely on interoperable, auditable services con-
sistent with European values and regulatory requirements. Although Gaia-X
does not substitute for legal frameworks, it provides technical infrastructure
for regulatory compliance—enabling cross-border data sharing while reduc-
ing reliance on centralised platforms. The initiative bridges legal require-
ments, technical standards, and market competition.

These instruments illustrate three interconnected regulatory channels
within the European ecosystem. The GDPR and national acts establish fun-
damental rights and obligations for personal data processing. The DGA con-
structs governance infrastructure for trustworthy data sharing. Sectoral reg-
ulations like the EHDS operationalise data reuse in specific domains with en-
hanced safeguards, while the DSA introduces platform governance with im-
plications for profiling and algorithmic transparency. This creates a layered
approach: foundational rights (GDPR/DPA), sectoral adaptations (EHDS),
and horizontal governance instruments (DGA, DSA, Gaia-X) for data sharing
and platform accountability.

This analysis reveals that the European regulatory framework has
evolved into a sophisticated three-tier architecture where foundational data
protection rights (GDPR/national acts), governance infrastructure mecha-
nisms (DGA/Gaia-X), and sectoral applications (EHDS/DSA) operate through
distinct yet coordinated enforcement paradigms. From enforcement perspec-
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tives, these carry significant implications. The GDPR confers wide investi-
gatory powers and substantial penalties upon independent regulators, with
stringent international transfer requirements. The DGA introduces over-
sight through registries and certification for intermediaries, while the DSA
establishes platform obligations and penalties for systemic risk management.
The EHDS institutes sector-specific supervision requiring coordination be-
tween data protection and health authorities. Gaia-X relies on market adop-
tion and certification rather than traditional enforcement. These create a
regulatory environment with coexisting legal obligations, certification in-
centives, and supervised permit schemes. This layered approach attempts to
balance fundamental rights protection with data sharing facilitation, though
the practical effectiveness of this coordination across different enforcement
mechanisms and sectoral authorities remains subject to ongoing evaluation
and implementation challenges.

Beyond the EU, several regulatory systems merit consideration for com-
parative analysis, either reflecting aspects of EU law or presenting alterna-
tive regulatory models. The California Consumer Privacy Act (CCPA)
[89] and its successor measures (CPRA) provide a US state-level framework
granting consumer rights including access, deletion, and opt-out provisions
while imposing obligations on businesses exceeding specified thresholds. Al-
though narrower than the GDPR in certain respects, California law exercises
significant extraterritorial effects for globally operating companies. The
Health Insurance Portability and Accountability Act (HIPAA) [94]
in the United States represents a sectoral statute focused on health infor-
mation protection within healthcare contexts, emphasising covered entities
and administrative, physical, and technical safeguards. Brazil’s Lei Geral
de Proteção de Dados (LGPD) [40] closely follows the GDPR model, in-
corporating a national regulator (ANPD) and comparable rights framework.
Canada’s Personal Information Protection and Electronic Documents
Act (PIPEDA) [78] maintains a commercial activity-centric approach based
on fair information practice principles. China’s Personal Information
Protection Law (PIPL) [75] sets formal privacy standards (e.g. explicit
consent, data-localization and impact assessments) but remains rooted in a
state-controlled enforcement framework that blends individual rights with
national-security priorities, raising reasonable doubt about its effectiveness
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in delivering genuine privacy protection. These non-EU regimes demon-
strate two significant trends: convergence toward fundamental rights such
as access and deletion, and divergence in territorial scope, sovereignty-driven
controls, and enforcement models.

Table 2.1 provides a comparative analysis of the key regulatory instru-
ments discussed above, highlighting their scope, territorial reach, and core
obligations across both European and international jurisdictions.
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Instrument Scope Territorial Reach Core Rights/Obligations
European Regulations
GDPR [34] General personal data

protection
EU + extraterritorial Data-subject rights (access,

rectification, erasure, porta-
bility), lawful bases

DPA 2018 (UK)
[95]

UK-specific personal
data law

UK domestic (with UK
GDPR)

GDPR-style rights; law-
enforcement exemptions

Data Governance
Act (DGA) [35]

Re-use of protected
public (and private)
data

EU (also applies ex-
traterritorially)

Conditions for data re-use,
data-sharing intermedi-
aries, data altruism

Digital Services
Act (DSA) [36]

Platform governance
(transparency, content)

EU (platforms operat-
ing)

Risk assessments, adver-
tisement transparency,
notice-and-action

European Health
Data Space
(EHDS) [37]

Health-sector data:
primary and sec-
ondary use

EU cross-border Patient control over health
data; regulated reuse for re-
search

International Regulations
CCPA [89] Consumer privacy

rights
California + extraterri-
torial

Access, deletion, opt-out
rights; business obligations
for qualifying entities

HIPAA [94] Health information
protection

US healthcare entities Administrative, physical,
technical safeguards; cov-
ered entity obligations

LGPD [40] General personal data
protection

Brazil + limited ex-
traterritorial

GDPR-style rights; national
regulator (ANPD); compa-
rable frameworks

PIPEDA [78] Commercial personal
information

Canada federal juris-
diction

Fair information practices;
consent-based processing

PIPL [75] Personal information
protection

China + extraterritorial Consent requirements, data
localization, impact assess-
ments

Table 2.1: Comparison of data protection and governance regulations across jurisdictions
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2.3 Data Protection

This section examines the current state of the art in data protection across
three dimensions. First, we investigate anonymization techniques, including
k-anonymity, l-diversity, t-closeness, and differential privacy, which provide
mathematical guarantees for releasing useful data while preventing individ-
ual re-identification. Second, we analyze access control mechanisms that
govern authorized data interactions, encompassing traditional role-based
systems and emerging privacy-aware models.

2.3.1 Data Anonymization

The increasing demand for sharing sensitive microdata for research, com-
mercial, and public safety purposes, coupledwith growing individual privacy
concerns, has driven the development of data de-identification techniques
[84, 90, 28, 32]. While the removal of explicit identifiers such as names or
social security numbers is a basic first step, it is often insufficient to guaran-
tee privacy [84, 90, 69]. Naive de-identification approaches are vulnerable to
“linking attacks”, where adversaries combine de-identified data with publicly
available information (e.g., voter registries) to re-identify individuals through
unique combinations of attributes like age, gender, and ZIP code [18, 84, 90,
69]. This section reviews classical data anonymization techniques designed
to mitigate such risks, mechanisms, strengths, and limitations.

The concept of k-anonymity, proposed by Samarati [84, 85], emerged
as a foundational solution to protect against linking attacks. A dataset is con-
sidered 𝑘-anonymized if each record is indistinguishable from at least 𝑘 − 1
other records within the dataset with respect to a set of “quasi-identifiers” .
The quasi-identifiers are attributes whose values, when taken together, can
potentially identify an individual (e.g., Zip-code, Birth-date, Gender). This
property ensures that any individual associated with a released record can-
not be uniquely identifiedwith a probability greater than 1/𝑘 through linking
attacks alone. The primary operations employed to achieve 𝑘-anonymity are
generalization and suppression. Generalization involves replacing specific
attribute values with more general, yet semantically consistent, ones (e.g.,
replacing a specific phone number with only its area code, or an age like ’24’
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with ’20-29’). This is often achieved by defining generalization hierarchies
for attribute domains. Suppression, on the other hand, involves deleting spe-
cific cell values or entire tuples from the dataset. Unlike other techniques
that condense data or add noise, generalization and suppression preserve
the truthfulness of the remaining information within a 𝑘-anonymized dataset
[18, 28, 90].

Historically, early practical systems like Datafly [90, 84, 28] and 𝜇-Argus
[84, 28] employed greedy or iterative approaches to achieve 𝑘-anonymity.
However, these heuristic methods often do not provide guarantees on the
quality of the resulting anonymization and can lead to over-generalization
or inadequate protection [18, 90, 84]. The problem of finding an optimal 𝑘-
anonymization (i.e., one that perturbs the input dataset as little as necessary
according to a given cost metric) is NP-hard [18, 32, 28, 67, 100]. Despite this,
algorithms have been developed to better manage the computational chal-
lenges. Samarati proposed an algorithm exploiting binary search on domain
generalization hierarchies to avoid exhaustive searches [84, 28]. Bayardo
and Agrawal introduced an optimization algorithm that starts with a fully
generalized dataset and systematically specializes it, employing cost-based
pruning and dynamic search rearrangement to find optimal solutions for
non-trivial datasets [18, 28]. While 𝑘-anonymity effectively protects against
identity disclosure, it has been shown to be insufficient against attribute dis-
closure [67, 69, 102]. Two main types of attacks highlight these limitations:
i) Homogeneity Attack: If all sensitive attribute values within a 𝑘-anonymous
equivalence class are identical, an attacker can still infer the sensitive at-
tribute of any individual in that class with 100% certainty, even without re-
identifying the specific individual [67, 69]. For example, if all individuals
in a group sharing the same quasi-identifiers are diagnosed with “heart dis-
ease”, an attacker knowing someone belongs to that group can deduce their
condition [67]. ii) Background Knowledge Attack: An attacker with external
background knowledge about the distribution of sensitive attributes in the
population can make strong inferences. For instance, if an attacker knows
that an individual is in a specific equivalence class and also knows that this
individual has a low risk for a common disease, they can narrow down the
possible sensitive values, potentially compromising privacy [67, 69].

To address the shortcomings of 𝑘-anonymity, the notion of l-diversity
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was introduced [69, 67, 102]. The core idea of 𝑙-diversity is to ensure that
each equivalence class (defined by quasi-identifiers) contains at least 𝑙 “well-
represented” values for each sensitive attribute [69, 67]. This ensures that
even if an attacker can identify a record as belonging to a particular equiv-
alence class, they cannot infer the sensitive attribute with high confidence
because there are at least 𝑙 diverse sensitive values present [69]. Different in-
terpretations of “well-represented” exist, including distinct values, entropy,
or recursive definitions [69, 100]. Similar to 𝑘-anonymity, 𝑙-diversity is typ-
ically enforced using generalization and suppression techniques [69]. How-
ever, finding optimal 𝑙-diverse generalization is also NP-hard, even with a
small number of distinct sensitive values [100].

Despite its improvements, 𝑙-diversity can still be vulnerable. For example,
if the 𝑙 diverse values are semantically close or if the overall distribution of
the sensitive attribute in the dataset is skewed, an attacker might still make
accurate inferences. To counter these issues, t-closeness was proposed [67,
102]. This privacymodel requires that the distribution of a sensitive attribute
within any equivalence class is “close” to the distribution of that attribute in
the overall original table. The “closeness” is measured using a metric such
as the Earth Mover Distance (EMD), which considers the semantic closeness
of attribute values. By ensuring similar distributions, 𝑡-closeness prevents an
attacker from gaining significant information about an individual’s sensitive
attribute by merely identifying their equivalence class. Generalization and
suppression remain the primary mechanisms for achieving 𝑡-closeness [67].

The limitations of 𝑘-anonymity, 𝑙-diversity, and 𝑡-closeness, particularly
their vulnerability to attribute disclosure and reliance on specific adversary
models, led to the development of differential privacy (DP), a more ro-
bust privacy paradigm introduced by Dwork around 2006 [33]. Differential
Privacy provides mathematically provable privacy guarantees, in contrast to
earlier heuristic-based approaches, by ensuring that the results of any data
analysis remain nearly unchanged regardless of whether an individual’s data
is included in the dataset [54]. This strong guarantee implies that an in-
dividual incurs virtually no additional risk by having his/her data included
in a differentially private analysis. Formally, a randomized mechanism 𝑀
provides 𝜖-differential privacy if, for any two neighboring datasets 𝐷1 and
𝐷2 differing by at most one record, and for any set of possible outputs 𝑆:
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𝑃𝑟[𝑀(𝐷1) ∈ 𝑆] ≤ 𝑒𝜖 ⋅ 𝑃𝑟[𝑀(𝐷2) ∈ 𝑆] [33]. A more general definition, (𝜖, 𝛿)-
differential privacy, allows for a small probability 𝛿 of a privacy breach, where
𝑃𝑟[𝑀(𝐷) ∈ 𝑆] ≤ 𝑒𝜖 ⋅𝑃𝑟[𝑀(𝐷′) ∈ 𝑆]+𝛿 [83]. The parameter 𝜖 (privacy budget)
quantifies the trade-off between privacy loss and data utility, with smaller
values providing stronger privacy but potentially lower utility [83]. DP is
primarily achieved through controlled addition of random noise to query re-
sults or data, calibrated based on the query function’s sensitivity (Δ𝑓), which
represents the maximum possible change in the query’s output when a single
record is added or removed from the dataset [54]. Common noise addition
mechanisms include the Laplace mechanism for numerical query outputs,
adding noise drawn from a Laplace distribution scaled by the sensitivity and
𝜖; the exponential mechanism designed for non-numerical outputs, selecting
an output with probability exponentially proportional to its utility score and
inversely related to 𝜖 and sensitivity; and the Gaussian mechanism, which
adds noise from a Gaussian distribution similarly scaled by sensitivity and
𝜖 [54, 108]. Local Differential Privacy (LDP) represents a significant vari-
ant where individuals perturb their own raw data before transmission to
untrusted data aggregators, shifting privacy protection from trusted central
curators to individuals using mechanisms like Randomized Response [102].
The strengths of DP include strong, provable privacy guarantees that hold
regardless of adversary background knowledge, preservation of data truth-
fulness without modifying original records, composition theorems allowing
privacy guarantees to be maintained across multiple queries, and relatively
lightweight computational costs [54, 102]. However, DP faces challenges in-
cluding the non-trivial task of determining optimal 𝜖 values, potential signif-
icant utility degradation when high query sensitivity necessitates substantial
noise, complexity limitations for datasets that are not “internet scale”, vulner-
ability to correlation-based attacks in real-world data despite DP protection,
and susceptibility to specific attacks such as tracker or data reconstruction
attacks [54, 83]. For LDP specifically, additional challenges include higher
sample complexity, lower accuracy compared to centralized DP, and poten-
tial communication overhead [102].

While these classical data anonymization techniques have provided foun-
dational frameworks for privacy preservation, they face significant chal-
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lenges in the context of modern service-based big data and machine learn-
ing environments. The NP-hardness of optimal anonymization becomes
increasingly intractable with the high dimensionality and vast volume of
“big datasets”, leading to substantial computational overhead and potentially
unacceptably high information loss [32, 54, 100]. Furthermore, ensuring
privacy for continuously generated, real-time data, such as from wearable
health devices, is difficult due to the dynamic nature and inherent temporal
correlations within the data. The static nature of many classical methods
struggles to adapt to these evolving data streams. The utility-privacy trade-
off is particularly challenging for machine learning applications, where mod-
els require high-quality, granular data for effective training, but anonymiza-
tion can degrade data utility, impacting model accuracy and performance
[83, 54, 33]. These limitations have spurred the development of more ad-
vanced privacy-preserving techniques, notably differential privacy, which
offers stronger, provable privacy guarantees independent of an adversary’s
background knowledge [33, 54, 83, 102].

2.3.2 Access Control

Access Control (AC) systems are paramount for ensuring data security and
privacy in a data-driven world. The exponential growth of data, the prolif-
eration of cyber threats, and the shift to remote work underscore the critical
need for robust AC mechanisms. Effective AC regulates how users and sys-
tems interact with data and resources, granting or denying access based on
defined policies and user privilege levels. Research in AC has seen a signif-
icant upward trend over the past decade, driven by technological advance-
ments and heightened security and privacy concerns across diverse domains
[39].

Traditional Access Control Models (ACMs) form the foundational back-
bone of security systems, each offering distinct advantages and limitations.
These models include Mandatory Access Control (MAC), Discretionary Ac-
cess Control (DAC), Role-Based Access Control (RBAC), Rule-Based Access Con-
trol (RuBAC), Organization-Based Access Control (OrBAC), Team-Based Access
Control (TmBAC), Task-Based Access Control (TBAC),Usage-Based Access Con-
trol (UCON), View-Based Access Control (VBAC), and Behavior-Based Access
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Control (BBAC) [39]. Mandatory Access Control (MAC) assigns security la-
bels to users and resources, with administrators defining policies. Access is
allowed only if a subject’s clearance meets or exceeds an object’s classifica-
tion, making it suitable for high-security contexts such as military or govern-
ment systems [39]. Discretionary Access Control (DAC), in constrast, lets
resource owners define and grant permissions. While flexible, it can create
complex and insecure access patterns in large systems [26, 39]. Role-Based
Access Control (RBAC) assigns permissions to roles rather than individu-
als, simplifying management and improving consistency in large organiza-
tions. Widely adopted for its balance of security and usability, it includes
variants such as ARBAC for role administration [86, 26, 39]. Attribute-
Based Access Control (ABAC) has emerged as a highly flexible model,
granting permissions based on a set of conditions considering user attributes,
object attributes, and environmental attributes [39, 27]. Its flexibility makes
it particularly suitable for multi-user distributed environments and Big Data
systems [51, 56]. Other models in literature include Rule-Based Access
Control (RuBAC), which leverages predefined rules [39]; Organization-
Based Access Control (OrBAC), focusing on an organization’s structure
[64, 39]; Team-Based Access Control (TmBAC), designed for collabora-
tive environments [93, 39]; Task-Based Access Control (TBAC), where
access is tied to specific tasks [39]; Usage-Based Access Control (UCON),
which offers continuous authorizationmonitoring [39];View-BasedAccess
Control (VBAC), which defines access through database views [39]; and
Behavior-Based Access Control (BBAC), dynamically adjusting permis-
sions based on user behavior [105, 39].

But Modern digital environments, characterized by large-scale dis-
tributed systems, streaming data, and complex interactions, demand more
sophisticated and adaptable AC solutions than traditional models alone can
provide [39, 7]. Many approaches for Big Data AC leverage Attribute-Based
Access Control (ABAC) due to its flexibility in such dynamic, multi-tenant
environments [7, 27, 51, 56]. These systems often integrate ABACwith other
models or mechanisms. For instance, the HBD-Authority model forHadoop
combines ABAC with context support, leveraging streaming data analyt-
ics for distributed parallel processing to manage security policies efficiently
and provide dynamic data protection [27]. Other solutions for Hadoop in-
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clude object-tagged RBAC (OT-RBAC) and more generalized ABAC models
(HeABAC) that introduce concepts like cross-Hadoop service trust [52, 51].

An important aspect of Big Data AC is the enforcement methodology.
Query rewriting is a prominent technique used to ensure that only autho-
rized data is released [5, 27, 26]. This solution involves modifying a user’s
query to align with defined access policies, effectively creating an “autho-
rized view” of the data [27]. This approach is often contrasted using the
Truman model (transparently modifying unauthorized queries, which can
lead to misleading results) and the Non-Truman model (requiring original
and modified queries to yield equivalent results, which can be computation-
ally intensive) [82, 65, 27]. Hybrid approaches, like that in HBD-Authority,
combine the benefits of both to provide transparent enforcement without in-
terfering with query semantics or execution plan, while validating results for
correctness, security, and completeness [27].

Building upon these foundational approaches, NoSQL databases exem-
plify the broader transition toward fine-grained access control, where spe-
cialized ABAC mechanisms are being developed to address the inherent lim-
itations of coarse-grained RBAC permissions [56]. The Attribute-Based
Fine-Grained Access Control (AGAC) mechanism proposed for HBase
demonstrates this evolution, providing coverage across five granularity
levels-global database, namespace, table, column family, and column-while
supporting atomic operations and policy inheritance [56]. Similarly,Apache
Spark environments are witnessing the investigation of the purpose-aware
access control (PAAC) models, which extend conventional purpose-based
access control by incorporating data processing and operation purposes.
These systems enable automatic recognition of data processing intentions
from analytics operations and queries, facilitating fine-grained access deci-
sions directly within Spark’s Catalyst optimizer [103].

The decentralized nature of Web-based Social Networks presents crit-
ical challenges that further underscore the inadequacy of traditional central-
ized access control systems in modern scenario [23, 39]. The emphasis on
relationships and trust among users necessitates architectures where each
participant can specify and enforce their own policies rather than relying on
centralized authorities [23]. This requirement has catalyzed the development
of the collaborative multi-party access control models, which enable all
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users associated with a resource to participate collectively in specifying its
access control policy. These innovative systems employ threshold-based se-
cret sharing schemes and leverage existing social relationships to delegate
partial enforcement responsibilities to trusted participants, thereby ensur-
ing privacy preservation without complete dependence on service providers
[58].

Data stream processing environments introduce temporal and compu-
tational efficiency considerations that demand specialized access control ap-
proaches. The predominant strategy involves query rewriting mechanisms
that proactively modify user queries to prevent unauthorized tuple or at-
tribute retrieval [21, 22]. This approach represents a significant improve-
ment over post-processing methodologies, which inefficiently prune unau-
thorized data after query execution, resulting in substantial computational
waste [68, 21, 22]. The effectiveness of query rewriting for data streams re-
lies fundamentally on the design of secure operators including Secure Read,
Secure View, Secure Join, and Secure Aggregate-that filter unauthorized data
fromnon-secure counterparts during query definition rather than at runtime,
thereby eliminating execution overhead [24, 22]. Contemporary frameworks
further enhance this approach by maintaining independence from specific
stream engines through abstract core query models and deployment mod-
ules that translate rewritten queries across different stream languages [22].

Graph databases represent another frontier where access control com-
plexity is driving innovation, particularly through the application of RBAC
principles. These systems must effectively manage sensitive data with vary-
ing clearance levels while maintaining efficient query processing capabili-
ties, especially for aggregation operations within distributed environments.
Consistent with developments in relational and Big Data contexts, graph
database access control employs query rewriting techniques to restrict access
to specific distributed storage components, ensuring that query responses
utilize only data compatible with users’ clearance levels and contextual re-
quirements [26].

Despite significant advancements, AC systems face key challenges in-
cluding performance overhead in large-scale systems and usability issues
where complex policies lead to misconfigurations and security risks for non-
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experts [39, 92]. Future research focuses on unified frameworks combining
traditional and emerging models, actionable guidelines for policy manage-
ment [39], advanced query rewriting for complex operations [5, 27], han-
dling malformed policies and integrating inference control [22], privacy-
preserving path discovery in social networks [58], and improving AC mech-
anisms for NoSQL systems [56].

2.4 Data Quality

The increasing generation of large volumes of data has paralleled a grow-
ing awareness among businesses, medical practitioners, and researchers of
the intrinsic value of data and the potential to extract ever greater insights
from them. This trend is further facilitated by service-based pipelines, which
enable the efficient processing of these big data. One functionality that is
increasingly integrated into these pipelines and is particularly sensitive to
data quality is machine learning. As a domain of particular interest, ma-
chine learning plays a central role in enabling the development of accurate
and reliable models, but it is fundamentally dependent on high-quality input
data. This dependency stems from the inherent nature of ML algorithms,
which learn patterns directly from training data and amplify any underlying
quality issues through their predictive outputs. High-quality data serve as
a prerequisite for informed decision-making, service improvement, risk pre-
diction, and reliability of ML models. Consequently, data quality manage-
ment has become not just a technical consideration but a critical business
imperative, as poor data quality can cascade ultimately affecting the value
extracted from data across all operational contexts [47, 53, 106].

Despite its critical importance, achieving high-quality data remains chal-
lenging. Datasets often contain inconsistencies, inaccuracies, incomplete-
ness, outdated information, and duplication, leading to significant economic
and technical consequences [20, 38]. Poor data quality directly affects anal-
ysis and machine learning processes, producing unreliable or biased conclu-
sions and predictions, as evidenced by labeling errors in major AI bench-
marks [47, 53]. However data quality assessment is inherently complex due
to its stratified, multidimensional, and contextual nature. Data is considered
high-quality if it is “fit for its intended uses in operations, decision mak-
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ing, and planning” or if it accurately represents the real-world constructs to
which it refers [99, 20, 47, 53, 104, 91]. This “fitness for use” perspective
emphasizes that data quality cannot be evaluated in isolation but must be
assessed relative to specific contexts and applications. Consequently, data
quality measurement is distributed across multiple dimensions, each repre-
senting different aspects of how well data serve its intended purpose. These
dimensions do not always indicate simplicity in measurement; therefore in
literature often each dimension is associated with specific metrics and data
curation steps necessary to address the respective measures. The dimensions
presented in this review are collected from the literature and ordered by fre-
quency of appearance.

2.4.1 Data Quality Dimensions and Metrics

Data quality is widely recognized as a multidimensional concept, with var-
ious frameworks and surveys proposing different dimensions and group-
ings tailored to specific contexts and applications [47, 53, 20, 104, 13, 87,
106]. The multidimensional nature reflects the complexity of modern data
ecosystems, where data serve diverse purposes across heterogeneous appli-
cations, from traditional business intelligence to advanced machine learning
pipelines. While there are differences across fields and individuals regarding
the most suitable dimensions, a convergent set of characteristics frequently
emerges across the literature, suggesting fundamental aspects that transcend
domain-specific requirements.

The assessment of data quality involves measuring these dimensions
through both quantitative and qualitative approaches [91, 109]. For large-
scale ML/DL systems, quantitative approaches are generally prioritized due
to their formal, objective, and systematic nature, providing numerical indi-
cators that facilitate automated assessment and continuous monitoring [53,
20]. However, the selection and weighting of dimensions must be contex-
tually appropriate, as different applications may emphasize distinct quality
aspects—for instance, real-time systems prioritize timeliness, while regula-
tory compliance scenarios emphasize accuracy and auditability.

The following presents the fundamental data quality dimensions along-
side their corresponding measurement metrics, organized by their preva-
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lence in contemporary literature and practical importance in data-intensive
systems:

Accuracy: This dimension quantifies the degree to which data correctly
represents the true values or real-world entities to which it refers [99,
47, 53, 20, 104, 91, 87, 106]. Accuracy encompasses both syntactic cor-
rectness (adherence to format specifications) and semantic correctness
(faithful representation of real-world phenomena). In machine learn-
ing contexts, accuracy extends to label correctness, feature represen-
tation fidelity, and ground truth alignment [47].

Metrics: Content correctness ratio (percentage of accurate values), syn-
tactic validation scores, semantic consistency measures, label accuracy
for supervised learning, cross-validation with authoritative sources,
and error detection rates. Advanced metrics include statistical mea-
sures like mean absolute error for numerical data and edit distance for
categorical data [47, 91].

Completeness: This dimension quantifies the extent towhich data contains
values for all expected attributes and entities, indicating the compre-
hensiveness of information capture [99, 47, 53, 20, 104, 91, 87, 106].
Completeness operates at multiple granularities: attribute-level (pres-
ence of expected fields), record-level (existence of complete entities),
and population-level (coverage of the intended domain). For struc-
tured data, it includes schema completeness, while for linked data it
encompasses interlinking completeness [104].

Metrics: Null value frequency, missing attribute ratio, record com-
pleteness percentage, population coverage metrics, schema compli-
ance rates, and data density measures. For time-series data, temporal
completeness and sampling rate adequacy are critical indicators [47,
91].

Timeliness/Currency: This temporal dimension quantifies the freshness
and temporal relevance of data relative to its intended use, ensuring
information reflects the current state of represented entities [99, 47,
53, 20, 104, 91, 87, 106]. Timeliness is context-dependent—financial
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market data requires near real-time currency, while demographic data
may remain valid for years. The dimension encompasses both absolute
timeliness (time since creation/update) and relative timeliness (appro-
priateness for specific analytical tasks).

Metrics: Data age calculations (time since last update), update fre-
quency adherence, staleness ratios, temporal validity windows, real-
time ingestion latencies, and context-specific currency thresholds. For
streaming data, metrics include processing delays and temporal order-
ing violations [47, 91].

Consistency: This dimension ensures data maintains uniformity and co-
herence across different representations, storage locations, and time
periods, eliminating contradictions that could compromise analytical
reliability [47, 20, 104, 91, 87, 106]. Consistency operates at multiple
levels: syntactic (format standardization), semantic (meaning preser-
vation), and temporal (state coherence over time). For distributed sys-
tems, consistency includes cross-system data synchronization and ref-
erential integrity maintenance [104].

Metrics: Format standardization compliance, referential integrity vi-
olations, duplicate detection rates, cross-system synchronization er-
rors, temporal consistency checks, and logical contradiction identifica-
tion. Advanced metrics include entropy-based consistency measures
and graph-based coherence analysis for linked data [104].

Uniqueness/Deduplication: This dimension quantifies the absence of re-
dundant records within datasets, addressing a critical challenge in big
data environments where multiple sources and ingestion processes
can introduce duplicates [47, 53, 104, 38, 101]. Uniqueness operates
at entity-level (distinct real-world objects) and attribute-level (unique
identifiers). The challenge intensifies with fuzzy duplicates, where
records represent the same entity but contain variations in represen-
tation, formatting, or completeness.

Metrics: Duplicate detection ratios, entity resolution accuracy, fuzzy
matching confidence scores, deduplication effectiveness measures, and
unique identifier coverage. Advancedmetrics include clustering-based
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similarity scores and probabilistic duplicate identification confidence
intervals [47, 91].

Validity: This dimension ensures data conforms to predefined constraints,
formats, and business rules that define acceptable values and struc-
tures [47, 53, 104, 101]. Validity encompasses syntactic validation (ad-
herence to data types and formats), semantic validation (compliance
with domain-specific rules), and constraint validation (satisfaction of
integrity constraints). For machine learning applications, validity ex-
tends to feature distribution compliance and target variable integrity.
Metrics: Format compliance rates, constraint violation frequencies,
data type adherence percentages, range validation scores, pattern
matching success rates, and business rule compliancemeasures. Statis-
tical metrics include distribution conformity tests and outlier detection
sensitivity [47, 91].

Unbiasedness/Fairness: This dimension quantifies the representational
balance and demographic equity within datasets, particularly crucial
for machine learning applications where biased training data can per-
petuate or amplify societal inequities [47, 53, 87]. Unbiasedness en-
compasses statistical fairness (balanced feature distributions), demo-
graphic parity (equitable representation across groups), and outcome
fairness (unbiased prediction patterns). The dimension extends be-
yond simple class balance to include intersectional fairness and his-
torical bias correction.
Metrics: Class imbalance ratios, demographic parity measures, sta-
tistical parity differentials, equalized odds ratios, calibration fairness
scores, and intersectional representation indices. Advanced metrics
include algorithmic fairness indicators and bias amplificationmeasure-
ments across protected attributes [53, 96, 106].

Accessibility: This dimension encompasses the technical and organiza-
tional ease with which authorized users can discover, retrieve, and uti-
lize data resources within appropriate security and privacy constraints
[99, 47, 20, 104, 106]. Accessibility includes discoverability (metadata
richness), retrievability (system availability), and usability (interface
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effectiveness). For distributed systems, accessibility encompasses fed-
eration capabilities and cross-platform interoperability.

Metrics: System availability percentages, data retrieval response times,
authentication success rates, metadata completeness scores, API per-
formance indicators, and user satisfaction metrics. Technical metrics
include bandwidth utilization efficiency and concurrent access han-
dling capacity.

Representational Quality: This dimension quantifies how effectively data
is structured, formatted, and presented to facilitate understanding and
utilization by both human analysts and automated systems [99, 20, 104,
106]. Representational quality encompasses interpretability (clarity of
meaning), conciseness (efficient representation without redundancy),
and consistent formatting (standardized presentation). For machine
learning contexts, this includes feature engineering quality and data
encoding appropriateness.

Metrics: Schema consistency scores, documentation completeness ra-
tios, metadata richness indicators, format standardization compliance,
readability assessments, and semantic clarity measures. Technical
metrics include serialization efficiency and cross-platform compatibil-
ity indicators.

Trustworthiness/Credibility: This dimension assesses the reliability and
authoritativeness of data sources, incorporating both technical relia-
bility (system stability) and content credibility (source reputation and
verification) [47, 53, 104, 106, 109]. Trustworthiness encompasses
provenance transparency (clear data lineage), source verification (au-
thoritative origins), and temporal stability (consistent quality over
time). In federated systems, this includes cross-institutional trust met-
rics and reputation-based quality indicators.

Metrics: Source reputation scores, provenance completeness indica-
tors, verification success rates, cross-validation consistency measures,
temporal reliability assessments, and institutional credibility ratings.
Advanced metrics include blockchain-based provenance verification
and distributed trust consensus measures.
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Standardization: This dimensionmeasures adherence to established indus-
try standards, organizational conventions, and technical specifications
that enable interoperability and consistent interpretation across sys-
tems and stakeholders [47, 87]. Standardization encompasses format
standards (file types, encoding), semantic standards (ontologies, vocab-
ularies), and quality standards (ISO frameworks). For data integration
scenarios, standardization facilitates seamless information exchange
and reduces transformation overhead.

Metrics: Standards compliance percentages, format adherence rates,
ontology alignment scores, vocabulary consistency measures, and in-
teroperability success rates. Technical metrics include transformation
effort requirements and cross-system compatibility assessments.

Ease of Use: This dimension quantifies the and technical effort required for
users to effectively discover, access, understand, and utilize data for
their intended purposes [47]. Ease of use encompasses user interface
quality, documentation adequacy, learning curve steepness, and tool
integration effectiveness. For data science workflows, this includes
API usability and programmatic access efficiency.

Metrics: User task completion times, learning curve measurements,
documentation utilization rates, error frequency during usage, user
satisfaction scores, and tool integration success indicators. Behavioral
metrics include user retention rates and feature adoption patterns.

Confidentiality: This dimension ensures appropriate protection of sensi-
tive information against unauthorized access, disclosure, or misuse
while maintaining data utility for legitimate purposes [47]. Confiden-
tiality encompasses access controls (authorization mechanisms), data
protection (encryption and anonymization), and privacy preservation
(compliance with regulations like GDPR). The dimension balances se-
curity requirements with analytical needs through techniques like dif-
ferential privacy and secure multiparty computation.

Metrics: Encryption coverage percentages, access control effective-
ness rates, privacy breach incident frequencies, anonymization suc-
cess scores, differential privacy budget utilization, and regulatory com-
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pliance assessment results. Advanced metrics include privacy-utility
trade-off measurements and re-identification risk assessments.

Beyond direct measurements, the performance of machine learningmod-
els is often used as an indirect measure of data quality. For example, predic-
tion accuracy of a classifier built from a dataset can indicate the quality of
information discoverable within that dataset [42, 50].

Qualitativemethods for data quality evaluation include expert reviews,
interviews, and field observations. These methods rely on the subjective
judgment of subject experts or professionals, especially for aspects that are
difficult to quantify, such as user perception of quality. However, their appli-
cation to large datasets, particularly in ML/DL systems, is often impractical
[53, 104].

Beyond these individual dimensions, overarching categorical frame-
works have been proposed. Wang and Strong’s framework [99] groups di-
mensions into Intrinsic DQ (accuracy, objectivity, believability, reputation),
Contextual DQ (value-added, relevancy, timeliness, completeness, appropri-
ate amount), Representational DQ (interpretability, ease of understanding,
consistency, concise representation), and Accessibility DQ (accessibility and
access security) [99, 53, 106]. Cai and Zhu [20] identified five big data dimen-
sions: Availability, Usability, Reliability, Relevance, and Presentation Quality.
Gong et al. [47] proposed eight ML quality dimensions: completeness, self-
consistency, timeliness, confidentiality, accuracy, standardization, unbiased-
ness, and ease of use. Chen et al. [53] suggested five critical ML dimen-
sions: comprehensiveness, correctness, variety, class imbalance, and duplication
[53]. Formedical AI, theMETRIC-framework proposes clusters likemeasure-
ment process, timeliness, representativeness, informativeness, and consistency
as awareness dimensions [87]. The choice andweighting of these dimensions
often depend on the specific application scenario and user requirements [47,
53, 106].

Several frameworks and models are employed to assess data quality sys-
tematically:

Lifecycle-based Evaluation: This approach emphasizes analyzing data
quality metrics at each stage of the data lifecycle, from data genera-
tion/collection to storage, processing, analysis, and visualization. This
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ensures continuous quality management and assessment [47, 50, 53,
91, 106].

Systematic Evaluation and Improvement Frameworks: A comprehen-
sive framework includes defining domain-specific ML requirements,
constructing datasets (reusing, improving, or creating with semi-
automatic approaches), evaluating data quality against predefined di-
mensions, improving quality through various techniques, developing
appropriate ML models, evaluating model performance (as an indirect
measure of data quality), and continuous monitoring with feedback
mechanisms [53].

Cai and Zhu’s Dynamic Assessment Process: This framework focuses
on determining data collection goals, data cleaning, applying qualita-
tive and quantitative assessment methods, and integrating a dynamic
feedback mechanism to meet big data quality assessment needs [20].

Chen et al.’s ML-specific Framework: This research defines data quality
as fit for the purpose of building a machine learning system and
uses selected dimensions like comprehensiveness, correctness, vari-
ety, class imbalance, and duplication, evaluating them through exper-
iments [53].

Big Data Quality Profile (DQP): Proposed by Taleb et al. [91], the DQP
captures the quality outline, requirements, attributes, dimensions,
scores, and rules for continuous quality management in big data envi-
ronments. This profile is incrementally updated across the data lifecy-
cle, providing a record of quality status and rules.

Data Quality Tools: Various tools facilitate data quality evaluation and im-
provement by offering functions for data profiling, issue detection,
cleaning, transformation, and monitoring. These tools increasingly
integrate AI, including Large Language Models (LLMs) and generative
AI, to automate tasks such as data generation and anomaly detection
[106].
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2.4.2 Data Curation

Data curation is defined as the active management process from the point of
data creation to extract value from it, encompassing tasks to clean and enrich
data to ensure its fitness for user requirements. This process is important
for improving ML model performance, especially within the complex and
dynamic environments of big data and AI pipelines [47, 53, 106, 109].

Key methods and processes for improving data quality through curation
include:

Data Cleaning (Data Scrubbing): This involves detecting and removing
errors and inconsistencies from data to improve its quality [20, 38,
47, 50, 101, 91]. Common data quality issues addressed include dupli-
cate data, inconsistent data, missing data, incorrect data, invalid data,
and spelling errors [20, 47, 53]. Methods such as N-gram-based du-
plicate record detection are employed to enhance preprocessing effi-
ciency [47]. Data cleaning can be implemented manually, through spe-
cific application programs, or via generic application-agnostic meth-
ods [20].

Preprocessing: A broader term, preprocessing includes various operations
performed on raw data before model training, such as data cleaning,
transformation, dimensionality reduction, and the application of ro-
bust statistics [50]. It is crucial for handling the sheer Volume, high
Velocity, and diverse Variety of big data [20, 38].

Data Augmentation: This technique involves creating new, synthetic data
from existing datasets to increase their size and diversity [53, 47, 101,
106]. It addresses data scarcity and class imbalance by using meth-
ods like pseudo-labeling, co-training, expectation-maximization, and
Generative Adversarial Networks (GANs) [53, 47, 101].

Resampling Techniques: To address uneven class distribution or class im-
balance, which can significantly reduce model performance, resam-
pling techniques are applied [53, 47, 96]. Examples include Synthetic
Minority Over-sampling Technique (SMOTE) to oversample minority
classes [53].
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Transfer Learning: This method involves fine-tuning pre-trained models
on a target dataset, leveraging knowledge transferred from similar, of-
ten larger, datasets to improve performance, especially when domain-
specific data is limited or expensive to obtain [53, 106, 101].

Data Integration and Fusion: This process combines multiple datasets,
often from diverse and heterogeneous sources, to enrich the informa-
tion base and resolve complex data structures and semantic integration
difficulties [20, 50, 38, 101, 106, 109].

Data Transformation: This involves converting data into usable forms
that meet the requirements of specific ML models [50, 101].

Data Validation: A critical step that ensures data conforms to predefined
requirements and identifies invalid data points [47, 91].

Continuous Monitoring and Feedback Mechanisms: Ensuring high
data quality is not a one-time task but requires a continuous,
complex, and context-dependent approach across the entire data
lifecycle. Dynamic feedback mechanisms are essential for adapting
to evolving data characteristics and quality issues in big data and ML
environments [20, 91].

The significance of data curation in contemporary big data and artifi-
cial intelligence pipelines arises from multiple interdependent factors. Ma-
chine learning models exhibit substantial dependence on dataset quality dur-
ing both training and evaluation phases, with substandard data leading to
inaccurate, unreliable, or biased predictions, as evidenced by documented
failures in IBM’s cancer treatment AI and Google Flu Trends [47, 53]. The
inherent characteristics of big data—encompassing volume, velocity, variety,
and value—further compound these quality challenges [20, 38, 91]. Large-
scale datasets render traditional cleaningmethodologies computationally ex-
pensive, while high-velocity data generation demands rapid processing that
conflicts with thorough quality assurance. Additionally, the heterogeneous
nature of data types complicates integration processes and quality assess-
ment procedures. The field has witnessed a paradigmatic shift toward data-
centric AI approaches, which prioritize data maintenance, understanding,
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evaluation, and improvement over exclusive focus on algorithmic advance-
ment [53]. This transition acknowledges that enhancing data quality of-
ten yields greater efficiency gains than merely expanding dataset size [106].
In federated learning contexts, noise heterogeneity arising from varied lo-
cal dataset quality presents persistent challenges that compromise model
performance [96], necessitating systematic data curation strategies across
distributed environments. Consequently, systematic data curation—incor-
porating evaluation frameworks, multidimensional metrics, and advanced
improvement techniques—represents an essential component for extracting
value from data in modern big data andmachine learning environments, ulti-
mately ensuring the performance, fairness, robustness, safety, and scalability
of AI systems [106].

2.5 Considering Both Data Quality and Protection

Achieving a balance between data protection and data quality is a funda-
mental challenge in the design of modern big data pipelines and distributed
service-based systems. Recent advancements have shifted the focus beyond
traditional trade-offs, promoting frameworks and methodologies that ac-
tively seek to reconcile, rather than simply choose between, these often com-
peting objectives. As organizations increasingly realize the practical benefits
and significant value of big data, they also acknowledge the limitations of
current big data ecosystems, especially in terms of data governance. In this
context, the need for privacy-aware systems enforcing sensitive data protec-
tion without compromising data quality throughout the entire data lifecycle
arises. As organizations increasingly protect sensitive data, data quality as-
sessment must also evaluate how closely sanitized values approximate their
original counterparts, positioning post-anonymization quality measurement
as fundamental to achieving both privacy and utility objectives.

As previously established, privacy-enhancing techniques inherently in-
volve a trade-off between the level of data protection and the preservation of
data utility. For example, differential privacy provides strong confidentiality
guarantees, but the necessary introduction of statistical noise can diminish
the precision and analytical value of the data. In contrast, methods like k-
anonymity and l-diversity generallymaintain higher data utility but aremore
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vulnerable to sophisticated re-identification attacks. To quantify the impact
of these privacy transformations, a range of data quality metrics has been
developed, such as generalized information loss (GenILoss), the discernibil-
ity metric, minimal distortions, and average equivalence class size (C_AVG)
[70, 45, 88]. Nevertheless, no single metric has gained universal acceptance.
This lack of consensus underscores the fact that measuring data quality in
privacy-aware environments is a highly context-dependent and often sub-
jective endeavor.

Both industry and academia have begun to investigate the issue, recog-
nizing the need of new security requirements [29] and the importance of
addressing the conflict between the need to share and the need to protect
information [46, 97, 3, 55, 31, 76, 74, 72, 61, 59, 41, 19, 2, 1], from a data gov-
ernance perspective [17, 4], and, more in general, to ensure compliance of
big data pipelines with generic non-functional requirements [9, 14]. Table
2.2 provides a comparative analysis with relevant existing approaches, high-
lighting how few industrial solutions compare to our framework according
to the following critical features that are the foundation of this thesis:

F1 – Service-Based Pipeline Support in the Cloud-Edge Continuum:
The ability to effectively operate within distributed environments
spanning cloud and edge infrastructure.

F2 – Quality-Aware Service Selection Ensuring Data Protection: The
capacity to optimize service selection processes, maintaining data
quality across the pipeline and ensuring robust data protection mea-
sures.

F3 – Framework-Agnostic Data Protection: The degree to which each
solution is bound to specific data protection techniques.

F4 – Policy Framework Effectiveness: The degree to which each solu-
tion supports systematic specification of policies or privacy measures.

Most evaluated industry tools (e.g., Microsoft Presidio, Apache Ranger,
Google Cloud DLP, AWS Macie, IBM Guardium, Apache Sentry) provide
strong support for at least one of these features but typically fall short of
full integration. Specifically, while F3 (agnosticism to protection technique)
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is well-supported, F2 (simultaneous optimization of quality and protection) is
rarely implemented in full. The discussed framework uniquely excels, offer-
ing a policy-driven, quality-aware service selection feature across the entire
data pipeline and not being tied to a single deployment paradigm (cloud-only
vs. hybrid).

Table 2.2: Comparative analysis with relevant existing approaches. Feature
support is classified according to 3(fully supported), ∼∼∼(partially supported
or limited in scope), 7(not supported)

Solution F1 F2 F3 F4

Microsoft
Presidio [71]

3, can
integrate
within
cloud-edge
pipelines

∼∼∼, focuses on
data
redaction

3,
compatible
with diverse
techniques

∼∼∼, pre-built
PII detectors
with
configurable
policies

Apache
Ranger [11]

∼∼∼, mostly
limited to
cloud
settings

7, provides
access
control
rather than
service
optimization

3, integrates
with various
techniques

3; effective
framework
with
systematic
policy
control

Google Cloud
DLP [48]

3, primarily
within
Google
Cloud

∼∼∼, focuses on
redaction
and
anonymiza-
tion

3, works
across data
types

∼∼∼, flexible
templates for
data masking
and
redaction
policies

Continued on next page
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Table 2.2 – continued from previous page

Solution F1 F2 F3 F4

AWS Macie
[6]

∼∼∼, suited for
AWS cloud
infrastruc-
ture

∼∼∼, prioritizes
data
protection

3,
AWS-centric

∼∼∼, supports
predefined
PII types but
less
customizable

IBM
Guardium
[57]

3, supports
hybrid cloud
and on-prem
setups

7, focuses on
monitoring
and access
control

3, adaptable
to multiple
frameworks

3, extensive
policy-based
access
control and
monitoring

Apache
Sentry [12]

∼∼∼, Hadoop
ecosystems

7, static
access
control

7, closely
tied to
Hadoop

∼∼∼, supports
column and
row-level
access
control

Apache Atlas
[10]

∼∼∼, Hadoop-
origin with
on-
prem/cloud
deployability
(VMs/con-
tainers)

7, centers on
metadata
cataloging,
lineage, and
classification
rather than
service
optimization

∼∼∼, strong
integrations
in data lake
ecosystems
(Hive, HBase,
Kafka, Spark)
via
hooks/APIs

∼∼∼, expressive
type system
and
tag-based
governance;
enforcement
typically via
Ranger

Continued on next page
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Table 2.2 – continued from previous page

Solution F1 F2 F3 F4

OpenMeta-
data [77]

3, supports
on-prem and
multi-cloud
deployments
with
agent-based
ingestion

∼∼∼, enables
governance
and
data-quality
workflows
but not
automated
service
selection/op-
timization

3, source-
and
technique-
agnostic with
broad
connectors
(warehouses,
DBs, BI, ML)

∼∼∼, effective
policies and
automation;
systematic
enforcement
depends on
downstream
integrations

Our work 3, suitable
for
cloud-edge
environ-
ments

3, selection
of services
that optimize
quality while
ensuring
protection

3, data-
protection
techniques
agnostic

3, effective
framework
with
systematic
policy
control

Despite notable progress, several limitations persist. Many approaches
remain tightly coupled to specific platforms or database systems, restrict
themselves to single privacy criteria, or define security only in terms of
access control frequently ignoring post-protection data quality altogether.
When attribute-based access control (ABAC) models are utilized, they typ-
ically remain at a theoretical level and lack concrete implementation that
meaningfully incorporates data quality considerations. Batch-oriented or
static protection (through access control or data sanitization) typically pre-
cludes systematic, context-aware optimization of privacy and utility along
the entire data lifecycle, particularly in distributed or collaborative (multi-
provider) settings. Furthermore, while effective policy frameworks and hy-
brid pipeline support are recognized as desirable, practical implementations
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are still emerging in academic and industrial contexts.
In summary, sophisticated and systematic approaches are emerging to

bridge the gap between data protection and quality in modern data pipelines.
The state of the art increasingly calls for: i) dynamic, context-aware frame-
works that adaptively balance privacy and utility based on specific use cases;
ii) multi-criteria optimization techniques that consider a range of quality and
protection metrics simultaneously; iii) policy-driven architectures that allow
systematic control over data handling practices; and iv) hybrid deployment
models that leverage the strengths of both cloud and edge computing envi-
ronments. These trends underscore the growing recognition that effective
data governance in the era of big data requires holistic solutions integrating
both protection and quality considerations throughout the data lifecycle.



3
Data Governance for ETL
Data Processing Pipelines

This chapter presents the development and implementation of a framework
that addresses data protection requirements and data utility preservation
through access control mediated data processing. We first present the ACL-
mediated data processing pipeline, covering the architectural foundation,
transformation-based governance mechanisms, and policy framework (Sec-
tion 3.1). We then discuss the practical implementation of the data engine
and present experimental evaluation results that demonstrate the effective-
ness of our approach (Sections 3.2 and 3.3).

3.1 ACL-Mediated Data Processing Pipeline

We propose a data governance framework for data processing pipelines that
integrates access control mechanisms with data transformation capabilities.
Our approach shifts from traditional access denial paradigms to adaptive data
transformation, ensuring that authorized users receive appropriately pro-
cessed data based on their privilege levels and contextual requirements while
maintaining privacy and security protections.

We demonstrate this framework through a practical implementation tar-
geting machine learning-based anomaly detection in traffic and pollution
monitoring for the city of Oslo. The system automatically adapts the train-
ing and inference of machine learning models based on user privilege levels,
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Figure 3.1: Architectural view of the ACL-mediated data processing engine

ensuring that both training data and inference results align with the user’s
permitted access level while maintaining privacy and security protections.

3.1.1 Architectural Foundation and Data Engine Design

Our approach centers on a data processing engine that enforces access con-
trol through adaptive data transformation, providing an ecosystem for man-
aging the entire data lifecycle from collection to analytics. Figure 3.1 illus-
trates the architectural view of this integrated system, which serves as a mid-
dleware between diverse data sources and analytics procedures.

The data processing engine architecture is built upon four interconnected
building blocks that work together to ensure secure and efficient data man-
agement through adaptive transformations:

Data Collection Pipeline: This component implements a multi-stage
process that adapts to various data sources and formats while applying im-
mediate policy-based transformations. The pipeline follows a structured
approach where initial tasks collect data from heterogeneous sources, sub-
sequent tasks perform both necessary format transformations and policy-
driven transformations, and final tasks store appropriately transformed data.
This staged approach ensures that access control policies are embedded
throughout the collection process.

Policy-Aware Data Storage: The storage component maintains multi-
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ple representations of data according to different access levels and transfor-
mation requirements. Rather than storing raw datawith restricted access, the
systemmaintains transformed versions that align with various user privilege
levels, ensuring efficient access while preserving security properties.

Adaptive Data Governance: This layer implements dynamic access
control policies that determine appropriate data transformations based on
user identity, context, and operational requirements. The governance com-
ponent continuously monitors access patterns and automatically adapts data
representations to match changing user privileges and system conditions.

ML-Aware Analytics Integration: The analytics component provides
intelligent interfaces between transformed data representations andmachine
learning procedures. This component ensures that ML models are trained
and operate on data that matches the requesting user’s access level, automat-
ically selecting appropriate model variants based on the user’s privileges.

The solid arrows in Figure 3.1 represent the standard data flow from
sources through processing to analytics, while the dashed arrows highlight
the governance controls that monitor and regulate all activities throughout
the system. This architecture ensures that access control operates through
data transformation rather than access denial, occurring at multiple critical
points throughout the data processing lifecycle.

3.1.2 Transformation-Based Data Governance Through En-
hanced ETL

Building upon this architectural foundation, we implement a workflow that
extends traditional Extract, Transform, Load (ETL) approaches with dy-
namic, policy-driven data transformations. The solution [8] applies data
transformations triggered by access control policies and applied to ensure
that each user receives appropriately transformed data based on their iden-
tity, service characteristics, data annotation and context of execution.

Figure 3.2 demonstrates how traditional ETL processes are extended to
address the security and privacy challenges of multi-tenant scenarios. The
white boxes represent the traditional ETL components: connectors for estab-
lishing data source connections, connector handling tasks for managing dif-
ferent data formats and velocities, data gathering and transformation tasks,
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Figure 3.2: Policy-driven transformations and access control mechanisms ap-
plied throughout the ETL pipeline

and final storage or forwarding tasks.
We integrate data annotation and policy-driven transformations (shown

in grey boxes) extending the traditional pipeline to createmultiple data repre-
sentations. Data annotations are applied at three critical stages: during con-
nection handling to annotate raw data at gathering time, during data trans-
formation to annotate specific fields before processing, and during storage
tasks to provide annotations on transformed data results.

These annotations drive security and privacy-aware transformations that
range from basic data reduction and restructuring operations to complex op-
erations such as encryption, anonymization, and aggregation. The transfor-
mations are selected based on a taxonomy and triggered by access control
policies, creating multiple transformed versions of the same data that match
different privilege levels and operational contexts.

3.1.3 Access Control Policy Framework

The access control framework builds upon attribute-based access control
(ABAC) principles [7], extending them with transformation obligations to
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support adaptive data transformation.
Our policy model adapts traditional ABAC elements to address big data

specific requirements. Each policy is defined as a 5-tuple <subject, ob-
ject, action, environment, datatrans> where:

The subject component defines users or service providers issuing ac-
cess requests, specified as <id, PC> where id represents a user class and
PC contains policy conditions on subject attributes. This allows for flexible
classification of requestors based on roles, departments, clearance levels, or
other relevant characteristics.

The object component describes any data whose access is governed by
the policy, structured as <type, PC> where type defines the data type (files,
databases, tables, columns) and PC specifies conditions on object attributes
such as creation date, sensitivity level, or data classification.

The action component encompasses operations from traditional
database operations (CRUD) to complex big data procedures such as
Apache Spark DAGs, Hadoop MapReduce operations, or complete analytics
pipelines.

The environment component captures contextual conditions including
temporal factors (time of day, emergency situations), spatial factors (loca-
tion, weather conditions), and operational factors (network conditions, sys-
tem load, threat levels).

The data transformation component specifies security and privacy-
aware transformations aligned with the CIA triad principles. Confidential-
ity transformations include encryption, hashing, and anonymization tech-
niques. Integrity transformations ensure data authenticity and protection
from unauthorized modifications. Availability transformations focus on
maintaining authorized access while implementing appropriate security con-
trols.

Our framework includes specialized transformations for temporal and
spatial data. Temporal transformations introduce controlled delays in data
access, where data produced at time T becomes accessible at time T+δ, with δ
determined by policy requirements and desired visibility levels. For example,
as illustrated in Figure 3.3, police departments might access traffic data in
real-time (green segments) while air quality officers receive the same data
with a one-hour delay (red segments).
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Figure 3.4: Apache-Based Big data engine.

Spatial transformations modify the granularity of geolocation informa-
tion, providing different levels of spatial accuracy based on user roles and
context. In emergency situations, law enforcement might receive precise lo-
cation data while citizens receive information aggregated at the district or
city level.

3.2 Data Engine Implementation

We implemented the data engine in Figure 3.1 using services and components
of the Apache-based ecosystem, integrating the data governance approach
in Section 3.1 within a complete Apache-based Big Data engine. Figure 3.4
highlights all the building blocks of the Big Data engine, their interactions
and the technologies they are based on, as follows.

Data ingestion supports batch and streaming ingestion of the data pro-
duced by sources (e.g., sensors) or other providers (e.g., smarty city
apps) and later deposited in the data storage via our data governance
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approach based on access control. It supports batch and stream in-
gestion. For batch ingestion, the data collection process is executed
through the source API, or via manual upload. Data may be collected
either in an active (i.e., by directly picking up data – event-based) or
passive (i.e., by a regular data receiving process – time-based) way.
Batch ingestion builds on Apache NiFi, Hive, Trino, and HDFS. The au-
tomatic batch ingestion is implemented via ad hoc scripts or via spe-
cific data-flow collectors (i.e., Nifi). In a batch ingestion, data schema
are defined. Hive uses HDFS to hold the data and a MySQL database
(Metastore) to hold the schema and other information such as types,
number of records and other metadata. Metastore can also be used by
other tools (e.g., Trino), facilitating data centralization and favouring
the diversification of access methods. Once the data and the schema
are associated with each other, it is possible to query data through
queries written in SQL/SQL-like languages. For stream ingestion, the
data collection process relies on Apache Kafka and Druid. The latter
offers functionalities to efficiently apply real-time transformations on
a stream of data. It is used in combination with Kafka to manage the
ingestion-based access control enforcement on stream data. Apache
Kafka is used, with each data source sending data towards a specific
queue, identified by a unique label called topic. Stream ingestion is im-
plemented through a streaming endpoint in Kafka capable of accepting
connections and receiving stream of data. Producers submit their data
to a Kafka topic, which flows into the data engine. Kafka acts as an
intercommunication channel between the components and as a buffer.
Data can in fact be deposited inside Kafka to be consumed (even multi-
ple times) later. We complemented Kafka with Apache Druid to apply
real-time transformations on a stream of data.

Data storage provides functionalities to ensure data availability, fault tol-
erance, and reliable distribution of data on the nodes of the cluster.
Data storage is indirectly involved in the processing procedure since
nodes typically take part in the processing of local data. Any opera-
tions (read/write) in the data storage is mediated by the our data gov-
ernance approach. It is implemented using components Hive, Trino,
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and HDFS.

• HDFS is a distributed, scalable, and portable file system designed
to deal with big data issues, based on blocks to be distributed
across nodes.

• Hive is a structured data warehouse based on Hadoop, capable to
manage large datasets that reside in a distributed storage.

• Trino is a big data distributed query engine that uses the SQL
query language.

HDFS, Hive, Trino are responsible for storage and data access.
The storage of structured data is built on relational DBMS in Apache
Hive. Data storing tasks handle procedures to connect to Hive and do
the final checks on the data format to guarantee absence of incompat-
ibilities (e.g., data types) between the storing technologies (i.e., Hive),
and the data after transformation. As far as unstructured and semi-
structured data is concerned (e.g., documents, folders, images), our en-
gine adopts HDFS.

Data Governance implements the advanced ETL in Section 3.1 that en-
forces access to data at ingestion-time and when data is fed into the
analytics pipeline for analysis and processing. It relies on components
Ranger and Atlas as follows.

• Ranger provides a centralized platform to define, administer and
manage security policies consistently across Hadoop compo-
nents via specific plugins. It supports the specification, assign-
ment, and enforcement of attribute-based access policies on re-
sources (e.g., files, folders, databases, tables, or columns) or tags
(annotations). These policies can be set for individual users or
groups, and enforce security and privacy-oriented transforma-
tions.

• Atlas is used to implement the annotation process by means of
tags and provides data lineage to improve the auditability of data
flows. Data annotations (tags) are then used to define and enforce
tag-based policies in Apache Ranger.
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Policies defined in Ranger mediate access to resources or part of them
(i.e., databases, tables, columns and cells), increasing data governance
flexibility. The result of a policy execution is a data transformation
that addresses specific needs emerging in the considered scenario. We
note that data transformations refer to Hive transformations. Hive in
fact provides several manipulation functions that the user can extend
to define her own User Defined Functions (UDFs). A classic UDF takes
a single value as input and provides a single value as output, that is,
the UDF is called for each row of the query result. All functions, both
those provided by the system and UDFs, can be used as custom mask-
ing option in Ranger.

Data analytics implements the big data pipelines analyzing data in the data
storage. It relies on components Spark and Airflow as follows.

• Spark is an advanced, unified analytics engine for large-scale
data processing. The core idea of Spark is to provide an ex-
pressive computing system (not limited to Hadoop MapReduce
model) by exploiting in-memory processing of cached data to
avoid saving intermediate results to disk and caching data for
repetitive queries. Apache Spark framework enables four differ-
ent programming languages for map-reduce programming (i.e.,
Java, Scala, Python, R). We considered Scala mainly thanks to the
greater documentation support and community.

• Airflow is an orchestrator of processing pipelines aimed to pro-
vide scheduling and monitoring capabilities. Airflow pipelines
are implemented in Python for better dynamic pipeline genera-
tion. The pipeline is modelled as a Direct Acyclic Graph (DAG)
of tasks that can be Spark jobs.

We recall that each access to data by big data pipelines is mediated by
our data governance approach.
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3.3 Experimental Evaluation

We experimentally evaluated our approach in the smart city reference sce-
nario presented in Section 3.1. In the following, we first present the consid-
ered dataset and our experimental settings (Section 3.3.2); we then present
a concrete execution of our data governance approach in terms of access
control policy enforcement based on spatial transformations (Section 3.3.3);
we further explain the training of 5 anomaly detection models on 5 differ-
ent spatial views of the considered dataset and the results of their execution
at inference time (Section 3.3.4); we finally discuss how policy enforcement
affects the privacy and quality of the overall analytics (Section 3.3.5).

3.3.1 ML-Adaptive Policy Enforcement: Oslo Traffic and Pol-
lution Case Study

Our framework has been applied to ML-based anomaly detection in Oslo’s
traffic and pollution monitoring system. The implementation demonstrates
how user privilege changes trigger automatic adaptation of both training
data and inference models to maintain consistent access control throughout
the ML pipeline.

Policy enforcement operates through a systematic evaluation and adap-
tation process that dynamically matches machine learning models to user
privilege levels. When an access request is submitted, the system evaluates
the request against subject, object, action, and environment conditions, then
automatically selects or adapts machine learning models trained on appro-
priately transformed data that matches the user’s access level.

The system operates with multiple machine learning model variants
trained on different levels of data granularity and detail. When users change
roles or permissions, the system automatically transitions to using models
trained on data that matches their new privilege level. To show the frame-
work’s capabilities in the context of machine learning-based anomaly detec-
tion, consider three representative policies from the Oslo traffic and pollution
monitoring system:

Policy 1 - Emergency Response Access: When emergency response
coordinators request anomaly detection results during crisis situations, the



3.3. Experimental Evaluation 55

system provides access to models trained on complete, real-time data includ-
ing precise location coordinates and individual sensor readings. This ensures
rapid identification and response to traffic incidents or pollution events.

Policy 2 - Municipal Department Access: When municipal planning
departments request the same anomaly detection capabilities under normal
operating conditions, the system automatically switches to models trained
on temporally delayed and spatially aggregated data. This provides useful
planning insights while protecting operational security and individual pri-
vacy.

Policy 3 - Public Access: When citizens or researchers request access to
anomaly detection results, the system uses models trained on anonymized,
district-level aggregated data that can identify general trends and patterns
while protecting sensitive operational details and individual activities.

These examples demonstrate how the same machine learning-based
anomaly detection system can provide different levels of insight based on
the user’s role and context. Each user receives meaningful results appropri-
ate to their legitimate needs while the system maintains consistent privacy
and security protections through automatic model adaptation.

Scalability and ML Integration: The framework’s design ensures that
policy-driven transformations and model selection can be implemented as
scalable ML pipelines, allowing for efficient processing of large-scale urban
sensor data while maintaining security properties. The separation of con-
cerns between data transformations and ML model variants enables inde-
pendent optimization of both accuracy and security requirements.

Such an integrated approach provides a foundation for extending ACL-
mediated access control beyond single services to complex multi-service
pipelines, where the principles established in single-service scenarios can be
propagated and adapted throughout distributedmachine learning processing
ecosystems.

3.3.2 Experimental Settings

We tested our methodology in a smart city scenario using a dataset taken
from the open data of the local public transportation in Oslo. The dataset
counts 9.88M rows and 25 columns (attributes). Each row contains informa-
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Table 3.1: Attributes and related descriptions of the dataset used in the ex-
periments.

Attribute Description
DateTime Timestamp specifying when the position/status was

recorded/updated
LinkDistance Distance in meters between the previous stop (or

current, if located at stop) and the next stop
Percentage Howmuch of the total distance (percentage) that has

been traversed at the time of the message
LineRef Reference to the line in question
DirectionRef Reference to the direction in question
PublishedLineName Name describing the line in question
OriginRef Reference to the Origin in question
OriginName Name describing the origin of the departure
DestinationRef Reference to the destination in question
DestinationName Name describing the destination of the departure
OriginAimedDepartureTime Origin aimed departure time
DestinationAimedArrivalTime Destination aimed arrival time
VehicleRef Reference to the vehicle in question
Delay Delay-time, defined as “PT0S” (0 seconds) when

there are no delays
HeadwayService Field defining whether the service is a headway ser-

vice
InCongestion Field defining whether the traffic is in congestion or

other circumstances which may lead to further de-
lays

InPanic Boolean field, indicating that the driver reported an
“out of order” status

GPS (Latitude and Longitude) Position of the public vehicle, according to the times-
tamp recorded

StopPointRef Reference to the stop point in question
VisitNumber Number of the stop point in question
StopPointName Name of the stop point in question
VehicleAtStop Field defining whether the vehicle is at the stop
DestinationDisplay Name of the next destination
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tion about the location of a single bus/tram and other information such as
origin, destination, delay, malfunctioning. All attributes in the dataset are
detailed in Table 3.1.

An anomaly detector was implemented to spot abnormal situations, that
is, any situation diverging from a normal one. The goal of the detector is
to retrieve early indicators of critical events such as accidents, unauthorized
protests, or terrorist attacks.

In the above settings, we considered that the traffic anomaly detector
could be used by three categories of users (i.e., policeman, air quality con-
trol officer, citizen) under two different environment conditions (i.e., normal,
emergency), leading to five different access control policies mediating access
to data by means of spatial transformations that limits the view of the detec-
tor on the data.

Our experiments were run on a single node virtual machine running
Ubuntu 20.04.2 LTS, installing the big data engine in Section 3.2. The vir-
tual machine was equipped with Intel Xeon E5 2620 - 2.095GHZ CPU and 64
GB of RAM.

3.3.3 Data Transformation: Aggregation and Filtering

The data transformation process consists of a preparation and a filtering
phase, working as follows.

Aggregation. Data aggregation is a fundamental step for anomaly detection
on time series and properly defines the concept of time-unit-anomaly. Our
experiments represented and collected data on movable points (buses and
trams) from a “fixed point of view” (i.e., a specific area of the city), and aggre-
gated them in a 5-minute time window representing our time-unit-anomaly.

Starting from the vehicles traffic dataset in Table 3.1, data was prepared
for analytics according to a time aggregation executed at ingestion time and
producing the dataset in Table 3.2. Collected data has been aggregated in
5-minute time windows considering data coming from n distinct locations.
𝑘 < 𝑛 was then selected, where 𝑘 represents the number of spatial areas
(spatial clusters) for spatial aggregation. Each spatial area is represented in
terms of its cluster centroid, that is, a set of GPS (latitude and longitude)
coordinates. Obviously, changing the value of 𝑘 also changes the number
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Table 3.2: Aggregated dataset.

Attribute Description
Date The timestamp of the current measurement/instance
ClusterLatitude The latitude of the cluster centroid from where ag-

gregate
ClusterLongitude The longitude of the cluster centroid from where ag-

gregate
Delay Average of the busses
Percentage Average total distance that has been traversed
InPanic Average busses in panic mode
InCongestion Average busses in congestion
DestinationAimedArrivalTime Average Destination aimed departure time
OriginAimedDepartureTime Average Origin aimed departure time
HeadwayService_False Count of instances for non-headway services
Anomaly 0,1 indicating if the instance represents a normal case

0 or an anomaly 1 (for quantitative evaluation pur-
pose only)

of zones and centroids considered, and of the level of spacial precision: a
larger 𝑘 gives larger granularity and thus more precise information, whereas
a smaller 𝑘 leads to smaller granularity and thus less precise information. Our
experiments used five different predictive models based on k-means trained
according to five different aggregated datasets with 𝑘∈{5, 10, 25, 50, 100}.

Properly modeling the spatial dimensions of the data considering spa-
tial autocorrelation phenomena [30, 25] emphasizes possible agreements or
discrepancies related to the different sensors measurements located in differ-
ent positions. Therefore, according to the considered clustering model, we
collected different aggregated data for training the final predictive models.

Filtering. We exploited the values of 𝑘 to define the access control policies
performing spatial filtering on data according to the role (i.e., policeman, air
quality control officer, citizen) and the conditions of the environment (nor-
mal, emergency). Intuitively, a user with more permissions can use a larger 𝑘,
whether a user with fewer privileges should use a smaller 𝑘. Filtering on the
aggregated and tagged data was performed at ingestion time by changing 𝑘
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as specified in the following policies.

Policy 1: ⟨Citizen, TrafficData, Read, Normal, AggregationClusters=5⟩,
with Citizen ≡ ⟨user,{(department="Citizen")}⟩ and TrafficData ≡
⟨file,{(tag="traffic")}⟩
This policy specifies that citizens can access low-accurate data in a
normal situation. Data quantization is very low (5 centroids), thus the
retrieved data serve only to indicatively show the anomalous area.

Policy 2: ⟨Citizen, TrafficData, Read, Emergency, AggregationClusters=10⟩,
where CitizenUser ≡ ⟨user,{(department="Citizen")}⟩ and TrafficData ≡
⟨file,{(tag="traffic")}⟩
With this policy, during an emergency, citizens can access medium-
low-accurate data. Data quantization is low (10 centroids). Retrieved
data allows to see the anomalous area.

Policy 3: ⟨AirQualityUser, TrafficData, Read, Normal, AggregationClusters=25⟩,
where AirQualityUser ≡ ⟨user,{(department="AirQuality")}⟩ and
TrafficData ≡ ⟨file,{(tag="traffic")}⟩
In this case, the policy states that air quality control officers can access
medium-accurate data both in normal and emergency situations. Data
quantization is medium (25 centroids). Retrieved data is still useful to
outline the zone where an anomaly occurred.

Policy 4: ⟨Policeman, TrafficData, Read, Normal, AggregationClusters=50⟩,
with Policeman ≡ ⟨user,{(department="Police")}⟩ and TrafficData ≡
⟨file,{(tag="traffic")}⟩
The policy states that policemen can access accurate data in a normal
situation. Data quantization is high (50 centroids).

Policy 5: ⟨Policeman, TrafficData, Read, Emergency, AggregationClusters=100⟩,
where Policeman ≡ ⟨user,{(department="Police")}⟩ and TrafficData ≡
⟨file,{(tag="traffic")}⟩
During an emergency, policemen can access the most accurate data.
Data quantization is very high (100 centroids) resulting in a more
accurate model guaranteeing a more reliable identification of the
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anomaly location.

Policy enforcement led to the generation of the 5 different datasets in Figure
3.5.

3.3.4 Data Analytics: Model Training and Inference

Our experiments used 5 time series data collected from March, 1st, 2022 at
17:40 to October, 18th, 2022 at 14:45. The training set included time series
from March, 1st, 2022 at 17:40 to the end of September 2022; the test set
included the remaining 18 days of October. The testing time series were
randomly perturbed by considering for each test instance 100 times the real
value of average delay, average in panic, and the average in congestion buses.
1% of the testing instances were randomly selected and perturbed. The out-
put files of the experiments are available online.1

Our training process differs from traditional processes where a single
model is trained on the original dataset and the inference results are aggre-
gated and filtered according to users’ privileges. It rather builds on 5 different
models trained on the 5 different datasets generated at ingestion time, which
natively address the access control requirements. Each model (M1–M5 in
Table 3.3) corresponds to a policy (Policy 1–Policy 5 in Section 3.3.3). In
particular, our analytics pipeline performs a training phase on the 5 subset
of data obtained after spatial filtering (representing normal situations) and
generates 5 predictive models. At this point, each time a specific user de-
cides to perform monitoring through the anomaly detector, it uses the model
corresponding to his/her role. In this way, the model natively addresses data
protection because it is built with data aggregated according to the access
control policies based on the user’s privileges and only responses that can be
accessed by the user requesting the analytics are used. In other words, the
system presents as much sensitive data as possible and the detected anoma-
lies at the level of detail granted by the user’s privileges, thus balancing op-
erativity and GDPR compliance.

1Output files are available at: http://www.di.uniba.it/~mignone/materials/MBDAa
aS/anomdet.7z

http://www.di.uniba.it/~mignone/materials/MBDAaaS/anomdet.7z
http://www.di.uniba.it/~mignone/materials/MBDAaaS/anomdet.7z
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(a) Policy 1 (user: Citizen, env: Normal, k: 5) (b) Policy 2 (user: Citizen, env: Emergency, k: 10)

(c) Policy 3 (user: Air Quality, env: Any, k: 25) (d) Policy 4 (user: Policeman, env: Normal, k: 50)

(e) Policy 5 (user:Policeman, env:Emergency, k:100)

Figure 3.5: Results of the enforcement of policies in Section 3.3.3. Spatial
transformation (number k of clusters) depends on the user role (user ) and
the status of the environment (env).
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Table 3.3: Results in terms of precision, recall, and f1-score. We also report
the training time (in seconds), the training set cardinality, as well as the value
for 𝑓 𝑝% that maximizes the f1-score.

model prec rec f1-score fp% train time data card
𝑀1 (5_clus) 0.995 0.993 0.994 0 140 198312
𝑀2 (10_clus) 0.998 0.997 0.997 0 362 399677
𝑀3 (25_clus) 0.990 0.990 0.986 0 1997 910724
𝑀4 (50_clus) 0.981 0.983 0.982 0.1 1488 1577192
𝑀5 (100_clus) 0.982 0.990 0.985 0.01 7888 2546608

Table 3.3 shows the results in terms of weighted precision, recall, and
f1-score w.r.t. the support of the classes normal and anomaly. f1-score is
particularly suitable for the imbalanced task at hand due to the rare anoma-
lous items and abundant normal cases. We considered the different predictive
models𝑀1–𝑀5 generated according to the number of data clusters (5, 10, 25,
50, 100, resp.) imposed by Policy 1–Policy 5 transformations in Section 3.3.3.
The results in Table 3.3 show that the number of clusters considered has
a very low impact on the predictive performance (precision between 0.981
and 0.998, recall between 0.983 and 0.997), while it has a high impact on the
amount of retrieved information. 𝑀1 and𝑀2 being built on 5 and 10 clusters,
resp., provide a rough idea of the area affected by an anomaly (e.g., north-
south-east-west-downtown); 𝑀3 being built on 25 clusters provides a more
detailed idea of the area affected by an anomaly (e.g., district); 𝑀4 and 𝑀5
being built on 50 and 100 clusters, resp., provide a very detailed idea of the
area affected by an anomaly (e.g., street, precise location).

Finally, we observed the results of the ablation analysis aimed to identify
the best value for 𝑓 𝑝% and, therefore, of 𝑡. The experiments showed that, the
more the clusters, the data sensitivity, and the data volume, the higher the
value of fp% that maximizes the f1-score. Indeed, with 𝑘 = 5, 𝑘 = 10 and
𝑘 = 25, the best results are obtained with a threshold 𝑡 that is identified by
assuming no false positives on the training set. On the contrary, with 𝑘 = 50
and 𝑘 = 100, it is necessary to admit a small percentage of false positives on
the training set to avoid too conservative models that do not detect abnormal
cases properly. This behavior was somehow expected since a larger number
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of clusters requires the algorithm to consider cluster boundaries that are not
clearly identifiable.

3.3.5 Discussion

Ourmain research objective focused on how to achieve better governance for
big data processing pipelines, validating it in the domain of anomaly detec-
tion. That is, we aimed to ensure that the sensitive data used in the pipeline
was protected, still producing high quality results. Our key findings are as
follows.

Full Privacy Scenario. It considers models M1 and M2 to achieve a high
degree of anonymisation at the expense of a substantial loss of quality
in the data. What is important to note is that aggregation, performed
before the training phase, actually changes the work and results of
anomaly detection. In the case study, the system monitors areas of
different sizes for each level of aggregation (Figures 3.5(a) and 3.5(b)).
The citizen’s view, for example, reduces the sensitivity of the model
as small anomalies have less impact in a larger area. This behavior
prevents the citizens from detecting anomalies he/she should not have
access to and which are not of interest to him/her anyway.

Full Quality Scenario. It considers models M5 and M6 to greatly reduce
anonymisation, while supporting a higher quality of data. As already
discussed, aggregation carried out upstream changes the behavior of
anomaly detection. In this case, the model is much more sensitive,
making it possible to detect even point anomalies of greater interest
to a security officer. We note that it is possible to take into account
other signals (e.g., an emergency situation) to alter the granularity of
the system, making it more flexible and adaptive.

Full Post-Aggregation Scenario. It considers the common approach with
a single prediction model and a posteriori aggregation to anonymize
the results. Themodel underlying such a systemmust be as granular as
possible, avoiding the risk of removing information that is fundamen-
tal for the most privileged users. On the other hand, it is necessary to
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find an aggregation heuristic that is not a simple average over more or
less large aggregation windows, so as to avoid an anomaly detected at
higher granularities being visible also in those at lower granularities.
This approach could also breach the rules imposed by the GDPR: al-
though not all data is visible to the final end users, during the analytics
they are managed by possibly unauthorized services or users.

3.4 Chapter Summary

This chapter demonstrated how access control policies can be integrated into
data processing workflows through transformation-based mechanisms at in-
gestion time. The Oslo traffic monitoring case study showed that policy-
driven spatial aggregation maintains analytical performance while provid-
ing role-appropriate data granularity. This establishes the foundation for
extending protection mechanisms to multi-service pipeline environments.



4
Data Governance for
Service-Based Data
Processing Pipelines

Building upon the foundational work in Chapter 3, this chapter addresses the
challenge of maximizing data quality across entire service pipelines while
maintaining compliance with data protection requirements. The work ex-
tends single-service transformation mechanisms to tackle orchestration and
optimization challenges in multi-service data processing environments.

This chapter presents a framework that enables quality-aware service
composition through policy-driven pipeline design and systematic service
selection algorithms. The framework ensures that adaptive data transfor-
mation principles can be effectively applied at scale in distributed service
ecosystems through three key abstractions: pipeline templates, pipeline in-
stances, and optimization algorithms.

We first discuss the system model and present a reference scenario il-
lustrating core challenges in service-oriented data processing (Sections 4.1
and 4.2). We then introduce pipeline templates as annotated specifications
capturing functional requirements and data protection policies (Section 4.3).
Finally, we present the pipeline instantiation process that transforms tem-
plates into executable instances through systematic service selection (Sec-
tion 4.4).
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4.1 System Model

We consider a service-based environment where a service-based data
pipeline (service pipeline in the following) is designed to analyze data. Our
service pipeline is enriched with metadata specifying data protection re-
quirements and functional specifications, and models the data flow among
component services, without posing any restrictions on the control flow. It
is composed of the following parties:

• Service, software distributed by a service provider that performs a spe-
cific task;

• Service Pipeline, a sequence of connected services that collect, prepare,
process, and analyze data in a structured and automated manner;

• Data Governance Policy, a structured set of privacy guidelines, rules,
and procedures regulating data access, sharing, and protection;

• User, executing a service pipeline on the data. We assume the user is
authorized to perform this operation, either as the data owner or as a
data processor with the owner’s consent.

• Dataset, the data target of the service pipeline. We assume all data
is ready for analysis, that is, they underwent a preparatory phase ad-
dressing issues such as missing values, outliers, and formatting dis-
crepancies.

A service pipeline is a graph formally defined as follows.

Definition 1 (Service Pipeline). AService Pipeline is as a direct acyclic graph
G(𝑉,𝐸), where 𝑉 is a set of vertices and 𝐸 is a set of edges connecting two
vertices 𝑣𝑖,𝑣𝑘∈𝑉. The graph has a root (•) vertex 𝑣𝑟∈𝑉, a vertex 𝑣𝑖∈𝑉𝑆 for each
service 𝑠𝑖, an additional vertex 𝑣𝑓∈𝑉 for each parallel (⊕) structure modeling
the contemporary execution (fork) of services.

Modeling the pipeline as a directed acyclic graph ensures a sound repre-
sentation of its data flow. This standard approach to representing workflows,
including service pipelines, closely mirrors real-world systems.



4.1. System Model 67

We note that 𝑉={𝑣𝑟,𝑣𝑓}∪𝑉𝑆, with vertices 𝑣𝑓 modeling branching for paral-
lel structures, and root 𝑣𝑟 possibly representing the orchestrator. To simplify
the explanation and maintain clarity, we model alternative execution paths
as distinct service pipelines, rather than embedding alternative structures
within a single pipeline. This representation is equivalent to having alterna-
tive structures within a single pipeline, as each distinct pipeline corresponds
to one possible execution path. By separating these paths into individual
pipelines, we avoid the additional complexity ofmodeling alternativeswithin
the same structure, while fully capturing all execution possibilities.

We refer to the service pipeline annotated with both functional and non-
functional requirements, as the pipeline template. It acts as a skeleton,
specifying both the structure of the pipeline, that is, the chosen sequence
of desired services, and the functional and non-functional requirements for
each component service. We note that, in our multi-tenant cloud-based
ecosystem, each element within the pipeline may have a catalog of candidate
services. A pipeline template is then instantiated in a pipeline instance by
selecting the most suitable candidates from the pipeline template.

This process involves retrieving a set of compatible services for each ver-
tex in the template, ensuring that each service meets the functional require-
ments and aligns with the policies specified in the template. Since we also
consider security policies that may necessitate security and privacy-aware
data transformations, compatible services are ranked based on their capacity
to fulfill the policy while preserving the maximum amount of information
(data quality in this work). Indeed, our data governance approach, while ap-
plicable to a generic scenario, operates under the assumption that preserving
a greater quantity of data is correlated with enhanced data quality, a principle
that reflects many real-world scenarios [44, 15]. However, we acknowledge
that this assumption may not universally apply and remain open to explor-
ing alternative solutions in future works. The best service is then selected to
instantiate the corresponding component service in the template. Upon se-
lecting the most suitable service for each component service in the pipeline
template, the pipeline instance is completed and ready to be compiled in an
executable pipeline.
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4.2 Reference Scenario

Our approach targets application domains involving sensitive data, such as
Personally Identifiable Information (PII), that must be securely shared and
protected across diverse and complex analytical processes involving multiple
stakeholders. It is applicable across industrial use cases based on cloud-edge
infrastructures, where data from third-party (IoT) devices are injected and
shared via the cloud, as well as in data ecosystems across sectors such as
healthcare, finance, law enforcement, and justice.

Our reference scenario draws on commonly used dataspaces, such as
dataspace on public administration, focusing specifically on the law enforce-
ment domain. Using open data, we selected a scenario that includes real
sensitive records of individuals detained in Connecticut Department of Cor-
rection facilities while awaiting trial. 1 Various stakeholders may use this
data for different objectives: public health agencies to monitor inmate health
trends, judicial bodies to track case processing efficiency, advocacy groups
to identify disparities in detention, policymakers to analyze the impacts on
the criminal justice system, social services to prepare post-release support,
researchers to study the broader social effects of pre-trial detention, and cor-
rectional departments to compare admission trends across facilities.

To streamline the use case, we focused on a subset of this real-world sce-
nario, envisioning three Department of Correction (DOC) partners - Con-
necticut, New York, and New Hampshire - sharing data according to their
privacy policies. In this scenario, a user from the Connecticut DOC seeks
to compare admission trends in Connecticut’s facilities with those in New
York and New Hampshire to evaluate, for instance, possible discrimination
and unfair treatment of individuals awaiting trial. Additionally, the policy
requires that all service execution remains within the Connecticut DOC en-
vironment, mandating data protection measures if data transmission extends
beyond Connecticut’s borders.

Our reference scenario aligns with the latest regulations on data gov-
ernance (e.g., the European AI Data Governance Act2) and artificial intelli-

1https://data.ct.gov/Public-Safety/Accused-Pre-Trial-Inmates-in-Correct
ional-Faciliti/b674-jy6w

2https://digital-strategy.ec.europa.eu/en/policies/data-governance-act

https://data.ct.gov/Public-Safety/Accused-Pre-Trial-Inmates-in-Correctional-Faciliti/b674-jy6w
https://data.ct.gov/Public-Safety/Accused-Pre-Trial-Inmates-in-Correctional-Faciliti/b674-jy6w
https://digital-strategy.ec.europa.eu/en/policies/data-governance-act
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Figure 4.1: Service pipeline in the reference scenario

gence (e.g., the EU AI Act3). In particular, the EU AI Act identifies law en-
forcement and administration of justice as high-risk domains where proper
data governance, risk management, and quality management systems must
be employed in AI training and operation following the requirements on data
quality and protection set in this work.

The user’s objective aligns with the predefined service pipeline in Fig-
ure 4.1 that orchestrates the following sequence of operations: (i) Data fetch-
ing, including the download of the dataset from other states; (ii)Data prepara-
tion, including data merging, cleaning, and anonymization; (iii) Data analy-
sis, including statistical measures like average, median, and clustering-based
statistics; (iv) Data storage, including the storage of the results; (v) Data vi-
sualization, including the visualization of the results.

3https://digital-strategy.ec.europa.eu/en/policies/regulatory-framework
-ai

https://digital-strategy.ec.europa.eu/en/policies/regulatory-framework-ai
https://digital-strategy.ec.europa.eu/en/policies/regulatory-framework-ai
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4.3 Pipeline Template

Our approach integrates data protection and data management into the ser-
vice pipeline using annotations. To this aim, we extend the service pipeline
in Definition 1 with: i) data protection annotations that express transfor-
mations on data, ensuring compliance with data protection requirements, ii)
functional annotations that express data manipulations carried out during
service execution. These annotations enable the implementation of an ad-
vanced data lineage, tracking the entire data lifecycle by monitoring changes
that result from functional service execution and data protection require-
ments.

In the following, we first introduce the annotated service pipeline, called
pipeline template (Section 4.3.1). We then present both functional annota-
tions (Section 4.3.3) and data protection annotations (Section 4.3.2), provid-
ing an example of a pipeline template in the context of the reference scenario
in Section 4.2.

4.3.1 Pipeline Template Definition

Given the service pipeline in Definition 1, we use annotations to express
data protection requirements and functional requirements on the services to
be integrated into the pipeline. Each service vertex in the service pipeline
is labeled with two mapping functions forming a pipeline template: i) an
annotation function 𝜆 :𝑉𝑆 →𝑃 that associates a set of data protection require-
ments to be enforced on data, in the form of policies 𝑝∈𝑃, with each vertex
𝑣𝑖∈𝑉𝑆; ii) an annotation function 𝛾 :𝑉𝑆 →𝐹 that associates a functional service
description 𝐹𝑖 ∈ 𝐹 with each vertex 𝑣𝑖∈𝑉𝑆.

The template is formally defined as follows.

Definition 2 (Pipeline Template). Given a service pipeline G(𝑉,𝐸), a Pipeline
Template 𝐺𝜆 ,𝛾 (𝑉 , 𝐸, 𝜆 , 𝛾 ) is a direct acyclic graph extended with two anno-
tation functions:

i) Data Protection Annotation 𝜆 that assigns a label 𝜆 (𝑣𝑖) to each vertex
𝑣𝑖 ∈ 𝑉𝑆. Label 𝜆 (𝑣𝑖) corresponds to a set 𝑃𝑖 of policies 𝑝𝑗 to be satisfied
by service 𝑠𝑖 represented by 𝑣𝑖;
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ii) Functional Annotation 𝛾 that assigns a label 𝛾 (𝑣𝑖) to each vertex 𝑣𝑖 ∈ 𝑉𝑆.
Label 𝛾 (𝑣𝑖) corresponds to the functional description 𝐹𝑖 of service 𝑠𝑖
represented by 𝑣𝑖.

We note that, at this stage, the template is not yet linked to any service.
We also note that policies 𝑝𝑗∈𝑃𝑖 in 𝜆 (𝑣𝑖) are combined using logical OR, mean-
ing that the access decision is positive if at least one policy 𝑝𝑗 evaluates to
true.

4.3.2 Data Protection Annotation

Data Protection Annotation 𝜆 expresses data protection requirements in the
form of access control policies. We consider an attribute-based access control
model that offers flexible systematic authorization and adapts its standard
key components to address the unique characteristics of a big data environ-
ment. Access requirements are expressed in the form of policy conditions
that are defined as follows.

Definition 3 (Policy Condition). A Policy Condition pc is a Boolean expres-
sion of the form (attr_name op attr_value), with op∈{<,>,=,≠,≤,≥}, attr_-
name an attribute label, and attr_value the corresponding attribute value.

Built on policy conditions, an access control policy is then defined as
follows.

Definition 4 (Policy). A policy p∈𝑃 is 5-uple <subj, obj, act, env, 𝑇 𝑃> that
specifies who (subject) can access what (object) with action (action), in a spe-
cific context (environment) and under specific obligations (data transforma-
tion).

More in detail, subject subj specifies a service 𝑠𝑖 issuing an access request
to perform an action on an object. It is a set {𝑝𝑐𝑖} of Policy Conditions as
defined in Definition 3. For instance, (classifier=“SVM”) specifies a service
providing an SVM classifier. We note that subj can also specify conditions
on the service owner (e.g., owner_location=“EU”) and the service user (e.g.,
service_user_role=“DOC Director”).
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Object obj defines the data governed by the access policy. It is a set {𝑝𝑐𝑖} of
Policy Conditions on the object’s attributes. For instance, {(type=“dataset”),
(region=“CT”)} refers to an object of type dataset whose region is Connecti-
cut.

Action act specifies the operations that can be performed within a big
data environment, from traditional atomic operations on databases (e.g.,
CRUD operations) to coarser operations, such as an Apache Spark Direct
Acyclic Graph (DAG), Hadoop MapReduce, an analytics function call, and
an analytics pipeline.

Environment env defines a set of conditions on contextual attributes, such
as time of the day, location, IP address, risk level, weather condition, holi-
day/workday, and emergency. It is a set {𝑝𝑐𝑖} of Policy Conditions as defined
in Definition 3. For instance, (time=“night”) refers to a policy that is appli-
cable only at night.

Data Transformation 𝑇 𝑃 defines a set of security and privacy-aware trans-
formations on obj that must be enforced before any access to data is given.
Transformations focus on data protection, as well as on compliance with
regulations and standards, in addition to simple format conversions. For
instance, let us define three transformations that can be applied to the
dataset, each performing different levels of anonymization: i) level l0 (𝑡𝑝0 ):
no anonymization; ii) level l1 (𝑡𝑝1 ): partial anonymization with only first and
last name being anonymized; iii) level l2 (𝑡𝑝2 ): full anonymization with first
name, last name, identifier, and age being anonymized.

Access control policies 𝑝𝑗∈𝑃𝑖 annotating a vertex 𝑣𝑖 in a pipeline tem-
plate 𝐺𝜆 ,𝛾 specify the data protection requirements that a candidate service
must fulfill to be selected in the pipeline instance. Section 4.4 describes the
selection process and the pipeline instance generation.

4.3.3 Functional Annotations

A proper data management approach must track functional data manipula-
tions across the entire pipeline execution, defining the functional require-
ments of each service operating on data. To this aim, each vertex 𝑣𝑖∈ 𝑉𝑆 is
annotated with a label 𝛾 (𝑣𝑖), corresponding to the functional description 𝐹𝑖
of the service 𝑠𝑖 represented by 𝑣𝑖. 𝐹𝑖 describes the functional requirements,
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such as API, inputs, and expected outputs. It also specifies a set 𝑇 𝐹 of data
transformation functions 𝑡𝑓𝑖 , which can be triggered during the execution of
the corresponding service 𝑠𝑖.

Function 𝑡𝑓𝑖 ∈𝑇 𝐹 can be: i) an empty function 𝑡𝑓𝜖 that applies no transfor-
mation or processing on the data; ii) an additive function 𝑡𝑓𝑎 that expands
the amount of data received, for example, by integrating data from other
sources; iii) a transformation function 𝑡𝑓𝑡 that transforms some records in the
dataset without altering the domain; iv) a transformation function 𝑡𝑓𝑑 (out of
the scope of this work) that changes the domain of the data.

For simplicity but with no loss of generality, we assume that all candidate
services meet functional annotation 𝐹 and that 𝑇 𝐹= 𝑡𝑓. As a consequence,
all candidate services apply the same transformation to the data during the
pipeline execution.

Example 4.3.1 (Pipeline Template). Let us consider the reference scenario
introduced in Section 4.2. Figure 4.2(c) presents an example of a pipeline
template consisting of five stages, each one annotated with a policy in Fig-
ure 4.2(a) and corresponding data transformations in Figure 4.2(b).

The first stage in Figure 4.2(c) consists of three parallel vertices 𝑣1, 𝑣2, 𝑣3
for data collection. Data protection annotations 𝜆 (𝑣1), 𝜆 (𝑣2), 𝜆 (𝑣3) refer to
policy 𝑝0 in Figure 4.2(a) with an empty transformation 𝑡𝑝0 in Figure 4.2(b).
Functional requirements 𝐹1, 𝐹2, 𝐹3 prescribe a URI as input and the corre-
sponding dataset as output.

The second stage in Figure 4.2(c) consists of vertex 𝑣4, merging the three
datasets obtained at the first stage. Data protection annotation 𝜆 (𝑣4) refers to
policies 𝑝1 and 𝑝2 in Figure 4.2(a), which apply different data transformations
depending on the relation between the dataset and the service owner. If the
service owner is also the dataset owner (i.e., (𝑠𝑒𝑟𝑣 𝑖𝑐𝑒_𝑜𝑤𝑛𝑒𝑟 = 𝑑𝑎𝑡𝑎𝑠𝑒𝑡_𝑜𝑤𝑛𝑒𝑟)),
the dataset is not anonymized (𝑡𝑝0 ). If the service owner is a partner of the
dataset owner (i.e., (𝑠𝑒𝑟𝑣 𝑖𝑐𝑒_𝑜𝑤𝑛𝑒𝑟 = 𝑝𝑎𝑟 𝑡𝑛𝑒𝑟(𝑑𝑎𝑡𝑎𝑠𝑒𝑡_𝑜𝑤𝑛𝑒𝑟))), the dataset is
anonymized at level1 (𝑡𝑝1 ). If the service owner has no partner relationship
with the dataset owner, no policy applies. Functional requirement 𝐹4 pre-
scribes 𝑛 datasets as input and the merged dataset as output.

The third stage in Figure 4.2(c) consists of vertex 𝑣5 for data analysis.
Data protection annotation 𝜆 (𝑣5) refers to policies 𝑝1 and 𝑝2 in Figure 4.2(a),
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Vertex Annotation 𝜆 p = ⟨subject, 𝑜𝑏𝑗𝑒𝑐𝑡, 𝑎𝑐𝑡𝑖𝑜𝑛, 𝑒𝑛𝑣 𝑖𝑟𝑜𝑛𝑚𝑒𝑛𝑡, 𝑡𝑟𝑎𝑛𝑠𝑓 𝑜𝑟𝑚𝑎𝑡𝑖𝑜𝑛⟩

𝑣1,𝑣2,𝑣3 𝜆 (𝑣1), 𝜆 (𝑣2), 𝜆 (𝑣3) 𝑝0 = ⟨ANY, 𝑑𝑎𝑡𝑎𝑠𝑒𝑡, 𝑅𝐸𝐴𝐷,𝐴𝑁𝑌 , 𝑡𝑝0 ⟩

𝑣4,𝑣5 𝜆 (𝑣4), 𝜆 (𝑣5) 𝑝1 = ⟨{(𝑠𝑒𝑟𝑣 𝑖𝑐𝑒_𝑜𝑤𝑛𝑒𝑟 = 𝑑𝑎𝑡𝑎𝑠𝑒𝑡_𝑜𝑤𝑛𝑒𝑟)}, 𝑑𝑎𝑡𝑎𝑠𝑒𝑡, 𝑅𝐸𝐴𝐷,𝐴𝑁𝑌 , 𝑡𝑝0 ⟩

𝑣4,𝑣5 𝜆 (𝑣4), 𝜆 (𝑣5) 𝑝2 = ⟨{(𝑠𝑒𝑟𝑣 𝑖𝑐𝑒_𝑜𝑤𝑛𝑒𝑟 = 𝑝𝑎𝑟 𝑡𝑛𝑒𝑟(𝑑𝑎𝑡𝑎𝑠𝑒𝑡_𝑜𝑤𝑛𝑒𝑟))}, 𝑑𝑎𝑡𝑎𝑠𝑒𝑡, 𝑅𝐸𝐴𝐷,𝐴𝑁𝑌 , 𝑡𝑝1 ⟩

𝑣6 𝜆 (𝑣6) 𝑝3 = ⟨{(𝑠𝑒𝑟𝑣 𝑖𝑐𝑒_𝑟𝑒𝑔𝑖𝑜𝑛 = 𝑑𝑎𝑡𝑎𝑠𝑒𝑡_𝑜𝑟 𝑖𝑔𝑖𝑛)}, 𝑑𝑎𝑡𝑎𝑠𝑒𝑡, 𝑊𝑅𝐼𝑇𝐸, 𝐴𝑁𝑌 , 𝑡𝑝0 ⟩

𝑣6 𝜆 (𝑣6) 𝑝4 = ⟨{(𝑠𝑒𝑟𝑣 𝑖𝑐𝑒_𝑟𝑒𝑔𝑖𝑜𝑛 = {‶𝑁𝑌",‶ 𝑁𝐻"})}, 𝑑𝑎𝑡𝑎𝑠𝑒𝑡, 𝑊𝑅𝐼𝑇𝐸, 𝐴𝑁𝑌 , 𝑡𝑝1 ⟩

𝑣7 𝜆 (𝑣7) 𝑝5 = ⟨ANY, 𝑑𝑎𝑡𝑎𝑠𝑒𝑡, 𝑅𝐸𝐴𝐷, ⟨environment=“risky”⟩, 𝑡𝑝3 ⟩

𝑣7 𝜆 (𝑣7) 𝑝6 = ⟨ANY, 𝑑𝑎𝑡𝑎𝑠𝑒𝑡, 𝑅𝐸𝐴𝐷, ⟨environment=“not_risky”⟩, 𝑡𝑝4 ⟩

𝑡𝑝𝑖 Level Data Transformation

𝑡𝑝0 𝑙0 𝑎𝑛𝑜𝑛(∅)

𝑡𝑝1 𝑙1 𝑎𝑛𝑜𝑛(𝑓 𝑛𝑎𝑚𝑒, 𝑙𝑛𝑎𝑚𝑒)

𝑡𝑝2 𝑙2 𝑎𝑛𝑜𝑛(𝑓 𝑛𝑎𝑚𝑒, 𝑙𝑛𝑎𝑚𝑒, 𝑖𝑑, 𝑎𝑔𝑒)

𝑡𝑝3 𝑟0 𝑎𝑔𝑔𝑟𝑒𝑔𝑎𝑡𝑖𝑜𝑛(𝑐𝑙𝑢𝑠𝑡𝑒𝑟 = ∞)

𝑡𝑝4 𝑟1 𝑎𝑔𝑔𝑟𝑒𝑔𝑎𝑡𝑖𝑜𝑛(𝑐𝑙𝑢𝑠𝑡𝑒𝑟 = 10)

(b)

(a)

𝑣2

𝑣3

𝑣1

𝑣4 𝑣5 𝑣6 𝑣7

𝑣𝑟

𝜆(𝑣1),𝛾 (𝑣1)

𝜆(𝑣2),𝛾 (𝑣2)

𝜆(𝑣3),𝛾 (𝑣3)

𝜆(𝑣4),𝛾 (𝑣4) 𝜆(𝑣5),𝛾 (𝑣5) 𝜆(𝑣6),𝛾 (𝑣6) 𝜆(𝑣7),𝛾 (𝑣7)

(c)

Figure 4.2: Anonymization policies (a) and data transformations (b) Pipeline
Template Example (c)

as for the second stage. Functional requirement 𝐹5 prescribes a dataset as
input and the results of the data analysis as output.

The fourth stage in Figure 4.2(c) consists of vertex 𝑣6, managing data
storage. Data protection annotation 𝜆 (𝑣6) refers to policies 𝑝3 and 𝑝4 in Fig-
ure 4.2(a), which apply different data transformations depending on the re-
lation between the dataset and the service region. If the service region is the
dataset origin (condition (𝑠𝑒𝑟𝑣 𝑖𝑐𝑒_𝑟𝑒𝑔𝑖𝑜𝑛=𝑑𝑎𝑡𝑎𝑠𝑒𝑡_𝑜𝑟 𝑖𝑔𝑖𝑛) in 𝑝3), the dataset is
anonymized at level 𝑙0 (𝑡𝑝0 ). If the service region is in a partner region (con-
dition (𝑠𝑒𝑟𝑣 𝑖𝑐𝑒_𝑟𝑒𝑔𝑖𝑜𝑛={“𝑁𝑌”,“𝑁𝐻”}) in 𝑝4), the dataset is anonymized at level
𝑙1 (𝑡𝑝1 ). Functional requirement 𝐹7 prescribes a dataset as input and the URI
of the stored data as output.

The last stage in Figure 4.2(c) consists of vertex 𝑣7, responsible for data
visualization. Data protection annotation 𝜆 (𝑣7) refers to policies 𝑝5 and 𝑝6
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in Figure 4.2(a), which anonymize data according to the environment where
the service is executed. A risky environment is defined as a region outside
the owner or partner facility. If the environment is risky (𝑝5), the data is
anonymized at level 𝑟0 (𝑡𝑝3 ). If the environment is not risky (𝑝6), the data is
anonymized at level 𝑟1 (𝑡

𝑝
4 ). Functional requirement 𝐹8 prescribes a dataset as

input and a data visualization interface (possibly in the form of a JSON file)
as output.

4.4 Pipeline Instance

A Pipeline Instance 𝐺′(𝑉 ′, 𝐸, 𝜆 ) instantiates a Pipeline Template
𝐺𝜆 ,𝛾 (𝑉 , 𝐸, 𝜆 , 𝛾 ) by selecting and composing services according to data
protection and functional annotations in the template. It is formally defined
as follows.

Definition 5 (Pipeline Instance). Let 𝐺𝜆 ,𝛾 (𝑉 , 𝐸, 𝜆 , 𝛾 ) be a pipeline tem-
plate, a Pipeline Instance 𝐺′(𝑉 ′, 𝐸, 𝜆 ) is an isomorphic directed acyclic graph
where: i) 𝑣 ′𝑟 =𝑣𝑟; ii) for each vertex 𝑣𝑓 modeling a parallel structure, there ex-
ists a corresponding vertex 𝑣 ′𝑓 ; iii) for each 𝑣𝑖∈𝑉𝑆 annotated with policy 𝑃𝑖
(label 𝜆 (𝑣𝑖)) and functional description 𝐹𝑖 (label 𝛾 (𝑣𝑖)), there exists a corre-
sponding vertex 𝑣 ′𝑖 ∈𝑉 ′

𝑆 instantiated with a service 𝑠′𝑖 , such that:

1) 𝑠′𝑖 satisfies data protection annotation 𝜆 (𝑣𝑖) in 𝐺𝜆 ,𝛾 (𝑉 , 𝐸, 𝜆 , 𝛾 );

2) 𝑠′𝑖 satisfies functional annotation 𝛾 (𝑣𝑖) in 𝐺𝜆 ,𝛾 (𝑉 , 𝐸, 𝜆 , 𝛾 ).

Condition 1 requires that each selected service 𝑠′𝑖 satisfies the policy
requirements 𝑃𝑖 of the corresponding vertex 𝑣𝑖 in the Pipeline Template,
whereas Condition 2 is needed to preserve the process functionality, as it
simply states that each service 𝑠′𝑖 must satisfy the functional requirements 𝐹𝑖
of the corresponding vertex 𝑣𝑖 in the Pipeline Template.

We then define a pipeline instantiation function that takes as input a
Pipeline Template 𝐺𝜆 ,𝛾 (𝑉 , 𝐸, 𝜆 , 𝛾 ) and a set 𝑆𝑐 of candidate services, and re-
turns as output a Pipeline Instance 𝐺′(𝑉 ′, 𝐸, 𝜆 ). We note that 𝑆𝑐 is parti-
tioned in different sets of services 𝑆𝑐𝑖 , one for each vertex 𝑣𝑖∈𝑉𝑆. Recall from
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𝑠′1

𝑠′2

𝑠′3

𝑠′4 𝑠′5 𝑠′6 𝑠′7

𝑣𝑟

𝜆(3),𝛾 (3)

𝜆(1),𝛾 (1)

𝜆(2),𝛾 (2) 𝜆(4),𝛾 (4) 𝜆(5),𝛾 (5) 𝜆(6),𝛾 (6) 𝜆(7),𝛾 (7)

Figure 4.3: Service composition instance

Section 4.3.3 that all candidate services meet the functional annotation in
the template, meaning that Condition 2 in Definition 5 is satisfied for all
candidate services. The pseudocode of the pipeline instantiation process is
presented in Figure 4.4. The Pipeline Instance is generated by traversing the
Pipeline Template with a breadth-first search algorithm (line 4-10), starting
from the root vertex 𝑣𝑟. Then, for each vertex 𝑣𝑓 in the pipeline template, the
corresponding vertex 𝑣 ′𝑓 is generated (line 5). Finally, for each vertex 𝑣𝑖∈𝑉𝑆,
a two-step approach is executed as follows.

i) Filtering Algorithm – It checks whether profile prf 𝑗 of each candidate
service 𝑠𝑗∈𝑆𝑐𝑖 satisfies at least one policy in 𝑃𝑖 (line 16). If yes, service
𝑠𝑗 is compatible, otherwise it is discarded (line 17). The filtering al-
gorithm finally returns a subset 𝑆′𝑖 ⊆𝑆

𝑐
𝑖 of compatible services for each

vertex 𝑣𝑖∈𝑉𝑆 (line 19).

ii) Selection Algorithm – The selection algorithm selects one service 𝑠′𝑖
for each set 𝑆′𝑖 of compatible services, which instantiates the corre-
sponding vertex 𝑣 ′𝑖 ∈𝑉 ′ (line 8-9). There are many ways of choosing 𝑠′𝑖 ,
Section 5.3 presents our approach based on the maximization of data
quality Q.

When all vertices 𝑣𝑖∈𝑉 in 𝐺𝜆 ,𝛾 have been visited, the Pipeline Instance
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Table 4.1: Instance example

Vertex→Policy Candidate Profile Filtering Instance

𝑣5 → 𝑝1,𝑝2

𝑠51 service_owner = “CT” 3 3

𝑠52 service_owner = “NY” 3 7

𝑠53 service_owner = “CA” 7 7

𝑣6 → 𝑝3,𝑝4

𝑠61 service_region = “CA” 7 7

𝑠62 service_region = “CT” 3 3

𝑠63 service_region = “NY” 3 7

𝑣7 → 𝑝5,𝑝6

𝑠71 visualization_location = “CT_FACILITY” 3 3

𝑠72 visualization_location = “CLOUD” 3 7

Candidate Ranking

𝑠51 1

𝑠52 2

𝑠53 –

𝑠61 –

𝑠62 1

𝑠63 2

𝑠71 1

𝑠72 2

(a) Valid Instance example (b) Best Quality Instance example

𝐺′ is generated (line 11), with a service instance 𝑠′𝑖 for each 𝑣 ′𝑖 ∈𝑉 ′. Vertex
𝑣 ′𝑖 is annotated with policies in 𝑃𝑖 according to 𝜆 , because policies in 𝑃𝑖 are
evaluated and enforced at runtime, only when the pipeline instance is trig-
gered and before any service is executed. When policy evaluation returns
true, data transformation 𝑇 𝑃∈𝑃𝑖 is applied, otherwise a default transforma-
tion that removes all data is applied.

Example 4.4.1 (Pipeline Instance). Let us consider a subset {𝑣5, 𝑣6, 𝑣7} of
the pipeline template 𝐺𝜆 ,𝛾 in Example 4.3.1.

As presented in Table 4.1(a), each vertex is labeled with policies (column
Vertex→Policy) and is associated with different candidate services (column
Candidate) and corresponding profile (column Profile). The filtering algo-
rithm matches each candidate service profile against the policies annotating
the corresponding vertex (Table 4.2). It returns the set of services whose pro-
file satisfies a policy (column Filtering): i) for vertex 𝑣5, the filtering algorithm
produces the set 𝑆1 = {𝑠51, 𝑠52}. Assuming that the dataset owner is “CT”, the
service profile of 𝑠51 matches 𝑝1 and 𝑠52’s one matches 𝑝2. For 𝑠53, there is no
policy match and, thus, it is discarded; ii) for vertex 𝑣6, the filtering algorithm
returns the set 𝑆′2 = {𝑠62, 𝑠63}. Assuming that the dataset region is “CT”, the
service profile of 𝑠62 matches 𝑝5 and the one of 𝑠63 matches 𝑝6. For 𝑠61, there
is no policy match and, thus, it is discarded; iii) for vertex 𝑣7, the filtering
algorithm returns the set 𝑆′3 = {𝑠71, 𝑠72}. Since policy 𝑝7 matches against any
subject, the filtering algorithm keeps all services.

For each vertex 𝑣 ′𝑖 , we select a matching service 𝑠′𝑗 from 𝑆′𝑖 and incorpo-
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rate it into a valid instance. For instance, we select 𝑠51 for 𝑣5; 𝑠62 for 𝑣6, and
𝑠71 for 𝑣7 as depicted in Table 4.1(a) (column instance). We note that to move
from a valid to an optimal instance, it is mandatory to evaluate candidate
services based on specific quality metrics that reflect their impact on data
quality, as discussed in the following of this chapter.

4.5 Chapter Summary

This chapter presented the core abstractions that enable quality-aware,
privacy-preserving service composition in distributed data processing en-
vironments. Pipeline Definition provides the system model for capturing
the multi-dimensional requirements of service-oriented data processing.
Pipeline Template formalizes the specification layer through policy and func-
tional annotations, enabling declarative definition of data protection require-
ments and service capabilities while maintaining separation between ab-
stract requirements and concrete implementations. Pipeline Instance ma-
terializes these specifications through service selection and composition,
guided by filtering algorithms that ensure policy compliance and optimiza-
tion heuristics that maximize data quality across the entire pipeline.
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INPUT
𝐺𝜆 ,𝛾 : Pipeline Template
𝑆𝑐: Candidate Services

OUTPUT
𝐺′: Pipeline Instance

Instantiate_Pipeline(𝐺𝜆 ,𝛾 , 𝑆𝑐)

1 /* Initialize the pipeline instance*/
2 𝐺′ = {};
3 /* Traverse the pipeline template using BFS*/
4 for each 𝑣 in 𝐺𝜆 ,𝛾

5 𝑣 ′ = Generate_Vertex(𝑣);
6 𝐺′ = 𝐺′ ∪ 𝑣 ′;
7 𝑆′ = Filter_Services(𝑆𝑐[𝑣], 𝑣.policies);
8 selectedService = Select_A_Service(𝑆′);
9 𝑣 ′.service = selectedService;
10 endfor;
11 return 𝐺′;

12 Filter_Services(𝑆𝑐[𝑣], policies)
13 /* Filter candidate services based on policies*/
14 𝑆′ = {};
15 for each service 𝑠 in 𝑆𝑐[𝑣]:
16 if 𝑠.profile satisfies any policy:
17 𝑆′ = 𝑆′ ∪ 𝑠;
18 endif;
18 endfor;
19 return 𝑆′;

Figure 4.4: Pseudocode of the pipeline instantiation process.
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5
Dynamic Pipeline Instance

Optimization

Building upon the policy-driven service selection framework and template-
instance architecture presented in previous chapters, this chapter addresses
the computational challenges of optimizing service compositions in dis-
tributed data processing environments.

This chapter presents our sliding-window optimization approach that
enables scalable quality-privacy optimization for complex data process-
ing pipelines. We introduce metrics for evaluating quality-privacy trade-
offs in service compositions and develop heuristic algorithms that provide
near-optimal solutions with computational efficiency suitable for real-time
pipeline instantiation. Our goal is to generate pipeline instances with maxi-
mum quality while addressing data protection requirements throughout exe-
cution. We first discuss the quality metrics used to measure andmonitor data
quality, then prove that the problem of generating optimal pipeline instances
is NP-hard, and finally introduce a parametric heuristic designed to tackle the
computational complexity of enumerating all possible service combinations.
The heuristic approximates optimal paths for service interactions and trans-
formations, focusing on understanding quality changes introduced during
transformation processes within complex pipelines consisting of numerous
vertices and candidate services.
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5.1 Quality Metrics

Ensuring data quality is mandatory to implement service-based data
pipelines that provide accurate results and decision-making along the whole
pipeline execution. Different definition of quality exists (e.g., [98, 107]) ac-
cording to different dimensions such as completeness, timeliness, and accu-
racy, to name but a few. Quality metrics measure the data quality preserved
at each step of the pipeline according to the selected quality dimensions, and
can be classified as quantitative or qualitative.

Quantitative metrics monitor the amount of data lost during data trans-
formations to model the quality difference between datasets 𝑋 and 𝑌. Qual-
itative metrics evaluate changes in the properties of datasets 𝑋 and 𝑌. For
instance, qualitative metrics can measure the changes in the statistical dis-
tribution of the two datasets.

It is important to note that providing a taxonomy of all possible dimen-
sions and metrics is beyond the scope of this work. In our future work, we
will examine the conceptual and practical aspects of classifying and defining
relevant quality metrics, such as timeliness and consistency, as well as their
impact on our methodology.

5.1.1 Quantitative metric

We propose a quantitative metric𝑀𝐽 based on the Jaccard coefficient that as-
sesses the similarity between two datasets. The Jaccard coefficient is defined
as follows [81]:

𝐽 (𝑋 , 𝑌 ) =
|𝑋 ∩ 𝑌 |
|𝑋 ∪ 𝑌 |

where X and Y are two datasets of the same size.
The coefficient is calculated by dividing the cardinality of the intersec-

tion of two datasets by the cardinality of their union. It ranges from 0 to
1, with 0 indicating no similarity (minimum quality) and 1 indicating com-
plete similarity (maximum quality) between the datasets. It has several ad-
vantages. Unlike other similarity measures, such as Euclidean distance, it is
not affected by the magnitude of the values in the dataset. It is suitable for
datasets with categorical variables or nominal data, where the values do not
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have a meaningful numerical interpretation.
Metric 𝑀𝐽 extends the Jaccard coefficient with weights that model the

importance of each element in the dataset as follows:

𝑀𝐽(𝑋 , 𝑌 ) =
∑𝑛

𝑖=1 𝑤𝑖(𝑥𝑖 ∩ 𝑦𝑖)
∑𝑛

𝑖=1 𝑤𝑖(𝑥𝑖 ∪ 𝑦𝑖)

where 𝑥𝑖∈X (𝑦𝑖∈Y, resp.) is the 𝑖-th feature of dataset X (Y, resp.), and 𝑤𝑖 the
weight modeling the importance of the 𝑖-th feature.

It is computed by dividing the cardinality of the intersection of two
datasets by the cardinality of their union, weighted by the importance of
each feature in the datasets. It provides a more accurate measure of similar-
ity.

5.1.2 Qualitative Metric

We propose a qualitative metric 𝑀𝐽𝑆𝐷 based on the Jensen-Shannon Diver-
gence (JSD) that assesses the similarity (distance) between the probability
distributions of two datasets.

JSD is a symmetrized version of the KL divergence [43] and is applicable
to a pair of statistical distributions only. It is defined as follows:

𝐽𝑆𝐷(𝑋 , 𝑌 ) = 1
2
(𝐾𝐿(𝑋 ||𝑀) + 𝐾𝐿(𝑌 ||𝑀))

where X and Y are two distributions of the same size, and M=0.5*(X+Y) is the
average distribution. JSD incorporates both the KL divergence from X to M
and from Y to M.

To make JSD applicable to datasets, where each feature in the dataset has
its own statistical distribution, metric𝑀𝐽𝑆𝐷 applies JSD to each column of the
dataset. The obtained results are then aggregated using a weighted average,
thus enabling the prioritization of important features that can be lost during
the policy-driven transformation in Section 5.3, as follows:

𝑀𝐽𝑆𝐷 = 1 −
𝑛
∑
𝑖=1

𝑤𝑖 ⋅ JSD(𝑥𝑖, 𝑦𝑖)
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where ∑𝑛
𝑖=1 𝑤𝑖=1 and each JSD(𝑥𝑖, 𝑦𝑖) accounts for the Jensen-Shannon Di-

vergence computed for the 𝑖-th feature in datasets X and Y. It ranges from
0 to 1, with 0 indicating no similarity (minimum quality) and 1 indicating
complete similarity (maximum quality) between the datasets.

𝑀𝐽𝑆𝐷 provides a weighted measure of similarity, which is symmetric and
accounts for the contribution from both datasets and specific features. It
can compare the similarity of the two datasets, providing a symmetric and
normalized measure that considers the overall data distributions.

5.1.3 Entropy Metric (𝑀𝐻)

We propose a metric 𝑀𝐻 based on Shannon entropy that assesses the infor-
mation content preserved in datasets after privacy-preserving transforma-
tions.

Shannon entropy is a fundamental concept in information theory that
measures the uncertainty or information content in a probability distribution
[73]. For a dataset feature 𝑋 with probability distribution 𝑃(𝑋), it is defined
as:

𝐻(𝑋) = −
𝑛
∑
𝑖=1

𝑝𝑖 log2 𝑝𝑖

where 𝑝𝑖 represents the probability of the 𝑖-th unique value in feature 𝑋, and
𝑛 is the number of distinct values.

To make Shannon entropy applicable to multi-feature datasets, metric
𝑀𝐻 applies entropy computation to each feature of the dataset. The obtained
results are then aggregated using feature-wise comparison, thus enabling the
measurement of information loss across all dataset attributes, as follows:

𝑀𝐻 = 1 − 1
|𝐹 |

|𝐹 |
∑
𝑗=1

|
𝐻 (𝑋𝑗) − 𝐻(𝑌𝑗)

𝐻(𝑋𝑗)
|

where |𝐹 | is the number of features, 𝑋𝑗 and 𝑌𝑗 represent the 𝑗-th feature in
the original and transformed datasets respectively. It ranges from 0 to 1,
with 0 indicating no similarity (minimum quality) and 1 indicating complete
similarity (maximum quality) between the datasets.

The entropy metric is particularly valuable when dealing with categor-
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ical data and discrete attributes, as it directly measures the uncertainty and
diversity within each feature space. Unlike other similarity measures, it cap-
tures the information-theoretic properties of the data distribution. It is suit-
able for assessing the impact of generalization and anonymization operations
that affect the diversity of attribute values.

5.2 Pipeline Quality

Metrics𝑀𝐽,𝑀𝐽𝑆𝐷, and𝑀𝐻 contribute to the calculation of the pipeline quality
Q as follows.

Definition 6 (Pipeline Quality). Given a metric𝑀∈{𝑀𝐽, 𝑀𝐽𝑆𝐷, 𝑀𝐻} modeling
data quality, the pipeline quality Q is equal to ∑|𝑆|

𝑖=1𝑀𝑖𝑗, with 𝑀𝑖𝑗 the value of
the quality metric computed at each vertex 𝑣 ′𝑖 ∈𝑉 ′

𝑆 of the pipeline instance 𝐺′

with respect to the service instance 𝑠′𝑗 , with 1 ≤ 𝑗 < |𝑆𝑐𝑖 |.

We also use the notation Q𝑖𝑗, with Q𝑖𝑗=𝑀𝑖𝑗, to specify the quality at vertex
𝑣 ′𝑖 ∈𝑉 ′

𝑆 of 𝐺′ for service 𝑠′𝑗 . The process of computing a pipeline instance

(Definition 5) with maximum quality Q can be formally defined as follows.

Definition 7 (Max-Quality Problem). Given a pipeline template 𝐺𝜆 ,𝛾 and a
set 𝑆𝑐 of candidate services, find a max-quality pipeline instance 𝐺′ such that:

• 𝐺′ satisfies conditions in Definition 5,

• ∄ a pipeline instance 𝐺″ that satisfies conditions in Definition 5 and
such that quality Q (𝐺″)>Q (𝐺′), where Q (⋅) is the pipeline quality in
Definition 6.

The Max-Quality problem is a combinatorial selection problem and is
NP-hard, as stated by Theorem 5.2.1. However, while the overall problem
is NP-hard, the filtering step of the process, is solvable in polynomial time.
It can be done by iterating over each vertex and each service, checking if
the service matches the vertex policy. This process takes polynomial time
complexity 𝑂(|𝑉𝑆| ∗ |𝑆|).
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Theorem 5.2.1. The Max-Quality problem is NP-Hard.

Proof: The proof is a reduction from the multiple-choice knapsack
problem (MCKP), a classified NP-hard combinatorial optimization problem,
which is a generalization of the simple knapsack problem (KP) [66]. In the
MCKP problem, there are 𝑡mutually disjoint classes 𝑁1, 𝑁2, … , 𝑁𝑡 of items to
pack in some knapsack of capacity 𝐶, class 𝑁𝑖 having size 𝑛𝑖. Each item 𝑗∈𝑁𝑖
has a profit 𝑝𝑖𝑗 and a weight 𝑤𝑖𝑗; the problem is to choose one item from each
class such that the profit sum is maximized without having the weight sum
exceed C.

TheMCKP can be reduced to theMax-Quality Pipeline Instantiation Pro-
cess in polynomial time, with 𝑁1, 𝑁2, … , 𝑁𝑡 corresponding to the sets of com-
patible services 𝑆𝑐1, 𝑆𝑐2, … , 𝑆𝑐𝑢, with 𝑡=𝑢 and 𝑛𝑖 also the size of each set 𝑆𝑐𝑖 . The
profit 𝑝𝑖𝑗 of item 𝑗∈𝑁𝑖 corresponds to quality Q 𝑖𝑗 computed for each candidate
service 𝑠𝑗∈𝑆𝑐𝑖 , while 𝑤𝑖𝑗 is uniformly 1 (thus, C is always equal to the cardinal-
ity of 𝑉𝐶). It is evident that the solution to one problem is also the solution
to the other (and vice versa). Since the reduction can be done in polynomial
time, the Max-Quality problem is also NP-hard.

Example 5.2.1 (Max-Quality Pipeline Instance). We extend Example 4.4.1
with the selection algorithm in Section 4.4 built on pipeline quality Q. The
selection algorithm is applied to the set 𝑆′∗ of compatible services and returns
three service rankings, one for each vertex 𝑣4, 𝑣5, 𝑣6, according to qualitymet-
rics𝑀𝐽 (measuring the amount of preserved data after anonymization),𝑀𝐽𝑆𝐷
(measuring distributional similarity), and 𝑀𝐻 (measuring entropy-based in-
formation content). The ranking is presented in Table 4.1(b), according to the
transformation function in the corresponding policies. We assume that the
more restrictive the transformation function (i.e., it anonymizes more data),
the lower is the service position in the ranking. For example, 𝑠11 is ranked
first because it anonymizes less data than 𝑠12 and 𝑠13, that is, 𝑄11>𝑄12 and
𝑄11>𝑄13. The same applies to the ranking of 𝑠22 and 𝑠23. The ranking of 𝑠31
and 𝑠32 is affected by the environment state at the time of the ranking. For
example, if the environment where the visualization is performed is a CT fa-
cility, then 𝑠31 is ranked first and 𝑠32 second because the facility is considered
less risky than the cloud, and 𝑄31>𝑄32.
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5.3 Heuristic

We design and implement a heuristic algorithm built on a sliding window
for computing the pipeline instance maximizing quality Q. At each iteration
𝑖, a window of size |𝑤 | selects a subset of vertices in the pipeline template
𝐺𝜆 ,𝛾 (𝑉 , 𝐸, 𝜆 , 𝛾 ), from vertices at depth 𝑖 to vertices at depth |𝑤 |+𝑖−1. Service
filtering and selection in Section 4.4 are then executed tomaximize quality𝑄𝑤
in window 𝑤. The heuristic returns as output the list of services instantiating
all vertices at depth 𝑖. The sliding window 𝑤 is then shifted by 1 (i.e., 𝑖=𝑖+1),
and the filtering and selection process is executed until |𝑤 |+𝑖−1 is equal to
length 𝑙 (max depth) of𝐺𝜆 ,𝛾 (𝑉 , 𝐸, 𝜆 , 𝛾 ), that is, the slidingwindow reaches the
end of the template. In the latter case, the heuristic instantiates all remaining
vertices and returns the pipeline instance 𝐺′. This strategy ensures that only
services with low information loss are selected at each step, maximizing the
pipeline quality Q.

The choice of window size represents a fundamental trade-off between
optimization quality and computational complexity. A window of size 1 (Fig-
ure 5.2) provides local optimization with minimal computational overhead,
selecting services independently for each vertex. Conversely, larger win-
dows such as size 3 (Figure 5.4) or size 5 (Figure 5.6) enable better global
optimization by considering multiple consecutive vertices simultaneously,
though at increased computational cost. The red dashed rectangles in these
figures illustrate how the optimization scope expands with larger window
sizes, while the different line styles (thick for selected services, dashed for
candidates) show the progressive service selection process.

The pseudocode of the heuristic algorithm is presented in Figure 5.1. The
function SlidingWindowHeuristic implements our heuristic; it takes the
pipeline template 𝐺𝜆 ,𝛾 (𝑉 , 𝐸, 𝜆 , 𝛾 ) and the window size |𝑤 | as input and re-
turns the pipeline instance 𝐺′ and corresponding metric 𝑀 as output. The
function SlidingWindowHeuristic retrieves the optimal service combina-
tion composing 𝐺′, considering the candidate services associated with each
vertex in 𝐺𝜆 ,𝛾 (𝑉 , 𝐸, 𝜆 , 𝛾 ) and the constraints (policies) in verticesList.

It iterates all sliding windows 𝑤 step 1 until the end of the pipeline tem-
plate is reached (for cycle in line 2). Adding the service(s) selected at step 𝑖
to 𝐺′ by the function SelectService (defined in line 10).
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The function SelectService takes as input index 𝑖 representing the start-
ing depth of the window and the corresponding window size |𝑤 |. It initializes
the best combination of services to empty (line 11). It iterates through all pos-
sible combinations of services in the window using the Cartesian product of
the service lists (for cycle in lines 13-16). If the current combination has
quality metric M(𝐺′

𝑤) higher than the best quality metric M(𝐺∗
𝑤), the current

combination 𝐺′
𝑤 updates the best combination 𝐺∗

𝑤 (lines 14-15). This combi-
natorial selection process is visualized in Figures 5.3 and 5.5, where the thick
lines indicate the winning service combinations within each optimization
window. The function SelectService then checks whether it is processing
the last window (line 18). If yes, it returns the best combination 𝐺∗

𝑤 (line 19).
Otherwise, it returns the first service in the best combination 𝐺∗

𝑤 (line 21).
Within each window, the function SlidingWindowHeuristic finally it-

erates through the selected services to calculate the total quality metric 𝑀
(for cycle in lines 6-8). This metric is updated by summing the quality met-
rics of the selected services. The function concludes by returning the best
pipeline instance 𝐺′ and the corresponding quality metric 𝑀 (line 9).

5.4 Chapter Summary

This chapter addressed the computational challenges of optimizing service
compositions in data processing pipelines while balancing quality preserva-
tion and privacy protection requirements. We introduced quality metrics to
evaluate quantitative and qualitative aspects of data transformations. Our
sliding window optimization heuristic provides a more computationally ef-
ficient solution to the NP-hard problem of optimal service selection.
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INPUT
𝐺𝜆 ,𝛾 : Pipeline Template
|𝑤 |: Window Size

OUTPUT
𝐺′: Pipeline Instance
𝑀: Quality Metric

Sliding_Window_Heuristic (𝐺𝜆 ,𝛾 , |𝑤 |)

1 /* For each window frame choose the best combination of services*/
2 for i = 0 to l - |𝑤 |+ 1;
3 𝐺′ = 𝐺′ ∪ Select_Service(j, |𝑤 |);
4 endfor;

5 /* Calculate the total quality metric*/
6 for j = 0 to |𝑉 ′

𝑆 |;
7 𝑀=𝑀+𝑀(𝑠′𝑗 );
8 endfor;

9 return 𝐺′, 𝑀;

10 Select_Service (j,|𝑤 |)

11 𝐺∗
𝑤= best combination (empty);

12 /* Select the best combination of services*/
13 for 𝐺′

𝑤∈⨂𝑗+|𝑤|−1
𝑘=𝑗 𝑣𝑒𝑟 𝑡 𝑖𝑐𝑒𝑠𝐿𝑖𝑠𝑡[𝑘]

14 if M(𝐺′
𝑤) < M(𝐺∗

𝑤)
15 𝐺∗

𝑤= 𝐺′
𝑤

16 endfor;

17 /* If it is the last window frame, return all services */
18 if isLastWindowFrame()
19 return 𝐺∗

𝑤
20 else
21 return 𝐺∗

𝑤[0]

Figure 5.1: Pseudocode of the sliding window heuristic algorithm.



90 5. Dynamic Pipeline Instance Optimization

𝑣1 𝑣2 𝑣3 𝑣4 𝑣5

𝑠′11

𝑠′12

𝑠′13

𝑠′21

𝑠′22

𝑠′23

𝑠′31

𝑠′32

𝑠′33

𝑠′41

𝑠′42

𝑠′43

𝑠′51

𝑠′52

𝑠′53

𝑣1 𝑣2 𝑣3 𝑣4 𝑣5

𝑠′11

𝑠′12

𝑠′13

𝑠′21

𝑠′22

𝑠′23

𝑠′31

𝑠′32

𝑠′33

𝑠′41

𝑠′42

𝑠′43

𝑠′51

𝑠′52

𝑠′53

𝑣1 𝑣2 𝑣3 𝑣4 𝑣5

𝑠′11

𝑠′12

𝑠′13

𝑠′21

𝑠′22

𝑠′23

𝑠′31

𝑠′32

𝑠′33

𝑠′41

𝑠′42

𝑠′43

𝑠′51

𝑠′52

𝑠′53

𝑣1 𝑣2 𝑣3 𝑣4 𝑣5

𝑠′11

𝑠′12

𝑠′13

𝑠′21

𝑠′22

𝑠′23

𝑠′31

𝑠′32

𝑠′33

𝑠′41

𝑠′42

𝑠′43

𝑠′51

𝑠′52

𝑠′53

𝑣1 𝑣2 𝑣3 𝑣4 𝑣5

𝑠′11

𝑠′12

𝑠′13

𝑠′21

𝑠′22

𝑠′23

𝑠′31

𝑠′32

𝑠′33

𝑠′41

𝑠′42

𝑠′43

𝑠′51

𝑠′52

𝑠′53

Figure 5.2: Pipeline instantiation with window size 1. Each step optimizes
service selection for individual vertices independently, providing maximum
flexibility but potentially missing global optimization opportunities.
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Figure 5.3: Pipeline instantiation with window size 2. The optimization con-
siders pairs of consecutive vertices, enabling local optimization while main-
taining computational tractability.
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Figure 5.4: Pipeline instantiation with window size 3. Three consecutive ver-
tices are optimized together, balancing between local and global optimization
with moderate computational complexity.
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Figure 5.5: Pipeline instantiationwithwindow size 4. Larger window enables
better global optimization by considering four consecutive vertices simulta-
neously, with increased computational requirements.
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Figure 5.6: Pipeline instantiation with window size 5. Global optimization
considers all vertices simultaneously, providing optimal solutions at the cost
of maximum computational complexity.



94 5. Dynamic Pipeline Instance Optimization



6
Data Governance Framework:
Implementation Choices and

Experimental Evaluation

Having established the theoretical foundations of the data governance frame-
work and its optimization algorithms in previous chapters, this chapter fo-
cuses on the practical implementation and empirical validation of the pro-
posed approach. We present a configurable tool that operationalizes the
sliding window heuristic for quality-aware service selection in data process-
ing pipelines, enabling systematic evaluation across diverse scenarios. The
chapter demonstrates how the framework’s abstract concepts translate into
concrete implementation choices and validates their effectiveness through
comprehensive experimental evaluation.

The presentation is organized into three main components. First, we de-
scribe the architecture and configuration options of the data quality assess-
ment tool, which provides the computational infrastructure for instantiating
and benchmarking pipeline instances. Second, we detail the implementa-
tion of quality metrics that quantify different dimensions of data complete-
ness and information preservation throughout pipeline execution. Finally,
we present experimental results across multiple datasets and filtering strate-
gies, demonstrating that the sliding window heuristic achieves near-optimal
performance while maintaining computational feasibility for real-world de-
ployments.
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6.1 Data Quality Assessment Tool
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Figure 6.1: Tool: Execution flow

We developed a framework as a configurable tool that builds and bench-
marks pipeline instances according to our sliding window approach. The
tool is publicly available at https://github.com/SESARLab/data-quali
ty-simulator. In the remainder of this section, we provide an overview of
the tool configurations and process.

6.1.1 Tool Configurations

The tool offers a range of configurations that customize the pipeline com-
ponents, supporting a wide coverage of possible evaluation scenarios and
guaranteeing full reproducibility of all results, as follows.

Dataset – The dataset used for the data quality evaluation.

Seed – An integer value that ensures reproducibility and pseudo-
randomization in simulations.

MaxWindowSize – The sliding window size in a simulation ranges from 1
to MaxWindowSize.

Metrics – The quality metrics that capture different dimensions or nuances
of the data. Ad hoc quality metrics can be added according to the
specific scenario with no impact on the tool operation. The tool is
pre-instantiated with three metrics evaluating data completeness in
terms of the data loss introduced throughout the pipeline execution: i)

https://github.com/SESARLab/data-quality-simulator
https://github.com/SESARLab/data-quality-simulator
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a quantitative metric (MJ) based on the Jaccard coefficient [81], which
assesses the similarity between two datasets; ii) a qualitative metric
(MJSD) based on the Jensen-ShannonDivergence [43], which evaluates
the similarity between the probability distributions of two datasets; iii)
an entropy-based metric (ME) using Shannon Entropy to measure in-
formation loss during the pipeline execution.

The tool also supports configurable data protection based on policies.
The policies operate on data categories according to the following options:

FilteringType – It specifies the strategy for data filtering and offers three
options: row, where policies operate on a subset of dataset rows; col-
umn,where policies operate on a subset of the dataset columns;mixed,
where policies operate on both rows and columns.

RowLowerBound and RowUpperBound – They determine the number
of rows to anonymize when the FilteringType is row or mixed.
Before a data protection policy is applied, our tool chooses the
rows to filter out. To this aim, it: i) randomly chooses a deci-
mal number 𝐷 in the range [𝑅𝑜𝑤𝐿𝑜𝑤𝑒𝑟𝐵𝑜𝑢𝑛𝑑, 𝑅𝑜𝑤𝑈𝑝𝑝𝑒𝑟𝐵𝑜𝑢𝑛𝑑], with
0<𝑅𝑜𝑤𝐿𝑜𝑤𝑒𝑟𝐵𝑜𝑢𝑛𝑑≤𝑅𝑜𝑤𝑈𝑝𝑝𝑒𝑟𝐵𝑜𝑢𝑛𝑑≤1, representing the percentage
of plain data categories; ii) randomly picks a column 𝐶; iii) with
𝐶𝑎𝑡(𝐶) being the total number of categories in 𝐶, calculates the number
𝐶𝑎𝑡𝑎(𝐶) of categories to protect using the formula 𝐶𝑎𝑡(𝐶)*(1−𝐷))); iv)
randomly selects the 𝐶𝑎𝑡𝑎(𝐶) categories to protect and stores the posi-
tions of the values belonging to these categories; v) protect the rows
in the stored positions.

As an example, let us consider the dataset presented in Table 6.1. As-
suming that 𝐹 𝑖𝑙𝑡𝑒𝑟 𝑖𝑛𝑔𝑇𝑦𝑝𝑒=‶𝑟𝑜𝑤″, 𝐶=‶𝐶𝑎𝑡_𝑐𝑜𝑙″, 𝑅𝑜𝑤𝐿𝑜𝑤𝑒𝑟𝐵𝑜𝑢𝑛𝑑=0.6,
𝑅𝑜𝑤𝑈𝑝𝑝𝑒𝑟𝐵𝑜𝑢𝑛𝑑=0.8, and 𝐷=0.75, the percentage of categories to
anonymize is 25%. Since there are four categories in 𝐶, from cat1 to
cat4, 𝐶𝑎𝑡𝑎(𝐶) = 1. Assuming the selected category is cat3, rows with
Id 2 and 3 are filtered out. When the FilteringType is set to column,
these options determine the number of values to anonymize within
each selected column.
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Table 6.1: Sample dataset for row filtering

Id Cat_col Age

0 cat1 10

1 cat2 20

2 cat3 30

3 cat3 30

4 cat4 40

5 cat4 50

ColumnLowerBound and ColumnUpperBound – They determine the
number of columns to anonymize when the FilteringType is column or
mixed. They drive the column filtering process in the same way that
RowLowerBound and RowUpperBound do for the row filtering process.

The tool finally supports the configurations of the pipeline template, cus-
tomizing the cardinality of candidate services and the length of the service
pipeline.

6.1.2 Tool Process

The tool instantiates a pipeline template in a pipeline instance, driving the
selection, composition, and execution of the corresponding services. While
integrating services into a pipeline instance, the tool evaluates their impact
on quality metrics. This benchmarking process enables users to compare the
performance of multiple service compositions, identifying the optimal (local
or global) composition of services that maximizes a quality metric.

Following the configurations in Section 6.1.1, the tool enables users to
tailor simulations to diverse scenarios. These options include the number of
vertices, services, policies, datasets, andmetrics, shaping the specific pipeline
templates and instances. By simulating exhaustive and heuristic methods,
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the tool highlights the trade-offs between computational feasibility and qual-
ity and provides actionable insights into real-world pipeline optimization.

Figure 6.1 shows the high-level process of our tool. The tool takes as in-
put i) the target dataset and ii) all configurations in Section 6.1.1, and returns
as output i) the pipeline maximizing the data quality and ii) all quality met-
rics calculated on valid pipeline instances, that is, those instances addressing
data protection requirements in policies. The process consists of pipeline
template definition (Steps 1–4) and pipeline instance generation (Steps 5 and
6).

Step 1. The tool is configured according to configurations in Section 6.1.1.
The user can specify them using CLI arguments or with JSON files.

Step 2. The user specifies the dataset, which is first pre-processed to optimize
the memory usage and then loaded into memory.

Step 3. The tool generates |𝑆|∗|𝑉 | candidate services and corresponding pro-
files, with |𝑆| the number of services assigned to each of the |𝑉 | vertices in
the pipeline template.

Step 4. Services are evenly split into |𝑉 | groups, where each group is assigned
to a vertex.

Step 5. The slidingwindow algorithm evaluates the impact of each candidate
service 𝑠 on the overall data quality in terms of the considered metric. The
algorithm selects one service 𝑠𝑖 for each vertex 𝑉𝑖∈{𝑉𝑛, 𝑉𝑛+1, ..., 𝑉𝑛+|𝑤|−1} that
maximizes the metric value, where |𝑤 | is the size of the sliding window and
{𝑉𝑛, 𝑉𝑛+1, ..., 𝑉𝑛+|𝑤|−1} the portion of the pipeline template under evaluation
according to |𝑤 |. The service selected for 𝑉𝑛 is added to the pipeline instance,
the window shifts one vertex to the right, and the service selection process
is repeated. The process continues until the window reaches the end of the
pipeline, that is, 𝑛 + |𝑤| − 1 is equal to the pipeline length |𝑉 |. All remaining
vertices are finally instantiated, building the complete pipeline instance.

Step 6. The service composition at Step 5 represents the pipeline instance
that preserves the highest data quality according to the chosen qualitymetric.
The tool stores the data quality (i.e., the metric value) and the corresponding
execution parameters in a database. The algorithm returns to step 5, where



1006. Data Governance Framework: Implementation Choices and Experimental Evaluation

the selection process restarts with a sliding window size increased by one.

The algorithm terminates when the sliding window size reaches |𝑉 | or
MaxWindowSize. In the following, we denote an algorithm execution as sim-
ulation.

6.1.3 Category-based sampling

Category-based sampling enhances the applicability of data protection poli-
cies by grouping column values into predefined categories. This ensures that
anonymized values belong to the same category (or categories if multiple
ones are anonymized), which reflects real-world scenarios where data pro-
tection selectively removes specific information.

The process involves pre-processing the dataset by categorizing column
values. The number of categories for a column is defined by some general
rules based on the nature of the column itself:

Categorical and ordinal columns encode discrete variables. Categorical
columns represent unordered nominal data. Ordinal columns repre-
sent ordered categorical data with hierarchical relationships. A pol-
icy operates on specific elements (e.g., column lastName with value
“Doe”). When the domain is limited to a few values, we initially iden-
tify the unique values (e.g., column sex with value “male” or “female”),
then a category is created for each of them.

Numerical columns contain numerical values such as integers or floats. A
policy operates on specific elements (e.g., 𝑓 𝑟𝑒𝑞𝑢𝑒𝑛𝑐𝑦≠0) or ranges (e.g.,
𝑎𝑔𝑒≥18). Numerical columns are partitioned into equal-width buckets
according to the following procedure:

i) Identify the minimum (𝑣𝑎𝑙𝑚𝑖𝑛) and the maximum (𝑣𝑎𝑙𝑚𝑎𝑥) values;

ii) Identify the number of unique values 𝑈;

iii) Set the total number of buckets 𝐵 as a pseudo-randomly gener-
ated integer in the interval [1, 𝑈 ] for integer values, and in the
interval [1, 𝑚𝑖𝑛(𝑈 , √𝑁)], where 𝑁 is the number of values in the
column, for float values;
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iv) Create 𝐵 equal-width buckets, each containing from 0 to 𝑁−1 el-
ements: [𝑉𝑚𝑖𝑛, 𝑉𝑏1[, [𝑉𝑏1, 𝑉𝑏2[, ..., [𝑉𝑏𝑛, 𝑉𝑚𝑎𝑥].

This imbalanced bucketing aligns well with real-life protection strategies.
The policy operates without knowledge of the buckets’ content, just like a
real-world policy lacks awareness of the values it anonymizes. As an exam-
ple, let us suppose column age contains integers from 1 to 100, and 𝐵=10.
The created buckets are [1, 10], [11, 20], ..., [91, 100]. It is important to em-
phasize that a bucket may contain 0 elements; for instance, there might be
no individuals aged between 81 and 90 in the dataset. Conversely, a bucket
could contain nearly all the elements except one, which might occur when
there is an outlier and most values are condensed in a narrow interval.

6.1.4 Metrics

Our simulations use the qualitative, quantitative, and entropy-based metrics
described in Section 6.1.1. The qualitative metric based on Jensen-Shannon
divergence captures the global statistical similarity between the original and
anonymized datasets. The quantitative metric based on the Jaccard coeffi-
cient captures the similarity between the original and anonymized datasets
based on shared elements without considering element frequency or count.
They are presented in Algorithm 1 and Algorithm 2, and described in detail
in [79].
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Algorithm 1: Qualitative metric implementation
INPUT:
df1: Original dataset
df2: Processed dataset
OUTPUT:
qualitativeScore: Qualitative similarity score

1 ds ← [];
2 ws ← [];
3 foreach col in df1.columns do
4 df1_value_counts ← df1[col].value_counts(normalize=True,

dropna=False);
5 df2_value_counts ← df2[col].value_counts(normalize=True,

dropna=False);
6 combined_index ←

df1_value_counts.index.union(df2_value_counts.index,
sort=True);

7 p ← df1_value_counts.reindex(combined_index, fill_value=0.0);
8 q ← df2_value_counts.reindex(combined_index, fill_value=0.0);
9 ds.append(distance.jensenshannon(p, q));

10 ws.append(df1[col].nunique() / df1[col].count());
11 end
12 weight_sum ← sum(ws);
13 ws ← [w/weight_sum for w in ws];
14 return 1 - np.average(ds, weights=ws);

Algorithm 2: Quantitative metric implementation
INPUT:
df1: Original dataset
df2: Processed dataset
OUTPUT:
quantitativeScore: Quantitative similarity score

1 df1_non_none_cells ← df1.count().sum();
2 df2_non_none_cells ← df2.count().sum();
3 return df2_non_none_cells / df1_non_none_cells;
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The entropy-based metric is built on the entropy of a dataset. In particu-
lar, in the context of probability distributions, entropy measures the amount
of uncertainty in the outcomes of a distribution. The metric first computes
the Shannon entropy [73] of each column as 𝐻(𝑋)=−∑𝑖 𝑝𝑖 log2 𝑝𝑖. Then, the
entropy of all columns is averaged to calculate the overall dataset entropy.

By adding an entropy-based metric, we can gain insights into how indi-
vidual attributes and internal data variability are affected by data protection
requirements. Entropy measures the information loss and attribute-level di-
versity in the original and anonymized datasets.

Each metric provides a different view of how data protection require-
ments impact the data quality of each pipeline instance in terms of data
completeness. Each metric measures the data quality 𝑄 of a pipeline (see
Algorithm 3) as a metric value in [0, 1], where 0 denotes full data loss and
1 denotes full data preservation. The data quality 𝑄 of the pipeline instance
is calculated by comparing the dataset given as input to the pipeline and the
dataset returned as output by the pipeline according to one or more of the
available metrics.

Algorithm 3: Metric evaluation in the sliding window algorithm
INPUT:
window: Current window
metricName: Quality metric name
originalDataset: Input dataset
OUTPUT:
bestComposition: Optimal service composition

1 servicesCompositions ← window.cartesianProduct();
2 foreach sc in servicesCompositions do
3 pipeline ← Pipeline(services=sc, metricName=metricName);
4 execution ← pipeline.run(originalDataset);
5 if execution.metric > bestComposition.metric then
6 bestComposition ← sc;
7 end
8 end
9 return bestComposition;
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6.1.5 Anonymized Values Management

After a policy is applied, the dataset has the same number of rows and
columns, with a part of the cell values assigned with the empty placeholder.
This approach supports multiple anonymizations of the same cell. In other
words, we consider the scenario where the policies of two or more consecu-
tive services apply to an (partially) overlapped subset of the dataset.

Protecting through the empty placeholder substantially affects the met-
rics’ implementation too. For the qualitative metric, changes in the proba-
bility distribution of empty placeholders are treated as changes in any other
column distribution. For the quantitative metric, we track the number of
cells with value ≠empty. This represents the amount of plain information in
the dataset. The entropy-based metric accounts for the probability of empty
placeholders in the same way as it does for the probability of the other val-
ues.

6.2 Experimental Evaluation

This section presents the experimental evaluation of our tool, analyzing data
quality variations under several different conditions. The tool examines the
impact of various datasets and configurations on data quality.

Each experiment aggregates results from 20 simulations with different
seed initializations. The graphs present the window size on the x-axis and
the corresponding data quality 𝑄 or normalized data quality 𝑄/𝑄∗ on the y-
axis, where 𝑄 is the quality retrieved by our sliding window heuristic and
𝑄∗ is the optimum quality retrieved by the exhaustive approach. Normalized
data quality 𝑄/𝑄∗ clarifies the overall performance of our framework and,
when clear from the context, we will refer to both 𝑄 and 𝑄/𝑄∗ as data quality.

The performance in terms of execution time has been extensively mea-
sured in our previous work in [79] and not reported here for conciseness. All
experiments have been conducted on a machine equipped with an Intel(R)
Xeon(R) CPU E5-2620 v4 @ 2.10GHz CPU and 32GB of RAM.
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Table 6.2: Datasets description

Trait Inmates IBM HR
Analytics

Red Wine
Quality

Average of columns’ entropy 5.35 3.13 5.61

Variance of columns’ entropy 13.09 8.56 2.01

Row count 10000 1470 1599

Column count 12 35 12

Integer column count 2 12 2

Float column count 0 0 9

Bool column count 0 3 0

Timestamp column count 2 0 0

String column count 4 0 0

Categorical column count 4 20 1

6.2.1 Datasets

We conducted experiments across multiple datasets selected to maximize
their diversity in terms of entropy measures, row and column counts, and
distribution of data types. Table 6.2 presents the key characteristics of our
datasets described in the following.

Inmates. It contains nightly updates of individuals incarcerated in Depart-
ment of Corrections facilities. Data collection began on August 22,
2017, with daily updates reflecting the current inmate population.

IBM HR Analytics Employee Attrition & Performance. A popular fic-
tional dataset created by IBM data analysts containing information on
workers and work-life balance.

Red Wine Quality. Publicly available on Kaggle, it contains chemical and
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sensory information from over 1500 red wines, designed for classifi-
cation and regression modeling. The dataset features class imbalance
with predominantly normal wines rather than excellent or poor ones.

The following sections present the experimental evaluations executed on
the above datasets.

6.2.2 Experimental Evaluation 1: Metrics and Datasets

Experimental evaluation 1 assesses data quality variations with differ-
ent combinations of metrics and datasets. The simulation is configured
with seven nodes, five services, RowLowerBound=0.2, RowUpperBound=1,
ColumnLowerBound=0.6, and ColumnUpperBound=0.9.

Figure 6.3, Figure 6.4 and Figure 6.5 present the results varying the target
metric. Each row contains two boxplots. In the first boxplot, the orangemark
inside the box represents the median value, while the blue line connects the
average values. The second boxplot represents the difference in data qual-
ity between window |𝑤 | and window |𝑤 |−1 within the same simulation. It
highlights how increasing the window size improves the data quality stabil-
ity. Additionally, all blue lines in Figure 6.2a, Figure 6.2b, and Figure 6.2c are
aggregated in Figure 6.2 grouped by the metric type.

Figure 6.2 shows that the datasets and their distributions strongly affect
the data quality. However, the overall trend remains consistent across all
pairs of datasets and metrics. The results show that the window size signifi-
cantly impacts all metrics: when the window size increases, the data quality
increases, with a steeper trend for smaller window sizes. A side effect oc-
curs in the qualitative metric for dataset Inmates, where the data quality at
window size 6 is lower than at window size 5. We discuss this side effect in
Section 6.2.5.

To validate whether our findings apply to longer pipelines, we
conducted a single experiment with nine nodes (Figure 6.6). Due
to the computational complexity of simulating longer pipelines with
numerous service compositions, which is modeled by the expression
∑𝑀𝑎𝑥𝑆

𝑠=𝑀𝑖𝑛𝑆∑
𝑀𝑎𝑥𝑁
𝑛=𝑀𝑖𝑛𝑁∑𝑚𝑖𝑛(𝑛,𝑀𝑎𝑥|𝑤|)

|𝑤|=1 𝑠|𝑤 | ∗ (𝑛 − |𝑤| + 1) + 𝑛, we limited our valida-
tion to one experiment only using dataset Inmates and the qualitative metric.
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The above expression shows that increasing the number of services or nodes
causes an exponential growth in the number of tool operations. The exper-
iment was configured with five services, nine nodes, RowLowerBound=0.2,
RowUpperBound=1, ColumnLowerBound=0.6, and ColumnUpperBound=0.9.
Figure 6.6 confirms our previous observation: when the window size in-
creases, the data quality increases, unless a possible side effect discussed in
Section 6.2.5.

Across all experiments, once half of the window size is reached, the in-
crease in the data quality flattens (blue line in Figure 6.6). We therefore claim
that selecting a window size equal to half of the window size achieves a good
balance between execution time and data quality.

6.2.3 Experimental Evaluation 2: Fixed Row-Column Filter-
ing

Experimental evaluation 2 assesses data quality variations with different
combinations of row and column filtering. The simulation is configured with
seven nodes and five services. We set RowLowerBound and RowUpperBound
to value 𝑉𝑟𝑜𝑤 and ColumnLowerBound and ColumnUpperBound to 𝑉𝑐𝑜𝑙𝑢𝑚𝑛. We
tested different combinations of 𝑉𝑟𝑜𝑤 and 𝑉𝑐𝑜𝑙𝑢𝑚𝑛, with both parameters tak-
ing values in {0.2, 0.5, 0.8}. Figure 6.7a shows the combinations of 𝑉𝑟𝑜𝑤 and
𝑉𝑐𝑜𝑙𝑢𝑚𝑛, each labeled with a letter from A to I. This choice reduces random-
ness in service implementation and evaluates how 𝑉𝑟𝑜𝑤 and 𝑉𝑐𝑜𝑙𝑢𝑚𝑛 affect data
quality. We randomly selected the categories used to partition the column
domains and the categories to remove during filtering.

We repeated the experiment for every dataset and results are presented in
Figure 6.7b, Figure 6.7c, and 6.7d. Each line represents the data quality with
a specific configuration of 𝑉𝑟𝑜𝑤 and 𝑉𝑐𝑜𝑙𝑢𝑚𝑛. Our results show that configu-
rations with high 𝑉𝑟𝑜𝑤 (≥ 0.5), that is, a low percentage of filtered categories,
produce high data quality. This effect is amplified when 𝑉𝑐𝑜𝑙𝑢𝑚𝑛 is high (≥
0.5) and reaches its highest impact on the data quality when both 𝑉𝑟𝑜𝑤 and
𝑉𝑐𝑜𝑙𝑢𝑚𝑛 are at the maximum value 0.8. In summary, strategy row filtering
has a significantly greater impact on the data quality compared to column
filtering.
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6.2.4 Experimental Evaluation 3: Number of Candidate Ser-
vices

Experimental evaluation 3 assesses how data quality varies with the number
of candidate services on the dataset Inmates using the qualitative metric. The
simulation is configured with six nodes, a number 𝑆 of candidate services
per node ranging from 2 to 10, RowLowerBound=0.2, RowUpperBound=1,
ColumnLowerBound=0.6, and ColumnUpperBound=0.9.

Figure 6.8 shows that simulations with more candidate services per node
yield higher data quality than those with fewer candidate services. This oc-
curs because larger service pools increase the chance of finding near-optimal
pipelines, whereas a small service pool significantly limits the number of
available service compositions. Besides, the rate of data quality improve-
ment decreases as the service pool size increases. With a small service pool,
the chance of finding a better service composition by introducing an extra
service is high because few service compositions exist. On the other hand,
as the service pool increases in dimension, the marginal benefit of each ad-
ditional service diminishes. This is due to a saturation effect : once a set of
near-optimal compositions is available, the probability that a new service
yields a better composition is low.

6.2.5 Side Effect of the Sliding Window Algorithm

During the experimental evaluation, we observed a side effect in specific sim-
ulation instances: the data quality retrieved at window size |𝑤 | was higher
than the one at window size |𝑤 |+1, showing a decrease in data quality with
higher window size. This observation contradicts the theoretical expecta-
tion that data quality should demonstrate nondecreasing monotonic behav-
ior as thewindow size increases, given that larger windows provide a broader
overview of possible service compositions. This phenomenon is due to the
operational characteristics of our heuristic implementation, as discussed be-
low.

To illustrate this side effect, we provide a simple example based on the
pipeline template shown in Table 6.3a. The pipeline includes three vertices
and four services: the first two services are candidates for the initial vertex,
while the remaining services are each associated with one of the remaining
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Table 6.3: Side effect on data quality.

Vertex Services

𝑣1 𝑠11, 𝑠12

𝑣2 𝑠21

𝑣3 𝑠31
(a) Pipeline Template

Service Chain w Q

𝑠11 w=1 0.8

𝑠12 w=1 0.7

𝑠11 → 𝑠21 w=2 0.5

𝑠12 → 𝑠21 w=2 0.6

𝑠11 → 𝑠21 → 𝑠31 w=3 0.4

𝑠12 → 𝑠21 → 𝑠31 w=3 0.3
(b) Service compositions

vertices. Table 6.3b lists the service compositions and corresponding data
quality computed on the corresponding composition varying the window
size 𝑤. In the following, we denote as 𝑄(𝑠1,𝑖 → … → 𝑠|𝑉 |,𝑗) the quality of the
service composition 𝑠1,𝑖 → … → 𝑠|𝑉 |,𝑗.

With window size |𝑤 |=1, the algorithm retrieves 𝑄(𝑠11)=0.8 and
𝑄(𝑠12)=0.7. The service selected for the first node of the pipeline is 𝑠11 be-
cause 𝑄(𝑠11)>𝑄(𝑠12). At the end of the algorithm, the resulting data quality
is 𝑄(𝑠11 → 𝑠21 → 𝑠31)=0.4.

With window size |𝑤 |=2, the algorithm retrieves 𝑄(𝑠11 → 𝑠21)=0.5 and
𝑄(𝑠12 → 𝑠21)=0.6. The service selected for the first node of the pipeline is
𝑠12 because 𝑄(𝑠11 → 𝑠21)<𝑄(𝑠12 → 𝑠21). At the end of the algorithm, the
resulting data quality is 𝑄(𝑠12 → 𝑠21 → 𝑠31)=0.3, which is lower than the
metric value computed with |𝑤 |=1, leading to a decline in data quality.

With window size |𝑤 |=3, the algorithm evaluates 𝑄(𝑠11 → 𝑠21 → 𝑠31)=0.4
and 𝑄(𝑠12 → 𝑠21 → 𝑠31)=0.3. The service selected for the first node of the
pipeline is 𝑠11 because 𝑄(𝑠11 → 𝑠21 → 𝑠31)>𝑄(𝑠12 → 𝑠21 → 𝑠31). At the end of
the algorithm, the resulting data quality is 𝑄(𝑠11 → 𝑠21 → 𝑠31)=0.4. We note
that when the window size equals the pipeline length, the algorithm always
finds the optimal pipeline instance.



1106. Data Governance Framework: Implementation Choices and Experimental Evaluation

From the above example, we note that the data quality retrieved with
window size 2 is lower than that retrieved with window size 1. This fluc-
tuation is due to a dependency between 𝑠12 and 𝑠21, which results in the in-
stantiation of service 𝑠12 with window size 2. This choice affects the whole
pipeline instantiation resulting in a suboptimal choice with window size 2. It
is important to note that the side effect in this section does not compromise
the overall quality pattern when averaging across numerous simulations.

6.3 Chapter Summary

This chapter presented the practical implementation and experimental eval-
uation of the data governance framework through a configurable tool that
validates the sliding window optimization approach. The tool enables repro-
ducible benchmarking of pipeline instances across diverse scenarios while
supporting multiple quality metrics and data protection configurations. Ex-
perimental results demonstrate that the sliding window heuristic achieves
near-optimal data quality performance across different datasets and filter-
ing strategies, confirming the framework’s feasibility in balancing computa-
tional efficiency with analytical utility in real-world service-based data pro-
cessing environments.
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(a) Qualitative metric

(b) Quantitative metric

(c) Entropy-based metric

Figure 6.2: Aggregated results for metric types using normalized data quality
𝑄/𝑄∗.
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Figure 6.3: Experimental results for qualitative metric using normalized data
quality 𝑄/𝑄∗.
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Figure 6.4: Experimental results for quantitative metric using normalized
data quality 𝑄/𝑄∗.
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Figure 6.5: Experimental results for entropy-ratio metric using normalized
data quality 𝑄/𝑄∗.
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Figure 6.6: Experimental results with window size=9 using normalized data
quality 𝑄/𝑄∗.
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Letter 𝑉𝑟𝑜𝑤 𝑉𝑐𝑜𝑙𝑢𝑚𝑛

A 0.2 0.2

B 0.2 0.5

C 0.2 0.8

D 0.5 0.2

E 0.5 0.5

F 0.5 0.8

G 0.8 0.2

H 0.8 0.5

I 0.8 0.8

(a) Mapping of 𝑉𝑟𝑜𝑤 and
𝑉𝑐𝑜𝑙𝑢𝑚𝑛 configuration to
letter A-I

(b) Inmates dataset (c) IBM dataset

(d) Red-Wine dataset

Figure 6.7: Experimental results varying the dataset, and row and column
filtering
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Figure 6.8: Experimental results varying the number 𝑆 of candidate services
in [2,10]
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7
Industrial Integration

7.1 Introduction

This chapter reports the industrial validation of the proposed methodol-
ogy using ALIDA (Advanced Laboratory for Interactive Data Analytics),
a microservice-based platform developed by Engineering Ingegneria Infor-
matica for composing, deploying, and executing Big Data Analytics work-
flows. The goal is to assess the feasibility of maximizing data quality
while upholding data privacy in a real orchestration environment. The
validation approach leverages a dedicated evaluation service that executes
parametrised anonymization variants with controlled quality and protec-
tion behaviours. Data quality is monitored by comparing input and output
datasets to trace transformations throughout the pipeline. An automation
script interacts with the ALIDA API to systematically explore different con-
figurations, launch pipelines, and collect results. This systematic exploration
identifies trade-offs between utility and protection, deriving configurations
that satisfy privacy constraints while preserving quality.

The chapter is organized as follows: Section 7.2 introduces the ALIDA
platform, describing its user interface components and underlying architec-
ture. Section 7.3 presents the extended process that incorporates the pro-
posed optimization methodology within ALIDA’s workflow execution. The
integration details, including the optimization algorithm Finally, ?? presents
the experimental results and validation outcomes.
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7.2 ALIDA

ALIDA provides a model-based BDA-as-a-Service environment in which ser-
vices are registered via APIs or graphical interfaces and assembled into
batch or streaming pipelines using a visual designer. The standard work-
flow involves service registration in a shared catalogue, pipeline composi-
tion through a visual interface, configuration of execution parameters, de-
ployment and monitoring of results through integrated dashboards. Ser-
vices can be parameterized and reused across different pipelines, enabling
modular workflow construction. The ALIDA platform organizes resources

Figure 7.1: ALIDA resource management interfaces showing examples of
dedicated list pages for models, datasets, and services. Each resource type
has its ownmanagement interface that provides creation, browsing, and con-
figuration capabilities for platform components.

through dedicated management interfaces for each resource type: data
sources, datasets, models, services, and Big Data Application (BDA) work-
flows. Each resource category has its own list page that provides manage-
ment capabilities including creation, browsing, filtering, and configuration of
components. Figure 7.1 illustrates examples of these resource management
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Figure 7.2: ALIDA main dashboard showing system statistics, workflow sta-
tus, and platform utilization metrics.

interfaces, showing the models list, datasets list, and services list pages that
enable users to organize and access platform components systematically.

These dedicated list pages enable resource lifecycle management: users
can create new resources directly through form-based interfaces, browse ex-
isting items with filtering and search capabilities, access detailed metadata
and version information, and configure component parameters for pipeline
integration. The separation of resource types ensures organized manage-
ment while maintaining clear dependencies and relationships between dif-
ferent platform components.

The main dashboard, illustrated in Figure 7.2, presents system status and
statistics for Big Data Analytics workflows and items within the ALIDA plat-
form. It provides an overview of workflow execution status, system resource
utilization, and performance metrics.

The BDA list page, shown in Figure 7.3, provides a view of public and per-
sonal Big Data Analytics workflows within the platform. Users can browse,
filter, and search through available workflows, accessing summary informa-
tion including execution status, creation date, and performance metrics. The
interface is a navigation hub for workflow management and enables users to
locate and access analytical processes.
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Figure 7.3: ALIDA BDA list interface displaying available Big Data Analytics
workflowswith filtering and search capabilities. Users can browse and access
workflow summaries and execution status.

Individual BDAworkflow details and their outputs are presented through
dedicated detail pages, as shown in Figures 7.4 , 7.5, 7.6. These interfaces
provide, among others, workflow management capabilities: users can mod-
ify workflows by adding or removing services, datasets, and models, and
connecting them to create custom processing pipelines. Moreover users can
start, clone or delete obsolete workflows and launch new instances. Beyond
execution control, users can access experimental configurations, review ex-
ecution history, and analyze past runs.

From an infrastructural point of view, ALIDA is a microservice-based
platform [80]. Core components include Argo Workflow for orchestration,
Kubernetes for deployment, Apache Kafka for messaging, and Minio for ob-
ject storage. GPU support and MLOps features extend the platform to ma-
chine learning workflows, enabling model serving with lifecycle manage-
ment (versioning, automated deployment). The architecture, summarized in
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Figure 7.4: ALIDA BDA detail interface showing workflow information in-
cluding configuration parameters, execution status, and processing details
for individual analytics workflows.



124 7. Industrial Integration

Figure 7.5: ALIDA BDA detail interface in edit mode, allowing users to mod-
ify workflow configurations, add or remove services, datasets, and models,
and connect components to create custom processing pipelines.
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Figure 7.6: ALIDA BDA metrics interface displaying detailed output metrics
and results from workflow execution, providing analytical insights and per-
formance measurements for completed analytics processes.
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Figure 7.7: High-level architecture of the ALIDA platform, illustrating the
interaction between client components, core services, orchestration infras-
tructure, and storage systems.

Figure 7.7, is layered: clients access the system through a REST/SSE gateway;
identity services enforce authentication and authorization; managers and or-
chestrators translate templates and YAML specifications into Kubernetes in-
structions; the cluster executes Pods using container images and object stor-
age for artifacts; status and monitoring services track execution and provide
feedback; a message broker distributes asynchronous events; and results are
returned through the gateway. This arrangement maintains a continuous
flow from request to execution with orchestration and persistent storage.

7.3 Methodology Integration and Optimization
Framework

Building upon ALIDA’s workflow capabilities, this section presents the inte-
gration of the proposed data quality and privacy optimization methodology
within the platform’s execution environment. While ALIDA provides work-
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Artifacts

Storage

ALIDA

𝑝21 𝑝22 𝑝23

ALIDA API

Data Quality
Optimization Orchestrator

Figure 7.8: Integration of the proposed data quality and protection optimiza-
tion framework within the ALIDA platform architecture. The framework op-
erates as an external service that interacts with ALIDA’s orchestration layer
via its API, enabling remote control of pipeline execution and evaluation.

flow management and execution infrastructure, the manual configuration of
privacy-preserving data processing pipelines remains challenging, particu-
larly when balancing competing objectives of data utility and protection.

To address this limitation, an automated optimization orchestrator has
been developed that extends ALIDA’s functionality by systematically explor-
ing configuration spaces to identify optimal trade-offs between data quality
and privacy constraints. The extended architecture, illustrated in Figure 7.8,
operates throughALIDA’s API, enabling programmatic parameterization and
workflow control of execution while leveraging the platform’s native scaling,
monitoring and metrics collection capabilities.
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Algorithm 4: Multi-Objective Fraction Optimization for Service
Groups
INPUT: List of services 𝑆; List of sample fractions 𝐹; Objective:

minimize qualitative, quantitative, entropy metrics.
OUTPUT: Best service grouping and fraction, for all objectives.

1 Load DATASET;
2 Define experiment, logging, and optimization parameters;
3 Set up MLflow tracking and experiment;
4 Set optimization directions: [min, min, min] (for qualitative,

quantitative, entropy);
5 foreach service grouping 𝑔 of |𝑆| services do
6 foreach fraction tuple 𝑓 in 𝐹 |𝑆| do
7 Add (𝑔, 𝑓 ) to candidate set;
8 end
9 end

10 foreach trial do
11 Select (𝑔, 𝑓 ) from candidate set;
12 Build parameter set for BDA using (𝑔, 𝑓 );
13 Evaluate BDA run with current params → metric matrix 𝑀;
14 if no valid output then
15 Assign infinite objectives (trial fails);
16 end
17 else
18 𝑄 ← sum of qualitative values in 𝑀;
19 𝑁 ← sum of quantitative values in 𝑀;
20 𝐸 ← sum of entropy values in 𝑀;
21 Return (𝑄, 𝑁 , 𝐸) as objective triple;
22 end
23 end
24 Run multi-objective optimization (e.g., Optuna) using objective

function;
25 foreach optimal trial found do
26 Log service parameters and metrics to experiment tracker;
27 Save or export summary of results;
28 end
29 return Set of best configurations for all objectives
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A dedicated data quality assessment service performs comparative anal-
ysis between input and output datasets, calculating differentials in quality
metrics to measure preservation or degradation during processing. This ser-
vice requires an additional input parameter containing the original dataset to
ensure continuous quality monitoring throughout data transformation and
store the resulting metrics leveraging ALIDA’s native metric output system.

The pseudocode outlined in algorithm ?? formalizes the logic of exper-
imental optimization algorithm. The process begins by initializing global
experiment parameters and service lists (lines 1-4), linking the experiment
to a tracking platform to store and track quality metrics. The algorithm gen-
erate all possible combinations of sampling fractions assigned to each service
group (lines 5-9). This exhaustive product of possible assignments forms the
candidate configuration set, ensuring that the optimization is not limited to
local minima and can survey the entire feasible search space compliant with
policy constraints inherent to the pipeline. For each candidate configura-
tion, the algorithm constructs parameters that are passed to each service,
encapsulating the service label and the assigned sample fraction (lines 11-
12). The configuration is then evaluated through a BDA run that produces a
metric matrix (line 13). Each experiment results in a matrix containing the
computed values for three metrics: qualitative score, quantitative score, and
entropy for each group. These metrics collectively capture distinct facets
of both data utility and information-theoretic unpredictability within the
pipeline. The algorithm proceeds by summing across the groups for each
metric (lines 17-19), producing aggregated values for the three objectives:
the overall qualitative score, the overall quantitative score, and the overall en-
tropy. It then leverages a multi-objective optimization framework (line 23),
treating each metric as an independent objective to be minimized, thereby
jointly balancing competing system goals. If a candidate configuration fails
to produce results due to policy violations or data insufficiency, it is assigned
infinite objective values (line 15), effectively pruning unviable solutions from
the search process.

Through iterative trials, the optimizer actively explores the configuration
space, guided by the outcomes of previous evaluations. Upon completion,
the algorithm returns the set of best-performing configurations-those which
achieve the most favorable trade-offs among the three objectives.
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Rather than employing the simpler sliding window heuristics, the selec-
tion of optimal configurations utilizes an advanced Tree-structured Parzen
Estimator (TPE) algorithm. TPE is a hyperparameter optimization algorithm
that operates within the Bayesian optimization framework by iteratively se-
lecting hyperparameter configurations to minimize an unknown objective
function. The algorithm employs Parzen window estimators, which are
kernel density estimators that provide smoothed approximations of prob-
ability distributions, to model the density of hyperparameter configurations
based on their performance. TPE partitions previously evaluated hyperpa-
rameter configurations into two groups using a threshold value 𝑦∗ that sep-
arates good and bad performance outcomes, then constructs density esti-
mates 𝑙(𝑥) = 𝑝(𝑥|𝑦 < 𝑦∗) for configurations with superior performance and
𝑔(𝑥) = 𝑝(𝑥|𝑦 > 𝑦∗) for configurations with inferior performance. The algo-
rithm selects the next hyperparameter configuration by maximizing the den-
sity ratio 𝑙(𝑥)/𝑔(𝑥), effectively choosing configurations that are most likely
to yield good results while being least likely to produce poor outcomes. The
traditional independent TPE implementation assumes parameter indepen-
dence and estimates multivariate densities as products of univariate Parzen
window estimators, which fails to capture interdependencies between hy-
perparameters. The multivariate TPE extension addresses this limitation by
directly modeling the joint densities 𝑙(𝑥) and 𝑔(𝑥) using multivariate Parzen
window estimators, thereby capturing parameter dependencies and improv-
ing optimization performance through more expressive density modeling,
particularly in scenarios where optimal parameter values exhibit correlation
or conditional dependencies.

7.4 Framework Integration with ALIDA

The integration of ALIDA was implemented through a systematic approach
designed to monitor and optimize data quality throughout the privacy-
preserving data processing pipeline. A dedicated service was developed to
leverage ALIDA’s native metrics output system for data quality assessment.

This service performs comparative analysis between input and output
datasets by calculating the differential in data quality metrics, enabling pre-
cise measurement of quality preservation or degradation during processing.
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To facilitate this comparative analysis, the service requires an additional ar-
tificial input parameter containing the original dataset, ensuring continuous
quality monitoring capabilities throughout the data transformation process.
The service architecture supports configurable operational parameters, in-
cluding encryption policies and data protection mechanisms, providing flex-
ibility for various privacy requirements.

The optimization process is managed through a dedicated configurator
component that systematically evaluates different service configurations to
identify the optimal setup for maximizing data quality. This configurator
operates through programmatic manipulation of ALIDA via its application
programming interface, executing a two-phase optimization workflow.

The configuration phase utilizes a base pipeline template that serves as
the foundation for the research methodology, incorporating all necessary
service types required for the privacy-preserving data processing workflow.
Following template establishment, the optimization script generates multiple
configuration instances from this base template and manages their parallel
execution, monitoring completion status and retrieving results for compara-
tive evaluation.

Prior to pipeline execution, the script computes all possible service com-
binations within the defined parameter space, creating a search domain for
configuration optimization. Rather than employing basic sliding window
heuristics, the selection of optimal configurations utilizes an advanced tree-
parser algorithm, which provides more sophisticated optimization capabili-
ties for navigating the complex configuration space and identifying solutions
that maximize data utility while maintaining privacy constraints.

7.5 Multi-Objective Optimization Algorithm

The pseudocode outlined in Line 5 formalizes the logic underpinning our
experimental optimization algorithm within the data quality and protection
framework. The process begins by initializing global experiment parameters
and service lists (lines 1-4), linking the experiment to a tracking platform to
ensure full reproducibility.

The core of the algorithm is the systematic generation of all possible com-
binations of sampling fractions assigned to each service group (lines 5-9).
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Algorithm 5: Multi-Objective Fraction Optimization for Service
Groups
INPUT: List of services 𝑆; List of sample fractions 𝐹; Objective:

minimize qualitative, quantitative, entropy metrics.
OUTPUT: Best service grouping and fraction, for all objectives.

1 Load DATASET;
2 Define experiment, logging, and optimization parameters;
3 Set up MLflow tracking and experiment;
4 Set optimization directions: [min, min, min] (for qualitative,

quantitative, entropy);
5 foreach service grouping 𝑔 of |𝑆| services do
6 foreach fraction tuple 𝑓 in 𝐹 |𝑆| do
7 Add (𝑔, 𝑓 ) to candidate set;
8 end
9 end

10 foreach trial do
11 Select (𝑔, 𝑓 ) from candidate set;
12 Build parameter set for BDA using (𝑔, 𝑓 );
13 Evaluate BDA run with current params → metric matrix 𝑀;
14 if no valid output then
15 Assign infinite objectives (trial fails);
16 end
17 else
18 𝑄 ← sum of qualitative values in 𝑀;
19 𝑁 ← sum of quantitative values in 𝑀;
20 𝐸 ← sum of entropy values in 𝑀;
21 Return (𝑄, 𝑁 , 𝐸) as objective triple;
22 end
23 end
24 Run multi-objective optimization (e.g., Optuna) using objective

function;
25 foreach optimal trial found do
26 Log service parameters and metrics to experiment tracker;
27 Save or export summary of results;
28 end
29 return Set of best configurations for all objectives
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This exhaustive product of possible assignments forms the candidate config-
uration set, ensuring that the optimization is not limited to local minima and
can survey the entire feasible search space compliant with policy constraints
inherent to the pipeline.

For each candidate configuration, the algorithm constructs parameters
that are passed to the batch data analysis application (BDA), encapsulating
the service label and the assigned sample fraction (lines 11-12). The config-
uration is then evaluated through a BDA run that produces a metric matrix
(line 13).

Each experiment results in a matrix containing the computed values for
three metrics: qualitative score, quantitative score, and entropy for each
group. These metrics collectively capture distinct facets of both data util-
ity and information-theoretic unpredictability within the pipeline. The algo-
rithm proceeds by summing across the groups for each metric (lines 17-19),
producing aggregated values for the three objectives: the overall qualitative
score, the overall quantitative score, and the overall entropy.

It then leverages a multi-objective optimization framework (line 23),
treating each metric as an independent objective to be minimized, thereby
jointly balancing competing system goals. If a candidate configuration fails
to produce results due to policy violations or data insufficiency, it is assigned
infinite objective values (line 15), effectively pruning unviable solutions from
the search process.

Through iterative trials, the optimizer actively explores the configuration
space, guided by the outcomes of previous evaluations. Upon completion,
the algorithm returns the set of best-performing configurations—thosewhich
achieve the most favorable trade-offs among the three objectives—enabling
further analysis, benchmarking, or deployment.
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Tree-structured Parzen Estimator Implementation
TPE is a hyperparameter optimization algorithm that operates within the
Bayesian optimization framework by iteratively selecting hyperparame-
ter configurations to minimize an unknown objective function. The al-
gorithm employs Parzen window estimators, which are kernel density
estimators that provide smoothed approximations of probability distri-
butions, to model the density of hyperparameter configurations based
on their performance.
TPE partitions previously evaluated hyperparameter configurations into
two groups using a threshold value 𝑦∗ that separates good and bad per-
formance outcomes, then constructs density estimates 𝑙(𝑥) = 𝑝(𝑥|𝑦 < 𝑦∗)
for configurations with superior performance and 𝑔(𝑥) = 𝑝(𝑥|𝑦 > 𝑦∗) for
configurations with inferior performance. The algorithm selects the next
hyperparameter configuration bymaximizing the density ratio 𝑙(𝑥)/𝑔(𝑥),
effectively choosing configurations that are most likely to yield good re-
sults while being least likely to produce poor outcomes.
The traditional independent TPE implementation assumes parameter in-
dependence and estimates multivariate densities as products of univari-
ate Parzen window estimators, which fails to capture interdependencies
between hyperparameters. The multivariate TPE extension addresses
this limitation by directly modeling the joint densities 𝑙(𝑥) and 𝑔(𝑥) us-
ing multivariate Parzen window estimators, thereby capturing parame-
ter dependencies and improving optimization performance throughmore
expressive density modeling, particularly in scenarios where optimal pa-
rameter values exhibit correlation or conditional dependencies.

7.6 Experimental Evaluation

The experimental evaluation of the newmulti-objective optimization heuris-
tics compared to the sliding window approach is currently in progress. The
evaluation requires the reimplementation of the sliding window heuristic to
enable direct comparisons with the TPE-based optimization.

Implementation work has been completed for the TPE integration and
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multi-objective optimization framework. The full experimental results will
be available upon completion of the framework reimplementation and com-
prehensive evaluation across multiple industrial scenarios.

7.7 Chapter Summary

This chapter presented the industrial integration of the data governance
framework through collaboration with industry partners and the develop-
ment of advanced multi-objective optimization algorithms. The work ex-
tends the original sliding window heuristic with Bayesian optimization tech-
niques that can simultaneously optimize multiple quality dimensions while
ensuring data protection compliance. The Tree-structured Parzen Estimator
implementation enables more sophisticated service selection by capturing
parameter dependencies and improving optimization performance in com-
plex industrial scenarios with interdependent service configurations.
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Conclusions

In this thesis, we have investigated data governance frameworks in the
context of modern distributed data processing systems, presenting a novel
policy-driven approach that addresses the requirements and challenges of
balancing data quality and privacy protection in service-based pipelines. Af-
ter a brief introduction (Chapter 1) and related work analysis (Chapter 2),
Chapters 3–5 presented a multi-dimensional, dynamic optimization frame-
work at the core of our approach. The framework has been validated through
experimental evaluation (Chapter 6) and integrated with industrial platforms
(Chapter 7). In this chapter, we summarize the contributions of this thesis
(Section 8.1) and outline challenges left to future work (Section 8.2).

8.1 Summary of the Contributions

The contribution of this thesis is the definition of a data governance frame-
work for modern distributed data processing applications. The framework
consists of a policy-driven service selection and composition approach that
dynamically optimizes quality-privacy trade-offs, and is fully integrated
within the data pipeline lifecycle, from template design and service discovery
to instance optimization and execution monitoring.

Policy-Driven Service Selection Framework. We defined a policy-
driven framework that enables systematic specification and enforcement of
quality and privacy requirements in distributed data processing pipelines.
Our approach extends traditional attribute-based access control (ABAC)
models to incorporate data quality considerations alongside privacy protec-
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tion requirements. We developed a service selection process that simulta-
neously optimizes multiple, often conflicting objectives including data qual-
ity preservation and privacy protection strength. The framework includes
systematic approaches for managing the fundamental tension between data
utility maximization and privacy protection, with metrics that quantify both
quality degradation and privacy protection strength for objective evaluation
of different service combinations.

Industrial Integration and Validation. We provided practical ap-
proaches for integration with existing data processing platforms and in-
dustrial systems. We integrated our framework with ALIDA, an industrial
data analytics platform developed by Engineering Ingegneria Informatica,
demonstrating practical deployment of quality-privacy optimization in real-
world scenarios. We developed experimental evaluation approaches that as-
sess the effectiveness of our quality-privacy optimization across multiple di-
mensions and provided analysis of the computational and operational over-
head introduced by our governance framework, demonstrating that quality-
privacy optimization can be achieved with acceptable performance char-
acteristics for practical deployment in distributed data processing environ-
ments.

8.2 Future Work

The research described in this thesis can be extended along several directions.
Increasing automation while reducing complexity assumptions.

Any data governance framework, including the one presented in this the-
sis, builds on assumptions about the complexity and predictability of service
behaviors and quality-privacy relationships. Futurework includes the defini-
tion of techniques that reduce these assumptions while preserving the effec-
tiveness of quality-privacy optimization. This might require new approaches
to automatically learn service characteristics and quality-privacy trade-offs
from observed behavior, reducing the need for manual policy specification.
Additionally, federated learning techniques might be implemented to enable
collaborative governance across organizational boundaries without sharing
sensitive policy information.

Governance of composite distributed pipelines. Governance of
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complex distributed pipelines refers to the ability to optimize quality-privacy
trade-offs across pipeline compositions spanning multiple organizations and
platforms. This challenge extends beyond single-platform optimization to
address inter-organizational data sharing agreements and federated gover-
nance policies. Work to be investigated includes: i) how to harmonize qual-
ity metrics and privacy requirements across different organizational contexts
and regulatory jurisdictions; ii) how to compose optimization decisions in a
multi-stakeholder setting where different participants may have conflicting
objectives and constraints.

Governance-driven system lifecycle management. The need to
maintain quality-privacy balance throughout system evolution has led to ap-
proaches for dynamic service adaptation built on continuous optimization.
An interesting research direction consists of a fully governance-driven ap-
proach for distributed systemmanagement. This includes: i) novel predictive
approaches that anticipate changes in data characteristics, service availabil-
ity, or regulatory requirements that might affect quality-privacy optimiza-
tion; ii) proactive adaptation strategies that prevent quality-privacy viola-
tions rather than reactive optimization that responds to observed changes.

Advanced machine learning governance. The integration of ML
workloads represents an important step towards data governance in AI-
driven systems. Several extensions remain to be explored. First, additional
approaches for ML-specific quality assessment should be considered, includ-
ing fairness evaluation techniques that can provide stronger guarantees com-
parable to formal verification methods, and interpretability analysis that en-
ables inspection of ML model decision-making processes. Second, ML mod-
els are increasingly treated as reusable artifacts that are initially trained by
one organization and then fine-tuned by others for specific applications. This
scenario points to a marketplace of ML services whose cornerstone must
be governance-aware deployment. It introduces the need for: i) standard-
ized quality-privacy specifications that are both rigorous and understandable
for diverse stakeholders; ii) governance processes that evaluate ML services
across different deployment contexts and adaptation phases. Third, the re-
lationship between distributed data processing and ML model composition
should be considered, especially when ML is used both for data analytics
and pipeline orchestration. Each ML service may depend on complex data
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processing pipelines that include otherML components, requiring novel gov-
ernance approaches for composite ML-driven systems.

8.3 Closing Remarks

The research presented in this thesis addresses fundamental challenges in
modern distributed data processing systems where the tension between data
utility maximization and privacy protection requires sophisticated gover-
nance approaches. The policy-driven framework we developed provides a
systematic foundation for balancing these competing objectives while main-
taining the flexibility needed for diverse analytical scenarios and stakeholder
requirements.

The practical validation through industrial integration demonstrates that
quality-privacy optimization can be achieved with acceptable computational
overhead and operational complexity, making the approach viable for real-
world deployment. The successful adaptation tomachine learningworkloads
further establishes the framework’s relevance for contemporary data-driven
applications where ML models are central to analytical value creation.

Looking forward, the increasing importance of collaborative data analyt-
ics across organizational boundaries, combined with evolving privacy regu-
lations and quality expectations, underscores the continued relevance of re-
search in this area. The foundation established in this thesis provides a start-
ing point for addressing more complex governance challenges in federated
learning, cross-border data sharing, and AI-driven system orchestration.

The ultimate goal of enabling trustworthy, collaborative data process-
ing while protecting individual privacy and maintaining analytical utility re-
mains an active area of research and development, with significant implica-
tions for how organizations leverage data assets in an increasingly connected
and regulated digital environment.
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This appendix lists the publications resulting from the research presented in
this thesis.

P1: Balancing Protection and Quality in Big Data Analytics Pipelines
Co-authors: Paolo Mignone, Chiara Braghin, Marco Anisetti, Michelan-
gelo Ceci, Donato Malerba, Claudio A. Ardagna
In: Big Data, vol. 13, no. 2, pp. 127-143, 2025, Mary Ann Liebert, Inc.
Abstract: Existing data engine implementations do not properly man-
age the conflict between the need of protecting and sharing data, which
is hampering the spread of big data applications and limiting their im-
pact. These two requirements have often been studied and defined in-
dependently, leading to a conceptual and technological misalignment.
This article presents the architecture and technical implementation of
a data engine addressing this conflict by integrating a new governance
solution based on access control within a big data analytics pipeline.
Our data engine enriches traditional components for data governance
with an access control system that enforces access to data in a big data
environment based on data transformations. Data are then used along
the pipeline only after sanitization, protecting sensitive attributes be-
fore their usage, in an effort to facilitate the balance between protection
and quality. The solution was tested in a real-world smart city scenario
using the data of the Oslo city transportation system. Specifically, we
compared the different predictive models trained with the data views
obtained by applying the secure transformations required by different
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user roles to the same data set. The results show that the predictive
models, built on data manipulated according to access control policies,
are still effective.

P2: Maximizing data quality while ensuring data protection in
service-based data pipelines
Co-authors: Chiara Braghin, Marco Anisetti, Claudio A. Ardagna
In: Journal of Big Data, vol. 12, no. 1, pp. 62, 2025, Springer International Pub-
lishing
Abstract: The growing capacity to handle vast amounts of data, com-
bined with a shift in service delivery models, has improved scalability
and efficiency in data analytics, particularly in multi-tenant environ-
ments. Data are treated as digital products and processed through
orchestrated service-based data pipelines. However, advancements
in data analytics do not find a counterpart in data governance tech-
niques, leaving a gap in the effective management of data through-
out the pipeline lifecycle. This gap highlights the need for innovative
service-based data pipeline management solutions that prioritize bal-
ancing data quality and data protection. The framework proposed in
this paper optimizes service selection and composition within service-
based data pipelines to maximize data quality while ensuring compli-
ance with data protection requirements, expressed as access control
policies. Given the NP-hard nature of the problem, a sliding-window
heuristic is defined and evaluated against the exhaustive approach and
a baseline modeling the state of the art. Our results demonstrate a sig-
nificant reduction in computational overhead, while maintaining high
data quality.

P3: Data PipelinesAssessment: TheRole ofData EngineDeployment
Models
Co-authors: Claudio A. Ardagna, Valerio Bellandi, Marco Luzzara
In: CEUR Workshop Proceedings, pp. 1-13, 2024
Abstract: In this paper, we explore different deployment models for
data engines and elucidate their implications on data pipeline behavior.
Specifically, we examine the impact on data sharing, data protection,
pipeline uptime and latency, and the feasibility of moving segments of
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typical data engines to the edge. Our work demonstrates the conse-
quences of various deployment strategies on non-functional proper-
ties of data pipelines, focusing on availability, performance, and pri-
vacy. By considering the interplay between data engine deployment
and data pipeline requirements, stakeholders can make informed de-
cisions to optimize the efficiency and effectiveness of data-driven sys-
tems.

P4: Real-time anonymization of sensitive personal data using a
service-based architecture
Co-authors: Fabio Giampaolo, Stefano Izzo, Stefano Siccardi, Valerio Bel-
landi, Francesco Piccialli
In: 2023 IEEE International Conference on Web Services (ICWS), pp. 701-703,
2023
Abstract: Anonymization is an important aspect of data privacy pro-
tection, especially in the context of sensitive personal information col-
lected through sensors. In this paper, we propose a new service-based
architecture for anonymizing such data in real-time, ensuring that data
is accessible to authorized users while maintaining privacy. Our ar-
chitecture is based on the annotation of data at ingestion time, where
privacy levels are assigned to sets of columns. The anonymization pro-
cedure is performed by compressing and encoding the data through an
autoencoder model, where the encoder and decoder functions are de-
fined as parametric functions composed of multiple hidden layers.

P5: Knowledge-based legal document retrieval: A case study on ital-
ian civil court decisions
Co-authors: Valerio Bellandi, Silvana Castano, Paolo Ceravolo, Ernesto
Damiani, Alfio Ferrara, Stefano Montanelli, Sergio Picascia, Davide Riva
In: CEUR Workshop Proceedings, vol. 3256, pp. 1-13, 2022
Abstract: In this paper, we present a knowledge-based approach
for legal document retrieval based on the organization of a textual
data repository and on document embedding models. Pre-processed
and embedded documents are iteratively classified at sentence level
through a terminology extraction and concept formation cycle, using
a zero-knowledge approach that offers a high degree of flexibility with
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regard to the integration of external knowledge and the variability of
inputs, suitable to face the scarcity of annotated data and the speci-
ficity of terminology that feature the Italian legal domain document
corpora.

P6: Security Assurance in Modern IoT Systems
Co-authors: Nicola Bena, Ruslan Bondaruc
In: 2022 IEEE 95th Vehicular Technology Conference (VTC2022-Spring), pp. 1-5,
2022
Abstract: Modern distributed systems consist of a multilayer archi-
tecture of IoT, edge, and cloud nodes. Together, they are revolutioniz-
ing our lives, bringing intelligence to existing processes (e.g., smart
grids) and enabling novel, efficient and effective processes (e.g., re-
mote surgery). This transition however does not come without draw-
backs, due to the ever-increasing reliance on devices whose security
and safety are, at least, questionable. In this context, research is in its
infancy, struggling to adapt successful practices applied, for instance,
in cloud systems. Security of modern IoT systems still relies on old-
fashioned approaches, mostly static assessments considering only very
specific parts of the target system, rather than assessing the system
as a whole. In this paper, we put forward the idea of security assur-
ance for IoT, as a higher-level assurance process evaluating the target
system at different layers and different moments of its lifecycle, then
implemented by a flexible assurance framework. The quality of our
approach is evaluated in a real-world smart lighting system.

P7: Dynamic and scalable enforcement of access control policies for
big data
Co-authors: Marco Anisetti, Claudio A. Ardagna, Chiara Braghin,
Ernesto Damiani, Alessandro Balestrucci
In: Proceedings of the 13th International Conference on Management of Digital
EcoSystems, pp. 71-78, 2021
Abstract: The conflict between the need of protecting and sharing
data is hampering the spread of big data applications. Security and
privacy assurance is required to protect data owners, while data ac-
cess and sharing are fundamental to implement smart big data solu-
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tions. In this context, access control systems can assume a central role
in balancing data protection and data sharing. However, existing ac-
cess control solutions are not general and scalable enough to address
the software and technological complexity of big data ecosystems, be-
ing unable to support such a dynamic and collaborative environment.
In this paper, we propose an access control system that enforces access
to data in a distributed, multi-party big data environment. It is based
on data annotations and secure data transformations performed at in-
gestion time. We show the feasibility of our approach in the smart city
domain using an Apache-based big data engine.
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