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Abstract—Transparency is a fundamental administrative prin-
ciple for public institutions. One of its main implementations
is the publication of goods and service acquisition tenders,
as prescribed by EU and national legislation. This need of
transparency can however undermine the security of public
institutions, which are disseminating information that could be
leveraged by advanced threat actors to bring disruptive attacks.
In this paper, we analyse how threat actors can extract useful
information from this publicly available information, taking ad-
vantage from transparency. We introduce a new technique named
transparency-based reconnaissance, which implements a passive
recognition process using transparency information published
under law requirements. To better highlight the value of the
gathered data, we experiment its effectiveness by simulating a
transparency-based reconnaissance run against an Italian public
institution, obtaining complete technological and supply chain
inventories. The collected inventories enabled the creation of
an unsophisticated malware bypassing the defences in place,
along with a weaponization and delivery strategy. Finally, we
propose a list of potential countermeasure areas, both technical
and organizational, to protect information while still safeguarding
transparency through a graduated approach.

Index Terms—transparency, cyber security, reconnaissance

I. INTRODUCTION

Transparency is a fundamental administrative principle that
allows citizens to participate and assess the work of public
institutions on their behalf. It also helps create a deeper
trust in government operations and, at the same time, reduce
corruption. Lack of transparency may also contribute to the
creation of the breeding ground for misinformation campaigns
and conspiracy theories [7].

A major practical implementation of transparency principle
is the publishing of public tender information on the internet,
allowing economic operators to apply for tenders. European
public tender legislation demands EU, Nation States, and
other relevant entities to promote European-wide competitions,
with tender data made available on a public web portal [6].
This portal offers information about both open and already
awarded tenders, with data spanning from the contracting
administration point of contacts (including names and emails)
to the specific individuation of products brought, including
IT security systems and the related technical specifications.
National lawmakers can impose even stronger constraints in
terms of data to be published and retention time.

In this paper, we analyse how threat actors, mostly Ad-
vanced Persistent Threat (APT), can benefit from the trans-

parency principle, describing real world examples. We specif-
ically focus on the European legislation, with a further drill-
down in the current Italian relevant law landscape, to assess
potential national legislation additional impacts (Section III).

After introducing existing abstraction tools used by threat
analysts to standardize advanced cyberattack steps (Section II),
we show how to perform transparency-based reconnaissance
(Section IV), a passive victim recognition using transparency
information found on public tender publication websites.
Additionally, we analyse how the information obtained can
be used to effectively plan an attack, detecting at least the
most promising entry points and relevant defences (e.g., anti-
malware tools). Transparency-based reconnaissance greatly
differs from standard OSINT-based reconnaissance techniques
proposed in literature, due to its specific focus and peculiarities
that lead to potentially obtain - easily, passively and safely
from outside the target network - information that usually
requires a foothold in the target organization. To better high-
light the gathered information value, we also experiment the
transparency-based reconnaissance against an Italian public
institution (Section V), where we detect different IT products
in use and relevant administration contacts, showing how to
use them for a hypothetical attack. Finally, due to the impor-
tance of balancing transparency and security, we propose a first
discussion on possible countermeasures to protect information
still guaranteeing a level of transparency (Section VI).

II. BASIC CONCEPTS AND RELATED WORKS

A sophisticated attack conducted by an APT undergoes
different phases, starting from studying the target victim up
to concealing exfiltrated data and stealthy upload them to the
C&C attacker server. Phases can be progressively repeated and
interlaced in many ways. Attack frameworks help breaking
down a complex attack and describing events from the initial
steps up to the final target exploitation, creating a common
language for threat intelligence analysts and cybersecurity
specialists. One of the first proposed frameworks is the cyber
kill chain [13], which divides complex attacks, thus also
including APTs, into 7 fundamental stages as follows.

1) Reconnaissance: a passive study of the target and
relevant partners, as well as the identification of target
systems and entry points, leading to more active actions
such as vulnerability assessment.



2) Weaponization: the creation or configuration of the
toolset to perform the attack.

3) Delivery: actual delivery/deployment/use of the created
cyber weaponry.

4) Exploitation: actions to further infiltrate the target and
create a path towards the objectives.

5) Installation of more advanced tools on the victim sys-
tems.

6) Command and Control (C2): creation of a connection
back to a system controlled by the attacker.

7) Action on objectives.

The reconnaissance is normally the first step of an attack,
useful both to find weaknesses on the victim premises and to
gather information that can help the design and execution of
the next attack phases. While it may be easy, even if specific
hardening is performed, to assess exposed technologies, the
discovery of the internal architecture and tools may be per-
formed only after the attackers has gained the first foothold
in the internal network. Thus, the time spent for the internal
reconnaissance might be a barrier against the attack also in
case of APT: this type of threat actor usually benefits from
minor attack timing constraints, due to greater motivations
and available resources, but still suffers from the increase of
the risks of being detected when operating from inside the
target network, potentially having to postpone or reconsider
plans in case of victim ”blue team” intervention. On the
contrary, transparency-based reconnaissance support low-cost
acquisition of information without active interactions and from
outside the organization. In the related scientific literature,
reconnaissance was mostly discussed as one of the steps of
the attack within the overall attack kill chain [23]. A few
surveys presented in [20] introduce the main reconnaissance
techniques, dividing them into three conceptual categories: i)
technical, mostly focused on network sniffing and scanning
techniques [4], but also considering side channels; ii) social
engineering, through people trust exploitation; iii) OSINT,
further classified into active or passive techniques and ex-
ecuted from inside or outside the target organization. The
OSINT category was further specified by Mazurczyk and
Caviglione [14], which identified internet/WWW (i.e., internet
intelligence) source type. Odun-Ayo et al. [15] also described
the main reconnaissance tools. While also transparency-based
reconnaissance may be seen at first glance, oversimplifying,
as gathering information from publicly available sources as
for the generic OSINT, only attackers specifically aware of
this technique will fully benefit from its rapidity and from the
completeness of the collectable information, allowing them to
focus, in a short time, straight to the relevant transparency
information and also on the potentially non-indexed related
documents. Moreover, transparency information are published
in a relatively structured and consistent way across public
administrations, allowing for a more consistent information
gathering process (i.e. the transparency-based reconnaissance)
and even for its potential automation. Finally, work on coun-
termeasures were focused on the mitigation of active technical

reconnaissance operations only, proposing coherent technical
measures such as early detection, network interface random-
ization and deception [2], [3], [11], [12], [16], [19].

III. TRANSPARENCY REGULATIONS AND SIDE EFFECTS

Transparency is one of the EU foundational values, as stated
by Trattato di Amsterdam, art. 1, and by Consolidated Version
of the Treaty on European Union, the basis of the UE law.
European institutions are directly targeted by this principle, as
provided by the Treaty on the Functioning of the European
Union (TFEU), which declares that UE institutions have the
responsibility of conducting their work as transparently as
possible, including access to documents produced in their
administrative work. The most relevant transparency require-
ments for Member States on the topic is related to tenders
held by public institutions under the provisions of Directive
2014/24/EU of the European Parliament and of the Council of
26 February 2014 on public procurement, which requires UE
member states public institutions to:

• award medium and higher value contracts (> 139kC
for central public institutions) through competitive pro-
cedures [5];

• publish tenders that fall under EU rule in the online
version of the Supplement to the Official Journal of the
European Union (Tenders Electronic Daily – TED) [6].

TED is a public portal that does not need any enrolment or
authentication: a plain user can search current and past (up to
10 years) tenders, filtering results by Common Platform Enu-
meration (CPE) or Common Procurement Vocabulary (CPV)1

codes (e.g., searching for AV products), type of business,
institution, and the like. TED publishes more than 400k calls
for tender/yr (C420bn exchanges estimated on 2017 [18]).

National level law prescription can overlap and be even
stricter than EU legislation, as for the Italian case. Italy
has a long-term issue with corruption in the public sector
[1], which makes it one of the strictest legislations on the
matter. It provides a limited discretional power in the hand
of public administration under the combined action of the
Decreto Trasparenza (D.Lgs n. 33/2013, called ”Transparency
Act” [9]) and the Nuovo Codice degli Appalti (D.Lgs. 18th
April 2016, n. 50 [10], Italian current public tenders and
contracts legislation created as Directive 2014/24/EU national
implementation). The Italian Transparency Act (ITA in the
following) requires Italian public administrations to publish
information about active or already awarded economic tenders
and related documents. This information is normally published
in each administration institutional website, in dedicated areas
usually named Amministrazione Trasparente and Bandi di
gara. More in detail, ITA requires national public admin-
istrations and public tender operators to publish on their
website those acts and information listed in art. 1 of law
November 6th, 2012, n. 190 (tender proponent, object, list of

1CPV is a classification system for public procurement that standardize
references used by contracting authorities. CPE is specifically dedicated to IT
systems and software. They have a structured (hierarchical) naming schema.



the invited economic operators, the awarded operator and the
due amount, service/acquisition timing) and all the documents
and information related to the tender, under the requirements
of the above mentioned Nuovo Codice degli Appalti. The latter
documents include all the administration-relevant internal acts,
the tender awarding commission appointed members, and their
curricula. Information publishing does not generally depend on
the tender value/amount.

As side effects of the aforementioned prescriptions, pub-
lished information provide a broad insight into Public Ad-
ministrations commercial relationships, which also include
technical support contracts and ICT products, exposed, without
any entrance barriers, in easily identifiable spots on the public
network. To obtain a similar level of insight, a threat actor
should perform active reconnaissance actions, rather then
merely passive, in some cases even needing a foothold in
the organization internal network. This represents a huge
advantage for the attacker in implementing a proper kill
chain, as for the APT case. Moreover, it is important to
note that the transparency-related information will be equally
published either in case of commercial agreements directly
with the vendor or, as commonly seen for complex acquisi-
tions, whether an intermediate system integrator is involved:
tender technical specifications must be provided in any case,
in advance, to ensure that the supplied object adhere to the
public administration expectations.

IV. TRANSPARENCY-BASED RECONNAISSANCE

We define transparency-based reconnaissance when the
recognition is performed gathering the transparency contents
published online. We identify three different types of informa-
tion as follows:

• Contacts (name, position, email addresses, and the like),
found inside tender documents (e.g., points of contact,
responsible for the procedure) or even as metadata re-
lated to these documents (e.g., document creator name
automatically inserted by the automation software). This
information may be useful for orchestrating a spear
phishing campaign impersonating the partner.

• Technology acquired by the administration. Tender data
usually contains also the period of validity of the contract,
which provides valuable hints about their current use
in the target network. Information includes: i) cyberse-
curity products, which help to choose the best tactics
to avoid detection; ii) IT system in general, such as
internal software (e.g., office suite) or remote access tools
(e.g., VPN). Knowing in advance what kind of tools are
deployed can accelerate the initial external recognition
phase by the attacker and also speed-up the research for a
vulnerability in those systems that may allow for a remote
access or code execution.

• Supply chain information, checking the companies
awarded for one or more tenders. Threat actors may
consider exploiting relevant third parties by penetrating
the partner network or IT systems, or even recruiting
workers inside the partners to gain access to valuable

information or a pathway to their real target, such as in
the SolarWind case [8].

This information may be gathered using two channels, EU
TED and national transparency web portal(s), where Tender
processes are made increasingly digital.
Transparency sources in EU (TED portal). TED web portal
is accessible via browser at https://ted.europa.eu. A threat
actor would probably focus on the “business opportunity” area,
where it can search by country. TED provides a granular search
engine, where it is possible to specify, among the others, the
CPV code, the country and name of the buyer, the relevant
dates, the type of notice.
Reconnaissance in Italy (Amministrazione Trasparente).
Threat actors interested in Italian government institutions
can benefit from information related to tenders by passively
acquiring them from the sections Amministrazione Trasparente
and Bandi di gara of their institutional website. Searching for
past-awarded tenders, similarly to TED, it is possible to find a
wealth of information, both related to contacts, technologies,
and third-party contracts. In this case, information can be
even broader, due to higher customization of the dedicated
website section, designed by each public administration on its
own, with custom constraints on contents to be uploaded (e.g.,
whole scanned documentation instead of manually inserting
the minimum data required by law). Given the variety of the
uploaded documents file formats, search engines may not be
generally able to apply consistent indexing, thus requiring the
web site sections exploration by the threat actor. Without a
proper data minimization process implemented and monitored
by the organizations, threat actor reconnaissance benefit level
may also depend on the specific operator awareness, leading
to more or less relevant data to be uploaded/inserted. Low
level of awareness can be assumed, since transparency-based
reconnaissance is not currently recognized, to the best of our
knowledge, as a threat.

According to law, the subsections of the website where ten-
der information is published must be open (no restrictions or
authentication), timely updated, and kept online and publicly
available for a lifespan of 5 years. These requirements go
beyond the public advertising lower bounds imposed by the
Codice degli Appalti law, which requires the tender informa-
tion to be available for 180 days.

V. A PRACTICAL EXAMPLE OF TRANSPARENCY-BASED
RECONNAISSANCE

We discuss the potential of transparency-based reconnais-
sance, presenting an attempt to extract information about
technologies in place in an existing Italian central Public
Administration (IPA, in the following). The first step is to
locate section Amministrazione Trasparente in the website,
which contains many different types of acts.

We note that each administration can organize the required
contents within section Amministrazione Trasparente freely.
This means that the threat actors may have to spend some
time in studying the organization of the website. In the IPA

https://ted.europa.eu


case, there are different sections that may contain valuable in-
formation. We note that we focused on a simplified technology
overview, neglecting contacts and supply chain inventory.

From the content of the document depicted in Figure 1 we
can identify that the antivirus protection equipped by IPA is
from McAfee and licences will expire in August 2022. In
the same section, we can also spot non-IT relevant contracts,
such as the cleaning service, which can be potentially used
for a physical attack via supply chain exploitation. To obtain
technology-related information, we searched the most promis-
ing sections of the website Amministrazione Trasparente at
IPA. An interesting subsection, Informazioni sulle singole
procedure,2 provides information regarding the single emitted
invoices. This subsection permits advanced searches, where
the threat actor can specify the target department. All sections
in the web portal allowed a threat actor to complete, within a
few hours, a partial technological recognition for IPA internal
and external networks (partial excerpt in Table I).

A complementary operation can be performed with web
search engines (e.g., via google dorks [17]), by searching rel-
evant keywords (e.g., EDR) and narrowing the query to focus
specifically on the website of Amministrazione Trasparente , as
confirmation of the completeness of the manual investigation.

The technological findings in this section made it possible
to detect 4 interesting target network properties, identified as
most promising to plan the attack.

• Finding 1: VPN access to the organization network. An
attacker can identify an entry point and search for the
(already known) commercial product vulnerabilities and
weakness.

• Finding 2: Specific anti-malware tool. An attacker can
use this information to design a malware that deceives
the installed anti-malware tool (and not trying to evade
most of them).

• Finding 3: No Endpoint Detection and Response (EDR).
• Finding 4: Adoption of Microsoft Office and Adobe Ac-

robat.
Following the Cyber Kill Chain, the next step is the

weaponization. Based on collected information, we generated
a macro malware specifically targeted for Microsoft Word. For
this step, we use msfvenom tool [22] to create:

• a first stage Microsoft Office .doc macro malware, with
the task of downloading the second stage malware;

• the second stage malware, crafted to be compatible with
the target platforms (Windows, as we detected from the
transparency-based reconnaissance) and able to bypass
the specific antivirus product in use. This payload will
try to spawn a reverse shell using Meterpreter [21].

To lower down antivirus detection rate, we used the follow-
ing basic deceptive steps:

1) execute msfvenom to easily obtain a memory injection
reverse shell code;

2) compile a custom executable embedding the obtained
shellcode:

2https://trasparenza.mise.gov.it/index.php/lista-trasparenza-acquisti

• import the msfvenom output inside a C++ basic
console project template, along with instructions to
execute it. This avoid using the default msfvenom
exe template, easily detectable from antiviruses. We
also include a variable string to iteratively change
the compiled exe hash;

• compile a x64 executable without debug symbols.
With this simple process, we reduced the detection rate of

the anti-malware tools, including McAfee (see Figure 2), the
one found during the reconnaissance run, to less than 50%.

Fig. 1. An example of tender document provided in the section Amminis-
trazione Trasparente of IPA.

Fig. 2. Excerpt from the Virus Total report on the malware sample. McAfee
were not able to detect it.

VI. CHALLENGES, COUNTERMEASURES AND RESEARCH
ACTIONS

We described how data published under transparency leg-
islation may enable a stealthy and complete passive recon-
naissance of the administration IT infrastructure and supply
chain. Anyway, transparency remains an important asset for
the citizen-state relationship in terms of openness and ac-
countability and a tool for anti-corruption. While we focused
on the security and technical aspects of the topic, it is clear
that there is an important balance of interests between the
potential cyber-risks rise and the completeness of transparency
information provided, whose inclination mainly depends on
political decisions at EU and Member State level, also con-
sidering the applicable constitutional principles, as well as on
the economic and social risk appetite of the specific historical
period. As a consequence, it is not possible to determine a

https://trasparenza.mise.gov.it/index.php/lista-trasparenza-acquisti


TABLE I
TECHNOLOGY INFORMATION AFTER ENRICHMENT.

Product type Producer Start date Duration
Antivirus McAfee ”Suite Antivirus e Threat Defence” 05/08/2021 12 months
Storage Datacore SDS 20/01/2021 36 months

Firewall/VPN Sonicwall SMA9200V 13/01/2021
DBMS Oracle 19/11/2021 11 months

Software PRTG network monitor 18/08/2021 24 months
Software Ivanti Service Desk 22/03/2021 36 months
Software Adobe Premier Pro 05/08/2020 n.a.

Hardware/Software RSA SIEM (Appliance HybridRSA) 21/02/2020 n.a.
Software Microsoft Office 16/07/2018 24 months

Hard/Software Potenziamento SIEM RSA 26/06/2018 n.a.

priori the best balancing approach between transparency and
security and this is, anyway, beyond the scope of this paper.
While transparency-based reconnaissance can be effectively
exploited, it is not considered a priority for increasing the
public administration protection levels.

However, risk mitigation usually derives from a combination
of controls, rather than a single countermeasure (defence
in depth approach), and it should take transparency-based
reconnaissance into account. Limiting information, both qual-
itatively and in terms of time of publication, without fully
hampering transparency foundations, should be practiced at
least on a national basis. In our opinion, the most relevant, yet
simpler intervention is to shed light on the topic: transparency-
based reconnaissance is not yet considered, even on a in-
tuitive plane, both form EU and national law-makers and
public administrations. An increase of awareness on the topic
may help conceiving further relevant law updates concerning
transparency also embedding security aspects. On a short
time frame, public managers may also review their current
operative transparency procedures to ensure that i) published
information is restricted to the minimum needed both from
law previsions and effective tender needs, ii) transparency
operators (e.g. the transparency web site area back-office
operators) are fully aware and strictly adhere to the procedures
specifying which information to publish and documents to
be uploaded for each type of tender phase and, finally, iii)
transparency-based reconnaissance is considered within the
risks landscape to allow to include it in the related analysis.

As a first, more specific contribution to the matter, we then
propose the following potential countermeasure areas:

• reconsider historical records retention, keeping data fully
available only for the minimum required period. Data
can still be made available for statistical reasons after a
generalization step (e.g., changing the product type from
anti-malware to the more general security software by
shifting to the previous CPV level on the hierarchy).

• Concerning the active tender period, restricting data only
to interested economic operators, thus not hampering
transparency or the economic competition. As an ex-
ample, creating an EU-level portal for public tenders
(e.g., extending TED with enrolment and authentication).
Again, APTs may create a fake company but this would
require an active action, providing information for inves-

tigations and an early warning.
• After a tender is awarded, transparency requires a subset

of related information to be published. We propose to
introduce the possibility for the administration to label
each tender, at submission time, as sensitive whenever
relevant information may have adverse effects on cyber-
security. This classification can be used during the active
tender process and after it is awarded further limit display
time and information made publicly available. To reduce
transparency hampering, this would be applied only to a
predefined set of products and services.

Approach taken from personal data protection techniques
can be adopted for sensitive tenders, such as: i) generalize
product type data (e.g., by CPV hierarchy level shifting above);
ii) mask producer and awarded operator data.

To counter-balance the loss of transparency, additional ad-
ministrative warranties may be provided, such as prescribing
national competent authorities (e.g. Corte dei Conti in Italy)
mandatory revisions on every sensitive tender. Semi-automatic
revision processes using AI can be also implemented to
identify critical contracts, as a further improvement to reduce
the effort. This will be the topic of our future work.

As more general advices to protect tender data inside the
document or its electronic representation:

• transparency website section should include the minimum
data required by law to avoid unnecessary data leakage.
This is also an awareness problem, due to the fact that
transparency-based reconnaissance issues have not been
included in the threat landscape yet;

• remove administration contacts and names, whenever
possible, from tender documentation;

• require a document metadata cleaning process on upload-
ing to the transparency section.

In any case, a complete security by obscurity approach, with
tender data made unavailable for the general public, would be
unbalanced: putting more efforts in a holistic protection to de-
fend the organization according to environmental risks would
lead to more effective results than simply hiding information.

VII. CONCLUSIONS

Our paper first examined the basic principle of transparency
in the citizen-government relationship and how it evolved
over time. Transparency contributes to create a deeper trust in



government operations and reducing corruption: lower levels
of transparency create the breeding ground for misinformation
campaigns and conspiracy theories.

We then identified the practice of publishing public admin-
istration’s tender information as one of the relevant concrete
transparency principle implementation, allowing citizens to
perform administration control and widening the competition
between economic operators. In Europe, tenders above a
certain economic threshold requires to be published in the
Tender Electronic Daily portal, but national law may also place
stronger requirements, as in the Italian case. At the same time,
we analyzed how all these data, which also encompasses IT
and cybersecurity systems, can be exploited by threat actors
to reduce attack risks and time, identifying, to the best of
our knowledge, a new type of reconnaissance technique called
transparency-based reconnaissance: a passive victim recogni-
tion using transparency information found on required tender
websites (TED and transparency dedicated national websites).
It greatly differs from reconnaissance techniques in literature:
while the broad OSINT-based reconnaissance category (e.g.,
“internet intelligence” in [14] or, more generally, OSINT in
[20]) includes searches on the WWW, transparency-based
reconnaissance has a specific focus and peculiarities that lead
to potentially obtain, passively and safely from outside the
target network, information that usually requires a foothold
in the target organization. Moreover, transparency information
are published in a relatively structured and consistent way
across public administrations, allowing for a more consistent
information gathering process (i.e. the transparency-based re-
connaissance) and even for its potential automation.

We experimentally evaluated transparency-based reconnais-
sance in real world scenarios, focusing on European legisla-
tion, also proposing a drill-down in the current Italian relevant
law landscape to assess potential national legislation additional
impacts. We performed a complete reconnaissance run against
an Italian public institution, where we were able to detect
many software products in use and relevant administration
contacts, showing how to use them for a hypothetic attack.
Anti-malware information has been used to create a poorly
sophisticated malware being able to avoid escape malware
detectors in the target network.

Finally, we highlighted the balance of interests between
security and transparency. Given the high number of differ-
ent stakeholders (e.g., national law-makers, economic private
operators, public administration), these results may be seen as
the first step to start a multidisciplinary discussion on the topic
with the relevant operators and experts, thus finding the best
balance between principles and counter-effects in the specific
historical period. As most promising intervention on a short
term period, we proposed the goal of raising the awareness on
the topic, both for the law-makers and public administrations,
also by including transparency-based reconnaissance within
the current risks landscape. We then proposed a list of practical
areas that could be further explored to provide additional
countermeasures on a longer term while still allowing to
graduate transparency levels.
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