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ABSTRACT Portable Document Format (PDF) has gained rapid popularity in the past two decades due to
its platform-independence, and portability. A single PDF file can contain all the elements needed to convey
a document in a fixed format, such as text, images, and fonts. This popularity made PDF documents an
important attack vector for malicious activity. In this paper, we present a comprehensive, carefully curated
benchmark dataset for PDFmalware detection. The dataset captures a large number of real-life malicious and
benign samples to build a 24,337-samples dataset suitable for training and testing of machine learning-based
malicious PDF detection systems. The work also presents an extended set of static features extracted from
PDF files to support the detection process. The presented dataset was used in the training and testing of a
pipeline of different machine learning classifiers. The testing results showed that the extreme gradient-boost
classifier was capable of detecting malicious PDF with F1 score exceeding 0.99. The model also performed
similarly well in 10-fold cross validation. Additionally, the model was explained using Shapley additive
explanation to ensure the model’s transparency, increase confidence, and ensure the alignment of the
classifier decision with human experience.

INDEX TERMS Detection, machine learning, malware, pdf.

I. INTRODUCTION
According to a report published in 2026 [1], approximately
402 million terabytes of data is generated every day. A total
of 181 zettabytes of data were generated in 2025, while the
projected data to be generated in 2026 is 221 zettabytes.
These huge numbers indicate a steady, if not rapid, growth
in reliance on internet-connected devices and internet-based
data exchange.

Another report published in 2025 by CloudFiles says that
on a daily basis, about 100 million invoices, 50 million
payslips, and 200-300 million reports, contracts, and certifi-
cates are generated, in Portable Document Format (PDF) [2].
The report claims that the total number of PDF files around
the world is estimated to be 2.5 trillion files.

The associate editor coordinating the review of this manuscript and

approving it for publication was Chi-Yuan Chen .

PDF was first introduced by Adobe in 1992 as a file format
that is capable of containing text, images, and formatting
information combined into one file [3]. The goal was to
avoid the need to have separate types of content in separate
files and to maintain formatting information such as font
types and sizes. This proved particularly important when
smart phones and tablet devices became more popular and
documents needed to be accessible not only across different
computer platforms, but also on mobile devices.

PDF has witnessed steady growth in adoption over the
past three decades. This growth stems from the platform-
independence, interactivity, and portability of this informa-
tion exchange format.

The ability to embed objects, such as images, fonts,
and files, within a PDF file for portability reasons has
also enabled malicious actors to embed malicious content.
In some cases, malicious content is in the form of Javascript,
to exploit vulnerability in an internet browser, such as
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CVE-2025-1918 in Google Chrome. This vulnerability,
with a Common Vulnerability Scoring System CVSS-score
of 8.8, enables the attacker to perform buffer overflow
attack on Google Chrome PDFium component used to
render PDF documents inside the browser. By exploiting this
vulnerability, a remote attacker can perform out-of-bounds
memory access, which could lead to information disclosure
or arbitrary code execution [4].

In other cases, attackers embed code to exploit vulner-
abilities in PDF readers, such as CVE-2018-4990. With a
CVSS-score of 8.8 as well, this vulnerability in Adobe Reader
software also enables the attacker to execute arbitrary code in
the context of the reader application. Even in the case of failed
exploitation, the attack will result in denial-of-service [5].

In addition to such vulnerabilities, there are inherent
risks in the design of PDF files. The file architecture,
discussed in Section II, enables embedding different types of
objects inside the file to ensure portability. This same feature
can be easily misused bymalicious actors to embedmalicious
content. The attacker can rely on simple spoofing techniques
or just built-in commands in the PDF files to trigger the
execution of malicious code simply by opening the file in a
reader or in a browser. Recent detection research attempted
to treat PDFs as binary files to facilitate better detection [6].
PDF malware detection, like other malware types, relies

on static analysis, dynamic analysis, or a hybrid of both.
Static analysis examines the raw content of the file without
running the file or activating it. The goal is to inspect
the file for malicious indicators without triggering the
malware. Dynamic analysis involves running the file and
activating the malware while monitoring its behavior in a
safe environment. Although behavioral indicators can help
overcome sophisticated obfuscation, static analysis remains
a faster, safer, and less expensive choice.

A. PROBLEM STATEMENT
PDF file format has become a worldwide standard for
document exchange due to its portability and platform inde-
pendence, while maintaining presentation and formatting.
It is now the standard form of information produced by billing
systems, books, catalogs, and virtually any form of document
exchange over the internet. With that expansion in use, its
misuse by threat actors has become more prevalent.

In 2019, Nissim et al. conducted a thorough study that
inspected about 2 million PDF files published on a famous
scientific papers search engine named CiteSeerX [7]. The
study found that about 2% of these PDF files were malicious
or contained malicious content. This indicates that the use of
malicious PDF files is widespread and makes the detection
of malicious PDF files an urgent research problem that
requires addressing. Such research has witnessed noticeable
hurdles due to the lack of a benchmark dataset that can
help researchers study the structure and features of malicious
PDF files, to build efficient, effective, and robust detection
systems.

Existing datasets, such as [8], [9], and [10], suffer from
multiple issues such as using significantly outdated samples,
utilizing small number of samples, or extracting a limited
number of features that do not necessarily capture the essence
of malicious content within PDF files. Other issues were also
noticed in older datasets, such as bias toward a specific type
of malicious malware.

B. RESEARCH CONTRIBUTION
In this paper, we present the following contributions:

1) Building a new realistic dataset of malicious PDF files
with more than 24,000 samples.

2) Building a reliable and extensible feature extraction
tool that is capable of extracting features accurately
from PDF files.

3) Training and testing a PDF malware detection system
based on machine learning to test a newly built dataset.

4) Utilizing SHAP explanations to analyze the behavior of
the malware detection system and find the most impor-
tant features contributing to the detection process.

C. PAPER LAYOUT
The next section explains preliminary information about PDF
file architecture and format. Related works are reviewed and
summarized in Section III. The details of the dataset col-
lection, extraction and curation are presented in Section IV.
Section V presents the use of the dataset in building a
pipeline of machine learning classifiers along with testing
and validation results. The detection model’s explainability
using SHAP is introduced in Section VI. The discussion of
the results along with a comparative analysis can be found
in Section VII. The study conclusions, and potential future
research directions are finally presented in Section VIII.

II. PRELIMINARIES
A. HISTORY OF THE PDF STANDARD
PDF standard specifications were published in eight version
from 1993 to 2007 the PDF, numbered 1.0 to 1.7 by Adobe
Systems as a freely available, and royalty-free standard to
encourage its use. In 2008, the International Organization of
Standardization (ISO), adopted the PDF reference 1.7, with
minor adjustments, as ISO 32000-1 standard [3].
PDF 2.0 standard was published by ISO in December

2020, named ISO 32000-2:2020. In April 2023, ISO, Adobe,
Apryse, and Foxit collaborated to make the standard available
worldwide at no cost [3].

B. PDF FILE ARCHITECTURE
The architecture of the PDF file is shown in Figure 1.
Typically, a PDF file is composed of the following parts:

1) Header: The header, located in the first 10 bytes of the
file, includes the PDF version. This version number
identifies the standard reference used in building the
file, such as 1.0, 1.2, or 2.0. The version is written in
ASCII format such as %PDF-1.7%.
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FIGURE 1. PDF file architecture.

2) File body: Located immediately after the file header,
and contains objects. The beginning of each object is
identified with obj.≪, while the end of the object
is denoted with ≫.endobj. These objects can be
pages, images, fonts, or bookmarks. Practically, any
type of file, including portable executable (PE), can be
embedded as an object. The goal of the capability is
to have the document viewed in a predetermined way
regardless of the platform, operating system, or device
on which it is viewed.

3) Crossreference table (XREF Table): A table that iden-
tifies the locations of all objects within the document.
The table starts with a .xrefmarker and then lists the
objects and their locations within the file.

4) Trailer: The trailer’s only job is to identify the location
of the XREF table, and any other special object. The
trailer starts with a .trailer.≪, and contains a
pointer to the XREF table location ≫.startxref,
and the trailer ends with %%EOF. marker.

A reader is expected to start reading the file from the trailer
to identify the location of the XREF table, and then start
extracting and rendering these objects one by one.

For extensibility purposes, the PDF architecture allows
editing the file to add or remove objects from the file. The
capability of incremental updates means that the file will keep
its original content, but add new body, xref table, and trailer.
In these incremental updates, the editor can remove parts of
the existing object or update them by attaching new parts
at the end of the file. If a file undergoes one update, then
it will have the header, original body, original XREF table,

original trailer, body update 1, XREF table update 1, trailer
update 1, in that sequence. The updates will mark the deleted
objects as ‘‘Deleted’’ so that the reader would not load them.
This enabled PDF files to serve as forms and other fillable
documents. It also enabled PDF files to be signed.

C. MALICIOUS USE OF PDFS
PDF files rely on ‘‘commands’’, and ‘‘keywords’’ that enable
them to perform certain actions, such as clearing the fillable
content in a PDF form. While most of these commands are
commonly used in benign PDF files, many can be misused
by malicious actors. Some of these commonly misused
commands/keywords include the following:
• /JavaScript and /JS can be used to embed malicious
JavaScript to perform system exploits, session hijacking,
or information stealth, among many other possible
attacks.

• /OpenAction and /AA can be used to trigger an action
to be executed automatically when the document is
opened. This can be used to trigger downloading of other
malicious content, or run malicious commands.

• /Launch can be used to open another document or launch
another program.

• /URI can be used to connect to a malicious URL to
download malciious content, or perform other types of
phishing.

• /EmbeddedFile can be used to embed malicious files
such as binary executable files.

• /XFA can be used to embed scripts through XML Forms
Architecture.
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The commands/keywords mentioned above is not a
comprehensive list. There were other malicious keywords
identified in our analysis that were later used to extract
features from PDF files for detection purposes. Additionally,
malicious actors rely on additional evasion techniques
to avoid detection such as obfuscation of commands or
keywords, or using deliberately corrupted XREF tables.

Kaspersky Labs published a report addressing the spread
of PDF-based malware in 2025 [11]. The report mentioned
the following means by which PDF malware can spread:

1) Form-based: A form of malware where the PDF file
contains a form where the user is asked to type private
information. The form then transfers this information
to the malicious actor.

2) Fake CAPTCHA Redirects: A common type of
malicious PDF where the user is tricked into a
fake CAPTCHA verification process to be eventually
redirected to a malicious website.

3) Static images that look like videos: A static image with
a ‘‘Play’’ button on top that is designed to trick the
user into pressing play, while the user gets redirected
to a malicious website or to download malicious
content. This type of PDF could lead to attacks such
as Cross-Site Request Forgery (CSRF).

4) Fake attachments: PDF files are widely used in
phishing campaigns. The malicious actor creates a PDF
file that pretends to be an invoice or any other type of
document to trick the user into opening the PDF. The
PDF, in such scenario, is usually filled with embedded
malicious code or malware that gets activated once the
PDF is document is opened by a browser or any type
of reader.

Malware detection can be categorized into signature-based
and anomaly-based detection. In signature-based detection,
the detector uses a set of predefined signatures to identify
malware. These signatures could be part of the malware
code, hashes, or even behaviors that distinctly identify the
malware. Once there is a match, the file is flagged as
malware [12]. While signature-based detection is highly
accurate at detecting known-malware, it performs very poorly
in detecting unknown-malware, because new malware does
not match any existing signatures. In addition, malicious
actors work extensively to evade detection by altering
malware signatures using different obfuscation techniques.

In anomaly-based detection, the detector ‘‘learns’’ normal
behavior or features to be able to flag any ‘‘abnormal’’ behav-
ior or features. Although it might not necessarily provide the
high accuracy achieved by signature-based detection, it per-
forms much better, comparatively, in detecting unknown-
malware [13]. Better detection of unknown-malware is
due to the fact that it doesn’t rely on signatures, but
rather on whether the file, or behavior aligns with what is
normal. In that context, machine learning presents itself as
a suitable candidate for anomaly-based detection systems
due to its superior capability to identify patterns in data and
behavior. Such machine learning-based detection systems

need reliable benchmark datasets to be used for training
and testing.

III. RELATED WORKS
One of the oldest and most used datasets in PDF malwar
research is Contagio malware dump, which was released
in 2013 [14]. This dataset contained 11,152 raw malicious
PDF files along with 9,000 non-malicious PDFs. The dataset,
being rawfiles, was used inmany research publications in dif-
ferent methods. Corum et al. proposed an image-based PDF
malware detection method using the Contagio dataset [15].
Additionally, authors used a supplementary dataset of 1,500
reverse mimicry attack samples that were sourced from a
publicly available repository. The proposed Markov plot
based detector delivered an accuracy of 0.9939 and F1 score
of 0.9736.

Chen et al. presented, in 2020, a detection method that
utilizes Contagio dataset [10]. The study was focused on
identifying inherent data quality limitations in Contagio
dataset that significantly impacts robustness of detectors
trained using this dataset. While the research did not present
a new dataset, it focused on presenting the dataset in a
different approach where Hidost feature extractor is used to
extract structural path features. The input features had 3,514
dimensions representing all the distinct path features. The
paper used 19,338 samples, where 10,344 were malicious,
and 8,994 were benign. The paper identifies the problem of
highly-homogenous data within this dataset that results in
nearly-perfect accuracy of 0.999.

In 2022, Issakhani et al. introduce Evasive-PDFMal-
2022 [8]. The PDF malware dataset containing 10,025
samples, each containing 32 features. The goal of this
dataset was to overcome the limitations identified in Contagio
repository that was previously used to generate PDF malware
datasets. The authors found that Contagio contained 44%
duplicate entries and exhibited significant data bias, with
74% of malicious samples exploiting only JavaScript and
OpenAction features. This makes the classifiers trained
biased towards this specific type of attacks. The authors
used an ensemble of base learners (Support Vector Machine,
Random Forest, Multi-Layer Perceptron, and AdaBoost),
in addition to Logistic Regression as the meta-classifier.
Testing results showed an accuracy of 0.9869, and F1 score
of 0.9877.

In 2023, Liu et al. presented PdfRep [9]. A PDF
malware dataset designed to address identified represen-
tativeness deficiencies in both the Contagio dataset and
CIC-PDFMal-2022 (Evasive-PDFMal2022) datasets. The
authors performed statistical analysis on real-world samples
taken from VirusTotal to identify these representativeness
deficiencies. The dataset presented was collected from
Govdocs, VirusTotal, Contagio, and VirusShare. The dataset
contains a total of 493,238 samples, with 170,479 benign
and 322,759 malicious samples. The dataset was built by
extracting only 15 features from the samples, which raises
questions about the true representativeness of the samples
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and whether 15 features are actually capable of capturing
the variation of types that the paper aimed to address. The
authors attempted using different types of classifiers, and
tests showed the best performing classifier to be XGB, with
an accuracy of 0.9878 and F1 score of 0.9825. While this
dataset is the largest published so far, it doesn’t provide a
detailed description of how the features were extracted, nor
does it capture structural features that could help clearly
distinguish malicious PDFs.

Complementing purely static approaches, behavior-based
(dynamic) malware detection analyzes runtime actions such
as system calls, API sequences, and thread-level behavior,
offering robustness against obfuscation and polymorphism.
Recent ensemble techniques have demonstrated that hard-
ening behavioral classifiers against thread-division poly-
morphism significantly improves the detection of evasive
variants [16]. Furthermore, generative adversarial networks
(GANs) and related models have proven effective for
simulating malicious behaviors, generating synthetic event
graphs, and enriching limited malware datasets to counter
concept drift and class imbalance [17]. These directions open
promising avenues for hybrid static-dynamic pipelines and
dataset augmentation that can leverage the structural insights
provided by the present benchmark.

IV. DATASET
Malware analysis can be categorized into static analysis
and dynamic analysis. Static analysis is performed by
examining the malicious file without opening or running the
malware [18]. This type of analysis relies on examining the
file and extracting information that would help in detecting
malware and attempting to understand the malware intent.

Dynamicmalware analysis relies on activating themalware
inside a sandbox or a safe environment and monitoring
its behavior [19]. This technique helps in providing better
understanding of the malware intent, and identifying all
activities performed on the victim system.

While dynamic analysis provides deeper insights into the
malware’s behavior, it does not serve the purpose of detection.
When detection relies on dynamic behavior, it can only
happen after the malware has already been activated, which
can cause irrevocable damage in many cases. On the other
hand, when the detection relies on static analysis of the
malicious file before it is activated, it can help avert the
damage. Therefore, in our work, the dataset we presented
is based on static features extracted from PDF files without
the need to run these files. This can help build the capacity
to detect malicious files without the risk of activating the
malware first. The steps followed in creating the dataset are
shown in Figure 2.
For improved efficiency and to reduce dimensionality

without loss of performance, the three zero-variance features
(Acroform, Colors, BaseEncoding) can be safely removed
prior to training. In the remainder of this section, we will
present the data collection and feature extraction methodolo-
gies, along with the labeling process.

TABLE 1. Number of samples collected.

A. DATA COLLECTION
The malicious samples were obtained from VirusTotal [20].
The samples were real-life samples submitted by VirusTotal
users, and collected during the period 2017 to 2025.
VirusTotal collects samples through public user submissions,
automated scanning of internet resources, and submissions
by industry partners, in addition to honeypots and internet
crawlers.

To collect benign samples, we built a specialized internet
crawler to find and download benign PDF files. The crawler
was created to automatically move to different websites
and download random PDF files with the size range of
25kB-1.5MB. The range of file sizes was chosen to resemble
the malicious file corpus obtained from VirusTotal.

Upon detailed examination of the collected files, we found
that some of them were corrupted and could not be used
for data extraction. Table 1 shows the number of samples
collected in each category and the number of corrupted
samples.

As shown in Table 1, the total number of usable samples
collected was 24,337, out of which 13,235 were benign
and 11,102 were malicious. These samples were stored in
a sandbox environment to prevent accidental spillage of the
malware into the research machines.

B. DATA EXTRACTION
Upon thorough analysis of malicious samples and detailed
comparison with benign samples, we built an extraction
tool, namely PDFMalExtract [21]. The tool was designed
to extract 42 static features from the PDF files. The tool
is open-sourced to enable researchers to further expand the
tool with the evolving types of malware. PDFMalExtract
is written in Python with the capacity to extract features
from a large number of files in large batches, and it has the
capability of labeling the extracted samples manually. Using
the pyMuPDF library, the tool can read PDF files and extract
features from these files [22]. A complete list of the extracted
features along with their descriptions can be found in Table 2.
As shown in Table 2, the features extracted can be split into

two types:
1) Meta data: Features such as the size of the file,

metadata size, number of pages, PDF version, number
of embedded files and number of images.

2) Strings: Features counting the number of occurrences
of specific strings that are often seen associated
with malicious PDF files, such as ‘‘/JavaScript’’,
‘‘/Registry’’, and ‘‘/Launch’’.

The meta data, such as the file size, number of images,
number of embedded files, and PDF version were included
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FIGURE 2. Dataset creation steps.

TABLE 2. Description of features extracted using PDFMalExtract.

because they can be used by the classifier to find certain
patterns that can help in classifying malicious files properly.

Based on our analysis of a large number of samples, the
strings used in feature extraction were chosen to incorporate
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features that often exist in malicious samples, and less likely
to exist in benign samples.

The tool was built to extract all features in numeric format
to minimize the need for preprocessing. The sample’s hash
was included for reference purposes to identify repetitions if
two samples are the same file but have different names. The
hashes are considered unique identifiers and are expected to
be removed before using the dataset for training or testing
machine learning-based detectors to avoid overfitting.

C. LABELING AND COMPILATION
For labeling purposes, we chose binary labeling, 0 for benign
samples and 1 for malicious samples. While PDF malware
can sometimes be categorized into sub-types, in most
scenarios, it is used as a dropper. A dropper can be defined as
an early-stage malware used to install other types of malware,
such as worms and backdoors [23].

At the compilation stage, we merged the benign and
malicious extracted samples after properly labeling them to
produce the final version of the dataset with 24,337 samples
(13,235 benign and 11,102 malicious). Each sample carries
42 features (including a unique file hash). All features are in
numerical form, with no empty or missing values.

D. DATASET ANALYSIS
Upon compiling the dataset, we analyzed it to detect any
anomalies. The mean, variance, minimum, and maximum
were calculated for each feature in the dataset, as shown
in Table 3.

As shown in the Table 3, there were three features showing
values of 0 consistently across both classes. These features,
namely Acroform, Colors, and BaseEncoding, do not have
any effect on the classifier’s decision.

Another interesting finding is that the maximum value of
the pdf_ver feature was 5, which is not a valid PDF version.
The highest valid PDF version is 2.0. When we explored
this further, we found that many malicious samples use such
invalid values for the PDF file version. Interestingly, most
PDF readers do not flag this as invalid behavior.

Additionally, we found that some malicious PDF files
have a page count of 0. Such files are deliberately corrupted
by malicious actors, as explained earlier in Section II-C.
The same finding was observed in the ‘‘contains text’’
feature, where several values of -1 were found. Such values
are used by our data extraction software, PDFMal-Extract,
to indicate a corrupted file where this particular feature was
not extractable.

Figure 3 shows the features correlation heatmap. The
figure also shows that Acroform, Colors, and BaseEncoding
features appear as white lines. This means that these features
were consistently non-varying and therefore do not impact
the classifier’s decision.

As shown in Figure 3, high correlation was detected in
features that are logically relevant to each other, as expected,
such as obj with endobj and stream with endstream.

No unexpected levels of correlation were found among the
dataset features.

V. MACHINE LEARNING-BASED DETECTION
A. IMPLEMENTATION ENVIRONMENT
All experiments, data collection and extraction, training, and
testing were performed on a computer with the specifications
listed in Table 4.

B. PERFORMANCE METRICS
Using the four basic performance measures of True Posi-
tive(TP), True Negative (TN), False Positive (FP), and False
Negative (FN), the following metrics were calculated in our
experiments:

1) Accuracy

Accuracy =
TP+ TN

TP+ TN + FP+ FN
(1)

2) Precision

Precision =
TP

TP+ FP
(2)

3) Recall

Recall =
TP

TP+ FN
(3)

4) F1 score

F1score = 2 ∗
TP

TP+FN ∗
TP

TP+FP
TP

TP+FN +
TP

TP+FP

(4)

In addition, we measured the time required for the
inference of a single sample to help differentiate models by
efficiency, not just accuracy.

C. IMPLEMENTATION PLAN
The different steps of the implementation plan are shown
below:

1) Data collection: In this step, malicious and benign
PDF samples are to be collected, as explained in
Section IV-A.

2) Feature extraction: In this step, we built a python script
to extract 42 features from each PDF file. The complete
list of features and their descriptions can be found
in Table 2.

3) Data labeling and compilation: In this step, the data
extracted frommalicious and benign samples is labeled
(1 for malicious and 0 for benign) and compiled into a
single dataset. The dataset can be found in [24]

4) Train-Test data split: The data was randomly split into
75% training and 25% testing subsets to ensure that
there is no data spill between the training and testing
subsets. The split was performed with stratification to
ensure that the same class distribution is maintained in
both the training and the testing subsets.

5) ML pipeline creation: To find the best performing
classifier, we create a pipeline with the following
classifiers:
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TABLE 3. Per-Feature statistics.

TABLE 4. Implementation environment.

• Random Forest (RF)
• Logistic Regression (LR)
• Decision Tree (DT)
• Gaussian Naive-Bayes (GNB)
• eXtreme Gradient Boost (XGB)

6) Classifier training and testing: The five classifiers
created in the previous step were trained using the
training subset and then tested using the testing subset
to obtain a selected group of performance metrics
described in Section V-B. Figure 4 shows the layout of
the proposed detection system.

7) Cross-Validation: To ensure the robustness of the
obtained results and to confirm that the proposed
system can generalize beyond its training subset,
the best performing classifier was subjected to
10-fold cross-validation. In this validation, the dataset
is randomly split into 10 folds. One fold is used for
testing, while the other nine folds are used for training.
This process is repeated ten times such that each fold
is used for testing only once and for training nine other
times. The detailed steps of 10-fold cross-validation are
shown in Algorithm 1.

8) Model’s Explainability: Shapley additive explanation
is used to calculate the explainability of the best
performing model. More details about SHAP can be
found in Section VI.

D. RESULTS
The testing results of the classifiers’ pipeline are shown in
Table 5. As shown in the results, RF, andXGB outperformDT
with a small margin, while outperforming LR and GNB by
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FIGURE 3. Features correlation heatmap.

FIGURE 4. Proposed PDF Malware detector.

a large margin. XGB slightly outperforms RF by delivering
an accuracy of 0.9949, and F1 score of 0.9948. While this
small difference in accuracy is negligible, XGB outperforms

RF significantly in terms of inference time.While RF’s single
sample inference time was 3.92ms, XGB’s single sample
inference time was 0.564ms. That is merely 14% of the time
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Algorithm 1 10-Fold Cross-Validation

1 Input: Dataset
2 Output: testing results for 10 runs; results

3 Array← Dataset
4 Split Array into 10-folds randomly to produce
fold(1to10)

5 model = MLClassifier
6 for i = 1to10 do
7 TestingData = fold(i)
8 TrainingData = Null
9 for j = 1to10 do
10 if j <> i then
11 TrainingData =

TrainingData.Append(fold(j))
12 end
13 end
14 train model(TrainData)
15 test model(TestData) to produce results(i)
16 end
17 print results

needed for RF. Therefore, We consider XGB as the best
performing classifier due to its extremely high accuracy, and
F1 score, combined with comparatively low inference time.

As shown in Table 5, GNB presented the poorest perfor-
mance with accuracy of 0.6218, and F1 score of 0.5906 only.
Figure 5 shows the confusion matrix plots for the

five classifiers. As shown in these plots, XGB shows a
false-positive rate of 0.18%, and a false-negative rate of
0.9% outperforming all the other classifiers. While RF
delivers excellent false-positive rate of only 0.09%, it has a
noticeably higher false-negative rate of 1.19%. While these
numbers do not indicate poor performance, they fail in
comparison to XGB.

As shown in Figure 5, GNB shows a high true-positive
rate of 98.41%, but fails to detect true-negatives, with only a
31.79% success rate. This means that 68.21% of benign files
are being flagged as malicious, i.e, false-positives.

Figure 6 shows the Receiver Operating Characteristic
(ROC) Curve Area Under Curve (AUC) for the five classifier.
The plot confirms our earlier finding the XGB and RF
slightly outperform DT, while noticeably outperforming LR
classifier. The classifier with the lowest AUC was GNB,
as deduced earlier.

Table 6 shows the results of the 10-fold cross-validation
process. The small standard deviation shown in Table 6
proves that the results obtained earlier are reliable, and that
the classifier can generalize well beyond its training subset.

VI. MODEL’S EXPLAINABILITY
The black box nature of machine learning models makes
these models less desirable to cybersecurity practitioners.
Many systems we use ubiquitously in our daily lives rely

significantly on the security, and availability of these systems.
This makes the risks associated with such assets extremely
high, and the security of these systems is of imperative
importance. This requires the highest possible transparency
of machine learning-based cybersecurity systems to have
a better understanding of how their decisions are made.
Especially with the long history of biases in machine learning
based systems [25].
Explainability, in the machine learning context, can be

used for debugging models, user interpretation validation,
and, most importantly, for building trust in these models and
the decisions they make. While many classical models, such
as decision trees, are considered inherently interpretable,
they face challenges in generalizing this interpretability to
the highest predictive performance models [26]. Such chal-
lenges emphasize the need for model-agnostic explainability.
Establishing explainability without direct relevance to the
model being analyzed provides a holistic approach that gives
explanations for any machine learning model.

SHAP was introduced in 2017 as a model-agnostic
technique of explainability based on game theory [27]. SHAP
calculates the impact of each feature on each decision made
by comparing the model’s performance with the feature,
to the model’s performance without the feature. This helps
in identifying the specific impact of lower or higher values of
this feature on the classifier’s decision, as well as measuring
the importance of this feature in the decision-making process
overall. The SHAP values were calculated for the XGBoost
model presented in Section V.
Figure 7 shows the SHAP summary plot for the top ten

features. In SHAP summary plots, each line represents one
feature, with the features arranged in order of importance,
with the highest on top and the lowest in the bottom of the
plot. Each dot in the plot represents the impact of the feature
on the classifier’s decision. Each dot on the right side of the
plot pushes the classifier’s decision to be higher, in our case
pushing the output closer to 1 (malicious PDF file), while
each dot on the left pushes the classifier decision to a lower
value, which is 0 in our case (benign PDF file). The red color
represents a higher value of the feature in that sample, while
the blue color represents a lower value of the feature in that
sample. The range of colors between red and blue represents
the range of values of the features.

According to the plot in Figure 7, JavaScript is the feature
with the highest importance. As explained in Table 2, this
feature shows the number of occurrences of the /JavaScript
string in the PDF file. The figure shows that higher
occurrences of the /JavaScript string in the file push the
decision towards malicious. This aligns with our experience
that higher occurrences of /JavaScript is usually associated
with malicious PDF files. The blue dots on the left side
mean that lower occurrences of that string are associated with
benign PDF files. The same explanation applies to the fourth
feature, JS.

The second feature in Figure 7 is contains_text, which
is a binary feature that captures if the file contains actual
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TABLE 5. Results of all models.

FIGURE 5. Confusion matrix plots the classifiers’ pipeline.

text (of 50 characters or more). The figure shows almost all
blue dots on the right side, which means that 0 value of this

feature pushes the classifier’s decision towards malicious.
Alternatively, the red dots on the left mean that the existence
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FIGURE 6. ROC AUC Curve plot for all classifiers.

TABLE 6. Results of 10-fold cross-validation for XGB model.

of more than 50 characters of text pushes the prediction
toward benign. This is also aligned with our experience that
malicious files usually contain very low amount of text,
or no text at all, while benign files usually contain more than
50 characters.

The third feature in the figure is pdfsize. Lower file size
pushes the prediction of the classifier closer to malicious,
while a larger file size pushes it toward benign. This is also
aligned with our experience that malicious PDF files tend to
be small in size and do not contain a lot of readable content.
A similar explanation applies to the pages feature, listed as
the tenth in the figure.

An explanation similar to JavaScript and JS features can be
found in the figure for the feature namedXFA,which captures
the occurrences of the /XFA command. The command is
used by malicious actors to embed scripts inside XML Forms
Architecture. Additionally, the number of URI occurrences
is also considered an indication of maliciousness by the
classifier.

The calculated feature importance for all features is shown
in Table 7. As shown in the table, the feature with the
highest importance is the /JavaScript string in the PDF file,
as explained earlier. Interestingly, the last seven features;
isEncrypted, Acroform, Encrypt, BaseEncoding, Colors,
RichMedia, and JBIG2Decode — show 0 importance. This
means that the values of these features do not impact the

TABLE 7. SHAP feature importance for all features.

classifier’s decision in any way. Such insights can be used for
feature selection for future models to reduce the number of
features extracted from the PDF files and therefore improve
the efficiency of the detection system without sacrificing
accuracy. Table 7 also shows that the top five features
have much higher importance values in comparison to other
features. This can result in a highly effective feature selection
process.

The results obtained fromSHAP explainability analysis are
highly aligned with human experience regarding malicious
PDF files. This increases the transparency of the decisions
made by the detection system and confirms the importance
of the features extracted from our presented dataset.

VII. DISCUSSIONS
The main contribution of this work is producing a benchmark
dataset for PDF malware that can be used for training
machine learning-based detection systems. This includes the
collection of a diverse range of samples and the focus on
creating a larger number of indicative features that can help
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FIGURE 7. SHAP summary plot for the top 10 features.

TABLE 8. Comparison of the proposed detector trained with RIT-PDFMal-2026 with related works.

detection systems capture the essence of malicious content
inside PDF files. This is evident in the publication dates of
the datasets used in these works. Table 8 shows a comparison
of the proposed PDF malware detection system utilizing the
proposed dataset with related works.

As shown in Table 8, [10] and [15] both rely completely on
Contagio dataset which was published in 2013. Even PdfRep,
presented in [9], that has the highest number of samples,
includes a large portion of Contagio samples, contains a
significnat number of old samples from Contagio and other
sources. While PDF malware did exist before 2013, the older
malware relied heavily on Javascript, and did not use the
obfuscation and multistage techniques disciovered in more
recent PDF malware samples.Additionally, PdfRep suffers
from low number of features extracted from these samples.
The selected features in [9] were mostly statistical andmissed
many structural features that can help in distinguishing
malicious from benign files.

In terms of class balancing, none of the reviewed works
suffered from significant imbalance, except [9] that had a
higher imbalance comparatively.

CIC-PDFMal-2022, presented in [8] is the most compa-
rable to our presented dataset, due to its newer samples,
along with the variation in the types of malware captured

in the dataset. However, our proposed dataset contains
more than double the number of samples, along with a
significant jump in the number of features as well. RIT-
PDFMal-2026 contains 24,337 samples with 42 features,
while CIC-PDFMal-2022 contains only 10,022 samples, with
32 features. If we ignore the ‘‘hash’’ feature, which can not
be used for training, the nine other feature difference was
carefully selected based on detailed analysis of the PDF
malware samples to select these additional 9 strings. The
difference is clearly shown in two out of these nine features,
namely Registry and URI, appearing in the top ten in SHAP
feature importance.

As we examine the detection model’s explainability,
we find that the use of malicious Javascript is still a noticeable
theme in malicious PDFs. Additionally, we notice a rise
in the use of URIs and URLs to trigger more malicious
downloads. This emphasizes the role of PDF malware as a
dropper rather than a carrier of the final payload in most
scenarios.

A limitation of the current static-only approach is its
potential vulnerability to advanced evasion techniques, such
as heavy obfuscation or incremental updates that alter
structural features while preserving malicious intent. The
RIT-PDFMal-2026 dataset, with its diverse recent samples
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and rich feature set, was designed to provide an foundation
for hybrid static-dynamic detectors. By combining the static
features extracted here with behavioral traces (e.g., system-
call sequences or event graphs obtained through controlled
execution in a sandbox), researchers can build more resilient
models aligned with recent advances in polymorphism-aware
behavioral classification [16].

VIII. CONCLUSION AND FUTURE WORK
In this paper, we presented a curated benchmark dataset for
malicious PDF documents. The research work focused on
collecting a reliable real-life pool of malicious samples and
combine it with realistic benign PDF documents. The work
also presented a carefully selected set of features that can help
build highly accurate machine learning-based malicious PDF
detection systems.

The built dataset was used in training and testing a large
pool of classifiers to ensure its usability, reliability, and
correctness [24]. The built detection system was successful
in detecting malicious PDFs with an accuracy of 0.9949,
F1 score of 0.9948, FPR of 0.18%, and FNR of 0.9%.
The results were validated using 10-fold cross-validation
and showed a minimal standard deviation of 0.000789 in
accuracy and 0.000841 in F1 score. This proves that the
proposed model generalizes well beyond its training dataset
and proves that the results obtained were not caused by
overfitting.

Additionally, the best performing model, XGB, was
explained using SHAP.Model explainability provided deeper
insights into the impact of each feature on the classifier’s
decision. The obtained explanations were highly aligned with
human experience. This increases trust in such systems.

Future research directions include expanding the dataset
with additional features as different types of malware
families evolve. A related research direction is to explore the
capabilities of other types of classifiers, such as deep neural
networks and transformers.

Another research direction is to explore the use of Artificial
Intelligence (AI) agents in attribution and extraction of
malicious content in PDF files. In particular, the RIT-
PDFMal-2026 dataset can serve as high-quality training
data for generative models (e.g., GANs or VAEs) to
synthesize realistic malicious PDF feature vectors or even
augmented PDF objects, thereby addressing data scarcity,
class imbalance, and concept drift in evolving PDF mal-
ware campaigns [17]. Another promising direction is the
development of hybrid static-dynamic detection pipelines
that first apply the fast XGBoost static classifier for initial
screening and then trigger lightweight behavioral analysis on
suspicious samples, leveraging ensemble techniques robust
to polymorphic thread-division attacks [16]. The dataset
also enables adversarial robustness studies (e.g., generating
evasive PDF variants) and continual-learning benchmarks,
positioning RIT-PDFMal-2026 as a versatile resource for the
broader malware-detection community.
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