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Abstract

In this paper, we propose a novel localization service to monitor the position of residents in assisted living facilities. The
service supports a configurable balancing between precision and privacy, in such a way that the right of the residents to move
freely in the environment in which they live without being tracked is preserved. However, in case of need, they can always be
quickly localized. To do this, we implement, on top of an RFID-based architecture, a probabilistic model guaranteeing that the
probability of identifying a person in a given (sensitive) place is at most k', where k represents the required privacy level. This
is obtained by ensuring that the EPC sent by RFID tags is not an identifier, but is equal to that of at least other £ — 1 people, each
afferent to a different reader. We show that our method reaches the goal, resisting also attacks aimed at breaking privacy on the
basis of humans’ movement models. Importantly, privacy is guaranteed against both misuse of the administrator and client-side

eavesdropping attacks.

I. INTRODUCTION

Assisted Living Facility (ALF) or assisted living residence
is a housing facility for people who needs assistance with at
least one of the activities of daily living. Residents of an ALF
receive health assistance and are monitored by a trained staff
to ensure their health, safety, and well-being. In ALFs, the
possibility of knowing residents’ position is very important,
because it may represent a valid support to medical activities
and assistance strategies. On the other hand, we are not in the
case of classical nursing homes or hospitals, where residents
are patients who must be continuously controlled by the staff
and have limited freedom of movement. In ALFs, residents
pursue their life, move freely, have their private activities, and
have social relationships. Apart from specific cases, there is no
special medical monitoring equipment that one would find in
nursing homes, and the staff may not be fully available at all
hours. Thus, we are in an intermediate situation, in which the
staff cannot keep a full control on residents because it appears
disproportionate w.r.t. the safeguarding of fundamental rights.
However, residents’ localization cannot be left entirely without
monitoring, because in particular cases it is crucial to be able
to quickly reach them (e.g., a resident does not show up for
an essential therapy).

Therefore, we are in a case in which the trade-off between
the utility of having precise information about patients’ loca-
tion and the right of keeping private the exact movements
of patients has to be solved. Doing this, we have to take
into account that in the specific application context data are
strongly sensible and a large effort is required by standards and
norms to enforce the prevention of health privacy violations
also by abuse of authorized parties.

Which is exactly the problem we have to face? Commercial
and research solutions to localize people exist, even based
on patents [1], aimed at localizing patients in health assis-
tive environments. However, few of them dealt with privacy

violations coming from the administrator of the localization
service, even due to data loss or theft. We argue that more
advanced solutions of the above trade-off are necessary to
make localization systems resistant to patients’ privacy threats,
which can prejudice human dignity and fundamental rights.

In this paper, we give a contribution to the above need, by
proposing a privacy-preserving localization technique resisting
also attacks coming from the administrator side. Our solution
is based on a probabilistic framework that supports the k-
anonymity notion [54]. Specifically, our approach leverages
an infrastructure of Radio-Frequency IDentification (RFID)
readers covering the entire area of the ALF, in which residents
are equipped with suitably-designed RFID tags. Each RFID
tag sends a quasi-identifier that does not disclose resident’s
identity because it is always guaranteed that at least other k—1
residents send the same quasi-identifier at the same stage. This
allows us to guess the position of a resident with probability
at most k1, for any positive integer k. Moreover, the solution
guarantees that at least £ RFID readers report the same quasi-
identifier, so that the privacy requirement k is effective (thus
resuming the concept of [-diversity [42]). However, differently
from approaches leveraging the ¢-closeness notion [38], we do
not consider the distribution of data values for private attribute,
so that the t-closeness privacy requirement is not taken into
account.

A probabilistic framework allows us to tune the two param-
eters of the proposed technique to obtain the trade-off between
localization precision and privacy level. Obviously, whenever
k = 1, our model reduces to existing localization systems
(from the side of precision), but maintains privacy guaranteed
against both malicious accesses of an intruder to location
data and eavesdropping attacks. For k& > 1, our k-anonymity
localization adds the strong property of fully protecting privacy
also against misuse of system administrators. Observe that,
this would be not true if a (trivial) proxy solution grouping
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together k transmissions at random is applied.

The proposal presented in this work is sound under an
attacker model for which the following two high-level char-
acteristics apply: no low-level attacks and no background
knowledge (the attack model is detailed in Section V-A). These
are common assumptions done in this context (see for example
[29], [50]). Under this attack model, our solution preserves
privacy against client and server side attacks, by guaranteeing
that residents’ location is guessed with probability at most
k1, still fully matching the requirement of finding a resident
with a small number of attempts. This is an indefeasible
feature in an ALF, where a number of events requiring a
rapid localization of a resident may occur (e.g., for security
reasons, therapy actions, assistive requests, behavior checks,
emergency). In our solution, knowing a small number of
possible positions of a given resident does not allow us to
know his real position for sure, but gives us the possibility
to reach him through some additional information, like that
obtained from the medical staff belonging to the candidate
places, or by means of a physical search.

Finally, we observe that one of the goal of our IT solution is
to perform a business service more efficiently and effectively,
w.r.t. privacy requirements in a very challenging application
scenario, thus reaching an important objective of service
computing.

A. Motivation

The aim of this section is to highlight the importance of
privacy in the context of ALFs, together with the relevance
of the ALF scenario as application setting for innovative IT
solutions. This represents a strong motivation of our work,
in which we try to investigate both the above aspects in the
context of people localization.

As a matter of fact, ALFs are a good example in which a
challenging problem is to find the correct balancing between
high services and high privacy. Since many years, researchers
are facing this problem. See for example [22], in which
the project team considered privacy an important aspect of
the environment, as prior research found that residents had
strong preferences for privacy. Still in this context, [21]
classifies ALFs on the basis of the privacy level required by
their patients. The results show that an increasing number
of ALFs consider patient privacy as a fundamental feature
and, therefore, it is included as one of the main aspect in the
evaluation and classification of such environments. Moreover,
the Assisted Living Facilities Association of America [4],
[44] suggests a general interpretation of assisting living to
include a philosophy that emphasizes some form of resident
independence, autonomy, and privacy, thus recognizing the
importance of residents’ privacy as related to the dignity of
individuals. The impact of privacy requirements and needs
on the organization of ALFs is also highlighted in the book
“Assisted living: Needs, practices, and policies in residential
care for the elderly” by Zimmerman [81]. In this work, the
author discusses the case in which the main reason for nursing
home residence is not related to health care. In this context,
he clinches the importance of including, in the social model of

care, humanistic concerns for high order needs among which
privacy is one of the most prominent. This trend of considering
privacy as a main need in ALFs is also confirmed in [72], in
which the privacy need is correlated to the rise of depression
and depressive symptoms.

Following the observation above, our approach applied to
this application scenario has, therefore, a considerable rele-
vance. The importance of such a scenario is also witnessed by
the attention toward it reserved by a lot of other researches in
the IT field. Consider, for instance, the survey on IT tools to
support ALFs described in [51], in which the authors report
that the use of mobile and wearable sensors are becoming
pervasive in such environments to improve patient security.
Such technologies allows for the implementation of HAR
(Human Activity Recognition) modules of fundamental im-
portance in taking care of elderly residents. Another approach
showing the importance of the use of IT tools to improve
the assistance offered in ALFs is presented in [32]. Here, the
benefit of using concepts for home automation environments to
take decisions on the basis of variation in the value reported
by sensors is proved also by focusing on privacy issues in
the storage of patient’s data. Other works such as [70], [73],
[18] and [31] focus on the problem of improving resident’s
monitoring in ALFs and start to implement basic solutions
to the problem of privacy but mainly focusing on how to
safely storing health data and sharing it with clinicians. For
instance, [70] describes a new system to handle heterogeneous
data from the daily activities of residents in ALF and share
it with the different clinicians and hospitals involved. [73]
and [18] propose solutions to improving ALFs’ residents
monitoring by means of WSNs. These approaches leverage
the WSN technology to both improve assistance level and
proactivity and the satisfaction of basic security requirements.
The approach of [31], instead, proposes a multi-agent strategy
to collect resident’s data from different sources and uses a
private cloud to share it with doctors and clinicians so that
adapted services can be delivered at any time directly in
subjects’ environments.

The high number of research efforts towards the improve-
ment of services offered in ALFs together with the lack of
refined solutions protecting the privacy of people living in
these environments are the premises of this work, whose aim
is to add a missing piece in the related scientific literature by
proposing a solution to guarantee residents’ privacy in ALFs
still satisfying monitoring requirements.

B. Plan of the paper

The rest of the paper is organized as follows. Section II
discusses about the related work. In Section III, we describe
the scenario considered in our study, the addressed problem
and the proposed solution. A real-life environment considered
as case study to test the performance of our solution is
presented in Section IV. In Section V, we introduce the threat
model and analyze the security of our technique. Finally, in
Section VI, we draw our conclusions.
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II. RELATED WORK

It is well known that privacy is a topic that has attracted
the attention of the scientific community in several application
contexts, such as databases [66], location-based services [19],
[74], social networks [8], [9], etc.

In this section, we survey the literature regarding location
anonymity, finally focusing on health-care environments.

The concept of k-anonymity was originally designed by
Samarati and Sweeney in the field of database privacy
[54], [55], [66]. According to them, a database provides k-
anonymity if the explicit identifiers of all the tuples are
removed from the database and, additionally, the quasi-
identifiers (set of attributes leaking confidential information)
of each individual in the database cannot be distinguished from
those of at least £ — 1 other individuals. Hence, this approach
of k-anonymity suggests the suppression and generalization of
quasi-identifiers. Suppression consists in protecting sensitive
information by removing it, whereas generalization involves
replacing specific values (e.g., residence address) with more
general ones (e.g., only ward or district of residence). Both
techniques result in information loss. Always within the con-
text of database privacy, the authors of [62] propose a proba-
bilistic k-anonymity property, which guarantees that the proba-
bility of re-identification of a database record be the same as in
k-anonymity (at most 1/k), but without explicitly requiring that
the quasi-identifier attributes take identical values within each
group of k records. Moreover, two computational methods,
based on microaggregation and swapping, are presented to
reach probabilistic k-anonymity. Our approach does not work
on database tables, but it applies a k-anonymity localization
technique, thus dealing with the issue of preventing location-
based identity inference.

The general idea of k-anonymity localization [19], [74], [11]
is that the position of a user is given provided that the proba-
bility of identifying him is less than k~!. A similar approach
to protect location data consists in creating areas of confusion
where the traces of a number of users converge [46], [56],
[37], [7]. Over time a wide range of application scenarios took
advantage of this technique to guarantee privacy. For instance,
in the context of location-based services (LBSs), k-anonymity
location requires that location information inside a message
sent from a mobile user to an LBS should be indistinguishable
from at least £k — 1 other messages from different mobile
nodes [20]. The most popular solution for designing privacy-
preserving LBSs consists in obfuscating the actual location
of the query by constructing cloaking regions that contain
the locations of k£ anonymous users [13]. Another privacy-
preserving mechanisms is presented in [12]. In this paper, the
authors argue that the ability of generating fake contextual data
can be important also in privacy preserving applications. For
instance, it could be possible to add some dummy queries or
fake transactions, which are indistinguishable from the real
ones, so that it is hard to trace the real interests of users
performing them.

Other related approaches are based on the notion of -
diversity and its extensions [60], [80], [77], a form of group
based anonymization in data sets that performs a reduction of

the granularity of a data representation to reach the privacy
goal.

Still in the context of group based anonymization, there
are approaches based on t-closeness [38], [52], [39]. The
t-closeness privacy notion refines l-diversity considering the
distribution of data values for the attribute. In particular,
it requires that the distribution of a sensitive attribute in
any equivalence class is similar to the distribution of the
attribute in the overall table. t-closeness improves 1-diversity
because the latter ensures diversity of sensitive values in each
equivalence class, without taking into account the semantical
closeness of these values. These privacy notions are attempts
to contrast attacks that strongly leverage the knowledge of
data distribution (e.g., information on residents’ habits and the
knowledge on the intended use of each area inside the ALF).
However, throughout this paper, as commonly done in the
literature, we assume that no attacks based on this knowledge
are carried out (see, for example, [29], [50], [30], [23],.

Several solutions have been proposed for indoor localization
[33], [35], [41], [48], however few attention has been given
to privacy issue. Only the proposal in [29] presents a system
to provide indoor continuous localization to a mobile user by
measuring the signal intensity of its surrounding Wi-Fi APs,
with minimum energy consumption, so that a static cloud-
based server exploited for localization cannot identify user’s
location with a probability higher than 1/k. With respect to
our solution, the proposal in [29] is based on the use of
smartphones (instead of active tags) and Wi-Fi (instead of
RFID technology). This solution, which has been proposed for
a problem different from that addressed in this paper, appears
little adequate for our application context because: (1) the
collaboration of residents is required as they have to constantly
bring a smartphone with them, and (2) the necessity of keeping
all Wi-Fi APs always active could be little compliant with
health-care facility restrictions.

The authors of [59] discuss the problem of exchanging
location information amongst untrusted parties and present a
solution to guarantee user’s privacy. Another solution to the
same problem, based on a public-key privacy homomorphism,
is presented in [58]. Despite the fact that both the above
solutions apply only to phone-cell-based LBSs (whereas our
approach considers more fine-grained people localization), an
interesting common aspect of the above papers with ours is
that both do not rely on a trusted third party to anonymize the
users and to guarantee their location privacy.

A new trend related to LBSs is represented by location-
based social networks (LBSNs) [79], [76]. In this context,
the authors of [79] formalize a framework called iGeoRec to
predict the probability of a user visiting a new location through
a probabilistic approach, whereas in [76] the same aim is
obtained by a spatial social union approach. Still in the context
of k-anonymity localization, an extension for spatio-temporal
data is the (k,d)-anonymity [2], [3], which is specifically
designed for uncertain trajectories defined as the movement of
an object on the surface of the Earth. This technique exploits
the spatial uncertainty § > 0 in the trajectory recording
process. In [67], the authors prove that, for any § > 0 (that is,
whenever there is actual uncertainty), (k,d)-anonymity does
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not hide an original trajectory in a set of k indistinguishable
anonymized trajectories.

Clearly, the general idea of obfuscating/confusing the final
position of users to protect their privacy, is not suitable in our
scenario because we need to exactly identify the k possible
locations of a user to face emergencies. Location cloaking
[10], [58], [24], [27], [36] aims to perturb location data
by introducing random noise in order to guarantee user’s
privacy. To maintain the current locations of all users, a trusted
third-party anonymizer can be employed [17], [20], [28]. It
generates a Cloaking Region (CR) enclosing k users who are
close to each other. However, the major drawback of these
approaches is that they do not prevent from attacks on the
trusted third-party. Indeed, if an attacker gains access to it, the
privacy of all users is compromised. Our approach, instead, is
conceived to operate with no trusted third-party.

Generally, different applications imply different privacy
threats and models. For instance, in mobile phones, there are
LBS applications using Global Positioning System (GPS) [16],
or Wireless Networks [29]. There are LBS applications in
which the user’s location can be continuously detected, see
for example [63], [2], also providing a user-defined level of
privacy against a static server (see [29]).

In an RFID scenario, continuous detection is unlikely,
because high computational efficiency and low cost are typ-
ically required. In this context, [78] presents an approach to
improve the efficiency of the RFID system. An approach to
tracking children in a large park still preserving their privacy is
presented in [40]. Through a deep security analysis the authors
show that their tracking scheme guarantees children identity
privacy, unlinkable location privacy, and forward security.
However, this approach does not contrast server side attacks.
This limitation is not present in our approach.

The problem of balancing (1) the need of protecting health
information and (2) the utility of sharing information, has
received great attention in the last years [43], [71].

RFID technology and data anonymization have been widely
adopted in health-care environments [25], [69], [75], [65],
[14]. In particular, the authors of [69] present four lists of
applications for RFIDs enabling functions (tracking, identifica-
tion and authentication, automatic data collection and transfer,
and sensing) and subjects (staff, patients, assets and clinical
trials). They conclude that adopting RFID sensory systems to
track the positions of patients, doctors, medical equipments,
and devices inside a hospital, can help minimize medical
errors and improve the management of patients and resources.
According to the results presented in [69], our paper proposes
a practical solution to the problem of localizing people in an
assistive environment, to reduce risks related to hospitalization
and to increase patient independence. This feature, together
with the others described above (i.e., no third trusted party
used, no obfuscation, administrator-side attack prevention),
makes our approach relevant and novel with respect to the
state of the art.

III. PRIVACY-PRESERVING LOCALIZATION

In this section, we describe the scenario considered in our
study and the proposed solution. We consider an assisted living

a,d system parameters
p number of residents
o the lowest prime number > p
T number of readers
RPF random permutation function
TABLE I
NOTATIONS

facility in which the position of residents has to be monitored.
The approach we follow to address this problem is based on
the use of active RFID tags, RFID readers, and a server.

Preliminarily, we introduce the notations used in the fol-
lowing (they are summarized in Table I). Our solution is
parametric w.r.t. two numbers d and a: d is a positive integer
and « is a real number in the interval [0, 1] (their role will be
discussed in Section V-B). Let p be the number of residents to
monitor and r be the number of RFID readers present in the
environment. RPF is a random permutation function operating
on the set of integers [1,p’ — 1], defined as:

RPF : 1% — LY

where p’ is the lowest prime number such that p’ > p, Z,
is the multiplicative group of Z,,, Z,, is the set of (equivalent
classes) of integers (mod p’), and RPF (i) = i-g (mod p'),
for any g € {1,...,p'}. Observe that being p’ prime, RPF
works as a permutation because Zy, is an additive cyclic group,
and every ¢ € {1,...,p'} is a generator for Ly

We are ready to present how our proposal works. We start
from the infrastructure. The first operation is to partition the
ALF into cells by properly positioning the RFID readers in
known locations. Each resident is equipped with an active
RFID tag that replies to the reader requests sending a suit-
able number said QI D (quasi-identifier). Finally, the readers
communicate with a server, which handles data flow on the
network.

The idea is that the QID generated by each RFID tag
changes at each reading in a pseudo-random way. As a
consequence, a malicious attempt to track a resident by sniffing
the generated number fails, if the attacker cannot associate the
generated QI D with the victim. To protect user privacy, we
remove any one-to-one correspondence between (QIDs and
residents, which is replaced by a one-to-many correspondence.
However, to preserve the localization service, we require that
the above correspondence guarantees the localization of a
resident with a probability at most £~!. In other words, our
approach implements a mechanism able to guarantee, at any
time, that there exist at least k different positions in which a
resident could be.

The workflow of our protocol to monitor residents is iter-
ative and, in the following, we describe what happens at the
iteration ¢ > 0.

1) Query. The server sends a reading request to all the
r readers, which, in turn, query the tags inside their
coverage area. To prevent tag reading from unautho-
rized devices, reader authentication is adopted. Among
the several authentication techniques presented in the
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literature [49], typically using classical cryptographic
primitives such as hash functions or block ciphers, in
our proposal we adopted the minimalist lightweight
authentication protocol proposed in [47], which is low-
cost, offers an adequate security level, and can be
implemented even in the most limited tags as it only
needs around 300 gates.

QID generation. Each RFID tag contains a 64-bit
pseudo-random number generator (PRNG), whose seed
is known by the server, and is able to compute the ran-
dom permutation function RPF' defined above. To reply
the request, the tag computes ID(t) = RPF(ID(t —
1)), where we assume that 7D(0) = i for the tag of the
i-th resident. In words, at the beginning (¢ = 0), each
resident is identified by a progressive integer 1,...,p
and, after each iteration, it is associated with a new
integer in [1,p]. The random permutation function as-
sures that, at each iteration, two different tags are not
associated with the same integer. Then, the tag computes
QID at the iteration ¢ as:

ID(t) mod d if PRNG(t) < a-2%
QID() =

PRNG(t) mod d otherwise

where, we recall, a and d are system parameters and
PRNG(t) is the t-th element of the pseudo-random
sequence of the tag. In words, with probability a, the
tag returns a hash obtained by uniformly mapping I D(t)
to a domain of d elements, whereas, with probability
(1 —a), QID(t) is pseudo-randomly generated.
Response. The j-th reader (with 1 < j < r) processes
the received data, say {QIDs,...,QID,} (ie., there
are z people under the reader coverage area). Let us
denote by v <— X the operation of choosing an element
v from the set X according to the uniform random
distribution on X. For each received QID;, the tuple
(QID;, ) is sent to the server, where = is a positive
integer obtained as:

v {1,...,r}\ {4}

fdw<i:
QIDw:QIDz

J otherwise

In words, if more tags generate the same QI D, only the
first is associated with j: the remaining ones are asso-
ciated with other randomly chosen readers. Otherwise,
if a QID is generated by only one tag, then this tag is
associated with this reader (i.e., j).

Storing. The server collects the tuple received from all
readers. If the number of the received tuples is lower
than the number of residents, the service detects that a
resident has left the ALF and throws an alert (as we will
show in Section V-B, the system will continue to run
correctly without need of reconfiguration). Otherwise,
these tuples are stored overwriting the tuples at the
previous iteration.

System parameter | Value
a 1
d 2
p 4
P 5
r 100
t 1

TABLE I
SYSTEM PARAMETER SETTINGS FOR THE RUNNING EXAMPLE

The protocol described above gives us the possibility to
locate a resident and to verify that no resident leaves the ALF.

The procedure to locate a resident u is as follows.
Let’s assume we are at the ?-th iteration. The server can
obtain the QID(t) generated by wu, as it can compute
PRNG(t) and ID(t) of step QID generation. Then, the
server performs a reading request to all the r readers and
among all the tuples received, it filters out the set T =
{QID(t),l1),...,(QID(t), i)} (i.e., those referring to
QID(t)). Now, the server can guess the location of u with
probability |7'|~!: indeed, the possible |T'| locations of u are
inside the coverage areas of the readers Iy,..., 17|

Concerning the procedure to guarantee that residents are
confined inside the ALF, it works as follows. Periodically,
the server executes a reading request to the readers and
checks that all the p QIDs from the residents’ tags are
received. When the number of received QI Ds is less than
the expected one, an alert is generated. Moreover, from the
knowledge of the expected Q1D, it is possible to guess (with
a given probability) who is the absent resident and his/her last
possible (k) positions (indeed, the server stores the last tuples
received). Observe that the frequency at which tags send the
signal represents an important privacy issue because a high
sending frequency could allow an attacker to track residents’
movements. We study this aspect in Section V-B.

A. Running Example

In this section, we sketch a simple example to show how
the whole protocol works and the messages exchange among
the actors.

As for the parameter settings, we choose a = 1, so that
QID(t) will be deterministically generated (see Section III).
Moreover, we set the number of possible different QI Ds d =
2. The number of monitored persons p is set equal to 4 and,
therefore, p’ = 5 (i.e., the first prime number such that p’ > p),
whereas the number of readers is equal to 100. For the sake
of simplicity, we omit the discussion about how the system
parameters are set on the basis of the privacy requirements. In
Table II, we report a summary of the settings chosen for our
parameters.

In Fig. 1, we illustrate the messages exchange among the
actors from the initial state (¢ = 0) to the first iteration (¢ = 1).
In the first step performed by our protocol, the server sends
the message reading request to all the 100 readers (step Query
of Section IIl). This starts the iteration ¢ = 1, which we
are considering in this example. All the readers carry out
authentication with the RFID tags within their coverage area



This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/TSC.2016.2646363, IEEE

Transactions on Services Computing

Patients | P, | P | P3s | Py

D) | 1 | 2| 3 | 4

D) | 3 | 1 | 4| 2

QID) [ 1T | 1 | 0| 0
TABLE III

AN EXAMPLE OF THE TRANSFORMATION OF 4 TAG IDENTIFIERS.

and forward them the reading request. At this point, all RFID
tags perform the step QID generation. Table III-A helps us
to understand how QIDs are generated by each monitored
person: the second row of the table reports the initial value
of ID associated with each person (i.e., ID(0)), whereas the
third row reports the result of the application of the random
permutation function (RPF’) from step ¢ = 0 to step ¢t = 1, by
assuming g = 3. The last row, instead, shows the final QID
values for step ¢t = 1 obtained as 7D(1) mod 2.

After this computation, every RFID tag sends the obtained
QID to the RFID reader from which the reading request
come. The readers collect the received QI Ds and process
them. In particular, we assume that Ps is under the coverage
area of the reader R;, Py is under the reader Ry, whereas P;
and P, are under the reader R3. Thus, both the readers R,
and R, receive only one QID (from P5; and Py, respectively)
and they send to the server the tuple (QID, x), where the first
element is the Q1D received from the tag (0 in both cases)
and the second element is the index of the reader (i.e., 1 and
2, respectively). As for the reader Rs, it receives the same
QID from P, and Ps. For the first QID, the tuple (1,3) is
sent to the server, whereas the second QID is not directly
sent to the server. Indeed, according to the step Response,
in case of collision of some QID on the same reader, as it
happens for P; and P», only one of them is associated with
this reader, whereas the remaining Q@1 Ds will be mapped to
other readers. In particular, a random reader is selected (we
assume it is the reader Rg7 in our example) and the second
QID is associated with this reader, in such a way to hide that
more users with the same QID are in the same place (this
could result in the violation of the privacy requirement). In
practice, P; will be associated with reader R3, whereas Ps
will be virtually mapped on the reader Rg;. Finally, the server
stores all the received records and checks that all expected
QID are really received.

IV. CASE STUDY

In this section, we describe the real-life scenario we con-
sidered in our experimental evaluation of the performance
and security features of our approach. For this purpose, we
referred to an existing ALF and built a simulator based on
its physical characteristics. Specifically, the considered real-
life ALF stretches over about 50k square meters and hosts a
maximum number of 500 monitored residents. We designed
our solution by computing the number of readers to cover all
the different areas occurring in this facility and their exact
position therein. Observe that the position of each reader
depends on the power transmission level and the read distance
has to guarantee that each portion of the place is covered
by at least one reader. Moreover, to face problems related to

interference and overlapping coverage areas, for the spatial
distribution of readers, we used the approaches proposed in
[57] and [68]. This solves the problem arising when a tag is
located within the range of two RFID readers, which might
be falsely detected in two different places at the same time.
Moreover, in our design, we considered also the impact of
multipath, reader-to-tag interference and forward link fading
in the estimation of reader distances by leveraging the study
described in [6] and the methodology described in [34].

To satisfy all the requirements of the techniques above
for reader distribution, we have that the number of readers
necessary to cover the entire area is 2000. Concerning the
use of the RFID technology, RFID active tags and readers
use an operating frequency of 433 MHz, which can be safely
used also for healthcare applications. This is an important
property as some of the ALF residents may suffer from impor-
tant pathologies requiring severe constraints for the electrical
equipments used for their care. The (adjustable) read range of
such tags has been set to cover an area of about 40 meters
(i.e., about a room). Each reader can detect hundreds of tags
in few seconds and based on the signal strength received, the
reader reports or ignores the received EPC to avoid multiple
reading of the same tag (see Section III). Tags have small size
and are attached to person’s wrist or ankle using standard ID
straps.

This real-life scenario will be used in the next section as
test bed for our experiments aimed to validate our proposal.

V. SECURITY MODEL

In this section, we describe the security model and analyze
the security properties of our proposal.

A. Attack Model

As usual in this context, we realistically assume that a so-
lution satisfying the privacy requirement exists. Consequently,
we do not consider inadmissible cases, for example with very
few monitored people or in which k is too high with respect
to the number of residents and the possible locations.

Under this basilar assumption, we state the security prop-
erties of our protocol. We recall that we aim to obtain k-
anonymity, meaning that the probability of localizing a person
is k=1, where k is a given anonymity requirement. Our ap-
proach reaches this goal by forcing that more people generate
the same QID.

We identify the following actors in our scenario:

o service provider, the entity that implements the RFID-
based solution in the environment (i.e., installs and con-
figures the readers, wires the connections among readers,
provides the monitoring software, etc.).

« residents, who have to be monitored and whose privacy
has to be preserved.

¢ (system) administrators, who can access all data pro-
duced by the service;

« unmonitored people, who are present in the environment
but are not monitored (e.g., nurses or visitors).

Concerning the security features of our proposal, we identify
the following properties that our approach must satisfy:
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Fig. 1. An example of protocol instantiation.

1) SP1. Given a QID g, at least k different readers report
the presence of a resident sending q.

2) SP2. Resistance to client-side attacks.

3) SP3. Resistance to server-side attacks.

4) SP4. Resistance to attacks based on fake tags or fake
queries.

To analyze the security properties above, our threat model
includes the following assumptions. Observe that these as-
sumptions are typically adopted in this contest (see, for
example, [29], [50]) and that the security analysis is done
w.r.t. a parameter x (see below).

1) no low-level attacks. We assume no successful attack
on tag/reader authentication and no communication tam-
pering (the adversary can learn from whatever data is
available on the system, such as messages exchanged,
files, etc.).

2) no background knowledge. As shown in [45], any back-
ground information can breach privacy guarantee, so that
this assumption is commonly adopted in the literature
[29], [61], [30], [23]. In particular, we assume that
the attacker has not any background knowledge about
buildings (e.g., number of users in a building or area)
or user movement. However, in our attack model, we
include the case in which the attacker knows the position
of at most z residents.

3) the association between RFID tag and resident cannot
be compromised.

Observe that, because the compliance with the required
security properties is strongly scenario-dependent, it would be
infeasible to analytically prove it. Therefore, we will address
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this issue experimentally by simulating the application of
the proposal to the ALF described in Section IV!. TIn our
experiments, to simulate resident shifts inside a given area, we
built a prototype implementing random-based mobility models
described in [5]. The default model is that residents move
randomly in the whole area.

B. Security Analysis

In this section, we study the security properties of our

approach on the basis of the attack model described above.
Recall that our target is to guarantee the privacy requirement
k. First, we observe that our method is e-approximate, because
the privacy requirement is guaranteed with probability 1 — e,
where € is a small positive real. Moreover, the security is
analyzed w.r.t. the parameter = defined earlier in Assumption
8. To do this, we just increase the privacy parameter k to the
value k + . Indeed, from the knowledge of the position of x
residents, the attacker can guess the position of other residents
with probability equal to (k — 2)~! (thus the initial privacy
requirement is satisfied).
Compliance with SP1 (i.e., given a QI D q, at least k different
readers report the presence of a resident sending q). The
next theorem proves that our proposal guarantees the security
property SP1 described in Section V-A, i.e., given a QI D g, it
guarantees that at least k different readers report the presence
of a resident sending gq.

Theorem 1: Given an admissible privacy requirement k,
there exist at least one configuration of the parameters d and a

TAs p = 500, in our experiments we set p’ = 503, because p’ is the lowest
prime number higher than p.
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such that k-anonymity is guaranteed with probability greater
than 1 — ¢, for any 0 < e < 1.

Proof. We need to compute two probabilities. For the first
one, we introduce the random variable C; defined as follows:
given a QID g, C; is the total number of residents who, at
a given time t, generate q as QID. We call number of QID-
collisions the value returned by C;. We study the probability
p1(c1) = P(Cy = ¢1), which is the probability to have exactly
c1 QI D-collisions, with 0 < ¢; < p.

First, consider the case a = 1. We obtain that p;(cq1) = 1
if ¢; = £, pi(c1) = 0 otherwise. Indeed, when a = 1,
QID(t) is equal to the deterministic value le\l/)(t) mod d
and the function RPF, which introduces pseudo-random
permutations, guarantees that the possible QI Ds are uniformly
distributed among residents.

Then, consider the case a = 0. Now, the probability of
d—1)p—e1 2L
having ¢; QID-collisions is: pi(cy) ()d—p“”’”
Indeed, dP is the number of possible assignments of QI Ds and
(d—1)p~« (pfiil)! is the number of cases producing ¢; QID-
collisions. Moreover, p1(c1) = e 7o (d—1)P = (p_pil)! =
! C —C

Sl (B - b,

By combining the two cases above, we obtain:

@+ (-0 Ry (- Hr o=}

P1(C1) =

(1-a) (pfil)! (é)cl (1- é)p—cl

The second probability we have to compute is related to
the case in which, among the c¢; colliding QIDs, some of
them are under the same reader. If two QI Ds collide under
the same reader, the corresponding collision is called local.
Let us denote by C' the random variable returning the total
number of local collisions (observe that C' < C1). Let p(c)
be P(C = ¢ | Cy = ¢1), which is the probability to have exactly
¢ local-collisions given that there are ¢; QI D-collisions. We

have that:
r—1
Ccp —C

where the denominator is the total number of ways to
spread the c; collision over the r readers, and the numerator
is obtained by considering that, for any i readers including
the ¢ collisions, we have to add the collision assignments not
already considered in previous step (this explains the term
(i = (i — 1)¢)), and the number of possible ways to have ¢
collisions among c; collisions. Finally, we have to consider all
the possible ways in which the remaining c¢; — ¢ collisions are

—1

Cc1 —C
In reaction to local collisions, readers use the function R
(recall step Response in Section III) to spread all (but the
first one) colliding QI Ds over other readers. At this point, it

otherwise

Se-a-m (7)) (%

i=1

p(c) = o

spread over the remaining r — ¢ readers, that is

could happen that a reader x receives a Q1D colliding with
a QID generated by a resident located under the coverage
area of x. This kind of collision is called reader-collision.
Whereas QI D-collisions increase privacy, reader-collisions
are disadvantageous because more residents are associated
with the same reader, thus reducing the number of possible
locations for these residents.

To study the second probability, we introduce the ran-
dom variable C, defined as the total number of reader-
collisions occurring after the execution of the function R.
Clearly, ¢, < (. Therefore, we study the conditional
probability p2(ce,c1) = P(Cg = ¢ | ¢4 = cl),
which is the probability of having cy reader-collisions given
that there are c; residents with the same (Q)ID. Denoting
by Ra the set of readers associated with residents gen-
erating the same QID and by Rp the remaining ones,

we have: pa(cz,c1) = D20 ( >ool, p(c) (pA2(c1,c,i) —+

sz(c2,c1,c7i))), where paa(c1,c,i) = P(Cg =i|(C; =
caNC = c)) is the probability to have 7 cases in which the
function R returns a reader in R4 (thus generating reader-
collisions), whereas pzg(c2,cl,c,i) = P(C; = co—i | (C; =
ca NC = c)) is the probability to have c; — ¢ cases in
which a reader-collision is obtained because the function
R returns the same reader among those in Rp. The sum
considers all the possible cases generating ¢y reader-collisions.
pa2af(ci,c,i) =i- % because we run ¢ random genera-
tions, |R4| = ¢1 — ¢+ 1, and the remaining readers are r — 1.
By following the same reasoning as p; in the case a = 0, we

obtain:
c—(cg—1) |
(’”—<Cl—c+1)—1) (CRCR

r—(c1—c+1)

pZB(C%Clvcai) =

The problem we have to solve is to find d and a such that,
for a given (small) ¢, the following inequality holds:

p Cl—k‘
Z (Pl(Cl) Z pz(Cz,C1)> >1-—e€
Clzk: (12:0

In words, we require at least k residents generating the same
QID (P). Then, if we have k 4+ x colliding residents, we
accept also cases in which at most x are in the same place
(the sum on P5 deals with this possibility). By satisfying the
above equation, we guarantee with probability lower bounded
by 1 — € that at least k residents with the same QID in k
different places occur.

To conclude the proof, we show that, if a solution satisfying
the privacy requirements exists (as stated in the hypothesis
of the theorem), then at least one setting of d and a satis-
fying the above inequality exists. Indeed, the trivial solution
d = 1,a = 1 solves the above problem because all residents
have the same (QID. However, in this case, no meaningful
information about the location of any resident is provided. As
a consequence, we need to find the greatest d satisfying the
above property. This number can be found by a guess-and-
check iterative method, which starts from the minimum value
d = 2 and at each iteration increases by 1 the value of d (as
we will see below, the choice of a is related to some security
considerations that suggest us to set a = (1 — 2~ 1), where z
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Fig. 2. Number of residents with the same QID versus d¢ for different values
of a.

is a suitable positive integer). (I
Compliance with SP2 (i.e., resistance to client-side attacks).
In this class of attacks, we have to consider the case in which
a client can sniff messages exchanged in the environment. In
this way, an attacker may knows the QID generated by a
resident (for example, by eavesdropping the communication
between tag and reader) and wants to guess who is the resident
located near that reader at that time. However, residents’ Q1 Ds
are dynamic and change at each reading in a pseudo-random
way, so that no correlation between two subsequent readings
should be guessed. Observe that, setting a = 1 means that
the QID generation of each tag depends only on the random
permutation function that guarantees a uniform distribution
of QIDs and a number of collisions deterministically fixed.
However, a side effect of setting @ = 1 is that the sequence
of QIDs generated by the same tag is periodic with period
equal to the number of patients. An attacker may exploit this
periodicity to know the next Q1 Ds that a patient will generate
and, thus, may try to track patient movements. The parameter
a is used to prevent such an attack by randomly changing
some elements of the deterministic Q1D sequence in such a
way to break this periodicity. The parameter a measures the
probability that an element of the deterministic Q1D sequence
is not changed.

It is, then, obvious that the possibility to successfully carry
out this attack depends on the values of the parameters of the
system; therefore, by tuning such parameters, we can reduce
the probability of success for this attack to any desired (low)
value.

For this reason, we carried out several experiments to study
the behavior of our technique for different values of system
parameters. We start by studying the parameter a. In this first
experiment, we choose five different values for a (i.e., 0.0, 0.1,
0.25, 0.5 and 1) and we measure the number C' of colliding
residents against the percentage d¢ of the QI Ds for which we
observe C collisions. We set the parameter d (i.e., the number
of possible QIDs) to p/4. In Fig. 2, we report the results of
this experiment.

From the analysis of this figure, we observe that the peak of
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Fig. 3. Number of residents with the same QID versus d¢ for different values
of d.

each curve decreases if a assumes low values. In particular, if
a is equal to 0, then our approach assigns QI Ds in a pseudo-
random way, according to the generator PRNG described in
Section III. For this reason, the trend of d¢ is very smooth
and the standard deviation of the number of collisions is high.
By contrast, if a is equal to 1, then the QID generation is
deterministic and, hence, we observe a very peaked trend of
dc for C' = 4. Therefore, we should set a to the highest
possible value allowing our approach to resist attacks based
on the periodicity of the Q1 Ds generation. If we assume that
changing one element every = elements of the deterministic
sequence is sufficient to avoid a periodicity-based attack, we
should set a = (1 —z~1).

In the second experiment, we test the behavior of our
approach for different values of the parameter d (i.e., p/2, p/4,
p/6, and p/8), which identifies the number of different QI Ds
generated by residents. We set the value of the parameter a to
0.9. The result of this experiment is reported in Fig. 3.

The discrete-Gaussian-like curves associated with the dif-
ferent values of d show decreasing height of the peak as
d decreases, whereas the width of the bell (and, hence,
the standard deviation) behaves the opposite. This can be
explained by considering the fact that a lower value of d
implies a greater number of users who generate the same
QID. However, due to the presence of the parameter a, which
represents the probability of assigning a QI D different from
that generated deterministically, the lower value of d also
implies a greater number of residents that could have assigned
a different Q1D w.r.t that assigned deterministically. These
residents will decrease the number of collisions for the QID
they should have assigned deterministically and will increase
the average number of collisions for the other QI Ds. This
causes the reduction of the height of the curve’s peak and the
increment of its standard deviation.

In the next experiment, we consider another issue related to
the dimensioning of the solution: indeed, a system parameter is
related to the maximum expected number of residents (which
has been considered equal to 500 in the previous experiments).
In a real-life scenario, it is possible that the actual number
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Fig. 4. Number of residents with the same QID versus d¢o for different
number of residents (d = 83).
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Fig. 5. Number of residents with the same QID versus d¢ for different
number of residents (d = 62).

of residents in the environment is less than the maximum
expected one, because of the necessary oversizing during
the system design. However, once the RFID tags have been
configured, the tag reconfiguration every time a resident arrives
or leaves the ALF could be too expensive. For this reason, we
study the system performances when the number of residents
is less than the expected one.

Fig. 4 shows again the number C' of colliding residents
when the overall number of residents is decreased up to 20%.
In this run, we set a = 0.9 and d = 83. Now, if we assume
that the anonymity requirement is k = 4, then the anonymity
requirement is not guaranteed in the worst case. This problem
can be solved by reducing the value of d. A value of d reaching
this goal can be found by applying a simple guess-and-check
iterative method. For example, by changing the value d to
62, we obtain the results reported in Fig. 5. With this new
configuration, the anonymity requirement k = 4 is guaranteed
with all the possible number of residents considered in this
experiment.

Now, we compare the effectiveness of our technique in
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Fig. 6. Number of residents with the same QID versus dc for the two
techniques.

localizing a resident w.r.t. another approach that we call naive.
In this approach, the tag of each resident is identified by a
unique static I D. When a request for the resident with ID = x
is sent by readers, all tags act as follows. The tag with ID =
replies to that request. The other tags generate a random r in
the interval [1, p], where p is the number of residents, and reply
to that request if » < k — 1. Clearly, this approach expects
that k tags reply to a location request on average, to satisfy
the privacy requirement. In this experiment, we keep fixed the
number of residents to 500 and we set a = 0.9 and d = 125
for our approach.

In Fig. 6, we report the number C' of residents’ collisions
measured for the two approaches. The result shows that our
approach always outperforms the naive approach. Specifically,
it is worth noting that the curve associated with the latter has
a trend similar to that obtained by our approach when a = 1.

Finally observe that in principle, an attacker may rely on

both eavesdropped information and collusion with residents.
By assuming that the greatest number of colluding residents is
a given parameter 7 (common assumption for collusion-based
attacks), to contrast the above attack, we just should increase
the privacy requirement k by 7.
Compliance with SP3 (i.e., resistance to server-side attacks).
Here, we assume that an attacker has the rights to access
the information managed by the server so that he can merge
current and past information coming from different readers.

First, we observe that the knowledge of current information
does not give an attacker any advantage: indeed, the mapping
between a resident and its QID is never managed in a
centralized way so that never the server can know such a
mapping. This mapping is generated in a decentralized way de-
pending on the real position of residents and random numbers
generated by readers. Consequently, without the knowledge of
such a mapping, privacy is guaranteed by Theorem 1.

As for merging current and past knowledge, the main benefit
obtained by an attacker is related to the possibility of exploit-
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ing resident movements for an attack. Observe that, differently
from previous cases, in server-side attacks an adversary may
know consecutive reading of tag QIDs.

In this new scenario, the frequency of tags reading assumes
a great importance, as shown through the following example. If
we consider an average speed of 1.6 m/s for each resident, we
have that a resident takes about 11 minutes to move from any
point to any point, because the maximum distance between two
points inside the considered environment is about 1 kilometer.
As a consequence, if all readers query tags with a frequency
higher than 1 reading every 11 minutes, then the attacker may
take advantage from the reduced set of possible paths to guess
residents’ habits or, even worse, to identify them.

Therefore, to guarantee the compliance with SP3, we dis-
cuss the problem of setting a maximum reading frequency to
solve the trade-off between privacy protection and localization
accuracy. In the first experiment, we consider that each resident
moves at a constant speed of 1.6 m/s and can choose a different
movement direction (i.e., random shifts). We vary the reading
period from 2.5 to 10.66 minutes because, as observed above,
periods higher than 11 minutes do not give any advantage to
the attacker.

Now, given a resident u, we measure the number C.,, of
residents with the same QI D who are inside the coverage area
of u, where as coverage area we mean the area that « can cross
in the reading period. In this experiment, we assume that the
anonymity requirement is k£ = 2. In Fig. 7, we report C.,,
versus tags reading period (in seconds) for different values of
d. Looking at the value d = 125, we observe that if we set the
RFID-reader query time to 300 seconds (i.e., 5 minutes), then
we guarantee that there are about two users inside a coverage
area (i.e., the privacy requirement k£ = 2 is satisfied). Clearly,
if the value chosen for d is lower than 125, then the query time
can be reduced. For instance, by looking at the same figure, if
d = 50, we find that a query time of 150 seconds is sufficient
to satisfy the privacy requirement, because it assures at least
two collisions (i.e., Cepr > 2).

Concerning the influence of the average speed of residents
on these results, we observe that the higher this speed, the
wider the coverage area. As a consequence, an increase in the
speed results in an improvement of the privacy degree obtained
because a wider coverage area implies a higher probability of
collisions of residents inside it. In practice, the effect of speed
increasing is that all the curves of Fig. 7 reach the final value
(e.g., 4 for the curve d = 125) for a lower tag reading period.

Now, we study possible attacks when residents’ movements
are not fully random, as actually happens in real world.
For this purpose, we use as mobility model the Random
Waypoint Model [5], which has been widely adopted in
the literature [53], [26], [15]. This mobility model generates
resident shifts as described below. At the beginning of the
simulation, each resident randomly selects one destination
point inside the considered area. Then, he moves towards this
end-point for a walking interval (Wiin, Winas) With a speed
selected uniformly at random in the interval (S,.in, Smaz)-
Speed and movement direction of each resident are selected
independently of other residents. Once a resident reaches the
end-point or ends his walking interval, he stops for a duration
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Fig. 7. Number of residents with the same QID inside a coverage area versus
time (seconds).
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Fig. 8. Number of residents with the same QID inside the coverage area
versus the percentage of involved users.

defined by the “pause” parameter that varies in the interval
(Pmins Pmaz). After this interval, he continues his previous
path or chooses another end-point and starts moving towards it.
In our simulation, we set W,,,;,, = 3.0 seconds, W4 = 10.0
seconds, Syin = 0.1 m/s, Spee = 1.6 m/s, P, = 0.0
seconds and P,,,, = 6.0 seconds.

In this experiment, we suppose the attacker is able to
estimate the parameters of the residents’ mobility model and to
reduce the space of the possible target points. We set a = 0.9,
d = 125, and the reading period to the value 300 seconds.
For each resident u, we compute his coverage area as the
maximum space he can cross in the tags reading period and
count how many residents with the same QID as u fall in u’s
coverage area.

In Fig. 8, we report the number of collisions measured inside
the coverage area versus the percentage of the involved users.

This figure shows that 85% of residents share their QID
with more than 2 other residents inside the coverage area. Only
14% of them are alone. Thus, the probability that a resident is
alone inside the coverage area is 0.14, but the probability of
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being alone again at the next step is 0.14 - 0.14 = 0.019 and
becomes 0.003 if a third step is considered. Denoting by g the
probability that a resident is alone inside a coverage area after
one shift, an attacker guesses the i-th shift of a resident with
a probability g = []; p. In practice, this experiment allows us
to conclude that by suitably setting d, a, and the minimum tag
reading period, we can reduce the probability ¢ to satisfy any
admissible privacy requirement.

Compliance with SP4 (i.e., resistance to attacks based on
fake tags or fake queries). In attacks based on fake tags,
forged tags are added to the environment to compromise the
monitoring system or to allow a resident to leave the monitored
environment.

In attacks based on fake queries, an adversary, by simulating
to be a reader, sends queries to some tags with the purpose
of desynchronizing the whole system and make impossible to
recover the location of patients in case of emergency (i.e., DoS
attack).

Both such attacks are disarmed by the authentication pro-
cedure run tags and readers included in the first step of the
protocol: consequently, readers can detect fake tags and tags
can detect fake queries coming from unauthorized readers and
discard them. Thus, no advantage can be achieved by this type
of attack.

VI. DISCUSSION AND CONCLUSION

As a final discussion, we provide some considerations on
the effectiveness of our service.

We may state the following:
- Concerning the use of the RFID technology, we briefly
recall that RFID tags can be classified into passive, semi-
active and active on the basis of computational power, presence
of power supply, transmission range and cost. Moreover, it
is possible to distinguish between two kinds of tags operat-
ing at different frequencies and, hence, having different and
adjustable transmission range (from few meters to hundreds
meters): UHF tags and HF tags. In our design, we adopt RFID
active tags and readers operating at UHF frequency of 433
MHz, which is allowed for healthcare applications. It is worth
noting that our solution is feasible from an economic point of
view, as witnessed by the fact that commercial RFID-based
solutions specifically oriented to track residents in assistive
environments exist, even though they do not address at all
privacy issues. In our case, the cost of the solution can be
estimated by considering plausible prices of about $2 per tag
and $200 — $300 per reader. In addition, we have to consider
the cost of the network infrastructure connecting the readers,
even though also non-RFID solutions require (possibly more
expensive) network infrastructures. On the other hand, it is
known that RFID technology is more cost effective than other
technologies for localization such as Bluetooth, WLAN or
UWB (Ultra-wideband) [64].
- The results obtained about the relationship between speed
of residents (we consider 1.6 m/s) and parameter setting show
that we obtain a good privacy level yet allowing quick resi-
dents’ localization by means of a limited number of attempts
and, thus, of human resources employed to manage emergency.

This conclusion arises from the results of the experiments
carried out to prove the compliance of our approach with SP3
described in Section V-B.

- The attack model is realistic because the environment cannot
be considered closed as a relevant number of external persons
(visitors, medical representatives, maintainers, cleaners, etc.)
are often present in the ALF. Thus, the environment can be
considered hostile.

- The need of free movement in the environment is particularly
realistic as assisted living facility are used for people with
disabilities in which resident activities are monitored to help
to ensure their health, safety, and well-being.

- A limitation of our approach is that it requires a hardware
infrastructure to cover the whole ALF area both indoor and
outdoor. Another limitation is that the setting of parameters,
besides privacy requirements, is dependent on a number of fea-
tures related to the considered ALF (e.g., number of residents,
geometry, size).

In conclusion, the approach presented in this paper allows us
to localize residents in an assisted living facility by preserving
their privacy. As a matter of fact, even though the party that
performs data elaboration and administration (e.g., medical
staff, nursery managers, IT staff, etc.) can be assumed trusted,
it is not true, in general, that the utility of having precise infor-
mation about residents’ location is stronger than the right of
keeping private the exact movements of residents. The solution
of the above trade-off is the main added value of this paper
w.r.t. the existing literature, in which no protection against
administrator-side attacks is provided. Our study, shows that
the proposed service is enough flexible and precise to be an
effective tool for residents’ localization. Moreover, we show
that the method is robust against several possible attacks on
privacy.
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