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Abstract

ASMETA is a tool set for the formal specification, validation, and verifi-
cation of discrete event systems. It is based on the Abstract State Machine
(ASM) formal method, and provides an interactive environment for editing
and analyzing ASM models, as well as for transforming high-level models
into code. ASMETA also integrates runtime validation and verification tech-
niques to ensure runtime assurance and enforcement of systems. This paper
provides a comprehensive overview of ASMETA, detailing its software ar-
chitecture, capabilities, and illustrative applications. It concludes with a
discussion on its impact and emerging research directions in cutting-edge
domains, including runtime safety assurance, safeguarding of autonomous
systems, and the use of formal models in next-generation Digital Twins.
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1. Motivation and metadata

ASMETA is a tool set for the formal specification and model analysis of
computational systems at discrete events. Based on Abstract State Machines
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Nr Code metadata description

C1 Current code version 25.09
C2 Permanent link to code/repository

used for this code version
https://github.com/asmeta/asmeta

C3 Permanent link to reproducible cap-
sule

N/A

C4 Legal code license Eclipse Public License version 2.0 (EPL-
2.0)

C5 Code versioning system used GitHub
C6 Software code languages, tools and

services used
Java, Maven, Eclipse, CD/CI:
https://gitlab.com/garganti/asmeta

C7 Compilation requirements, operating
environments, and dependencies

Java and Eclipse with Eclipse Plug-in
Development Environment, XText SDK,
and GEF Classic Zest SDK.

C8 If available, link to developer docu-
mentation/manual

https://asmeta.github.io/

C9 Support email for questions Contact the paper authors

Table 1: Code metadata

(ASMs) [1, 2, 3], it enables the application of formal methods to software and
systems engineering.

Its development was motivated to address the shortage of tools available
to support the practical application of the ASMs. Indeed, although this
formal approach had already proven valuable for the specification and verifi-
cation of diverse software systems across multiple domains (see the survey of
ASM research in [1]), the absence of dedicated tool support was considered
a significant limitation, fueling skepticism about its use by practitioners.

When the development of ASMETA began, our main objective was to
create a textual notation for encoding ASM models and enabling their ex-
ecution. Today, ASMETA has evolved into a comprehensive Eclipse-based
tool set that provides an interactive environment for modeling systems iter-
atively and at the desired level of abstraction. It integrates a variety of tools
that extend beyond the specification of a system’s executable behavior, in-
cluding support for property checking, scenario-based validation, prototype
code generation, and model-based test case generation. In addition, runtime
validation and verification techniques have been integrated into ASMETA to
enable runtime assurance and enforcement of system safety requirements. As
a result, ASMETA supports users throughout the entire assurance life-cycle
of critical discrete-event systems, from design and development to deploy-
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ment and operation [4]. Table 1 shows the relevant tool set metadata.
ASMETA has been used for specification and requirement analysis of

different case studies in several application domains: a wide repository of
examples is available online1. Specifically, ASMETA has been used in the
context of medical devices (PillBox [5], hemodialysis device [6], amblyopia
diagnosis [7], PHD Protocol [8], Mechanical Ventilator Milan [9]), software
control systems (Landing Gear System [10], Automotive Software-Intensive
Systems [11, 12], Hybrid European Rail Traffic Management System [13],
AMAN Arrival Manager system for air traffic control [14]), cloud - [15] and
service-based systems [16, 17], secure communication protocols [18], smart
contracts in blockchain [19, 20, 21], self-adaptive systems [22, 23].

In many case studies [6, 9, 11, 13, 12], the analysis techniques that AS-
META supports have been used to discover faulty or erroneous requirements,
as well as to guide towards requirements disambiguation and completeness.
Moreover, the use of ASMETA has helped to guarantee safety and security
assurance [12, 20], detect cyber security vulnerabilities [18, 21], and enforce
system safety [9]. ASMETA has also been used for providing operational
semantics of Domain Specific Languages (DSL) [23]. It enables the auto-
matic transformation of DSL models into formal executable models, thereby
opening up the possibility for their formal analysis, such as validation with
respect to requirements and verification of properties.

To the best of our knowledge, although it is not the only tool set developed
for ASM model editing and simulation [24, 25, 26], ASMETA is the only one
currently actively supported, widely applied, and offering a broad range of
model analysis techniques.

2. Software description

This section outlines the software architecture of the ASMETA tool set
and provides an overview of its capabilities.

ASMETA is built on the Eclipse Modeling Framework (EMF), an Eclipse-
based metamodeling framework2 with code generation facility for building
tools and other applications based on a structured data model (or meta-
model). We took advantage of the entire EMF ecosystem and tooling to

1Repository https://github.com/asmeta/asmeta/tree/master/asm_examples
2EMF is the defacto reference implementation of the OMG standard EMOF(Essential

Meta-Object Facility).
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develop the AsmM metamodel and a set of tools [27, 28] covering model edit-
ing and validation. To enable a wide range of analysis activities over ASM
models, ASMETA integrates several external tools, including model checkers
for property verification, and SMT solvers for validating model refinements
and supporting runtime verification. To achieve this, ASMETA primarily
adopts a model transformation strategy based on semantic mapping [29, 28].

2.1. Software installation

ASMETA is distributed as a tool set packaged for Eclipse3. Users may
decide to install ASMETA in their Eclipse installation through the ASMETA
update site4 or by directly downloading an Eclipse version with the ASMETA
environment already set up from the official GitHub repository at https:

//github.com/asmeta/asmeta.

2.2. Architecture and tools overview

The ASMETA software architecture (see the component view shown in
Figure 1) is organized into three conceptual layers, each responsible for a spe-
cific set of tools. Each layer builds upon the previous one, ensuring a struc-
tured and modular approach to ASM-based tool engineering. The Modeling
package (bottom layer) provides infrastructural components for defining and
editing models. The Verification & Validation (V&V) package (middle
layer) provides components for formal analysis and validation of models.
The top layer comprises the Development package with tools focusing on
generating executable code artifacts and test scenarios, and the Operation

package with tools for runtime monitoring and assurance. The tools are here
outlined, grouped by package, to highlight their role within the architecture:

Modeling package:

• AsmM: The metamodel defining the ASMETA abstract syntax.
• AsmM language artifacts (derived from the AsmM metamodel): Java In-

terfaces representing APIs for the creation, storage, access and manipulation
of an ASMETA model in terms of Java objects; an XMI (XML Metadata
Interchange) interchange format for models; AsmetaL (ASMETA Language),
a textual notation designed (concrete syntax) to effectively edit models con-
forming to the AsmM metamodel.

3https://eclipseide.org
4https://raw.githubusercontent.com/asmeta/asmeta_update_site/master

4

https://github.com/asmeta/asmeta
https://github.com/asmeta/asmeta
https://raw.githubusercontent.com/asmeta/asmeta_update_site/master


«component»
AsmetaV

scenario-based
validator

refers to

represents

<<AsmetaL>>
ASMETA model

defines

conforms to

<<Java>>
ASMETA model

System

refers torefers to

<<Avalla>>
Avalla scenario

defines

<<Java>>
Avalla scenario <<EMF ecore>>

Avalla
metamodel

«component»
AsmetaXt editor

Modeling

Development

«component»
Asm2C++

code generator

«component»
ATGT

abstract unit test generator

«component»
AsmetaBDD

Behaviour-Driven Development
scenario generator

Operation

«component»
CoMA

runtime monitor

co-executes with

«component»
AsmetaS@run.time

runtime simulator

monitor

monitors

«component»
AsmetaLc

text-to-model compiler

«component»
AsmetaVis
visualizer

<<EMF ecore>>
AsmM

metamodel

V&V

«component»
AsmetaS
simulator

«component»
AsmetaA
animator

«component»
AsmetaSMV

model checker

«component»
AsmetaRefProver
refinement prover

«component»
AsmetaMA

model reviewer

conforms to

«component»
Asm2Java

code generator

user

Figure 1: ASMETA software architecture.

• AsmetaLc: The text-to-model compiler that parses an AsmetaL model
(the parser for the AsmetaL EBNF grammar is generated by the JavaCC
parser generator), checks for its compliance w.r.t the OCL constraints defined
over the AsmM metamodel, and creates an ASMETA model as an in-memory
Java object representation using the AsmM Java Interfaces (i.e., an instance
of the AsmM metamodel).

• AsmetaXt and AsmetaVis: AsmetaXt is an Eclipse-based IDE developed
by using XText [30] for the editing of AsmetaL models, while AsmetaVis

allows for their graphical visualization in terms of a navigable tree structure
of control states.

Verification & Validation (V&V) package:

• AsmetaS: A simulator to execute ASMETA models (offline/design-time
use) supporting random and interactive simulation. In randommode, AsmetaS
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automatically assigns values to monitored functions that are consistent with
their co-domains. In interactive mode, the user must manually provide valid
values for the monitored functions.

• AsmetaA: An animator that offers a comprehensive, visually enhanced
view of state locations and their evolution, helping users track model com-
putation and state changes step by step. Like AsmetaS, AsmetaA supports
both random and interactive modes. In interactive mode, input functions
are entered via context-specific dialog boxes based on their type, while in
random mode values are randomly assigned.

• AsmetaV: The model validator that allows users to perform scenario-
based validation of ASMETA models. The user must specify a fragment of
system interactions by defining a scenario in the Avalla notation. The sce-
nario is then executed by AsmetaV. Each scenario loads the target ASMETA
model and includes commands such as set to update input values, step and
step until to simulate system reactions, and check to inspect properties in
the current state.

• AsmetaMA: The model reviewer to analyze quality properties on the
ASMETA model. It performs a static analysis and checks the presence of
seven types of modeling errors by using suitable meta-properties specified in
CTL and verified using the NuSmv [31] model checker.

• AsmetaSMV: It verifies temporal logic properties, expressed in LTL/CTL,
on the ASMETA model. NuSmv [31] and NuXmv [32] are used as symbolic
model-checking back-ends for LTL/CTL verification.

• AsmRefProver: The refinement prover that verifies correct refinements
by means of an SMT Solver. It exploits the SMTLib [33] library.

Development package:

• ATGT: A test case generator from ASMETA models based upon the
NuSmv [31] model checker.

• AsmetaBDD: It is a tool for the generation of behavior-Driven Develop-
ment [34] scenarios written by exploiting the functionalities of the Catch2
framework, a C++ unit testing framework that provides a simple and ex-
pressive syntax for writing and organizing test cases.

• Asm2C++ and Asm2Java: They provide facilities for generating exe-
cutable C++ or Java code from a refined ASMETA model. In the case
C++ is used, the generated code can be automatically adapted for its usage
on Arduino.
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Operation package:

• CoMA: It is a tool for runtime monitoring. It runs together with a Java
program and assess whether the state of the Java implementation complies
with that of the ASMETA specification.

• AsmetaS@run.time: It is a standalone tool for simulating at runtime
an ASMETA model. It can be executed in tandem with a real system to
use the ASMETA formal model as an enforcer or guard-rail. It supports
(via CLI or via a REST API) simulation as-a-service features of the AsmetaS
simulator, and additional features such as model execution with timeout and
model roll-back to the previous safe state after a failure occurrence (e.g.,
invariant violations, inconsistent updates, ill-formed inputs, etc.) during
model execution.
Tools of Development and Operation packages, and AsmRefProver are not
available within Eclipse but as standalone CLI programs or via web API.

In the following section, we show how the tool set ASMETA presented
above can be put into practice by means of a concrete case study.

3. Illustrative examples

As an illustrative example to show the complete system engineering pro-
cess from requirements specification to executable code using ASMETA, we
refer to the Pill-Box system presented in the tutorial paper [35]. The Pill-
Box system is an academic case study designed to demonstrate modeling
and refinement techniques. It represents a smart medicine dispenser with
multiple drawers, each containing pills of a single drug type. Each drawer is
equipped with a switch to detect pill retrieval and a LED to notify the user
when it is time to take a pill. The system supports multiple daily deadlines
per pill type, but only one LED is activated at a time, even if multiple pills
are scheduled simultaneously.

We have modeled the system by applying a refinement approach: the
ground model abstracts away time and multiple pills, modeling only one pill
per drawer; the first refinement step introduces a timer to represent time
progression, still assuming one pill per drawer; the final model captures the
full requirements, including multiple pills and deadlines per drawer.

A video tutorial showing how to develop the Pill-Box case study, moving
seamlessly from requirements to code using the ASMETA tool set, is avail-
able at https://youtu.be/oy4NEiabZp0, while the ASMETA models and
artifacts can be found at https://zenodo.org/records/12770854 .
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4. Impact

ASMETA is an open-source tool set developed in academia. It improves
the pursuit of state-based formal method for reliable software development
by turning high-level, ASM models into executable specifications that can be
simulated, validated via scenario-based testing, verified via model checking
through temporal logic properties, and, when desired, driven toward correct-
by-construction implementations through systematic model-to-artifact trans-
formations, thereby increasing safety and trust in early defect detection
across the development life-cycle.

4.1. Novel research directions with ASMETA

In response to the emerging challenges brought by the convergence of
cyber-physical systems, IoT, edge-cloud infrastructures, intelligent agents,
and digital twin platforms, ASMETA (and formal methods, in general) could
play an important role in the design of intelligent systems and in ensuring
safety in autonomous decision-making, as well as in the interdisciplinary
integration of digital twin architectures and formal methods. We here briefly
explore such emerging directions:

Formal models@run.time. Modern software systems are rapidly growing in
complexity, scale, and autonomy, making many realistic usage scenarios
difficult, if not impossible, to reproduce and validate at design time. As
envisioned by the models@run.time research community [36], formal meth-
ods at runtime [37] are fundamental to address this challenge. With the
AsmetaS@run.time tool we put this definition into the context of runtime
assurance of software systems that must operate reliably and safely among
humans. An ASMETA model that expresses certain correctness policies, be-
ing executable, can be deployed and run in tandem with a target system
in real-life dynamic environments to ensure functional safety and endow the
system with proactive self-healing abilities5.

Runtime safety enforcement. Among the different approaches and techniques
proposed in literature that exploit the concept of model@runtime, runtime
enforcement [38] is a runtime verification method that focuses on steering

5Proactive self-healing is a strategy where systems continuously monitor for potential
issues and automatically prevent failures before they occur, contrasting with reactive self-
healing, which responds to actual problems.
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system executions with the goal of preventing and reacting to misbehavior
and failures. Runtime enforcement techniques enforce the software system
to run according to its specification, for example the specification of safety
assertions that describe situations (states) or actions that must be avoided
(e.g., a train must not open its doors when moving). The runtime enforce-
ment technique could be useful to prevent the execution of unsafe commands
in cyber-physical-systems where the environment is only partially observ-
able [39], and, in general, in any safety-critical system, where the effects of
not enforcing the safety assertions would lead to human hazards, as it hap-
pens for medical software [40]. Additionally, mission-critical systems, such as
autonomous systems that integrate black-box components (like AI agents),
operate in dynamic environments where unexpected events should be man-
aged while guaranteeing safe behavior. Ensuring the safety of these complex
systems is a major open challenge and requires robust mechanisms to en-
force correct behavior during runtime. Again, a runtime safety enforcement
mechanism for the output sanitization of the decision made by autonomous
agents is crucial. The enforcement mechanism may be based on a (formally
validated and verified) ASMETA model representing the enforcement rules
and used at run-time to check and eventually steer the system to behave
safely [41, 12]. In the context of models@runtime, we say that the ASMETA
models behaves as a guardrail. We do not target hard real-time systems since
these systems require dedicated solutions (e.g., real-time operating systems)
and pose specific challenges that are beyond the scope of ASMETA.

Formal models for Next-Generation Digital Twins. A Digital Twin (DT) is
a digital replica of a physical system, connected to the Physical Twin (PT)
through real-time data. DTs give a way to think and explore the issues of
the PT in a safe way [42]. We share the view presented in [43], which defines
a DT as comprising two fundamental components: the digital twin model
and the digital twin capability. The model serves as a virtual replica or rep-
resentation of a physical entity. Its format varies depending on the nature
of the system being represented. In particular, for digital devices, the model
captures the system behavior and can be developed using ASMETA. The
capability of a digital twin refers to various functionalities of the digital twin,
such as prediction/prescriptive abilities based on the operation of the model
counterpart, or on some data model analysis algorithm, protocol, or pro-
cedure. Specifically, if the model is an ASMETA specification representing
a physical entity behavior (e.g., a device controller), its primary capability
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component is the ASMETA simulator that can be invoked as a runtime ser-
vice to mimic the PT behavior and to predict safe/unsafe system operation,
as well as any other analysis tool, depending on the nature of the capability
required to reason on the specific physical system. We also envision that
machine learning models can be used to predict unsafe system operations
and guide the evolution of the DT model to enforce system safety.

4.2. Broader use of ASMETA

Outside the development group, several research groups and individuals
have been working with ASMETA. Rafe et al. have used ASMETA for the
validation of an event-based software architecture [44] and have expanded
the Bogor tool to support ASMETA specifications for the verification of
properties [45]. Bósa has used the tool set for modeling Client-to-Client
interaction in a cloud environment [46]. Alkrarha and Hassine have applied
mutations to AsmetaL specifications by defining several operators [47, 48, 49].
Al-Shareefi et al. have applied ASMETA to safety-critical systems [50] and
to authentication and security systems and protocols [51, 52]. Benduhn et
al have combined the use of ASMETA with Agile methods [53]. Buga and
Nemes have experimented the use of ASMETA for distributed systems [54,
55, 56, 57, 58]. ASMETA has been used also for the verification of network
protocols [59, 60, 61]. Recently, Del Castillo has integrated a technique for
symbolic execution of ASM models [62] into ASMETA [20].

ASMETA is used not only for research purposes, but also for teaching
formal methods. Indeed, it is part of the teaching material in one master
course on System Modeling and Analysis at the University of Milan (Italy)
and in one master course titled Software Testing and Verification at the Uni-
versity of Bergamo (Italy). The tools have been exploited in many bachelor’s
and master’s theses.

5. Conclusions

In this paper, we have presented ASMETA as a comprehensive and ma-
ture tool set for system development based on Abstract State Machines.
We have described its technical metadata and layered architecture, demon-
strated its practical applicability through a reference case study, and dis-
cussed emerging research challenges and future directions.
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