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Abstract. The rapid growth of social networks, primarily Facebook, has
coincided with an increasing concern over personal privacy. This explains
why more and more users personalize their Facebook privacy settings.
As a matter of fact, the list of friends is often one of the profile sections
kept private, meaning that this information is perceived as sensible.

In this paper, we study the robustness of this privacy protection
feature, showing that it can be broken even in the less advantageous
conditions for the adversary. To do this, we exploit both the poten-
tial information extracted from user alter accounts in Twitter and a
social network property, recently demonstrated for Twitter, called inter-
est assortativity. The preliminary experimental results reported in this
paper, give a first evidence of the effectiveness of our attack, which suc-
ceeds even in the most difficult case that is when the information about
the victim are minimum.
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1 Introduction

Facebook’s privacy setting gives a user the possibility to choose who is allowed to
see their profile information. Hence, a user who wants not to reveal his friend list
information to everyone can specify to hide such an information in the privacy
setting page. By default, everyone can see the friends of a user. As a matter of
fact, there are many Facebook users having a private list of friends, meaning
that this information is often (reasonably) perceived as sensible. In this paper,
we study the robustness of this privacy protection feature, showing that it can
be broken even in the less advantageous conditions for the adversary. Obviously,
if the adversary knows the victim in the real life or has information about the
contexts in which the victim lives, he can easily guess some Facebook profiles
owned by a real-life friend of the victim whose friend list is public. It is rather
intuitive that only few seeds are enough to discover incrementally large portions
of private friends, as usually friends form highly connected clusters. Therefore,
this case is trivial. But we want to consider the most difficult case. The adversary
has only the name of the victim and the link to his Facebook profile, he can
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guess only some general information about him (nationality, for example), but
has no information about his real life, his job, his interests, etc. This case, for
example, may occur in Web investigation. Again, the privacy of the list of friends
can be broken once only a few friends (even one) is found with public profile.
But, how to find them? Since guessable general information selects a very large
portion of Facebook users, it would seem that the only way for the adversary
is to try an infeasible guess-and-check attack. In this paper, we show that, by
exploiting a social network property recently demonstrated for Twitter [9], a
much more efficient attack is possible, allowing the adversary to break the privacy
of the victim in the most cases. This short paper includes the first experimental
evidence of this result, thus encouraging us to more deeply analyze this issue in
the next future.

The plan of this paper is as follows. In Sect. 2, we present our approach
to discover private friendships in Facebook. Section 3 describes the preliminary
experimentation carried out to study the effectiveness of our technique. Section 4
deals with literature related to our work. Finally, in Sect. 5, we draw our con-
clusions.

2 Approach Formalization

In this section, we describe the technique we propose to discover (at least a part
of) friends of a social network user who decided to make private his friend list.
First, we observe that our approach works for social networks, such as Facebook,
in which friendship relations are symmetric (that is, if the user u1 is friend of
u2, then also u2 is friend of u1).

The intuition underlying our approach is that privacy setting of an account
is indicated by the account owner, meaning that u1 can choose to make private
his friendship with u2, whereas u2 can choose to make public his friendship with
u1. Consequently, by looking at u2’s account, the friendship between u1 and u2

can be inferred even thought u1 tries to hide it. It is worth noting that the mere
execution of the strategy sketched above has a strong limitation that makes
this trivial search unfeasible. Indeed, due to the huge number of social network
accounts, the search space of possible friends is limitless. Moreover, this strategy
returns at most one friend for each possible friend analyzed.

To overcome these drawbacks, we designed a technique more sophisticated
than the above one to reach two important advantages. The first one is to provide
a relatively limited number of accounts to analyze (say candidates), thus reducing
the search space and making this solution feasible. The second advantage is that,
thanks to a suitable selection of each candidate, the processing of each candidate
account is able to return more friends of the initial account u1 (to obtain this,
we exploit the mechanism of friend community present in social networks).

The technique used to discover private friends basically relies on three
procedures, find alter accounts, select candidates, and find common friends.
For the sake of presentation, we describe at high level how our proposal works,
whereas the detailed implementations of the above three procedures are provided
in Sects. 2.1, 2.2 and 2.3, respectively.
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Fig. 1. Graphical representation of the approach.

The input of our technique is uF , which is the account of the user u in a
social network F that supports symmetric friendship relations. In the follow,
we instantiate F with Facebook, the most popular social network. Clearly, the
friend list of uF is private. The output of our technique is a set of accounts fiuF

that are friends of uF in Facebook. Our approach is schematized in Fig. 1 and
consists of 4 steps.

1. In order to discover private friends of uF , the first step we run is finding alter
accounts of uF . This step aims to identify a secondary account of u in another
social network(how to perform this task is described in Sect. 2.1).
It is well know that users register account on different social networks and
use them for different purposes [8,26]. Among all the social networks in which
u has registered an account, we are interested in his secondary account in
Twitter: indeed, Twitter is a very famous and common social networks, which
is used to exchange very short messages. At the end of this step, we obtain
uT , which is the account of the user u in Twitter.

2. Now, we run the second step of our technique, that is select candidates. This
steps aims to identify Twitter accounts that are in the same community of
u and that can lead to discover the private friends of uF . Among the three
steps, this is the core one and is deeply explained in Sect. 2.2. Let cT1 , . . . , cTn
be the set of candidates outputted at this step.

3. In this step, we run the procedure finding alter accounts for each candidate
cTj , in order to discover his/her account on Facebook, say cFj . At the end of
this step, we have found some accounts on Facebook that hopefully are in the
same Facebook community of uF (because they are alter accounts of users in
the same community of u in Twitter).

4. In the last step, for each cFj , we run the procedure finding common friends in
order to find the list of friends in common between cFj and uF . This procedure,
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which can appear magic, is instead provided by many social networks in
order to give members the opportunity to find new friends. The detail on the
implementation of this step is given in Sect. 2.3 At the end of this step, we
obtain the set fiuF containing some (hopefully all) private friends of uF .

From the high-level description of how our technique works, it is clear we
cannot guarantee that this approach is always able to break the privateness
of friend list: indeed, it is necessary that alter accounts are found and friend
community exists. However, as we will show in Sect. 3, we experimented that
for many real-life accounts, the execution of this technique is able to discover at
least a portion of private friend list.

In the next sections, we will describe the implementation of the three proce-
dures used in our technique.

2.1 Finding Alter Accounts

Many social networks provide their users with the possibility to add in their
own profiles a link toward one of their accounts in another social site or external
website. This feature is typically enabled during the creation of the user profile.
This information is extremely useful in our approach because it allows the iden-
tification of the accounts belonging to the same person in a multi-social network
scenario.

Technically speaking, users who explicitly declare their alter accounts via
social network tools, physically create special links among social networks. These
special links are referred as me edges [10,22]. Information about these inter-social
network links can be extracted in several ways. The basic strategy leverages the
use of social network APIs, a set of methods and services, typically available for
social network developers, allowing the interaction with social-network data and
functionalities to create new software on top of them.

However, not all social networks provides APIs to extract this informa-
tion. Therefore, another possibility to extract alter accounts relies on the XFN
(XHTML Friends Network) standard, an HTML microformat to represent rela-
tionship among user accounts. This is obtained by empowering the set of val-
ues that the rel attribute of the HTML tag <a> (which represents a link) can
assume. In particular, the value “me” (i.e., rel=‘me’) is used to indicate that
the corresponding <a> link represents a me edge.

Finally, in cases in which users do not declare explicitly their alter accounts,
several approaches proposed by the scientific community can be applied to detect
missing me edges (see, for example, [12,19,27,33]).

In summary, alter accounts can be retrieved by using social network APIs,
XFN, or techniques such as those defined in [12,19,27,33]. Observe that, in the
case of Facebook and Twitter, XFN is adopted for declaring alter accounts.

2.2 Selecting Candidates

The approach we follow to obtain the set of candidates leverages the concept of
assortativity in social networks. Assortativity is an empirical measure describing
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a positive correlation in personal attributes of people socially connected with
each other [29]. Hence, if a network is assortative with respect to a given
attribute, it means that the majority of its users tend to act as their friends
when it comes of the aspect expressed by that particular attribute.

It is proved that Twitter shows assortative behavior with respect to user
interests [11], where interest assortativity is defined as the preference for friends
to share the same interest (e.g., sport, music). Indeed, in Twitter there exist
accounts belonging to public figures, which, due to their influence w.r.t. a specific
topic, act as a sort of representative for that topic [15]. This way, the abstract
concept of interest (or topic) can be mapped to the concrete entity of a public
figure.

Assortativity w.r.t. an interest I, say IAI , is given by the difference between
the fraction of the users interested in I having at least one friend interested
in I measure in the real network, and that computed in the random graph
corresponding to the real network, said null model [29]. Indeed, the random graph
models the case in which no assortativity occurs and is obtained by preserving the
nodes of the social network and replacing the deterministic occurrence of edges
by a random variable in such a way that node degree distribution is unaltered.
More in details, the fraction referred above has as numerator the number of
nodes that: (1) follow a public figure associated with the interest I and (2) have
at least a friend who is follower of any other public figure representative of I; the
denominator is the total number of nodes following any public figures associated
with I.

Thanks to the assortative behavior of Twitter users, we can find people
belonging to his clique by searching on the neighbors of a public figure of interest
for a given user, obtaining a set of suitable candidates for our technique.

2.3 Finding Common Friends

By following the reasoning described in Sect. 2.2, we can extract a set of Twitter
accounts, which are potentially “close” to the user, say u, for whom we want
to reconstruct the friend list. Now, for each of the candidates obtained we can
adopt the strategy described in Sect. 2.1 to find their alter-accounts in Facebook,
thus obtaining a set of Facebook-candidate accounts.

At this point, if these candidates have a public friend list, we can verify
whether u is present in any of these lists. Each time we find an account in any
of these lists, due to the bidirectional nature of Facebook friendships, we have
discovered an element of the friend list of u. Because the set of candidates may
be very big, it is very likely that we can reconstruct the entire friend list of u.
However, this strategy would require a very large number of checks to verify the
membership of u in any of the friend list of the candidates.

Fortunately, Facebook provides a very powerfull set of APIs, namely Graph
API [1], that can give us some advantages in our objective. Graph APIs are a
low-level HTTP-based APIs useful to retrieve data from Facebook.

Specifically, it is possible to discover the mutual friends between two Face-
book users by performing an HTTPS request at the following link:
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https://www.facebook.com/friendship/<screen-name1>/<screen-name2>

where the parameters <screen-name1> and <screen-name2> represent the
string ids used to univocally identify the two users in Facebook. Interestingly,
this API method works also if one of the two accounts (that of u in our case) has
the friend list private. Due to the tendency of Facebook users to form cliques
[31] the above API method allows us to discover a very large set of items of the
friend list of u with a single call. This reduces the number of operations required
to reconstruct the entire friend list.

3 Preliminary Evaluation

Our experiments were performed on a machine equipped with a 2 Quad-Core
E5440 processor and 16GB of RAM. The operating system was Linux Ubuntu
Server 14.04.4 LTS, with kernel version 4.2.0-35, Java Virtual Machine version
1.8.0 45 (64-Bit) and Twitter4J [2] as external library for Twitter API support.
We wrote our implementations in Java.

To obtain the initial set of Facebook profiles to test our approach perfor-
mance, we could not rely on existing datasets as they do not provide information
about me edges. To extract necessary data, we exploited the SNAKE system [14]
which allows the extraction of profile contact information from a very large set
of social networks. One of the main issues in this activity was the detection of
the profiles showing the right features for our investigation (i.e., an alter account
in Twitter and a private friend list). However, using one of the classical crawling
technique [30] is not suitable for two main reasons:

1. First, the percentage of accounts with a me edge is very low [13], so it is
extremely difficult to find these particular users. This implies that an almost
complete visit should be performed to obtain necessary information. How-
ever, full structural information of the network is not needed, because we are
interested only in Facebook users with an alter account in Twitter.

2. Secondly, a crawling technique may privilege the visit of some nodes with par-
ticular structural properties (i.e., very high degree) introducing some biases
in our results.

As a consequence, we decided to perform uniform sampling. Although, uni-
form sampling is not a trivial task in general, for Facebook and Twitter, it is
facilitated by how user identifiers are organized. Indeed, both social networks
adopt 64-bit identifiers for user accounts. However, because we are looking for
private Facebook accounts, we cannot start our sampling from Facebook. We
started by uniformly sampling Twitter to collect accounts having a me edge
towards Facebook1. In particular, the URL address of the profile page of Twit-
ter has the following structure: http://twitter.com/account/redirect by id?id=xxx,
where xxx is a 64-bit positive integer. Hence, to obtain a uniform sampling, we gen-
erated numbers uniformly at random in a suitable interval and then we checked if it

1 Observe that, the direction of the me edge is not relevant for our objective, because
we only need to know that the two accounts belong to the same person.
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corresponds to a real account with a me edge towards Facebook and whose alter account
in Facebook has a private friend list. From this sampling step we obtained a set of 355
accounts.

We proceeded by analyzing the set of Twitter friends for each of the accounts above,
and we selected public figures among them. In our case, because the set of candidates
(see Sect. 2) is a subset of followers of these public figures, we neglected those public
figures who have a too high in-degree and considered only accounts with an in-degree
ranging from 500 to 1500. Clearly, this choice was made only to guarantee computation
feasibility, and did not affect the performance of our technique as will be shown in the
following.

After this, we considered the Facebook alter accounts of the candidates, extracted
in the previous step, and continued by calling the Graph API method described in
Sect. 2.3 to verify whether we were able to reconstruct the private friend list of the
original set of 355 users. As a result, we succeeded in 259 cases, thus obtaining a
probability of success of 0.73.

4 Related Work

The more social networks take a central role in people everyday life, the more users
privacy becomes a critical issue for researchers. As stated in [4], although a considerable
part of Facebook users are not aware of privacy options or do not use them, there is
an always increasing number of active users having more online privacy literacy.

Indeed, a number of studies [5,16,18,23,24,28] analyse users behaviour when it
comes of privacy in social networks. In particular, the authors of [28] measure the
disparity between what users desire and their actual privacy settings, and perform an
analysis of problems emerging from a not proper management of privacy. They found
that privacy settings match users’ expectations only in 37% of the time, exposing
content to more users than expected. Hargittai et. al [23] examine how users privacy
practices have changed over time according to modifications on Facebook privacy set-
tings. However, concerning the problem faced in this paper, no change of privacy setting
can affect neither the issue nor the solution. The study presented in [16] aims at explor-
ing relationships between concern about mediated lurking and strategic ambiguity on
Facebook, and Facebook privacy management. Moreover, the authors of [5,24] focus
on privacy settings of adolescents on Facebook. As explained in [17] unintentional dis-
closure to friends and acquaintances on Facebook can led to bullying/meanness and
unwanted contacts, especially among adolescents. Other work surveys users’ awareness,
attitudes, and privacy concerns towards profile visibility and show that only a minority
of users change the default privacy preferences on Facebook [3,21].

From Facebook birth, privacy flaws have continued to keep appearing. For instance,
in 2006 Facebook introduced a new functionality, called “News Feed”, which tracks and
displays the online activities of a user’s friends on start pages of the user. Although
none of the individual actions were private, users felt deprived of their sense of control
over their information and began to form protest groups on Facebook [6]. Subsequently,
Facebook introduced privacy controls that allowed users to determine what was shown
on the news feed and to whom.

The information gained can be exploited for a number of reasons [21,25]. An
attacker could, for instance, deduce social security numbers (which are often derived
from name, gender, and date of birth) from the information posted on the user profiles
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[7,21]. Moreover, data on relationships or common interests in groups can be exploited
for phishing [25].

In order to mitigate privacy threats, authors of [20] propose a recommender system
that suggests privacy settings automatically learned for a given profile (cluster) of users.
Whereas, in [32] the authors investigate what strategies undergraduate students have
developed in addition to the use of the default privacy settings, to protect their privacy
on Facebook. These are excluding contact information, using the limited profile option,
untagging and removing photographs, and limiting friendship requests from strangers.

Despite these attempts and in addition to the low level of users privacy awareness,
there exist more complex ways to bypass privacy setting on Facebook. Indeed, our work
shows how, leveraging Twitter data, a user can discover the private Facebook friend list
of a victim. This combined use of multi-social network resources adds further privacy
concerns to the above literature.

5 Conclusion

Although a considerable part of Facebook users is not aware of privacy options or do
not use them, there is an always increasing number of active users who decide to protect
their personal information by restricting the access to their profile. One of the most
sensitive profile information is the friend list. In this paper, we described a possible
attack on the privateness of the list of friends.

For this purpose, we started by the observation that if the adversary has information
about the contexts in which the victim lives, he can easily guess some Facebook profiles
owned by the victim real-life friends, and from them reconstruct some portions of the
victim friend list (as usually friends form highly connected clusters).

Therefore, our attention moved toward the most difficult case: The adversary knows
the minimum information that is only the name of the victim and his Facebook profile.
In this scenario, it would seem that the only way for the adversary is to try an infeasible
guess-and-check attack. In this paper, we showed that, a much more efficient strategy
is possible, allowing the adversary to bypass Facebook privacy settings and break the
privacy of the victim in most cases. Our attack exploits the concept of alter accounts
combined with a recently studied property, named interest assortativity.

Starting from the victim Facebook profile, we first identify his alter account on
Twitter (if any), and then, thanks to interest assortativity, we are able to select some
suitable candidates that can lead to some public friends in common with the victim,
thus breaking his privacy. The attack incrementally proceeds, by discovering the most
of private friends.

This short paper includes the first experimental evidence of this result, thus encour-
aging us to more deeply analyze this issue in the next future.
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