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Abstract— Sensors play a vital role in our daily lives and are an essential
component for Internet of Things (I0T) based systems as they enable the
lIoT to collect data to take smart and intelligent decisions. Recent
advances in loT systems, applications, and technologies, including
industrial Cyber-Physical Systems (CPSs), are being supported by a
wide range of different types of sensors based on artificial intelligence
(Al). These smart Al-based sensors are typically characterized by
onboard intelligence and have the ability to communicate collaboratively
or through the Internet. To achieve the high level of automation required
in today’s smart loT applications, sensors incorporated into nodes must
be efficient, intelligent, context-aware, reliable, accurate, and connected.
Such sensors must also be robust, safety- and privacy-aware for users
interacting with them. Sensors leveraging advanced Al technologies,
new capabilities have recently emerged which have the potential to
detect, identify, and avoid performance degradation and discover new
patterns. Along with knowledge from complex sensor datasets, they can
promote product innovation, improve operation level, and open up novel
business models. We review sensors, smart data processing,
communication protocol, and artificial intelligence which will enable the

deployment of Al-based sensors for next-generation loT applications.

Index Terms— Artificial Intelligence; Internet of Things; Sensors;

Smart Sensors; Wireless Sensor Networks; Network; Protocol.

I. Introduction

A sensor is a device that responds to a physical stimulus

(such as heat, light, sound, pressure, magnetism, or a particular
motion) and transmits a resulting impulse (such as for
measurement or operating a control system). Sensors are used
in almost every system today. They are in our homes and
workplaces, shopping centers, hospitals, and are embedded in
smartphones. Sensors have become an integral part of the
Internet of Things (10T) ecosystem. According to Lord Kevin,
“If you cannot measure it, you cannot improve it”. The sensor
is a fundamental element for measuring any parameters of
interest. The 10T and its counterpart, the Industrial Internet of
Things (110T), bring sensor usage to a new level.

Background: Sensors are crucial to the operation of many
businesses today. They are instrumental in warning us of
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any potential problems which could affect operations,
allowing businesses to perform predictive maintenance and
avoid costly downtime. The emergence of big data analytics
technology is enabling sensors' data to be analyzed to detect
trends that may allow business owners to gain insight into
crucial trends and ultimately help them to make informed,
evidence-based decisions.

There are many types of sensors used in diverse loT
applications and these types of sensors are referred to as loT
sensors. These 10T sensors have become critical in improving
operational efficiency, reducing the cost of production,
enhancing workers' safety, providing early warning to prevent
system breakdown, and so on. Advancements in (1) electronic
technology [23], (2) biology/healthcare [17, 20, 34], and (3)
data/machine learning can provide insights into personalized
healthcare and potentially improve the quality of life.
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Motivation: New technologies and advances in heterogeneous
integration tools, materials, and processes that provide
differentiating electronics for future healthcare diagnostic tools
and sensors have been described in [1, 16]. The authors of [2]
described a system which takes in depersonalized data collected
by a patient medication management system, carries out
reformatting and necessary calculations on the data, stores the
resulting information into a database for retrieval, visualization,
and further analysis. The authors of [11, 14, 49] described a
practical implementation for Internet of Things that uses low-
cost ubiquitous sensing systems which monitor regular
domestic conditions such as energy usage and occupancy of
homes. In [47], the authors developed a system that uses Al to
predict attendance of students and performs optimal allocation
of rooms to courses to minimize space wastage [47].

In [12], the authors proposed a sensor-based system that
monitors (in real-time) complex behavioral changes in daily
activities for reliable wellness operations’ measurements. The
sensor status of household objects used for the elderly,
combined with the time-series data processing algorithm's
prediction process, was presented in [19]. New sensor
technologies are being applied to achieve targeted healthcare
diagnostics with cost-effectiveness [39]. Data streams can
leverage Al to provide smart, personalized healthcare guidance
or solutions that complement existing technology and data to
healthcare professionals, patients, and clients.

Challenges: Trust, reliability, and data validation of data
collected in distributed edge sensor systems are becoming an
increasingly relevant issue. Given the need for dependable
autonomy and reliability in l1oT systems, in [3], the authors
present a sensor validation method to increase robustness,
resilience, and dependability of sensed data by detecting false
positives and negatives using sensory substitution. Sometimes,
sensor data is trusted without ongoing validation. With the rise
of cyber-physical attacks on cloud, fog, and edge computing
systems, validation of sensor data becomes increasingly
important.

In [8, 15], the authors propose an enhanced architecture and
implementation for 128-bit Schmidt-Samoa cryptosystem
(SSC) to protect the data communication for wireless sensor
networks (WSN) against external attacks. The security features
of integrity in smart vehicles were identified and discussed,
emphasizing the potential impact of integrity on future
vehicular applications [9].

Failures of sensors and actuators are not uncommon in many
applications but detection of failures or even prevention at an
early stage is sometimes challenging. In [4, 21], the authors
propose a low computational cost method for detecting
actuator/sensor faults. A typical model-based Fault Detection
(FD) unit for multiple sensor faults requires a bank of
estimators (i.e., conventional Kalman estimators or Artificial
Intelligence (Al)-based ones). The proposed FD scheme
reported in [4] has used an Al approach to develop a low
computational power FD unit (abbreviated as IFD). In contrast
to the bank-of-estimators approach, the proposed IFD unit
employs a single estimator for multiple actuators/sensors FD.
The efficacy of the proposed FD scheme has been illustrated

through a rigorous analysis of the results for several sensor fault
scenarios on an electromagnetic suspension  system.
Optimization of network resource utilization and to protect the
network against failures has been discussed in [51].

LoRa integrated with Al learning models for 10T servers and
clouds could serve intelligent tasks in the home environment.
The authors of [5] have proposed a dataflow design for the
LoRa-based home monitoring using Al. A multi-purpose
integrated sensor-based system which consists of networked
sensors for different purposes, and applications have been
described in [6, 18]. The sensors can be health sensors to
measure patients' pulse and blood pressure [36], or the sensors
can measure the temperature to indicate a fire accident [31]. The
networked sensors transfer the sensed data through wireless
technologies to a cloud for processing and notify the listed users
to take an appropriate action [43, 45]. Coverage, discovery,
connection times, and mobility in the deployment of a sensor
node in a smart city environment has been discussed in [7]. The
authors of [7] have proposed an automated fire alert detection
system which comprises smoke sensors and fire sensors [10].
These sensors detect the change in a measurable physical
quantity such as sudden high temperature and help to detect a
forest fire.

Objective: 1oT enables device-to-device communications
due to limited energy capabilities which present a significant
challenge [48]. The design and development of low-energy
electronics [46] and energy harvesting devices are of
tremendous importance [50]. An energy-efficient routing
protocol based on Al techniques such as particle swarm
optimization and genetic algorithm, for large scale I-loT
networks for SDN and cloud architectures has been reported in
[41, 51]. 5G Intelligent Internet of Things (5G I-10T)
architectures are under development to process big data
intelligently and optimize communication channels, including
big data mining, deep learning, reinforcement learning [42] and
novel techniques such as cloudlet-based cyber foraging (i.e.,
edge/fog computing) [44, 141].

A new computation paradigm for wireless sensor networks, the
sensor cloud, which decouples the network owner and the user
and allows multiple WSNSs to interoperate simultaneously for a
single or multiple applications transparent to the users, has been
discussed in [13]. A sensor cloud is a heterogeneous computing
environment spread in a wide geographical area that brings
together multiple WSNs consisting of different sensors [35].
Each WSN can have a different owner [40]. The sensor cloud
then virtualizes the wireless sensors and provides sensing as a
service to users [32]. Since users buy sensing services on
demand from the sensor cloud, use of large-scale sensor
networks becomes affordable with ease [22, 38].

Contribution: Al-based sensors significantly empower new
architectures in loT and loT-like applications, wherein local
intelligence and distributed data disclosure cycles replace
centralized control and data processing. The design and
development of Al-based sensing systems, the intricacies of
embedding Al techniques can be best achieved through a better
understanding of the role of embedded smart sensing systems
in Industry 4.0, 10T architectures and technologies.
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The rest of this paper is organized as follows. Section 1 presents
the latest technological developments on the integration of Al
and 10T in embedded smart sensing systems in Industry 4.0.
Section 2 describes various 10T architectures proposed by
various organizations and scientific bodies. Section 3 presents
a comprehensive review of the types of sensor data processing
at the edge/fog and cloud computing levels. Section 4 describes
the framework for the communication technologies that support
the Al-loT enabled smart data communications. Section 5
describes the motivations behind enabling intelligence for the
sensors in the loT environment. Section 6 highlights the
significance of Al in 10T applications. Section 7 discusses open
issues and key innovative solutions. Finally, section 8
concludes the paper.

II. 10T ARCHITECTURE

Various 10T architectures have been defined each with the
required system functionalities based on the problem being
addressed. In general, different scientific organizations have
proposed loT architectures based on hierarchical layers for
specific application domains [120-124].

These layers are also known as “tiers”. A reference model can
be considered to show various functional blocks, interactions
and integration. CISCO’s representation of a reference model
consists of seven layers [119] as Figure 1 shows.

Collaboration and processes
Level 7 (involving people and busines
processes)
Level 6 Appllca.tlon .
(reporting,analyis,control)
Level 5 Data abstraction (aggregation
and access)
Level 4 Data accumulation (storage)
Edge/fog computing (data
Level 3 element analysis and
transformation)
Connectivity (communication
Level 2 : .
PRJREACESTIRBLNLS)
Level 1 {
i

Fig.1 Conceptual framework as reference model of an loT
system proposed by CISCO [119].

Fig.2 depicts the loT architecture proposed by Oracle [123].
The architectural design has the following characteristics:

* The design fills in as a kind of perspective in 10T in
administrations and business measures.

« Smart sensors collect the information, analyze vital
components, change it according to the gadget’s application
system, and interface it directly to a communication device.

» Aset of sensor circuits is associated with an entryway having
separate information.

* The communication gateway sub-framework comprises of
convention overseers, switches, and message reserve.

» The executive's sub-framework has functionalities for
supporting the gadget’s character information base,
characteristics, and access to the board.

» Data travels securely from the entryway through the web and
server farm to the application worker or venture worker.

» Organization and examination sub frameworks empower the
administrations, business measures, venture joining, and
complex cycle.

loT applications

xR [ [ bea =

loT developer and services

Infrastructure services
device management, device connectivity, data
model

Intelligent gateway

2 W [] B

Devices

Fig.2 10T architecture as proposed by Oracle [123]

Various models have been proposed at SWG during Dec 2014,
through online mode. The principles for a compositional system
for the loT have been created under IEEE standards
architectural P2413 [122]. IEEE SA recommended P2413
standard for the design of loT. Its design is built upon the
reference model, as Fig. 3 shows. The reference architecture
describes the meaning of essential compositional structure
blocks and their ability to support a multi-tiered framework.

The IEEE P4213 standard [122], developed by the IEEE P2413
10T working group, describes a reference architecture for 1oT
as shown in Figure 3. The reference architecture describes the
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basic building blocks of a multi-tiered framework that abstracts
“Things” using a top down approach. This blueprint covers
different functional areas of the 10T domain and recommends
quality 'quadruple’ belief that incorporates assurance, security,
protection, and well-being.

Fig. 3 depicts the “Things” levels of abstraction as proposed by
the IEEE P2413 [122].

Abstraction of things

Fig.3 Abstraction of “Things” proposed by IEEE P2413

Webinos [125], which is an loT architecture for smart things
that focuses on empowering web applications deployed on
Personal Computers (PCs), in-vehicle units, and home media.
Fig. 4 depicts the Webinos 10T architecture that supports both
10T and Machine to Machine (M2M) applications. Specifically,
Webinos provides explicit APl support to enable the
development of applications that use sensors and actuators in
the client’s space. Most loT architectures proposed in the
literature [126-129] address heterogeneity issues.

Il. SENSORS DATA PROCESSING FOR IO0T

Data collected from sensors (including 10T sensors) needs to be
processed and analyzed in order to make timely, intelligent
decisions [78]. Sensors data processing for 10T is viewed as the
assortment and control of things to generate vital information
[79, 80]. Meaningful information is extracted from the raw data
and this information is then presented to the end entity (user or
machine) so that the latter can provide the appropriate response.

E Third Party Applications ] :
o
é Personal Zone Hub ) i
E [ User Authentication I [ Policy Enforcement l i
i I Policy Repository I \ Web APl l §
| Gateway T TR
i Persanal Zone Proxy
E [ Sync Manager l [ Messaging Manager ] i
;D-t.vkt I Palicy Manager l [ Di-s::avervManaw ] -E
E \[ Session Manager [ [ Context Manager l / ;
- i&w&mmr i":

.....................................................................

Fig. 4 Webinos loT Architecture for smart things [125]

The procedure to convert raw data into meaningful information
to generate smarter decisions follows a cyclic process
comprising three phases: input, processing, and output [81].
Fig. 5 depicts the cyclic process of sensors data processing.

N~

. processing

Storage

Information

Fig.5 Sensor data processing cyclic process

Input is the principal phase of the data processing cyclic
process. In this phase, sensors’ fusion data is changed into a
machine-comprehensible structure so that a machine can
process it. In the processing phase, a program running on the
machine transforms the raw data into information by following
various data manipulation methods depending on the
application requirements. Al data manipulation methods for
information processing include classification, calculation, and
sorting techniques. The next phase is the output wherein the
data is changed over into a comprehensible structure and
introduced to the end-user or machine as valuable data [81, 82].
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A. Sensor Data Processing Levels for various |oT
Application Domains

Some loT application domains, such as real-time applications,
demand low latency, and high data transfer rates. Hence, sensor
data processing can be performed at two different levels
depending on the application requirements:1) near to the sensor
data origin (node level) or 2) at the cloud level. Further, node-
level sensor data processing is categorized into a) Edge
computing, and b) Fog computing.

1) Data processing at/near the sensor node:
a) Edge Computing:

The edge computing permits the data to be handled close to its
cause (the sensor devices/gadgets). The information is moved
from sensor gadgets to a neighborhood edge computing
framework, which procedures, stores the information, and
processes the data locally. Additionally, the framework could
assemble the handled information and send it to the Cloud at
regular intervals of time. The beneficial thing about edge
processing is that only the significant data is sent over the
network. This requires less data transmission from the sensor
system and spares the sensor batteries. Likewise, the
information can be processed faster when done close to the
sensor gadget [83, 84].
b) Fog Computing:

Fog Computing, otherwise called fogging, is engineering that
utilizes edge gadgets (sensor devices) to complete a
considerable measure of calculation, storage, and
communication locally before being transmitted over the web
[85]. In 2014, the need to expand distributed computing with
fog computing rose, and the idea was given by Cisco. Fog
computing includes carrying knowledge to the local network of
computing devices and processes the data in a fog node. As
indicated by Cisco, fog computing is a standard that
characterizes how edge computing should work, and it
empowers the activity of process, storage, and systems
administration between end gadgets/devices and distributed
computing systems [86, 87]. Fog computing underpins the 10T
idea, in which a large portion of the devices utilized by people
consistently will be associated with one another. Models
incorporate telephones, wearable well-being checking gadgets,
associated vehicles, and wearable devices (e.g., Google Glass).
IEEE received the Fog Computing norms proposed by
OpenFog Consortium for standardization [88].

2) Sensor data processing at the Cloud:

Numerous loT frameworks utilize vast sensors to gather
information and make smart decisions [89]. Utilizing the cloud,
is significant for data aggregation, subsequently inferring
intelligent decisions from the information. For example, an
agribusiness organization would have the option to look at soil
moisture from the sensors located at different places after
planting similar seeds. Without the Cloud, looking at
information across more extensive zones is substantially more
troublesome.

Utilizing the cloud computing features for loT takes into
account high versatility. When a massive number of sensors is
utilized, putting a high computational burden on every sensor
would be very costly. Instead, information can be passed to the

Cloud from every sensor and prepared there in total [90, 91].
For quite a bit of 10T, sensors and gadgets gather information
and perform activities, yet the handling/ordering/investigation
ordinarily occurs in the Cloud. Sensor data is continuously
streamed to the Cloud. IoT applications that do not concern
much on the latency and bandwidth do prefer cloud computing
scenario.

Al for sensors is getting simpler than any time in the recent past:
equipment costs are decreasing, and sensors are getting less
expensive, making loT gadgets broadly accessible for an
assortment of utilizations running for smarter decisions. Fig.6
depicts the generic sensor data processing at various levels.
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Fig. 6 Sensor data processing levels node (Edge/Fog), Cloud level

IV. COMMUNICATION PROTOCOLS IN [OT

The loT ecosystem is a highly heterogeneous environment with
a mix of devices running various types of communication
protocols and using different types of communication models.
Tschofenig et al. [92], [97] defined four communication
models: device to device, device to the cloud, device to the
gateway, and back-end data sharing. In device-to-device
communications, protocol design issues that address
interoperability need to be investigated and innovative solutions
developed.

From the device to cloud communications (e.g., interactions
between a humidity sensor and an application service provider
wherein sensor data may be uploaded to an application service
provider), interoperability is much less of an issue. This is
because the most of the communications occur within the
provider [92]. In the device to gateway communication
architecture, communications between two loT devices (e.g.,
one equipped with a temperature sensor and the other equipped
with a humidity sensor) take place through an Internet-
connected gateway (which can be a generic one or a specific
type that translates application-layer protocols) that connects
them.
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In the case of back-end data sharing, an application service
provider shares its sensor data (e.g., data from a temperature
sensor) with other application service providers. Figure 7
presents some of the most popular protocols and
communication standards that are being deployed at the various
layers of the communication stack in the 10T environment
today. It is worth pointing out that many of these protocols have
been specifically designed to be lightweight in terms of their
usage of resources (processing power, memory, bandwidth, and
so on) mainly because they are expected to work in
environments with a high number of resource-constrained
devices and networks. Although the lightweight characteristic
of many of these loT communication protocols help to achieve
an energy-efficient 10T ecosystem, the security and privacy of
the data exchanged among loT devices are becoming
increasingly important [93][95][96].

To improve security, several enhancements have been proposed
in the literature to several application layer protocols shown in
Figure 7. Some of the security protocols and techniques used
include: Secure Sockets Layer/Transport Layer Security
(SSL/TLS), Datagram Transport Layer Security (DTLS),
Blockchain, Elliptic Curve Cryptography (ECC), and so on.
However, it remains a significant challenge for 10T researchers
to develop robust, reliable, scalable optimized solutions that can
achieve optimal trade-offs for lightweight operations and
communications, energy-efficiency, security and privacy in the
0T environment.
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Fig.7 Popular communication protocols used in Internet of Things
[Adapted from [92, 94]]

V. Al - A BRIEF INTRODUCTION AND THE NEED FOR A
SMART SENSOR

Artificial intelligence (Al) envelops different advancements
including Machine Learning, Deep Learning, and Natural
Language Processing. We expect that Al procedures and
strategies will continue to be integrated into a few IoT
compositional layers paving the way for the development of
Artificial Intelligence of Things (AloT) applications. Current
Al is being used in 10T environments mostly for: i) boosting
operational effciciency. For example, Google brings the power
of Al into loT to reduce its data center cooling costs, ii)
providing better risks management (for example, Fujitsu

ensures worker safety by using Al for analyzing data sourced
from connected wearable devices), iii) triggering new and
enhanced products/services (e.g., Rolls Royce leverages Al
techniques in the implementation of loT-enabled airplane
engine maintenance amenities), and iv) increasing the
scalability of 10T. In the future, we expect Al to be used for
designing data reduction approaches for AloT on embedded
edge node, and mimicking human-like personality in designing
smart-objects [131-133]. Al can be applied to 10T to enhance
security, and protect resources, and lessen vulnerabilities. Thus,
Al will be utilized to make self-governing activities.

The mix of Al-based techniques at various 10T compositional
layers to deal with 10T information for self-management tasks
improves the designs of interconnected loT systems.
Innovations (Al, bots, mechanization, AR/VR) make intelligent
decisions through combined IoT knowledge thereby expanding
human capabilities and increasing abilities of machines/things
to better handle and manage the edge/fog computing areas[134-
136].

A smart sensor is an Al thing of what is known as a sense in
science. With a smart sensor, a machine monitors the
environment and data can be gathered. A sensor quantifies a
physical amount and converts it into a sign. Sensors interpret
estimations from this present reality into information for the
computerized area. A practically unbounded variety of
boundaries can be estimated. Examples include area,
uprooting, development, sound recurrence, temperature,
pressure, dampness, electrical voltage level, camera pictures,
shading, synthetic creation, and so on. The objective is to
identify functions or changes in the environment.

Different sensors are commonly used in different gadgets.
Advances in chip designs and implementation makes it possible
to develop small, cost-effective, and energy-efficient sensors.
The quantity of sensors around us is expanding quickly and as
10T grows further in coming years, the number and types of
sensors that will be deployed in the loT environment will
continue to rise.

A smart sensor alludes to the incredible significance of
completing estimations to make concrete and verifiable data
accessible. Measurement (estimation) of data through smart
sensors is very much needed. Estimating gives an
understanding of things that work out in the right way.

The gadgets, which together structure the 1oT, are equipped
with sensors. With these sensors, the gadgets gather
information about how they are utilized and their environment.
The gathered information can be as straightforward as
estimating the temperature or as unpredictable as a total video
feed. In addition, consider sensor information as area, sound or
stickiness, and various estimations of machines or our bodies.
These gadgets have an implicit (remote) network to be
associated with the Internet and can trade information. Billions
of associated gadgets are essential for loT.

10T gadgets produce a a large amount of data (big data) [137-
141]. 10T makes data collected from a wide range of different
gadgets and sensor types easier to analyze and detect specific
information of interest or trends.
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The desire is that 10T can offer answers for significant social
issues identifying with energy and the environment. After some
time, utilizing 10T, for instance, we will utilize less energy,
squander fewer items and go through less cost. The individuals
who realize how to utilize such data can function considerably
more effectively.

Big data from the 10T sensors:

IoT is growing exponentially: there is an ever-increasing
number of gadgets that gather, store, and communicate
information. The amount of information being generated is also
rising rapidly resulting in big data sets that makes it difficult to
store on common information base administration frameworks.

Increasingly more, we hear that big data portrays a turn of
events. It contains two parts. Above all else, PC innovation: the
inexorably complex equipment and programming that makes it
conceivable to gather, cycle, and store more information. The
next part is the analysis part that makes it conceivable to
discover significant information in an assortment of isolated
information. Big data analysis in this definition refers to our
likelihood in examining and utilizing the increasing amount of
data being produced by the 10T systems and devices.

Smart things: The additional estimation of big data: To utilize
the vast amount of information, efficient Al investigation of
the information is essential. Enormous Data investigation is the
way toward exploring Big Data — to find smart designs, discreet
relationships, market patterns, client inclinations, and other
valuable data — to settle on more educated choices. The upside
of information investigation is that choices can be founded on
information picked up from realities and subsequently turn out
to be less reliant on instinct and abstract encounters.

loT gadgets, in some cases, run on their own installed
programming or firmware. However, they can likewise utilize
the Cloud for further analysis of the information. When the
information arrives at the Cloud, the product measures the
information. This can be straightforward, for example,
checking whether the temperature esteem is within an adequate
reach. Alternatively, then again unpredictable, for example, the
utilization of PC vision on record to distinguish objects, (for
example, interlopers in our home).

It is commonly acknowledged that 10T and Al are essential to
one another's future. Simulated intelligence will make IoT
practical on a scale, and through AloT, the lives of a great many
people will be impacted day by day. The AioT potential for
profoundly individualized administrations is unending and will
radically change how individuals live. Fig. 8 depicts
augmenting Al with the “Things” so that smart sensing can
enable better outcomes for humanity's benefit.
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Fig. 8. “Things” enabled Al in the IoT theme will result into
“Smart Things” for better outcomes.

VI. AlINIOT APPLICATIONS

Artificial intelligence techniques are enabling technologies for
hundreds of different applications in a wide range of IoT
scenarios. Al are used for consumer and industrial [oT, industry
4.0, smart cities, smart buildings, smart homes, smart
transportations,  healthcare, environmental —monitoring,
agriculture and smart grids. In particular, Al has been shown to
be effective in many aspects by supporting application design
and implementation, as well as infrastructure and application
management.

Al techniques are mainly applied to analyze server-side data
collected from IoT sensors, but the increasing availability of
computational resources in IoT devices frequently allow to
locally process multidimensional signals using Al-based
methods. The research community is particularly active in
designing novel Al paradigms optimized for devices used in
most of the IoT applications [98]. The main Al technologies
currently adopted in IoT applications are artificial neural
networks (e.g., feed-forward networks and deep learning
techniques), fuzzy logic and evolutionary computation, which
are applied for heterogeneous purposes, such as: regression,
classification, multidimensional signal processing, sensor
calibration, measurement, data fusion, prediction, decision
support, security, and data transmission.

Nowadays, IoT applications are generating paramount
quantities of data. Consequently, it is important to design and
apply robust Al techniques for preprocessing and preparing
data by reducing the amount of noise, decreasing their
dimensionality, and removing possible redundancies [99].
Furthermore, it is frequently needed to design and apply Al
methods able to deal with unstructured input samples [100].

In some cases, it is not possible to adopt AI methods based on
supervised learning techniques since it is not possible to obtain
a sufficient amount of manually labeled data collected from IoT
devices. Hence unsupervised (or semi-supervised) Al
techniques capable of creating or tuning models without output
or ground truth information play a relevant role in IoT Al-based
applications [101].

In the IoT context, application environments can evolve after
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the deployment and it is also possible to take advantage of the
data obtained during time to automatically update the
knowledge base of Al-based methods by using reinforcement
learning strategies [102].

Every IoT application wuses specific communication
technologies and can adopt strategies for privacy and security
protection. Al techniques play an important role also for these
aspects of IoT. Considering the communication technologies, a
great number of IoT applications is based on compact, mobile,
and energy-constrained devices. In these cases, traditional
approaches used to optimize the communication procedures
may not be suitable because it could not be possible to know in
advance the model of the environment. Furthermore, traditional
optimization approaches may require an excessive amount of
computational resources for the specific IoT device. Therefore,
Al techniques are frequently used to perform fast and accurate
optimizations in IoT applications For example, deep capsule
neural networks can solve energy optimization problems [103]
and evolutionary algorithms can also obtain accurate results for
offline optimizations of network settings [104].

Considering strategies for privacy and security protection, Al
techniques permit the automatic learning of discriminative
patterns of possible malicious actions from the communication
streams. Taking advantage of their learning capabilities,
different deep learning strategies and artificial neural networks
are frequently used to realize intrusion detection systems and
methods to detect malicious attacks [105].

In the following, some specific applications in different
scenarios where the Al techniques gave a relevant contribution
to the solution are reviewed. In smart environments like in
smart buildings, smart homes and smart cities, the [oT paradigm
realizes a communication network between measurement
sensors, embedded devices, and human-computer interfaces. In
these environments, Al can be considered as a new enabling
technology for processing the acquired data and taking
decisions automatically. Within this context, Al is widely
applied for heterogeneous applications, encompassing local
processing of sensor data by monitoring, forecasting, and
extracting information from the collected data [106].

Furthermore, applications include human-machine interaction
based on voice signals or videos, and methods to analyze the
actions of the people interacting with the environment.
Considering the wide amount of information obtainable from
the environment and the intrinsic complexity of processing
acoustic signals and videos, many recent Al-based applications
adopt deep learning techniques. As an example, commercial
systems from different companies use artificial neural networks
to manage illumination systems of smart buildings. Moreover,
in smart homes, the use of vocal assistants, based on deep
learning strategies, is constantly growing. Artificial neural
networks are also used to monitor and manage critical
infrastructures, such as pipelines and overhead power lines.
Other methods for the analysis of IoT data acquired in smart
environments different than artificial neural networks are
mainly based on fuzzy logic and evolutionary algorithms.

In smart transportations, [oT applications need to process huge

amounts of multidimensional signals and heterogeneous kinds
of data collected from a wide variety of sensors also managing
noisy and missing data. Therefore, AI methods represent
enabling technologies to fuse the collected data and infer
information from them. Al methods are used for a wide set of
applications, as destination prediction, demand prediction,
traffic flow prediction, travel time estimation, predicting traffic
accident severity, predicting the mode of transportation,
trajectory clustering, navigation, traffic signal control, and
pollution monitoring [107]. Furthermore, transportation
infrastructures can be monitored and controlled using the IoT
paradigm and Al techniques, like artificial neural networks, for
monitoring and analyzing the conditions of motor highways,
airports and railways [108]. In this scenario, deep learning
approaches are showing particularly promising results.

In Industry 4.0 and Industrial IoT applications, Al methods are
applied to optimize image and sensor processing, transmission
and decisions. These applications typically require high-speed
data streams, low-latency communications, fast processing and
time-sensitive actions on small-scale platforms, often directly
on the IoT devices. In some applications, large and general-
purpose deep neural networks are not applicable, and Al
techniques based on the concept of knowledge transfer and fine-
tuning methods are used to improve the accuracy of specific
neural networks. Possible applications can range from image
classification to ultra-reliable low-latency communication, for
instance by exploiting reinforcement learning models capable
of working in the compact memory space typical of IoT devices
[101]. A different processing approach in industrial IoT
applications considers the fog/edge computing paradigm by
adopting edge computing-based deep learning models, hence
avoiding slow and unreliable transmission from the cloud
service, thus mitigating problems related to the possible
congestion in the industrial IoT network and avoiding the limits
of insufficient local computational power [109].

The fast execution time of deep neural networks, like
convolutional neural networks, enables their use for quality
assessment of the products, online monitoring and control of the
manufacturing production [110], as well as their use on indoor
autonomous robots in productions sites and warehouses [111].
Al techniques like artificial neural networks and deep neural
networks are also relevant tools in logistics for managing,
optimizing and monitoring the goods in the complete supply
chain [112]. In this scenario, neural networks, deep learning,
fuzzy logic, and evolutionary algorithms are the mostly used Al
techniques.

In healthcare applications, the pervasive diffusion of
technologies like fitness trackers, wearable devices, and body
sensor networks made available a huge amount of information
that can be processed in real time. Starting from that data, Al
techniques are used to learn and produce effective reasoning,
thus enabling systems to monitor in real time the health
conditions of the user For instance, methods based on deep
neural networks can be used to predict diseases from signals
collected using IoT sensors [113].

. In environmental monitoring, Al techniques are particularly
important for processing heterogeneous noisy signals collected
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in uncontrolled environments. As an instance, artificial neural
networks are used to process data collected by IoT sensors for
monitoring the quality of the air quality, water pollution, and
radiation pollution [114]. Neural networks and deep learning
are the mostly used Al techniques in this scenario.

In agriculture applications, Al methods are applied in IoT
devices to control harvests, green house parameters, parasite
forecast, smart irrigation, and to create loT devices capable of
prompt reactions to changes in plants and environmental
conditions. For example, convolutional neural networks can be
adopted to forecast and detect possible rice blast diseases in
large scale applications by using data acquired with IoT
sensors, which describe the soil humidity and weather
conditions [115]. Support vector machines and convolutional
neural networks can also be used to detect the grow stages of
vegetables in greenhouse monitoring applications [116]. Al
approaches able to learn from data, as artificial neural networks
are frequently adopted in this application context.

In smart grids, Al techniques allow to improve the energy
efficiency and management of power systems by performing
analyses and forecasts from large-scale data collected from
heterogeneous distributed devices [117, 118]. Examples of
applications for which researchers studied methods based on Al
techniques are the prediction of energy production, integration
of renewable energy sources, integration of energy storage
systems, analysis of the demand and response of energy
management systems and management of local and private
small grids. Artificial neural networks and fuzzy logic are
widely used in this scenario.

VII. OPEN ISSUES AND INNOVATIVE KEY SOLUTIONS

As described in sections Il, 11, 1V, V, and VI, a progression of
experiences can be determined concerning Al-based sensor
systems’ innovation restrictions and their ease of use in a wide
range of application domains. AloT is being embraced in many
fields and business areas thereby providing unprecedented
opportunities for improvements and novel capabilities.

However, as with other emerging technologies there are
challenges that must be addressed with AloT innovations. Next,
we discuss some of these challenges below.

AloT adoption and interoperability: The number of Al-based
sensor applications is growing at a fast pace, creating a large
number of heterogeneous solutions. The wide diversity of
implementations and features open up interoperability issues,
hindering standardization. As discussed in section Ill, most
APIs provided by Edge/Fog computations are far from being
considered easy to use. Therefore, several authors have
proposed their solutions towards interoperable architectures as
described in the loT architecture section.

Latency and scalability: Most 10T applications require low
latency (delay) rates. The data storage optimization (as
discussed in section Il1) and the architectural aspects provide
10T networks distributed intelligence. But to enable distributed
and federated intelligence, complex challenges in the setup and

configuration for smart sensing systems in the AloT framework
must be addressed.

Quantum resilience: One challenge is how to monitor and
ensure quality services from all the connected devices.
Responsiveness, scalability, processes, and efficiency are
needed to provide the best service when it comes to any new
technology especially across trillions of sensors [142-143].
Quantum technology with Al-based sensor systems can be
helpful in addressing network latency, interoperability, Al, real-
time analytics, predictive analytics, increased storage and data
memory, secure cloud computing and the emerging 5G
telecommunications infrastructure.

VIII.

10T theme of applications are helping in collecting voluminous
of sensor fusion data from multiple sources. Though, the
multitude of data generated from limitless 10T devices makes
complicated process for collection, processing and analysing
data in real-time, convergence of Al and IoT as AloT can
rethink the way data can be handled for enterprises, business,
and economies to act smartly. Man-made intelligence
empowered 10T devices makes machines produce smart
behaviour devices.

CONCLUSION

Consolidating these two (Al and 10T) streams to manage smart
sensing systems, benefits the basic individual day to day needs.
While loT manages gadgets collaborating utilizing the web, Al
causes the gadgets to gain from their information and
experience. While, 10T gives information, man-made reasoning
procures the ability to open reactions, offering both imagination
and setting to drive smart activities. As the information
conveyed from the sensor can be broke down with Al,
organizations can settle on smartchoices. The man-made
brainpower loT prevails with regards to accomplishing the
smart sensing systems.
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