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Abstract—Modern industrial systems are increasingly defined
by geographically distributed production lines, stringent privacy
constraints, particularly to protect intellectual property and man-
ufacturing process details, and heterogeneous data pipelines. In
such environments, centralized Anomaly Detection (AD) is often
impractical due to data governance restrictions and limited com-
putational resources at local sites. To address these challenges,
we propose a modular and lightweight AD framework based
on diffusion models, named D-ADDA (Distributed Anomaly
Detection based on Data Augmentation), designed for distributed
deployment. Unlike many state-of-the-art methods that depend
on large pre-trained models or external datasets, our approach
is trained entirely on defective data locally available, enhancing
privacy and domain specificity. A novel Data Augmentation
Module (DAM) generates diverse defective samples through a
multi-stage pipeline, which are used to train an attention-based
diffusion model for defect synthesis. This architecture supports
dislocated components across multiple clients, enabling training
and inference in resource-constrained or privacy-sensitive set-
tings. Experimental results on the MVTec AD dataset confirm the
effectiveness of our approach, achieving an average classification
accuracy of 60.46% across 14 categories, outperforming state-of-
the-art approaches, with competitive localization performance.

Index Terms—Distributed anomaly detection, diffusion pro-
cess, data augmentation, attention mechanism, defect synthesis.

I. INTRODUCTION

NDUSTRIAL systems are rapidly evolving into complex,

distributed infrastructures comprising geographically dis-
persed production sites, heterogeneous sensing systems, and
tightly regulated data governance frameworks. Achieving re-
liable performance and high production quality in decentral-
ized settings requires not only intelligent monitoring but also
scalable and privacy-preserving solutions to protect details of
the industrial process [[1]. Localized intelligence at the point
of data acquisition is therefore becoming increasingly critical,
as it avoids transmitting sensitive information such as defect
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patterns or process information. In such contexts, practical
constraints such as latency, limited network availability, and
stringent requirements for preserving the confidentiality of
sensitive information, particularly defective or anomalous sam-
ples protected by industrial secrecy or regulatory mandates,
pose additional challenges to the design and deployment of
Machine Learning (ML)-based solutions. These limitations
undermine the viability of traditional centralized training and
model deployment paradigms, which assume unrestricted ac-
cess to comprehensive datasets.

Among industrial tasks, Anomaly Detection (AD) aims to
detect deviations from expected patterns to identify system
failures, operational inefficiencies, or defects [2]. AD is par-
ticularly challenging in manufacturing sites, especially for
ML-based approaches, since operational data is abundantly
available, while defective samples are scarce, highly sensi-
tive, and often subject to strict confidentiality constraints [3]],
[4]]. In such scenarios, collaborative strategies like distributed
learning become essential, enabling different sites or devices
to jointly train ML-based AD models without sharing raw
data. However, when data types (e.g., normal vs. defective)
are unevenly distributed across nodes, this imbalance can lead
to biased models, hinder convergence during training, and
degrade overall detection performance, particularly for rare
but critical anomalies. In fact, while deep learning models
have shown promise in AD [5]—[7], they still face limitations
related to data quality, training instability, domain shift, and
generalization [8]-[10]. Alternative strategies like knowledge
distillation, embedding-based methods [11]], [[12]], and multi-
modal extensions [13]] have attempted to address these issues
but the reliance on scarce defective samples and pre-trained
models often constrains performance.

In response to operational demands across modern industrial
systems, we propose a modular architecture for image-based
AD that supports deployment in environments with limited
computational resources and strict privacy requirements, es-
pecially to protect confidential intellectual property and pro-
prietary process information. Our method leverages generative
diffusion models, trained locally on defective data augmented
through a novel pipeline, and supports distributed execution
across distinct clients or devices. Instead, a central server
processes data that can be safely shared, keeping confidential
and proprietary information local, thereby accelerating training
and improving quality inspection (see Figure [I). More specif-
ically, we present a three-stage approach built on a lightweight
diffusion-based architecture (48.3 M parameters, compared to
the 860 M parameters of Stable Diffusion v1.4 [14]), trained
exclusively on collected data without relying on large-scale
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Fig. 1: System architecture considered in this work, showing
local nodes (e.g., production lines) connected to a central
server for privacy-preserving anomaly detection. The num-
bered steps (1-7) indicate the operational workflow.

pre-trained models, thereby enhancing adaptability while ad-
dressing both privacy and resource constraints.

Our diffusion-based generative model, named D-ADDA
(Distributed Anomaly Detection based on Data Augmen-
tation), leverages a large set of defective samples created
through a data augmentation pipeline, which simulates defects
similar to those in the training data, thereby increasing the
model’s awareness of the defective domain. The defective
samples are processed only at a local level, while the cen-
tral server only handles non-sensitive data. Our framework
prioritizes the protection of defective data, as these samples
are most critical for AD and directly expose production
failures. However, in industrial practice, even non-defective
data may also be sensitive, since it can reveal proprietary or
novel production processes. Thus, while the focus remains
on defective data, sensitivity considerations can extend to
both defective and non-defective samples depending on the
confidentiality requirements of the application context. When
local-only processing is possible and sufficient computational
resources are available, running the full pipeline, including
augmentation, generative synthesis, and classifier or detector
training, for each domain or object type can still improve
accuracy. Therefore, the system not only enables privacy-
aware deployment, but also provides a performance-enhancing
strategy.

Beyond its technical contributions to AD, D-ADDA also
provides broader systems engineering benefits. By integrating
diffusion-based generative modeling with attention-driven fea-
ture alignment in a distributed framework, D-ADDA provides
a novel contribution to industrial image analysis and also
directly supports industrial system-level objectives. In partic-
ular, its lightweight design and privacy-preserving operation
enhance fault tolerance, reduce downtime, and improve adapt-
ability of monitoring infrastructures under real-world con-
straints. Moreover, our approach demonstrates adaptability to
different categories, making it suitable across diverse industrial
contexts.

Our main contributions are as follows:

o A modular architecture that allows the core components

of the AD pipeline, such as data augmentation, synthe-
sis, detection, localization, and classification to operate
independently across different locations. This supports
incremental deployment across new production sites and
facilitates scalability and maintainability in distributed
environments.

¢ A decentralized anomaly detection approach that enables
efficient, scalable, and privacy-preserving infrastructures
by using centralized resources only for training on normal
samples or masks, without privacy leaks.

o We outperform similar architectures on the MVTec AD
dataset, demonstrating the effectiveness of the proposed
solution.

The remainder of this paper is organized as follows. Sec-
tion [lI| reviews prior research on anomaly detection and gen-
erative approaches. Section [III] provides a detailed description
of each stage of the proposed system architecture. Section
reports extensive experimental evaluations, including ablation
studies on key parameters of the framework. Finally, Section[V]
summarizes the main contributions of the work and outlines
potential directions for future research.

II. RELATED WORK

Anomaly Detection. AD deals with discovering deviations
from expected patterns and generally encompasses classifica-
tion, detection, and localization tasks, with the main challenge
being the scarce availability of data describing anomalous situ-
ations. To overcome this issue, unsupervised methods address
detection and localization by relying solely on normal samples,
using either features extracted from deep neural networks
or reconstruction methods such as autoencoders, diffusion
models, and image inpainting [15]], [16].Within unsupervised
learning, recent advancements have shown promising results
using zero-shot [[17], [18] and few-shot approaches [19],
[20]. For example, MAEDAY [21]] uses a reconstruction-based
approach with a pre-trained masked autoencoder to identify
anomalous regions as areas of failed reconstruction. CLIP [22]]
also describes an unsupervised approach that provides strong
generalization capabilities through its joint alignment of tex-
tual and visual features. Building on this foundation, CLIP-
based approaches aim to further enhance this alignment for
anomaly detection [23[], [24].

To deal with privacy concerns, Chen et al. [25] propose
a decentralized approach to mitigate overgeneralization in
unsupervised reconstruction; nevertheless, the method does
not fully eliminate the necessity of exchanging sensitive
information, including defect-related data. Federated learn-
ing techniques have also been proposed to mitigate data-
sharing concerns [25]], [26]], but they introduce communication
overhead and potential privacy risks [27]. In fact, although
a number of approaches have advanced privacy-preserving
anomaly detection, each presents inherent inefficiencies that
limit their practical applicability to the industrial domain. For
example, lattice-based frameworks [28]] introduce considerable
computational overhead arising from fine-grained feature-level
policy negotiation, while edge-computing solutions [29] rely
on lightweight encryption to protect data but still incur sub-
stantial latency and communication overhead, rendering them



unsuitable for latency-sensitive IoT environments. Similarly,
the bi-level federated learning framework [30] enhances data
privacy and scalability; however, it suffers from repeated trans-
mission of encrypted model updates and continued dependence
on manual labeling of anomalies in the second training stage,
both of which hinder efficiency and scalability in industrial
deployments. In this regard, our framework maintains privacy
and removes the dependency on data encryption by focusing
on the exchange of only non-sensitive data. In fact, sensitive
samples are processed locally, achieving an efficient balance
between collaboration and confidentiality.

Anomaly Generation. Given the scarcity of anomalous
samples, generative models can help by creating additional
data or capturing the distribution of normal (or abnormal)
behavior. While model-free methods, such as cropping and
pasting textures [31]], can introduce synthetic anomalies, they
often lack realism and fail to capture the subtle characteris-
tics of real defects. In contrast, model-based approaches [6]]
produce more lifelike anomalies that better reflect real-world
distributions. From an architectural standpoint, Generative Ad-
versarial Networks (GANs) were among the first to be adopted
for this task. For example, OCR-GAN [32] decomposes im-
ages into multiple frequency bands and reconstructs them in
parallel, modeling the AD process as a form of omni-frequency
restoration. However, despite their early success, GANs suffer
from well-known issues such as training instability [9].

More recently, Denoising Diffusion Probabilistic Models
(DDPMs) have emerged as a promising alternative, demon-
strating impressive capabilities in generating high-quality im-
ages across diverse domains [10], [[33[]. Innovations like com-
pressed latent spaces [14]] and spatial conditioning mecha-
nisms [34] have further enhanced their expressiveness and
ability to model complex data distributions. In this regard,
AnomalyDiffusion (AnomDiff) [[7] leverages latent DDPMs
to generate high-fidelity synthetic anomalies. By including
dual encoders to disentangle defect appearance and location,
along with an attention-based module to highlight subtle
anomalies, AnomDiff improves the alignment between gen-
erated masks and image content, although challenges re-
main in fully replicating real defective images. Similarly,
DRZAEM [35] generates pseudo-anomalous images to train a
U-Net-based [36] reconstruction framework, which learns to
map abnormal inputs back to their normal counterparts. A
discriminator further refines this process by distinguishing
between pseudo-anomalous and reconstructed outputs, aiding
in the precise localization of defects. UniAD [37], on the
other hand, employs Transformers [38] with masked self-
attention to reconstruct features while introducing a feature
jittering strategy to prevent shortcut learning. To combine the
advantages of generating both text and images, multi-modal
approaches offer improved alignment between supervisory
signals and enable better discrimination between visually
similar defects, even if these methods often entail higher
computational costs. For instance, Lee and Choi [13]] propose
a text-guided AD framework that aligns semantic priors from
text with normal image representations, thereby enhancing
the selection of discriminative samples. Nonetheless, such
methods typically depend on carefully engineered prompts

and pre-trained models, which can restrict adaptability and
generalizability.

In contrast to existing approaches, our method does not rely
on pre-trained architectures, thus allowing greater flexibility
in the design of custom models. To mitigate data scarcity, we
first apply an advanced data augmentation pipeline to enrich
the available defective samples. We then employ a DDPM
equipped with a cross-attention mechanism to synthesize novel
image-mask pairs, effectively expanding the dataset and im-
proving downstream AD performance.

III. SYSTEM ARCHITECTURE

The proposed D-ADDA framework is organized into three
stages (see Figure [2), each comprising multiple interacting
subsystems that collaboratively overcome the limitations of
AD in industrial production lines, particularly in cases where
defective training samples are both limited and sensitive. We
structure the stages as follows:

o Stage 1: Data acquisition and augmentation system. This
system collects data from the production lines on local
nodes and performs data augmentation.

o Stage 2: Generative modeling system. This system trains
two generative models and distributes non-sensitive data.

o Stage 3: Cross-conditional synthesis and detection sys-
tem. This system performs defect synthesis on sensitive
data and AD tasks.

In the following, we provide a detailed description of each

stage and its constituent subsystems.

A. Stage 1: Data Acquisition and Augmentation System

Deployed at each local production line, this system uses
low-cost imaging devices to acquire samples consisting of
normal and defective products. To compensate for limited
defective samples, it includes a Data Augmentation Module
(DAM) that operates on the collected data. DAM uses image
processing and superpixel-based techniques to transfer defect
structures onto normal images, generating a large set of
synthetic defective samples. The system involves the following
steps:

e Local Data Acquisition. Each production node acquires

N images using low-cost devices:

Dlocal = {(I%Miayi)}qih (])

where I; € REXWX3 s the image, M; € REXWx1 jg
the corresponding mask, and y; € {0,1} is the defect
label. H and W denote the image height and width,
respectively.

e Data Augmentation Module (DAM). We apply a
superpixel-based function DAM (-) to enrich the defec-
tive sample space:

Daug = {(I{7M{7yz)}zj\;1’ (2)
where (I}, M) = DAM(I;, M;).
o Transmission of Non-Sensitive Data. Only synthetic sam-

ples without sensitive content (e.g., normal samples and
masks) are transmitted to the central server:

Dsewer - {(Izlayz) | Yi = 0} U {(leayz) ‘ Yi = 1} (3)
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Algorithm 1 Data Augmentation Module (DAM) Pipeline

Require: ny: Number of samples to generate
1: procedure DATAAUGMENTATIONMODULE(DN, DP, DM)

AN

o e 2D

10:

> DN: Normal samples, DP: Defective samples, DM:
Defective masks

Randomly select a normal sample I}, a defective
sample I’ and a mask MP.

SP; + EXTRACTSUPERPIXELS(IY)

for k =1 to ng do > Iterate for each new sample

I]Da"g“ed < ALIGNIMAGES(I}N, I”) > Using

cross-correlation

Diiigne.
M « ALIGNMASK(M}, I e d)

M; Da REPLACESUPERPIXELS(M Duignea ,SP)
MDA — AUGMENTMASK(MDA)

Djigne D’
MATCHPATCHHISTOGRAMS(IN L M)
Duignia 7 7D
IP" « REPLACEPATCH(IN, I; ™" “,Mj 4 >
Generate novel defect
if QUALITYASSESSMENT(/”") then
. DY .
Save IjD and Mj 4 in Dyyg
end if
end for

return Dy, > Return novel defective dataset

: end procedure

The DAM consists of a multi-step pipeline, outlined in

Algorithm [T]

The key stages are detailed below, where I”, MP and

v , M N denote defective and normal images and masks,
respectively:

e Superpixel Extraction. Initially, the quick shift algo-

rithm [39] is employed to extract superpixels from a ran-
domly selected normal sample IV based on color space.
These superpixels serve as potential patches for defect
replacement. Quick Shift is a mode-seeking clustering
approach in which each data point is linked to a local
maximum or dense region in the underlying probability

Our D-ADDA framework integrates local augmentation, centralized diffusion modeling, and distributed model updates.

distribution. This method progressively moves each pixel
toward its nearest neighbor with greater density, form-
ing compact, consistent regions that conform to object
contours and retain critical structural information.

o Alignment Procedure. A cross-correlation-based align-

ment procedure is used to align a defective training image
1 jD with the normal sample I}¥ using a center cropped
patch obtained from the defective image.

Mask Creation and Augmentation. Subsequently, the dot
product between the defective mask M P and the super-
pixels is computed to identify defective superpixels which
are then augmented by incorporating adjacent superpix-
els, thereby defining a larger defective area. To introduce
variability, a random target superpixel and a specified
percentage of the nearest superpixels p ~ U(p1,p2) are
selected to form a new defective mask, which is then
subjected to smoothing. Patches corresponding to this
new mask are extracted from both normal and defective
samples and normalized using histogram equalization.

Defective Sample Generation. Previous generated defec-
tive patch is superimposed onto the normal sample to
create a new defective sample JD *.

Data Quality Assessment (DQA). To assess the quality of
the generated samples, we define a data quality assess-
ment procedure. Specifically, we use a similarity function
S(I4,Ip) to determine if two images are similar. In our
work, the Structural Similarity Index (SSIM) score is
employed as follows:

1 o 0. D)
EZ;S(Ij IP)

ZS (I~ 1N).

Here, m and n denote the number of defective and normal
samples, for a category (or class) C, respectively. In other
words, if a novel defective image 1 jD * lies closer to the
training defective images than to the normal images, we
retain it along with its corresponding mask. Otherwise,
we generate a new defective mask and repeat the process

“4)
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Fig. 3: Main steps of the local data augmentation pipeline for three categories: hazelnut (crack), cable (bent wire), and wood
(scratch). GT stands for ground truth. Novel indicates newly generated synthetic samples that are distinct from the training set.

for a fixed number of steps, after which we include the
image in the augmented set.

o Textures. Unlike objects, texture patches do not undergo
the alignment phase, as almost each location achieves a
maximum cross-correlation value without requiring align-
ment. For textures, we introduce additional randomness
by randomly shifting the augmented mask in both the x
and y directions.

A visualization of the main above steps and final results are

shown in Figure [3]
B. Stage 2: Generative Modeling System

Housed on a central server, it is responsible for training
generative diffusion models. It interacts with the local systems
by receiving the augmented datasets without sensitive content
generated in Stage 1. In this way, no sensitive information
is exchanged between local and central nodes. In Stage 2,
we train two generative models: an unconditional model G
trained on normal images "V to capture the intrinsic character-
istics of the category C, and a conditional model GM trained
on defective masks MP to learn plausible defect structures.
To train GM, we use a classifier-free guidance to condition
the architecture on specific defect classes [40]. The system
involves the following steps:

o Generative Model Training. The central server trains two

generative models on the received non-sensitive data:

G%(0;) : unconditional model on normal images I";

GM(6r) : conditional model on defective masks MP.

0; and 0, represent the parameters of the models.

o Distribution of Non-Sensitive Weights. The learned model
parameters, 67 and ), are transmitted back to the local
nodes for downstream generation.

More in detail, G and GM represent two generative models,
which aim to learn the true distribution of observed samples by
representing uncertainty through latent variables. The models
synthesize novel normal samples and masks, with GT used
in a pre-training phase to capture domain characteristics and
GM used to generate novel masks. In particular, we con-
sider DDPMs as the architecture for generative models, since

diffusion-based models have shown excellent performance and
flexibility across various applications [[10].

In our work, we let G = (&,D) represent a diffusion
process [14] with an encoder-decoder structure following
the U-Net architecture [36]. We use two separate models,
Gt = (&%, D) and GM = (EM,DM), to generate normal
images and masks, respectively.

Differently than the standard U-Net, we connect the encoder
and decoder via a Self-Attention (SA) module, equipped
with multiple multi-head attention mechanisms to focus on
specific areas of the data, allowing the models to learn
diverse representations and enhance the quality and variety
of the generated images. Specifically, given a batch of image
features at layer L with height H and width W, denoted as
a:f5 € REXCXHXW where B and C represent the batch size
and number of channels, respectively, we define an attention
function Attention(XF, X/, X7). Here, XF, X/, and X}
correspond to the key, query, and value matrices used in our
attention mechanism to compute attention at time step ¢. The
input X! is projected into Q%, K[, and V;* for each attention
head h, with dimensionality dj, and passed to the attention
function as follows:

QF = X;Wh,  Ki' = X{Wg, ©)
h Kh)T

Al = softmax <Qt(t> , 6

t \/a ( )

where Wg and Wt € R4>d for h =0,1,...,N — 1, and d
is the projected dimension of our attention mechanism. Then,
attention coefficients A} are right multiplied by V,* = X[ W},
where W € R >4 We apply the SA module in both the
intermediate and bottleneck layers of our U-Net while training
GZ and GM.

After training, we obtain GZ pre-trained on normal sam-
ples to capture the primary features of the category C and
GM trained on augmented masks to generate novel defective
masks.

C. Stage 3: Cross-Conditional Synthesis and Detection System

This system is local and integrates the outputs of the two
previously defined diffusion models to synthesize realistic



defective images. Then, the generated images are used to train
the classification and detection/localization model. Specifi-
cally, G7 is modified to be conditioned on synthetic masks
sampled from G, using self- and cross-attention mechanisms
to produce novel defective samples that reflect the distribution
of real-world anomalies. The system involves the following
steps:

e Local Defect Synthesis. The local system fine tunes the
generative model GZ, pretrained in Stage 2, to synthesize
novel defects employing self- and cross-attention mech-
anisms:

2~ N(0,1), My =G6M(2), I =GT(z | My), (1)

e Defect Classification and Detection/Localization. We pro-
cess the synthesized and acquired samples for down-
stream tasks:

Ui = Fas(1;),

where Fs and Fyeyoc denote the classification and local-
ization/detection networks, respectively.

M; = Fyeoe(Ii, M), )

Once the local nodes receive the weights 6y, and 6; of
both models trained on the central server, they first synthesize
novel masks using the generative model G™ and then fine-tune
G7 with a Cross-Attention (CA) mechanism to condition the
network on the defective masks. In this stage, we first process
the input features m%A, together with the conditioning mask
MP and its complement M~ representing normal regions,
through two separate convolutional-based mask embeddings
ME(-). We then extract queries, keys, and values for M D
and M'~P, respectively. We adopt a gating-based strategy to
condition our model on input masks using two cross-attention
layers, one self-attention layer and a residual connection as
follows:

Gp = o(GAP(Attention(Qy, K2, V;P))),
G1_p = o(GAP(Attention(Q,, K} P, V;}=P))),
xsa = Attention(Qy, Ky, V4). ©)

Q:, K, V; are obtained as projections of x4

in KtD and VvtD
are projected from M E(MP) while K}~ and V'~ from
ME(M'~P). GAP denotes a global average pooling layer
while o a sigmoid activation function. Finally, our output =5
is computed as a linear combination of the original image
features x$4, the self-attention output =g, and the gating
terms Gp and Gi_p:

m

CA

2S4 = Gp © (w54 + 254+ G1_p © (w54 + 25H),

Defective Gate Normal Gate

(10)
where © represents the element-wise multiplication.

The proposed stage encourages the model to focus on
both defective and non-defective regions while the gating
mechanism separates their representations. A residual connec-
tion ensures better gradient flow. For added supervision, we
project the defective mask into a similar space as the time
projection and concatenate both embeddings into the U-Net’s
downsampling and upsampling blocks.

IV. EXPERIMENTAL RESULTS

In the following, we present the details of the dataset used
in our study, the model training parameters, and the evalu-
ation protocols employed. We then describe the comparative
methods, followed by the quantitative and qualitative results
for both classification and localization/detection tasks. Finally,
we report on distributed experiments and ablation studies that
examine the impact of key hyperparameters in the proposed
framework.

A. Experimental Setting

Dataset. For our experiments, we use a well-established
AD dataset, namely MVTec AD [41], which comprises 5354
high-resolution images across 15 categories (10 objects and 5
textures). We adhere to the standard evaluation protocol, which
involves using one-third of the anomalous data as the training
set, with the remainder reserved for testing. Additionally, we
generate 500 samples per defect using our data augmentation
module, with an image resolution of 128 x 128 pixels, and
train the diffusion processes to produce 500 image/mask
pairs per defect, resulting in a total of 36500 image/mask
pairs. Furthermore, we perform a quality check on randomly
generated images over a specific number of iterations, i.e.,
100. To prevent getting stuck in the quality inspection step, the
last generated image is automatically added to the augmented
dataset if none of the synthesized images pass the check.

Model Training. We use 1000 diffusion steps and train the
denoising U-Net for 30 000 steps with a learning rate of 10~%.
As warm-up phase, we consider 5000 steps. Our mask em-
bedding module comprises three Conv2D-ReLLU-MaxPooling
blocks, followed by an additional Conv2D layer to match
the dimension of x{#. We use 4 heads for all the attention
mechanisms and set dj to 32. Additionally, we apply a
weighted exponential moving average with a weight decay
of 0.995. The entire framework is trained using the Adam
optimizer on a single NVIDIA RTX-6000 GPU. In our data
augmentation module, we set p; and ps to 0.35/0.65 and
0.65/0.85 for textures/objects, respectively.

Evaluation Protocol. To evaluate the quality of our syn-
thesized images and masks, we focus on standard AD tasks:
classification and detection/localization [7]]. For classification,
we consider each category in the MVTec AD dataset and
perform a classification task among its defective classes. To
assess the effectiveness of the generated images, we use a
ResNet-based model to classify defective samples. Specifi-
cally, classification performance is measured as the proportion
of correctly classified instances among all test instances across
the Ny defect classes within a given category C. For detection
and localization, the objective is to identify defective regions at
both the image level and the pixel level. Detection focuses on
a global assessment, determining whether an image is anoma-
lous from the anomaly mask, while localization evaluates
how well the predicted anomaly mask aligns with the actual
defective regions across all pixels. A single U-Net architecture
is employed for both tasks, trained using a dataset comprising
normal and defective samples.

Performance in detection and localization is evaluated using
three standard metrics: AUROC (Area Under the Receiver



TABLE I: CLASSIFICATION PERFORMANCE (%)

U-Pro F-Pro
Category } DiffAug CDC Crop&Pastc SDGAN Defect-GAN DFMGAN | DAM D-ADDA (NoP) D-ADDA H DAM D-ADDA (NoP) D-ADDA
bottle 4884 3876 5271 48.84 53.49 56.59 | 72.00 79.07 8140 || 67.44 65.12 83.72
cable 2136 39.06 3281 21.88 21.36 4531 | 42.19 4375 46.88 || 42.19 35.94 34.67
capsule | 34.67 2889  32.89 30.22 32.00 3723 | 2933 33.33 44.00 || 29.33 26.67 31.25
carpet 3548 2527 27.96 21.50 29.03 4731 | 2581 33.87 3871 || 35.48 29.03 34.67
grid 2833 3583 2833 30.83 27.50 4083 | 20.00 27.50 3250 || 1250 1750 25.00
hazelnut | 6528 5486  59.03 43.75 61.11 81.94 | 62.50 95.83 97.92 || 64.58 95.83 93.75
leather 4074 4338 3439 38.10 4233 4973 | 2222 46.03 7143 || 17.46 58.73 47.62
metal nut | 58.85 4844  59.89 4427 56.77 6458 | 76.56 67.19 7344 || 59.38 64.06 65.62
pill 2086 2188 2674 20.49 28.47 2952 | 3750 3125 4062 || 3854 21.88 28.12
screw 2510 3292 2881 26.75 28.81 3745 | 35.80 4074 6173 || 2346 23.46 49.61
tile 50.65 4854  68.42 42.69 26.90 7485 | 64.91 85.96 9474 || 75.44 75.44 75.44
transistor | 38.09 2976  41.67 32.14 3572 5238 | 57.14 60.71 64.29 || 50.00 50.00 57.14
wood 4127 2857 4762 30.95 24.60 4921 | 47.62 38.10 5238 || 47.62 30.95 3771
zipper 276 1463 2642 21.54 18.70 2764 | 2561 60.71 4634 || 3171 56.10 59.76
Average | 3931 3506 40.55 3243 3477 1961 | 4423 53.15 60.46 || 4251 26.48 51.72

Notes. U-Pro = Unfair protocol; F-Pro = Fair protocol; D-ADDA (noP) = we test our framework also w/o the ImageNet pre-training.

Operating Characteristic curve), AP (Average Precision), and
F;-max. AUROC measures the trade-off between true positive
rate and false positive rate across different thresholds. AP sum-
marizes the precision-recall curve by computing a weighted
average of precision at various recall levels. Fj-max refers to
the maximum F; score achieved across all possible thresholds.
Since evaluations on the MVTec AD dataset are commonly
performed using the test set [7], [35], we define two evaluation
protocols to clarify the impact of tuning procedures. The first,
named Unfair Protocol (U-Pro), uses the test set for fine-tuning
model parameters, aligning with prior works. By contrast,
we introduce a Fair Protocol (F-Pro), where performance is
assessed using the model from the final training epoch, without
test-time adaptation. We report results under these protocols
for the classification task only, as detection and localization
metrics showed limited sensitivity to the evaluation strategy.
Methods. For a comprehensive evaluation, we compare
our D-ADDA framework with DiffAug [42], CDC [43],
Crop&Paste [44], SDGAN [45], Defect-GAN [6], and DFM-
GAN [3]] on the classification task. For detection and lo-
calization, we evaluate D-ADDA against samples generated
directly by our data augmentation module DAM, i.e., without
employing any generative architecture. For the qualitative
comparison, we consider AnomDiff [[7] and DRZAM [35].

B. Results

Classification Task. Table [l reports the classification per-
formance of our proposed framework under both unfair (U-
Pro) and fair (F-Pro) evaluation protocols, including results
without ImageNet pre-training (D-ADDA (NoP)). Under the
U-Pro setting, D-ADDA achieves the highest accuracy in 10
out of 14 categories, reaching an overall average of 60.46%,
which substantially outperforms both its unpretrained variant
and all competing methods. The results highlight the strong
contribution of ImageNet pre-training while also showing
that the framework maintains competitive performance even
without it. D-ADDA is also the best performing framework in
particularly challenging categories such as hazelnut (97.92%),
tile (94.74%), and bottle (81.40%), demonstrating robust gen-
eralization across diverse defect types and low-data regimes.
Under the F-Pro protocol, which enforces fair evaluation

conditions, D-ADDA again achieves the highest average ac-
curacy, outperforming both DAM and D-ADDA (NoP). This
indicates that our framework remains effective even when prior
knowledge from large-scale datasets is removed, underscoring
its ability to detect anomalies under realistic and unbiased
evaluation settings. Additionally, D-ADDA maintains compet-
itive results also in categories where prior methods had strong
performance, such as metal nut, pill, and screw, reflecting the
framework’s versatility and robustness across a wide spectrum
of defect types.

Detection/Localization Tasks. Table [lI| presents a compari-
son between DAM and our D-ADDA framework on detection
and localization AD tasks. Although it does not rely on any
generative architecture, DAM outperforms most GAN-based
methods and is therefore selected as the main competitor in
this analysis. The evaluation metrics include AUC, AP, and
Fi-max across 15 object categories. For detection, D-ADDA
outperforms DAM across all average metrics: AUC improves
from 76.71% to 82.05%, AP from 86.87% to 90.35%, and
Fi-max from 83.59% to 84.93%. Additionally, significant
improvements are observed in several categories. For example,
in the wood category, AUC increases from 84.50% to 98.20%,
AP from 93.40% to 99.30%, and F;-max from 86.00% to
96.30%, showing a substantial enhancement in AD. Similarly,
the grid category sees AUC rise from 84.90% to 91.20%,
and F;-max from 83.00% to 90.20%. The carpet category
benefits from a jump in AUC from 66.60% to 77.40%,
with AP also improving from 80.90% to 90.50%. In texture-
dominated categories like leather, carpet, and wood, D-ADDA
consistently scores higher, confirming improved generalization
across both structured and unstructured object types.

Our framework also demonstrates clear advantages in accu-
rately localizing defective regions. The average AUC increases
from 79.83% to 81.63%, AP from 26.23% to 29.23%, and
F;-max from 28.75% to 31.91%. Particularly large improve-
ments are observed in categories with subtle or small defects.
For instance, in the carpet category, F;-max improves from
18.10% to 30.20%, and in leather, it increases from 10.80%
to 26.40%. The grid category, which poses challenges due
to its regular repeating patterns, sees Fi-max increase from
3.30% to 21.50%, and AP from 2.00% to 11.30%. The wood



TABLE II: DETECTION/LOCALIZATION PERFORMANCE (%)

Detection Localization
Category DAM D-ADDA DAM D-ADDA
AUC AP  Fp-max | AUC AP Fi-max || AUC AP Fj-max | AUC AP  Fj-max
bottle 75.50 87.90 86.30 | 83.80 93.00 84.80 || 57.00 13.60 21.60 | 74.10 14.80 15.00
cable 70.20 76.20 68.80 | 69.70 77.60  69.20 88.20 30.90 3550 | 72.70 26.50 39.40
capsule 66.60 8540 87.20 |59.20 81.70 86.70 || 89.40 06.00 09.60 | 91.90 06.30 09.80
carpet 66.60 8090 81.90 | 7740 90.50 82.10 || 68.60 13.00 18.10 | 88.50 28.20  30.20
grid 84.90 9220 83.00 |91.20 9470 90.20 || 55.20 02.00 03.30 | 70.10 11.30 21.50
hazelnut 98.80 98.70 9490 |92.00 95.10 87.60 || 98.30 55.90 5340 | 93.10 4190 44.90
leather 81.30 91.20 82.80 |85.80 93.40 8530 || 58.50 04.90 10.80 | 77.50 19.30 26.40
metal nut | 61.90 8540 8590 | 83.70 94.30 89.10 || 92.30 7620 7490 | 94.10 81.70 69.20
pill 70.70 91.20 88.50 | 76.60 92.80 89.60 || 87.90 58.20 58.30 | 88.60 58.10 60.00
screw 80.00 90.80 82.40 | 80.20 90.60 83.40 || 92.30 06.40 08.50 | 77.20 01.70 04.40
tile 96.10 97.70 9190 | 9190 96.30 89.70 || 80.50 33.60 38.40 | 70.90 52.20 54.00
toothbrush | 61.30 67.80 83.30 | 70.80 81.80 80.90 || 81.30 04.10 03.40 | 86.10 06.30 09.30
transistor | 81.00 76.60 66.70 | 87.80 80.20 73.80 || 93.30 51.60 50.70 | 66.60 28.90 36.90
wood 84.50 9340 86.00 |98.20 99.30 96.30 || 70.90 22.50 22.10 | 85.40 46.00 46.90
zipper 71.20 87.70 8420 | 82.50 9390 85.20 || 83.80 14.60 22.70 | 87.60 15.20 10.70
Average 76.71 86.87 83.59 | 82.05 90.35 8493 || 79.83 26.23 28.75 | 81.63 29.23 3191
GT (defect) GT (mask) DRAM AnomDiff D-ADDA D-ADDA AnomDiff
Hazelnut Iﬂo*
rint <
(print) 3 ’
Leather Hazelnut (crack)
(fold)
_@ ™ D P
Wood
(combined)

Fig. 4: Qualitative examples of localization performance for
three categories. GT stands for ground-truth.

category also demonstrates strong gains: F;-max improves
from 22.10% to 46.90%, and AP from 22.50% to 46.00%.
Even in low-performing cases for DAM such as toothbrush
and screw, D-ADDA delivers consistent improvements across
all three metrics. The results in Table [l demonstrate that D-
ADDA achieves robust improvements in both detection, which
determines whether an object is anomalous, and localization,
which identifies the specific anomalous regions. The gains
are consistent across a wide variety of object geometries and
textures, showing the method’s effectiveness in both coarse
and fine-grained AD scenarios.

Figure [4] provides qualitative examples for three categories
considering centralized state-of-the-art generative methods.
While DRZEM [35] excels at localizing the print defect on
hazelnut objects, our approach competes closely with the pre-
trained AnomDiff [[7] model, accurately identifying the central
defect area. Localization on leather is more difficult, with
all methods struggling to achieve high precision. For wood
texture, our model appears to outperform DRZAEM, although
AnomDiff shows better results, but this comes at the cost of
an extensive pre-training.

Image Quality Inspection. Figure [5] shows a qualitative
comparison between images generated by D-ADDA and a sim-

Capsule (crack)

Grid (broken)

Fig. 5: Qualitative comparison between synthesized images by
D-ADDA (left) and AnomDiff (right).

ilar, yet centralized, diffusion-based one (i.e., AnomDiff [7]).
The synthesized images generated through our augmentation
process enhance the diffusion-based learning, leading to more
realistic defective images and masks in specific cases. For
example, the hazelnut object shows defects that appear highly
realistic, whereas reproducing defects for the capsule object
proves more challenging. Nevertheless, we observe some
misalignment in texture-based objects, as shown in Figure [6]
which arises from the absence of an explicit alignment loss
within our architecture. While this misalignment benefits cer-
tain classes, e.g., wood or tile, due to the uniformity of their
background, it negatively impacts localization metrics for grid
patterns, where precision is more critical. Furthermore, certain
generated images bear close resemblance to the training data,
raising concerns of overfitting; this issue could be alleviated
by diversifying the augmented samples, for example through
the addition of local nodes.

Distributed Classification. To comprehensively evaluate
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Fig. 6: Examples of misaligned image-mask pairs.

the performance of our proposed method in distributed learn-
ing scenarios, we conduct a series of experiments inspired by
the FedAvg algorithm [46]. Distributed learning provides a
well-established framework for simulating collaborative train-
ing across multiple clients, making it a suitable and widely
adopted proxy for distributed industrial inspection systems.
While decentralized learning approaches offer benefits such
as improved fault tolerance and reduced dependence on a
central server, the lack of publicly available implementations
and standardized benchmarks limits fair and reproducible
comparisons. Therefore, we assume that model weights are
averaged across clients when performing the classification
task.

As a baseline, we first consider the centralized scenario
with a single client (N¢ = 1). In this setup, all data are
available to one client, representing an idealized reference
where no inter-client variability exists. This allows us to isolate
the effects of distributed training by comparison. Then, to
extend the classification to a distributed learning context, we
simulate multiple clients operating within each production
line. For example, in a scenario where Manufacturer A and
Manufacturer B produce distinct products, each manufacturer
may include multiple inspection stations acting as clients.
To simulate multiple clients, we consider two client data
partitioning strategies:

o Non-IID (Label-wise Partitioning). Client datasets are
partitioned by defect type, so that each client has access
only to samples of a single class. Given N defect types
in a category C, one client is assigned per defect. We op-
timize local models on class-specific data and aggregate
their updates using the averaging algorithm. This setup
simulates real-world inspection stations specialized for
specific defect classes, resulting in highly skewed data
distributions.

e IID (Uniform Partitioning). The entire dataset is ran-
domly shuffled and evenly divided across N¢ clients, en-
suring each client receives a representative sample of all
classes. This serves as a baseline scenario, representing
idealized homogeneous data distributions among clients.

For the non-1ID configuration, the number of clients is set
to Ny, corresponding to one client per defect class. For the [ID
configuration, experiments were conducted with No = Ny and
N¢ = 10. We systematically vary the number of local training

TABLE III: DISTRIBUTED CLASSIFICATION ACCURACY

. Accuracy [%]
Distributed Parameters No Pre-training || Pre-training
Num. Clients B E IID || U-Pro | F-Pro || U-Pro | F-Pro
1 - - - ][5315] 4648 ][ 6046 [ 51.72
Ny 8 1 X [[2810] 1821 || 26.12 ] 21.04
Ny 16 1 X || 2480 | 1832 || 26.69 | 22.60
Ny 32 1 X || 2576 | 21.79 || 26.84 | 20.17
Ny 8 5 X || 2530 2078 || 2461 | 21.52
Ny 16 5 X || 2568 | 2094 || 24.38 | 22.11
Ny 32 5 X || 2494 | 1854 || 23.81 | 2091
Ny 8§ 10 X || 2749 | 21.35 || 23.84 | 20.25
Ny 16 10 X || 27.08 | 22.10 || 24.81 | 22.34
Ny 32 10 X || 2547 | 2045 || 2433 | 20.12
Ny 8 1/ || 3166 2848 || 4532 43.04
Ny 16 1 v || 27.64 | 2474 || 4024 | 38.61
Ny 32 1 v || 2656 | 23.10 || 36.11 | 34.68
Ny 8 5 || 37.62| 3327 || 48.20 | 44.68
Ny 16 5 v || 3563 | 3046 || 48.08 | 44.80
Ny 32 5 /|| 3238 | 2972 || 42.72 | 40.63
Ny 8§ 10 v || 3979 | 3530 || 49.99 | 47.21
Ny 16 10 v || 3594 | 31.59 || 47.00 | 44.23
Ny 32 10 v || 3354 | 2783 || 4432 | 4222
10 8 1  |[[2743] 2513 || 41.07 | 38.84
10 16 1 v || 2746 | 2385 || 39.39 | 37.42
10 32 1 v || 2570 | 2131 || 31.73 | 28.28
10 8 5 / |[3590 | 3148 || 46.82 | 44.06
10 16 5 v || 3241 | 2879 || 47.62 | 45.27
10 32 5 /|| 2826 | 2503 || 41.90 | 39.29
10 8§ 10 v || 3824 | 3322 || 45.69 | 43.55
10 16 10 v || 3678 | 30.68 || 46.10 | 43.70
10 32 10 v || 3131 | 27.85 || 4535 | 42.92

Notes. B = local batch size; EZ = local number of epochs.

epochs (F € {1,5,10}) and batch sizes (B € {8, 16, 32}).

Table reports the classification accuracy. In the cen-
tralized scenario (No = 1), the model has access to all
data, yielding a reference point for performance without inter-
client heterogeneity. In the non-IID regime, where each client
receives samples from only a single defect class, accuracy
remains consistently low (20-27%), indicating that this sce-
nario struggles to reconcile highly divergent local updates. Ad-
justments of B or E produce minimal improvement: smaller
batches fail to introduce sufficient gradient diversity, and
additional local epochs increase divergence between client
models.

In the IID regime, where each client receives a balanced
subset of all defect classes, accuracy improves substantially.
For No = Ny, B = 8, and E = 10, U-Pro reaches 49.99%
and F-Pro reaches 47.21%. Performance generally benefits
from more local epochs, particularly for smaller batch sizes,
reflecting improved convergence when inter-client gradient
variance is low. Larger batch sizes remain competitive but
occasionally result in slightly lower accuracy due to reduced
stochasticity. When N¢ is fixed at 10, accuracy is slightly
lower than the No = N, case, with the difference more
pronounced at lower epoch counts.

The qualitative visualizations in Figure [/] for the hazelnut
and tile categories confirm the quantitative trends observed
in Table [Tl Under non-IID conditions, all batch sizes and
epoch counts yield predictions with reduced confidence, re-
flecting the difficulty of generalizing from narrowly focused
local models. Increasing the number of local epochs in this



—— B=8,E=l =--- B=8,E=5 - B=8, E=10 B=16, E=1 B=16, E=5 B=16, E=10 —— B=32,E=1 === B=32,E=5 - B=32, E=10
ImageNet Pre-training = v/
1.0 1.0 1.0
0.8
> > >
9 9 9
0.6 Co. I
3 3 =3
I+ I+ I+
< < <
7 0.4 7 0. 7
& & 8
0.2
0.0 0.0 0.0
0O 10 20 30 40 50 60 70 80 90 100 0O 10 20 30 40 50 60 70 80 90 100 0O 10 20 30 40 50 60 70 80 90 100
Communication Rounds Communication Rounds Communication Rounds
1.0 1.0 1.0
0.8 0.8 0.8
> > >
] ] ]
506 50.6 50.6
o o o
O O o
< < <
0.4 0.4 + 0.4
8 8 @
0.2 0.2 0.2
0.0+ - gt — — ) g
0O 10 20 30 40 50 60 70 80 90 100 0O 10 20 30 40 50 60 70 80 90 100 0O 10 20 30 40 50 60 70 80 90 100
Communication Rounds Communication Rounds Communication Rounds
ImageNet Pre-training = X
1.0 1.0 1.0
0.8 0.8 0.8
> > >
8 8 8
50.6 50.6 50.6
o o o
9] 9] o]
< < <
0.4 0.4 0.4
8 8 @
0.2 0.2 0.2
0.0 0.0 0.0
0 10 20 30 40 50 60 70 80 90 100 0O 10 20 30 40 50 60 70 80 90 100 0 10 20 30 40 50 60 70 80 90 100
Communication Rounds Communication Rounds Communication Rounds
1.0 1.0 1.0
0.8 0.8 0.8
> > >
9 9 9
0.6 Co6 Co6
3 3 3
g 9 o}
< < <
0.4 0.4 0.4
& & &
0.2 0.2 0.2
0.0 0.0 0.0
0O 10 20 30 40 50 60 70 80 90 100 0O 10 20 30 40 50 60 70 80 90 100 0O 10 20 30 40 50 60 70 80 90 100

Communication Rounds

a) NC:ND, IID =X

Communication Rounds

(b) No = Np, IID = v

Communication Rounds

(¢) No =10, IID = v

Fig. 7: Distributed classification experiments on the hazelnut (1¢ and 374 rows) and tile (27¢ and 4" rows) categories.

regime does not enhance prediction quality; rather, it can
increase misclassifications due to overfitting to local label
distributions. In contrast, IID configurations produce more
accurate results, with notable improvements as the number
of local epochs increases. Smaller batch sizes in IID settings
generally yield more reliable predictions, likely due to higher
gradient diversity. When the number of clients is fixed at
Nc = 10 in IID settings, outputs remain competitive but
exhibit softer boundaries, particularly for larger batch sizes and
lower numbers of local epochs, which aligns with the modest
numerical decreases reported in Table [Tl The absence of
ImageNet pre-training emphasizes the impact of data hetero-
geneity. Non-IID predictions show even lower confidence and
less accurate defect localization compared to the pre-trained
scenario. IID results without pre-training improve over the

non-IID case but generally achieve lower test accuracies than
their pre-trained counterparts. These observations indicate that
classification pre-training can provide a beneficial initialization
that stabilizes training across clients and enhances defect
detection, especially under heterogeneous data distributions.

C. Ablation Studies

In the following, we present an analysis of different hyper-
parameter settings within our framework.

Cross-Attention module. Table [[V] provides an ablation
study of our Cross-Attention (CA) module applied to the
hazelnut object across all tasks. The full module outperforms
the other variants, achieving top accuracy and detection met-
rics. This confirms the efficacy of combining multiple gating-
based attention mechanisms. Additionally, a partial CA model,
based solely on the defective mask, shows better localization



TABLE IV: ABLATION STUDY ON THE CROSS-ATTENTION
(CA) MODULE — HAZELNUT

‘ Class. ‘ Detection ‘ Localization
CA Module  "Rcc [%] | AUC AP Fr-max | AUC AP Fy-max
Norm. Gate 95.83 | 87.70 92.90 8570 |90.00 4120 41.20
Def. Gate 95.83 88.40 9250 85.10 | 92.60 49.50 53.90
Norm. Gate + Def. Gate 97.92 92.00 9510 87.60 | 93.10 41.90 44.80

Notes. CA = Cross-Attention; Norm. Gate = partial CA model based solely
on the normal image; Def. Gate = partial CA model based solely on the
defective mask.

TABLE V: ABLATION STUDY OF DIFFUSION/TRAINING
STEPS — HAZELNUT

Steps | Classification | Detection | Localization
Diffusion ‘ Training ‘ Acc. (%) ‘ AUC AP Fj-max ‘ AUC AP  Fj-max
250 10000 75.00 91.60 9470 88.70 | 92.00 39.20 44.20
1000 30000 97.92 92.00 95.10 87.60 |93.10 41.90 44.90

performance in this category. By contrast, its complementary
version yields competitive but lower results across all met-
rics, suggesting that while attention on non-defective masks
captures fine-grained details, it proves less effective when not
complemented by complete information.

Diffusion/Training Steps. As reported in Table [V] increas-
ing the number of diffusion and training steps has a signif-
icant impact on classification, while the effect on detection
and localization is more limited. Specifically, classification
accuracy increases by 22% when moving from 250 diffusion
steps with 10000 training iterations to 1000 diffusion steps
with 30000 iterations. In contrast, detection performance re-
mains relatively stable, whereas localization shows a slight but
consistent improvement. These results indicate that longer dif-
fusion sampling and training are beneficial for learning more
discriminative global representations, whereas local anomaly
cues for detection and localization tend to saturate earlier,
yielding diminishing returns. Finally, Figure [§] illustrates the
generative process of our diffusion-based model. Starting from
almost pure noise (i.e., t = 900), it progressively refines the
image through a series of denoising steps. As time decreases,
the model iteratively removes noise and adds structural detail,
leading to a coherent and realistic image at the final step (i.e.,
t=0).

DAM Timing Analysis. Table [V presents the average
computational time required to generate a single image us-
ing the Data Augmentation Module (DAM), computed over
50 samples. Superpixel extraction constitutes an initial and
separate step. The subsequent alignment step is relatively
lightweight, requiring less than one second in all cases. By
contrast, mask creation and augmentation exhibit substantial
variability, particularly for specific defects, suggesting that
these cases introduce greater complexity during mask process-
ing and frequently lead to the maximum number of iterations.
Data quality assessment requires a moderate amount of time.
Overall, the results indicate that although DAM is able to
efficiently generate novel defective samples, more complex
defects introduce significant variability and computational
overhead during the generation process.

Latency/Memory Analysis. We report in Table [VII] per-
image and per-object performance metrics to characterize both

Fig. 8: Images sampled at multiple timesteps (indicated at the
top) across different categories: cable (bent wire), wood (hole),
and transistor (bent lead), from top to bottom.

TABLE VI: AVERAGE TIMINGS

Step ‘ Defect

| Bentlead | Cutlead [ Damaged case | Misplaced
Superpixel extr. 14.38 £+ 0.03
Alignment 0.74 £ 0.01 | 0.73 + 0.01 | 0.72 + 0.01 0.72 + 0.01
Mask creat. and augm. | 0.09 + 0.12 | 0.11 £ 0.03 | 23.54 £ 34.39 | 17.08 £ 22.49
Data qual. assess. 534 £ 288 | 548 £2.99 | 493 +£2.24 3.80 £ 1.49
Total 6.09 + 2.86 | 6.26 + 3.00 | 29.14 & 36.07 | 21.57 + 22.65

Notes. Values represent average timings (in seconds) per generated image —
Transistor.

the effectiveness and computational efficiency of the proposed
D-ADDA framework. Latency refers to the total end-to-end
inference time per image, including data loading, forward pass,
and any preprocessing. GPU memory and CPU memory indi-
cate the peak memory usage during inference on the respective
hardware, reflecting the computational resource requirements
of the model. For each metric, we report the mean and standard
deviation across all images in a given category. The proposed
framework demonstrates highly efficient per-image inference;
however, the relatively large standard deviation indicates vari-
ability in processing time, which may arise from differences
in image complexity or asynchronous GPU operations. GPU
and CPU memory usage remain minimal on average, although
occasional peaks are likely caused by dynamic data loading
and preprocessing steps.

V. CONCLUSION

In this paper, we proposed D-ADDA (Distributed Anomaly
Detection based on Data Augmentation), a novel anomaly gen-
eration model designed to synthesize paired anomalous images
and masks in a distributed system. D-ADDA integrates data
augmentation with self-attention and cross-attention mech-
anisms to enhance the learning of discriminative features
and to condition the generation process on input masks. A
further distinctive aspect of D-ADDA is its compact backbone,
which requires an order of magnitude fewer parameters than
widely adopted diffusion architectures. Our experiments on
the MVTec AD dataset demonstrated that it achieves better
performance than several pre-trained centralized models, while
also enhancing accuracy in distributed classification tasks. Be-



TABLE VII: AD COMPUTATIONAL METRICS

Latency [ms] | GPU Memory [MB] | CPU Memory [MB]
Classification (21.29 M)

9.04 £+ 30.52 | 274 + 1391 | 5.65 + 36.59
Detection/Localization (28.37 M)
11.49 + 20.87 | 13.30 £ 64.51 | 3.05 + 23.97

Notes. The number of network parameters is indicated in parentheses.

yond enabling privacy-aware deployment, our pipeline can also
be deployed locally, improving performance. Future works
will focus on improving image resolution, developing more
advanced generative architectures, and investigating different
applicative domains.
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