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Abstract

In this paper we present a key exchange protocol in which Alice and Bob use a
three-dimensional Segre product embedded in a large projective space by mean
of the Veronese embedding. Public keys are given by hyperplanes cutting pairs of
Segre products containing a common plane. Alice and Bob consider the residual
curve which is projectively equivalent to a smooth plane curve of genus 1, whose
j-invariant is the exchanged key. When the dimension of the above projective space
increases very much, HPC capabilities are required.

Keywords Quadrics - Veronese embedding - Segre embedding

1 Introduction

In [1] the authors use intersections of generic quadrics in projective space to define
a key exchange protocol. In brief: Alice chooses a pair of quadrics and tells to Bob
how to define another pair of quadrics, known only by Bob, in such a way that the
smooth elliptic quartic curves, which are intersections of the two pairs of quadrics,
are projectively equivalent. Hence the two curves have the same j-invariant, which
is in fact the exchanged key. The procedure is made safe by transferring the above
mechanism into a high dimensional projective space P" by using a suitable Veronese
embedding of high degree.

The above technique is a good example of applications of difficult mathemati-
cal problems to cryptography. To find the intersection of two quadrics Q;, Q, C P?
embedded in a sufficiently large ambient space is computationally infeasible if
the embedding is unknown, which is conjecturally a quantum-safe problem.
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Moreover this approach is different from the previously known promising post-
quantum algorithms:

— Lattice-based cryptography based on lattice problems,

— Code-based cryptography based on decoding a generic linear code, which is a
NP-complete problem [2],

— Multivariate cryptography based on the difficulty of inverting a multivariate
quadratic map or equivalently to solving a set of quadratic equations over a
finite field which is a NP-hard problem,

— Hash-based cryptography based on one way hash functions,

— Isogeny-based cryptography based on isogeny problems for example comput-
ing isogeny between elliptic curves see [3, 4].

However, recently, some possible attacks to the protocols based on Veronese
embeddings have been announced by W. Castryck during the 2023 SIAM Con-
ference at Eindhoven. The weak point consists in the fact that the safety of these
protocols is based on the choice of a secret linear isomorphism y : PV — PV,
hence in a (N + 1, N + 1) non-singular matrix V representing y, but the knowl-
edge of V allows to break the method. In fact y, hence V, can be recovered in
principle by the standard well-known polynomial equations of the embedding X
in PV and by the polynomial equations of w(X), which can be written by a third
part by using the public information of the protocol. Fortunately it is very dif-
ficult to operate in this way: deep computations in Lie Algebras are required (see
[5]) and, as far as we know, an explicit algorithm has not been yet published. In
any case it would be better to modify the protocol in such a way that Castryck’s
attack is impossible. One way to do it is to use fields of very low characteristic,
(for instance 2) because the required computations use partial derivatives which
vanish in low characteristics.

In this paper we suggest another idea: instead of using only d-Veronese embed-
dings in PV we also use secret linear projections in PY~! (eventually in lower dimen-
sional spaces), in this way the polynomial equations defining X and y (&) are not
known, depending on the used secret projections, this fact makes impossible to
recover V by using the above attack.

To illustrate this strategy here we will use a case with d =2 and N = 20. We
preferred to use the smallest possible value for d so that anyone can easily follow
the various calculations, the examples, and verify the correctness of the innova-
tive proposed method. However the method also works for d > 0, in this case the
use of HPC/real-time power is required to make the encoding and decoding of the
key you want to exchange sufficiently fast. From what follows it will be clear that
when d > 0 the time required to perform the calculations grows rapidly and would
become excessive for practical purposes if a Supercomputer were not used.

In Sect. 2 we recall the definition and some properties of the embedding of the
Segre product P! x P? in P> and describe some intersection curves of two of these
embeddings and their suitable projections. In Sect. 3 we explain how to calculate
the projective j-invariant for smooth plane cubic curves. In Sect. 4 we give a key
exchange protocol without worrying about security issues. In Sect. 5 we encrypt the
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protocol by using 2-Veronese embeddings. In Sect. 6 we discuss possible attacks to
the system and countermeasures. In Sect. 7 we give a toy example.

2 Segre product P! x P?

Let us fix a finite base field K of characteristic p > 2 and order |K|, let us tacitly
assume that |K| >> 0. Let us recall the notion of standard Segre embedding.

Definition 2.1 The standard Segre embeddings are a family of morphisms of projec-
tive varieties

Sn,m
IPI’Z X ]Pm —— H_)Nn,m

([Xo:o: Xu], [Yo i s Yiu]) —— [XoYo : XoY7 : ot X0 Yinl]

where N, ,, = (m + 1)(n + 1) — 1 and the sequence [X,Y] is ordered by the stand-
ard lexicographical order. The images of these embeddings are called standard Segre
varieties and they are denoted by the symbol %, . They are essentially isomorphic
copies of P" x P inside PV,

In this paper we are mainly interested to X, C P>, so that we will choose par-
ticular symbols for our variables. Let (s : #) and (u : v : w) be coordinates in P! and
P2 respectively. Let (a: b : c: d : e : f) be coordinates in P>. Then 51, 1s given by:

a=su
b=sv
c=sw
d=tu @
e=1tv
f=1tw.

and in P? we can define the smooth threefold
X 1=s,,(P' xP?)

whose equations are:

bf —ce=0
cd—af =0 2)
ae —bd = 0.
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Note that X can be also defined as the locus of points in P> such that the following
matrix N has rank at most 1:
. labc
-

Note also that if we fix a point (s : ) in P! we get a uniquely determined plane in P>
contained in X. For instance if we choose (1 : 0) we get the plane having equations
d = e = f = 0. All these planes are two by two disjoint in P°.

Every linear isomorphism

: P’ — P>
is defined by a (6, 6) non-singular matrix € such that
y = Qx

where y and x are, respectively, the column vectors of the coordinates of points w(P)
and P € P°. If we want to get the equations of w(X) we have only to substitute in N
the variables a, b..., f with the corresponding linear forms given by the rows of Q.
For instance (indicating the substitution with an arrow):

ca — [first row of Q7']xx

b — [second row of QO xx

where here X denotes the usual rows/columns product among matrices.

By any Computer Algebra System, as Macaulay, it is easy to see that, if we
choose a generic linear isomorphism @, the intersection between X and w(X) is
a smooth curve C of degree 9 and genus 4, but if we choose a generic linear iso-
morphism o fixing a plane x contained in X, then X N @(X) is the union of 7 and a
smooth curve C of degree 6 and genus 1, i.e.:

XNnwX)=Cunx.

Moreover C intersects z at three distinct points with multiplicity 1 in such a way
that, if we project C from 7z onto a disjoint plane in P’ (for instance a plane contained
in X, different from 7), we get a smooth plane curve I of degree 3 and genus 1.

Now, let us call z the plane having equations d = ¢ =f = 0 and let us deter-
mine I as a function of w. It is easy to see that all matrices € representing linear
isomorphisms of P fixing 7 are of the following type:

sk ok

0 *
where = are (3, 3) matrices and 0 is the (3, 3) zero matrix. Hence we have that Q~!is
of the following type:
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o _[aB
o=

where A and C are (3, 3) nonsingular matrices and B is any (3, 3) matrix. The prod-
uct of Q™! with the coordinates of any point of P is the following:
aa:b:o)+pd:e:f)
@ :b:co)y+p,d: e f)
aza:b:c)y+pd: e f)

nd:e:f)
rd:e:f)
y3d e f)

where a;(a : b : ¢) is a linear form whose coefficients are the entries of the i —th
row of A; fi(a : b : c)is alinear form whose coefficients are the entries of the i — th
row of B and similarly for y; and C. Hence w(X) is defined as the locus of points in
P3 such that the following matrix N, has rank at most 1:

N = |nTh b atps
@ 71 72 73

Now let us intersect X and @(X) by using the parametric equations of X given by s, ,

and we get the following three equations:
(aj(su:svisw)+p(tu:tv:w)y,(tu:tv:iw)=
= (ay(su > sv i sw)+ fo(tu : tv i tw))y,(tu > tv @ tw);
(ay(su 2svisw)+ Bi(tu v i w)ys(tu @ tv:tw) =
= (o3(su 2 sv o sw)+ fs(tu 2 tv i tw))y,(tu : tv 1 tw);
(ap(su 2 sv i sw)+ fo(tu  tv o tw))ys(tu @ tv @ tw) =
= (az(su > sv i sw)+ fy(tu - tv i tw))y,(tu 2 tv o tw).

3)

Of course the solution ¢t = 0 gives rise to the plane z. Dividing all equations by ¢ and
forgetting to write (u : v : w) we get the following equations defining the residual
curve Cin P! x P?

sayy, + 1Py, — sayyy —thyy; =0
sayys +1fyys — sazy; —thyy; =0
sayy3 + 1Pyys — Sazy, —thyy, =0

or:

s(ayyy = ayyy) +HP1yy — Poy) =0
s(ayys — azyy) + 1(Byys — B3r1)) =0
s(ayys — azyy) + 1(Brys — B312) = 0.

@ Springer



1183 Page 6 of 28 A. Alzati, A. Tortora

To project C into the "factor" P2, (which is projectively equivalent to project C into
any plane of P! x P? skew with 7) it suffices to eliminate s, ¢ from the above equa-
tions. It is very simple because they are three linear homogeneous equations in (s : #)
so that it suffices to impose that the above linear system has solutions. Apparently
we get three conditions but they coincide with the following one:

(a1, — 4 B)ys — (a1 B3 — a3 )y, + (5 — a3 ,)y; =0

which is in turn the following one (recall that a;, §; and y; are linear forms in
(u:v:w)):

a By 1y
det{ay pp v, |=0. 4)
az B3 13

In conclusion of this section we can state the following Proposition whose proof is
given by the above simple calculations.

Proposition 2.2 Let X be the Segre embedding of P! X P2 = (s : ) X (u : v : w) in
P with coordinates (a: b :c:d:e:f). Let A, B, C be the three (3, 3) matrices (A, C
nonsingular) defining the inverse matrix Q"

A B
0cC
of a linear isomorphism @ of P fixing the plane m: d = e = f = 0. Then the smooth

projection T into P? of the curve C, residual with respect to & of X N w(X), is the
plane cubic having equation

det [AL BL CL| =0

where L is the transpose of [u v w).

In what follows we will be interested in determining I" without knowing Q. Note
that the above calculations prove also that this is possible from the equations defin-
ing w(X): see the following Remark.

Remark 2.3 Let X, w and T" be as above for some unknown linear isomorphism @
of P. Assume that we know the three quadratic equations defining w(X), that is to
say the three minors of matrix N,, then it is possible to get the equation of I" in P2
simply:

— intersecting X and @(X) by using (1) and getting three equations as in (3)
— dividing the three equations by ¢

— eliminating s, 7 as above from the three new equations.

We conclude this section with a last consideration. In our assumptions we have:
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XnNnwX)=CUr.
If we apply ™!, recalling that o fixes 7, we get:
o' X)NX=w'C)un.

Obviously w™!(C) is projectively equivalent to C, hence, if we project it in the same
plane P? as above, we get another smooth plane cubic curve, which is projectively
equivalent to I'.

Remark 2.4 All calculations made in this Section are based only on linear Algebra,
without using inverse matrices. In particular they can be executed in every field with
any characteristic. It follows that it is possible to get a homogeneous polynomial of
degree three defining the smooth plane cubic curve I in any case.

3 Projective invariants for smooth cubic plane curves

In Sect. 2 we have seen that, if we consider the standard Segre embedding X of P! x P?
with coordinates (s : #) X (# : v : w) in P> with coordinates (a : b : c: d: e : f), and we
choose any linear isomorphism w of P fixing the plane 7, then we get two smooth, pro-
jectively equivalent, cubic curves in the projective plane (u : v : w).

One of them, say I, is the projection of (the residual with respect to z of) X N w(X),
and the other one, say ', _,, is analogously the projection of X N w~!(X). If we know
the matrices representing o and ™! we can write down the polynomials in (u : v : w)
defining the two cubics as in (4). Otherwise, we can write down these polynomials in
any case by starting with the three degree two equations defining w(X) and ™! (X).

When we have two smooth, projectively equivalent, plane cubics we know that their
j-invariants are the same. This invariant is an element of the base field K, but in litera-
ture there are many different ways to calculate it, moreover the most part of the used
formulas assume that the equation of the curve is written in a particular form, called
"normal", which is always possible when K has zero characteristic, but not in any case.

Let us see how to get the j-invariant in our situation. Firstly let us write any polyno-
mial defining a plane cubic curve in the following way (Greek letters are elements of
K):

a 6 nl||u?
F:=[uvw] pedl|lrv? + (Wuvw. 5)
v ¢ Al

If p # 2 and p # 3, then we can assume that
o 36 3n' || u?
Fi=luvw |36 €& 30" || v’ |+6( uvw. (6)
3y" 3¢ 3N || w?
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and in this case, depending on «'...;/, there is a formula for calculating the j-invari-
ant of the curve defined by F' = 0 on the book of Sturmfels [6].

In fact, the above (6) is the same as (4.4.13) in [6] pag. 166. From this you can
calculate a degree 4 projective invariant S as in Proposition 4.4.7 of [6]. Of course, as
in the definition of S appears the number 18630 = 23 - 5- 3% .2, p must be different
from 2, 3, 5, 23. Then, from (6), you can calculate a degree 6 invariant 7 as in Example
4.5.3 of [6], pag. 171. Note that S and T generate all projective invariants for F thanks
to Theorem 4.4.6 of [6]. In any case we can calculate the j-invariant as follows (see [6]
formula (4.5.8) pag. 173):

SS

F) = —>—.
0= e

(N
Note that when the plane cubic curve defined by F' = 0 is smooth, as we are assum-
ing, T? — 6453 # 0 so that (7) can be used (see [6] pag 171).

Unfortunately S has 25 monomials and 7 has 203 monomials, whose coefficients
are nonzero when p # 2,3, 5. However there are many Computer Algebra packages
that can calculate the j-invariant for a polynomial F. For instance MAPLE; however,
as the j-invariant can be defined in different ways identical (except for a constant
factor) it is necessary to be careful. For instance, if we call Mj the j-invariant calcu-
lated by MAPLE, we have that Mj(F) = —483 - j(F); as 48 = 3 - 2* we see that our
assumptions on characteristic p make this relation always meaningful.

Ifin (5) we have: f =6 =e¢=0and ¢ + { =0, with a # 0, then F/a is in "nor-
mal form", see [7] pag. 319, Proposition 4.6. In this case the j-invariant can be cal-
culated in an easier way: see [7] pag. 317. However to put an arbitrary degree three
polynomial in (u : v : w), defining a smooth plane curve, in "normal form" requires
to get at least a flex on the curve. It is not possible without solving some polynomial
equations which could be a difficult problem when p > 0, although it would be in
principle always possible for p # 2 (see [7], Proposition 4.6), but we prefer to avoid
any nonlinear equation in this paper.

In what follows we will find it useful to calculate the j-invariant also when p = 2.
Previous formulas cannot help, so we will resort to Glynn’s article [8]. Let us call
(M, ) the pair (matrix, element of K) arising from (5). In Theorem 3.2 of [8] is
defined a new pair (M’, u') as follows:

arl+ 608 pA+ 0y P+ ey O0no
M :=|6A+nl ad+ny al +6y |+ u|600p
60 +ne ab +np ae + pé CrO

u =l

Now let us consider another pair (M", ') where M" := (M’ and y"" := u*. Then
the j-invariant can be calculated as follows (see Theorem 3.9 of [8]):

M12

F)=—H*"
I = o+

®)
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We were unable to find a single formula that is valid for every characteristic, unless
F is in "normal form" and we cannot assume this fact: let us see why. As we have
explained in Sect. 2 our degree three polynomials will depend on linear isomor-
phisms of P? fixing the particular plane 7. As we will see, such maps will be often
the composition of other similar maps. It is possible to define isomorphisms (i.e.
triples of matrices A, B, C as in Proposition 2.2), such that the polynomial F given
by (4) is in "normal form", but the composition of such isomorphisms does not give
an isomorphism with the same property. For instance, to get F in "normal form" it is
necessary that € = det(B) = 0, and this property is not preserved by composing such
isomorphisms.

4 A new type of key exchange

In this Section we will describe a key exchange based on the Segre product
P! x P2, a slight generalization of the method suggested in [1] for P! x P! with
the aim of making it even safer. To explain the method as clearly as possible, here
we do not consider security issues which will be postponed to next Section. As
usual we call Alice and Bob two imaginary characters who exchange a key. Char-
lie will be the name of a third part trying to intercept the key.

Firstly let us recall the 2-Veronese embedding vs : P3 — P2’ given by

(@:b:icidie:f)>(xg:x 1. Xy) )

where: x, = a*;x, = ab;....;xy, = f* in lexicographic order. For a brief discussion of
Veronese’s maps see the Appendix of [9], here is sufficient to say that the dual of the
projective space P?° parametrizes all quadrics of P°. For instance the hyperplanes of
P2 having coefficients

©0:0:0:0:1:0:0:0:-1:0:0:0:0:0:0:0:0:0:0:0:0

©©:0:0:0:0:1:0:0:0:0:0:0:-1:0:0:0:0:0:0:0:0

©0:0:0:0:0:0:0:0:0:0:1:0:0:-1:0:0:0:0:0:0:0
(10)

correspond to the three quadrics: ae — bd, af — cd, bf — ce defining X. In the sequel
we will call v, the 2-Veronese map defined on P". Note that, from the above Appen-

dix, the target of a d-Veronese map defined on P> has dimension < d -g > >, hence

HPC is required for calculations when d > 0.

For any linear isomorphism @ : P3 — P3 represented by a (6, 6) matrix Q
there is a unique linear isomorphism @ : P?* — P2 represented by a nonsingular
(21, 21) matrix Q such that @ovs = vsow. In other words the following diagram is
commutative:
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P> —“— 5

b

]on w ]1)20

Obviously, not all linear isomorphisms of P?° can be obtained in this way. In par-
ticular, if we choose a generic non singular (21, 21) matrix V it defines a linear isomor-
phism of P?° not coming from a linear isomorphism of [P, this fact will be crucial in
the sequel.

Let us call B the (21, 1) matrix given by monomials a2, ab, ...,f? in lexicographic
order as above. Using the above notations we get that vsos, , is given by

a* = sutab = sfuviac = sfuwsad = stu*;ae = stuviaf = stuw;

b* = s*v*:be = s*vwibd = stuvibe = stvz;bf = stvw;

? = s*w?ied = stuwice = stvwicf = stw?;

d* = utide = Puvidf = Puwie? = vief = Powif? = Pw?.

Now let us consider s, 50(v; X v,), where v; X v, : P! X P? - P2 x P is the Segre
product of the two 2-Veronese embeddings:

(s:0) > (s*:st: %)
W:iviw) > @ u:uw v vw s wd),
and s,5 : P2 x P> — P! is another Segre embedding. It is immediate to see that
5,50(v; X v,) is given by the (18, 1) matrix b obtained by flattening the following
one:
2
st [u2 uv uw V2 vw wz] .
2

Then vsos, , = mos, s0(v; X v,), where m : P'7 — P is a suitable linear morphism
represented by a maximal rank (21, 18) matrix M such that
Mb = B. 1D

Straightforward calculations show that M is a matrix given by three blocks:
M, := I3, My .= I (I, denotes the identity matrix of order n) and
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000100000
000010000
000001000
100000000
010000000
v _|000010000
2 =looo0000100]| (12)
000000010
001000000
000001000
000000010
00000000 1

Now, let v be any vector in K?!. If we look for the solutions of the linear system (
here (..) means transposition; vectors are always column vectors):

VM =0 (13)

we get a three-dimensional vector space generated by vy, V,, V3, the (column) vec-
tors given by coefficients in (10); in fact we know that v| B = v,B = v.B = 0 are the
equations of X.

The key remark is that if we consider any fixed u in K?! and the correspond-
ing quadric Q in P> having equation u’B = 0 then the equation u’Mb = 0 given by
(11) and (13) allows to get a bidegree (1, 2) equation in P! x P? defining X N Q,
i.e. the divisor of P! x P2 cut by Q on X in P>.

Remark 4.1 Let u'B = 0 be the equation of a quadric Q C P and let Q and Q be as
above; then u'Q~ lB 0 is the equation of w(Q), while u’QB 0 is the equatlon of
w~1(Q). Moreover u'Q~ 'Mb = 0 defines of X N w(Q) in P! x P2, while w'QMb = 0
deﬁnes Xno Q).
In general, if Q,, Q,, Q5 are three quadrics in P>, having equations respectively
u'B = 0 with i = 1,2, 3, whose intersection is some variety V, then u';Mb = 0 with
i = 1,2, 3 defines the intersection X N V in P! x P2

Now we can prove the following

Proposition 4.2 Let @ : P3 — P° be a linear isomorphism fixing plane x and let Q
and Q be the matrices representing w and, respectively, its induced isomorphism on
P2 as explained above. Then the solutions of the linear system

vVOM =0’

give rise to a three-dimensional vector space, say (W, W,, W), such that the three
bidegree (1, 2) equations w:Mb = 0 in P! x P? define X N w(X), and allow to deter-
mine an equation for I, as explained in Sect. 2.
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Proof By recalling 4.1 we have that, for any quadric Q C P> having equation
u'B =0, the equation of w(Q) is u’fl‘1§ = 0. Then the equations of w(X) are
VEQ_IE =0 for i = 1,2,3, where vectors v, are the vectors in (10). Such vectors
vgfz—l are solutions of v'QM = 0’ because v, are solutions of v'M = . Then we can
use Remark 4.1 with V = w(X). Last property comes from the fact that w fixes z.

O

Now we can define an algorithm for exchanging keys inspired from the one in [1].
(1) Alice chooses a generic linear isomorphism ¢, of P? fixing 7, determines the
matrix @, representing the induced isomorphism in P?° and solves the linear system:

vVdM=0". (14)

Then chooses another pair ¢, and ¢, of linear morphisms of P° fixing z and deter-
mines the matrices A and A, of the induced morphisms in P,

(2) Alice publishes three independent solutions v, v,,, V3 of (14) and the matri-
ces A;and A,

(3) Bob chooses a random string of 2n integers jj,j,,...,j,, and calculates
d~>h = A’l‘ 5122...&]22" (representing in P?° the linear isomorphism @, 1= qﬁ’]‘ ¢]22¢]22"
fixing x). Then solves the linear system:

VoM =10 (15)

(4) Bob publishes three independent solutions v, v;,, v;3 of (15).

(5) Fori =1,2,3, Alice considers V‘biﬁ)aMQ = 0, which are three bidegree (1, 2)
equations in P! x P? defining X N ¢, (¢,(X)) = 7 UC,. In fact v, are the coeffi-
cients of the quadrics defining ¢,(X); if they are multiplied by ®, you get the coef-
ficients of quadrics defining w;l(wb(X)). Then Alice determines the j-invariant of
the smooth plane cubic curve I, which is the projection of C, in P? with coordinates
(u : v:w) as we explained in Sect. 3.

(6) For i = 1,2,3, Bob considers Vtaid)bMQ = 0, which are three bidegree (1, 2)
equations in P! X P? defining X N ;' (¢,(X)) = 7 U C, (similarly to 5)). Then Bob
determines the j-invariant of the smooth plane cubic curve I';, which is the projection
of C,in P2 with coordinates (u : v : w) as we explained in Sect. 3.

The two above j-invariants are equal because X N ¢;1(qob(X)) is projec-
tively equivalent in P3 to ¢,(X) N ¢,(X) by @, which is in turn equivalent to
Xn (p;1 (9,(X)) by @,. It follows that C,, is projectively equivalent to C, and therefore
the same happens for the two plane curves I', and I',. The element of K which is the
common j-invariant of the two curves is in fact the key exchanged between Alice
and Bob.

Remark 4.3 For generic choices of @,;¢,:¢,4;--j2,; C, and C, are smooth and the
same happens for I', and I',. However, if for some unlucky choice, I', or I, are sin-
gular the j-invariant cannot be calculated: if p # 2 recall that for singular cubics
T? — 645 = 0 hence formula (7) cannot be used; if p =2, for singular cubics
det(u*M + M") = 0 (see [8], Cor. 3.12) hence formula (8) cannot be used. In any
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case it is not possible to get a mistake; if some singular curve occurs it suffices to
make other choices.

5 Encrypt of the key exchange

The key exchange algorithm defined in Sect. 4 is not secret. A third part, say Charlie,
knows the equations of @,(X) i.e. v/ .B = 0 and the equations of ¢,(X)i.e. v;.B = 0in
P> from steps 2) and 4) of the algorithm. Hence Charlie knows the equations of the
curve C, the residual with respect to 7 in ¢,(X) N @, (X). C is a smooth sextic curve
of genus 1 and in principle it can be possible to calculate its j-invariant, which is the
same as the j-invariant of I, and I',. Of course it is not easy: Charlie must project C
from a 3-secant generic plane to a generic disjoint plane to get a smooth plane cubic
curve and then use formulas (7) or (8). Or Charlie could be define a double cover-
ing C — P! and calculate the j-invariant from it (see [7], pag. 317). Although there
is not a simple way to calculate j(C), however in principle it is possible, so the key
exchange algorithm defined in Sect. 4 cannot be considered safe. To this aim we can
proceed more or less as in [1] and we modify the above algorithm as follows.

5.1 Non-standard embedding of P! x P2

The fundamental relation (11) relies on matrix M, which is known. As we will see in
Sect. 6 to make safe the algorithm it is useful to change this relation. It depends on
the standard embedding (1), but Alice can use a non-standard one.

Let us choose generic linear isomorphisms A : P! — P! and 0 : P? —» P? to
get the map Ax 6 : P! x P2 > P! x P2, Then let us consider the composition
V505, ,0(A% 0) : P! x P? - P?. We have the following

Proposition 5.1 Let vsos; ,0(4 X 0) be the above defined map. Then

(i) v505170(A X 0) = mosy s0(vy X v,)o(A X 0) where m is the same map intro-
duced in Sect. 4 and represented by M,

(ii) the (21, 18) matrix M satisfying the relation (corresponding to (11) in such
embedding)
Mb=B (16)

is such that M = MR where R is a suitable (18, 18) nonsingular matrix, hence M has
maximal rank;

(iii) the equations of X in P> are the same as when using standard embedding.

Proof (i) Obvious because we know that vsos, , = mos, s0(v; X v,) from Sect. 4.
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(ii) Let A and ® be the matrices representing A and 0 respectively. Such maps
induce two isomorphisms 1 : P> - P? and 8 : P’ —» P, via 2-Veronese embed-
dings, such that

(Ax 5)0(\/' X Vy) = (V; X vy)o(4 X )

The matrices representing 4 and § can be computed taking into account that now

u u
R o o I
w w

and their determinants are det(A)™> # 0 and det(®)~> # 0 respectively, so that Aand
6 are isomorphisms. In turn 4 X @ induces a linear isomorphism p : P'7 — P'7, rep-
resented by a (18, 18) matrix R, such that the following diagram is commutative:

V1 XV S
P! x P2 2% p2 5 22, pl7

pxe pxé Jp

P! x P2 22 p2 s ps 22, p17

moreover det(R) = det(A)3det(®)™> # 0. Putting all things together we have
that:

V5051 ,0(4 X 0) = mopos, so(v; X v,);

therefore the maximal rank matrix # defined in (16) is such that M = MR.

(iii) When the embedding of P! x P? is standard the equations of X in P> are
defined by the solutions of (13). If not, they are defined by v'M = 0'. As M = MR
and det(R) # 0 we have the same solutions.

O

Although equations of X are the same by using non-standard embedding the same
is not true for the equation of the curve I', which is the projection in P? of the resid-
ual with respect to z of the intersection X N w(X) where w is a linear isomorphism of
P> fixing 7 as in Sect. 2. However the two curves are projectively equivalent under
the action of 6.

Proposition 5.2 Let us consider a non-standard embedding P' X P2 in P> as above.
Let o : P> — P be a linear isomorphism fixing x defined by three matrices A, B, C

as in Sect. 2). Let ", be the degree 3 plane cubic curve as recalled above.

Then the equation of this curve is given by

det [AL BL CL| =0
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where L = LO~ and L is the transpose of [u v w].

Proof Let us proceed as in Sect. 2 until equations (3). Now we have to change vari-
ables according to (17). As a first step let us change only s and ¢. It is possible to
divide the new equations (3) by a linear form in (s : #) corresponding to z (in stand-
ard embedding the form is simply 7). Then we get a linear system S of three equa-
tions in s, t whose (3, 2) matrix is the product of the same matrix in a;, f;, y; of the
standard case and the nonsingular matrix A=,

Of course the conditions under which S has solutions are exactly the same as in
standard case. So we get the same as (4). Now if we substitute the variables (u, v, w)
as in (17) we get the equation

det [AL BL CL] = 0.

5.2 The algorithm

In this subsection we describe the algorithm we propose for exchanging a key, which
will be an element of K. It will be a safe version of the algorithm defined in Sect. 4. We
assume that the field K is known to both Alice and Bob.

I) Firstly Alice chooses (secretly):

— ageneric nonsingular (2, 2) matrix A defining a linear isomorphism 4 : P! — P

— a generic nonsingular (3, 3) matrix ® representing a linear isomorphism
6 : P? - P%

— a generic nonsingular (21, 21) matrix V defining a linear isomorphism
v PZO - [|ID20_

Then she determines a secret matrix M as explained in Sect. 5.1 by using A and 6.
Matrix V allows to define a new secret base B := VB for the 21-dimensional vector
space of degree two monomialsin (a: b : c:d: e: f) such that the fundamental relation
(11) becomes:

VMb = VB =B. (18)

Alice chooses a generic linear isomorphism ¢, of P fixing 7, determines the matrix
®, as before, but now she considers the matrix V®,V~! representing the induced
isomorphism in P?° with respect the new and secret base 13 Then Alice solves the
linear system

V(VO VHYVM = vV, M = 0. (19)

As a last thing Alice chooses another pair ¢, and ¢, of linear morphisms of P fixing
7 and determines the matrices A, and A, of the induced morphisms in P,
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(I) Alice publishes three independent solutions V,,;, ¥, ¥, of (19) and the matrices
VA,V~"and VA, V~"and moreover the matrix VM. Obviously ¥/ V = v’ for any i.
(IIT) Bob chooses a random string of 2n integers j,, j,, ..., j,, and calculates

Vo, v

= (VA VY (VA VY2 (VA VY
= (VR VY (VAR VY. (VAR VY

= V(&) K2 Kv!

representing in P?° the linear isomorphism ¢, := qb"ll ¢’22 ;”, fixing 7, with respect
to the new and secret base B . Then solves the linear system:

VI(VO,VHYVM = vV M = 0. (20)

Note that to solve the above system Bob needs not to know matrices V and M. It suf-
fices to know the public matrix VM and the matrix V®, V! he has defined.

A comment regarding Bob’s choice of 2n integers. For the functioning of the algo-
rithm this choice is irrelevant however it has consequences on the time needed to
perform the necessary calculations, in particular if d-Veronese embeddings are used.
Another reason to require the use of HPC.

IV) Bob publishes three independent solutions V,;,V,,,V,; of (20). Obviously
v,V = v, forany i.

V) Fori = 1,2, 3, Alice considers

¥ (VO V)YVMb = v, & Mb

which are three bidegree (1, 2) equations in P! x P2, as in 5) of the previous algo-
rithm, defining X N q);l((pb(X)) = 7 U, although these varieties have been embed-
ded in P? by vs. Then she determines the j-invariant of the smooth plane cubic curve
", which is the projection of C, in P? with coordinates (u : v : w) as we explained in
Sect. 3. As we have seen in Sect. 5.1 this curve is not the same as in 5) of the previ-
ous algorithm, but the two plane curves are projectively equivalent via 6.

VI) Fori = 1,2, 3, Bob considers

VLV, VYVIMb = V' &, Mb

which are three bidegree (1, 2) equations, as in 6) of the previous algorithm, defin-
ing XN (pl:l((pa(X)) = 7 U C, although these varieties have been embedded in P20
by vs. Then he determines the j-invariant of the smooth plane cubic curve I', which
is the projection of C, in P? with coordinates (u : v : w) as we explained in Sect. 3.
As we have seen in Sect. 5.1 this curve is not the same as in 6) of the previous algo-
rithm, but the two plane curves are projectively equivalent via 6.
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5.3 The algorithm works

In this brief subsection we want to explain why the above algorithm is safer than the
previous one.

Note that, contrary to what happens with the algorithm of Sect. 4, now Charlie
cannot recover the equations of @,(X) and ¢, (X). In fact everyone knows the public
coefficients (v, and ¥,, respectively, see steps II) and IV)) of the quadrics defin-
ing @,(X) and @,(X) with respect to the base E, but nobody knows this secret base
except Alice.

The crucial point is that, as V is generic, y is a linear isomorphism of P’ not
induced by a linear isomorphism of P>, otherwise the public coefficients ¥, and ¥,
would define two varieties W, and W, (both intersection of three quadrics) projec-
tively equivalent in P> to ¢,(X) and ¢, (X) respectively. Hence Charlie could deter-
mine a curve D, projectively equivalent to that contained in ¢ ,(X) N @,(X), simply
considering W, n W, and then he could calculate j(D) = j(C). As y is not induced by
a linear isomorphism of P3 the intersection W, N W, is not projectively equivalent to
P(X) N @,(X). A

Obviously the knowledge of V would break the method because B = VB and base
B would become known. We will deal with this fact in the next Section.

6 Security analysis
6.1 Possible attacks

Of course the secretness of the key exchange algorithm defined in Sect. 5 relies only
on matrix V, because all the mathematical background is supposed to be known.

If Alice chooses a standard Segre embedding P! x P2 — P3,i.e. M = M, then, as
matrix VM is public (step II), it is possible to solve a linear system of 21 X 18 = 378
equations in 21 X 21 = 441 unknowns to get V.

Such linear system has infinitely many solutions (the rank of its associated matrix
is maximal because V is generic) more precisely the solutions give rise to a vector
space of dimension 63 in K**!: a number of cases to examine much too big with
respect to |KK|. In any case this strategy is not possible if Alice chooses a non-stand-
ard embedding because, in this case, M is not known.

However there is a more insidious attack that can be performed to know V. In
fact V represents a linear isomorphism y : P? — P?0. By knowing the equations
of a variety X C P2 (not contained in projective space of smaller dimension i.e.
(X) = P?) and the equations of y(X) in principle it is possible to recover matrix V
of y, simply transforming all equations of X with the rows of an unknown matrix
V and then imposing that such new equations coincide with the known equations of
v (X).

In our case the above strategy leads to a nonlinear system of a huge number
of equations, so it is not practicable. But there exists another way to recover V by
using the Lie Algebras method (see [5, 10, 11]). In short, this technique provides
to determine the Lie Algebras associated to X’ and to y(X), to determine a suitable
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isomorphism 7 between them and to calculate V from 1. Although the method is not
completely clear in details (at least to the authors) especially with regard to deter-
mine I, we think that it should be taken in serious consideration in all cases when
embedded projective varieties are used to exchange keys.

In our situation we have two candidates for the role of X: vs(X) and vs(P?)
because the equations of both of them are public (recall that the equations of X € P>
are known, see (2), and they are not changed by non-standard embeddings), however
vs(X) is the intersection of vs(P3) with three hyperplanes, corresponding to quadrics
defining X C P>, hence (v5(X)) # P? (here (..) means the linear span); hence the
Lie Algebra method can be applied only to X := vs(P°). The equations of X are
known: it easy to see they are 105 degree two polynomials. A priori the equations of
w(X) are not known, however there exists a way to get them. The idea is due to W.
Castryck (see [9] for a similar case):

e pick random points in P! x P? with their coordinates (s : #) and (« : v : w) and
map them into w(X) using VM, known by step II). Note that these points are con-
fined inside y(vs(X)) C w(vS(PS)) = y(X).

e Move the above mapped points from y(vs(X)) to y(X) by using random com-
positions of matrices VA, V=" and VA,V~!, known by step II). Note that, as the
linear isomorphisms represented by A, and A, come from ¢, and ¢, respectively,
these isomorphisms fix X C P?° but not pointwise, hence the morphisms repre-
sented by VA, V~'and VA, V~! can be used to move points inside y(X).

e Starting with a degree two polynomial (a quadric in P?°) with indeterminate
coefficients, for any sampled point obtain a linear condition on these coefficients.

e Repeat previous step until you are left with a solution which is a vector space of
quadrics of dimension 105: any base of this space defines y (X).

Due to the above procedure we have to assume that the equations of y(X) are known
too, hence the Lie Algebras method could be unfortunately applied.

A simple choice making our proposed algorithm unassailable by this method is to
use very low p. To associate a Lie Algebra to X requires calculation of some deriva-
tives which cannot performed with low p. For instance if p = 2 the attack surely
fails; this is why we spent time to get formulas for j-invariants of cubic plane curves
with k = 2 in Sect. 3. However low characteristics are not always desirable for var-
ious reasons, especially k = 2, therefore here we give a countermeasure that will
likely run in other cases, not only in this one, when the Lie Algebra method could
pose a danger.

6.2 Projections of algebraic varieties

Let us define projections from points in projective spaces and let us recall some
properties. Let us fix a point p in some projective space P" (here p denotes both
the point and the column vector of its coordinates) and a hyperplane H ~ P!
disjoint from p. Let W € P be any smooth projective variety. Let (p,q) be the
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line passing through two distinct points p,q € P". The projection p : P"\p - H
is defined as follows for any point q # p:

q-(p.q)NH. 1)

Let us collect in the following list some properties of p (see for instance [12]):

(1) If we restrict p to W we get a map p,y, : W — p(W). The fibers of p,y, the
smoothness/singularities of p(W), the degree of p(W) and the equations defining
p(W) depend on the secant lines to W passing through p (a secant line is a line
intersecting W in at least two points, eventually coincident).

(>ii) p(W) is smooth if no secant line to W passes through p; as secant lines give
rise to a variety of dimension at most 2dim(W) + 1 if 2dim(W) + 1 < n then p(W)
is smooth for generic p.

(ii1) It is possible to find matrices representing p: any (n,n + 1) matrix P with
maximal rank such that Pp = 0 is fine. By using such a matrix P we have that
p(q) = Pq.

@iv) Let ¢ : P* — P" be a linear isomorphism such that ¢(p) = p and let ®
be a (n+ 1,n+ 1) matrix representing ¢, then ¢ induces a linear isomorphism
¢’ : P! = P"!such that ¢/ op = pog (see the following commutative diagram)

P ¢ P

bl

]Pnf] ¢’ ]I)n—l

if PP' is a nonsingular (n, n) matrix, then the following matrix @’ represents ¢':
@' 1= (POP)(PP).

We can summarize up in the following commutative diagram the relations between
any projection p : P?° — P!° and some previously defined maps:

v
P! x P2 29, pl o p2 , P55, P20 , P19

lid lz’d l@v lfi) l@’

S
Pl x P2 A28 pl o p2 T2, p5 %, p20 , P19

51,2

where ¢ fixes 7 and some generic point P € P, ¢ fixes p := vs(P) and @' is
defined as the map ¢’ above.

To illustrate what was said in (i) we give the following example (for the prop-
erties of Veronese surface see [13] or [12]):

Example 6.1 Assume that p # 2 and let us consider v, : P? — P3; let S be v,(P?).

S c P9 is a smooth surface of degree 4, called Veronese surface, which has the fol-
lowing equations in the standard embedding:
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ad —b* =ae—bc=be—cd =df —e* =af —c* = bf —ce =0.

A remarkable property of S is that its secant variety Sec(S) is a hypersurface of
degree 3 having equation:

adf + 2bce — ¢*d — ae® — b*f = 0.

If we project S from a generic point p € P3 we get a smooth surface in P* of degree
4; for instance if p=(0 : 1 : 0 : 0 : 0 : 1) we get the following equations on the
left,ifp=(1:0:0:1:0:1)we get the following equations on the right:

(7l cd* — bde — & = 0; A +acd — cd* — abe + bde — ce* =0
2d - ae* =0; bed — b*e +cte=0
bed — ade + ce* = 0; bc? — ace + cde — be? =0
< bid — ad? + cde + be?* = 0; b%c — abe — ce* =0
acd — abe — ¢*e = 0; b3 —abd — ace — be* =0
abc + 3 —a*e=0; abc —a*e —b*e+ade+¢e> =0
ab? + bc? — a*>d + ace = 0; ab? — ac* — a*d — b*d + ad* + de? = 0.

\

If we project S from a generic point p € Sec(S)\S we get a singular surface in P* of
degree 4; for instance if p=(0 : 1 : 0 : 0 : 0 : 0) we get:

df —e*=af —=c* =0

which is singular along the line c=e=f=0. If we project S from a
generic point p € S we get a smooth surface in P* of degree 3; for instance if
p=@4:2:2:1:1:1)weget:

cd—be—ce+2¢* =bc—c*—ae+2ce=b*—c*—ad+4ce —4e* = 0.

All above computations were made by the help of Macaulay. As we see, the num-
ber, the degree and the equations themselves defining the projection of S depend on
the chosen point p.

6.3 A safer version of the algorithm

Taking into account the possible attack described in Sect. 6.1 and what we have
seen in Sect. 6.2 now we can give a refined version of the algorithm suggested in
Sect. 5.2. Firstly we make the following remarks.

¢ The Veronese embedding X' = v5(P°) C P?° does not contain lines. Hence, if we
project p : P?° - P! from a point p € X, p = v5(P), with P & X generic in P?,
then we have that p(vs(X)) is smooth and isomorphic to X. The same is true also
for the projection of any intersection vs(X) N vs(w(X)) where w is a linear mor-
phism of P such that w(P) = P, hence P & w(X).

e Moreover, if we call P the matrix representing p as in Sect. 6.2 and we con-
sider any u in K? such that w’PB = 0 is the equation of a quadric Q in P?,
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then w'/PMb = 0 is a bidegree (1, 2) equation in P! x P? = 0 defining X n Q,
(u’PA_/IQ = 0 for non-standard embedding).

e Ify : P - P is a linear isomorphism represented by a (20, 20) matrix V,
then the previous item is true replacing u’ with u’V.

From the properties recalled above it follows that we can define
X No(X) ~ p(vs(X) N vs(w(X))) as in Remark 4.1.

Here is the refined version of the algorithm.

(D) Alice chooses (secretly):

a generic nonsingular (2, 2) matrix A defining a linear isomorphism
APl PL

a generic nonsingular (3, 3) matrix ® defining a linear isomorphism
0 : P> - P2

— a generic point P € P3 with P ¢ X and the point p := vs(P) € vs(P°) C P,

— a generic (20, 21) matrix P such that P(p) = 0 defining a secret projection
p : P2 — P! as in 6.2; in particular P have to be chosen such that PP’ is
nonsingular (and this is generically true);

a generic nonsingular (20, 20) matrix V representing a linear isomorphism
v I]:D19 N [FDlg.

Then Alice determines a secret matrix M as explained in Sect. 5.1 by using A and
6 and she multiplies PM. Now the fundamental relation (11) becomes:

VPMb=VPB =P8 (22)

Note that now B’ is a base of a 20-dimensional subspace of degree two monomials
in(@a:b:c:d:e:f).

Alice chooses a generic linear isomorphism ¢, of P° fixing z and P so that the
induced linear isomorphism @, of P?° fixes p and gives rise to a linear isomor-
phism ¢’ in P'°. Then she determines the matrix ®, as before and the (20, 20)
matrix Cb; , defining the induced linear morphism in P, as explained in 6.2, and
she considers the matrix V®’ V~! representing the induced isomorphism in P! by
. Then Alice solves the linear system:

VI(V® V- YVPM = vV PM = 0. (23)

As a last thing Alice chooses another pair ¢, and ¢, of linear morphisms of P fixing
7 and P and determines the (20, 20) matrices 5’1 and &’2 of the induced morphisms
in P19, as above.

IT) Alice publishes three independent solutions V,;, V,,, V3 of (23), the matri-
ces VA’ V="and VAL V=" and moreover the (20, 18) matrix VPM.

IIT) Bob chooses a random string of 2n integers j,, j,, ..., j», and calculates (note
that now they are all (20, 20) matrices):
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Vo, vl

= (VA VY (VAL VY (VAL VY
= (VA" VY (VAL VY. (VA v

_ UL R iy y7—1

= V(&Y A2 A7V

representing in P!° the linear isomorphism induced (via p, as in 6.2, and by y), by
@ =@ P2 @ o P2 — P, fixing 7 and p. Then Bob solves the linear system:

V(V®,VHYVPM = v'VO,PM = 0. (24)

Note that to solve the above system Bob needs not to know matrices V, P and M. 1t
suffices to know the public matrix VPM and the matrix Vd~>;7 V~!he has defined. Of
course, the same considerations on HPC made in point III of the original algorithm
apply.

IV) Bob publishes three independent solutions v, ¥,,, ¥,; of (24).

V) Fori = 1,2,3, Alice considers

9, (VO VIY(VPIM)b = ¥, VO PMb = 0 (25)

which are three bidegree (1, 2) equations in P! x P? defining the intersection
Xn (p;1(¢b(X )) = w UC, as explained in previous items. Then Alice determines the
j-invariant of the smooth plane cubic curve I', in P? with coordinates (u : v : w) as
we explained in Sect. 3.

VI) Fori = 1,2,3, Bob considers

V' (VO VIY(VPIM)b = V! V& PMb =0 (26)

which are three bidegree (1, 2) equations as in 6) of the previous algorithm defining
Xn (pgl((pu(X)) = 7 UC,,. Then Bob determines the j-invariant of the smooth plane
cubic curve I', in P2 with coordinates (u : v : w) as we explained in Sect. 3.

The above refinement of the algorithm acts like the previous one, but the mor-
phism represented by V now is defined in P'°, via projection p. This fact makes it
impossible to use the attack described in 6.1. As we have seen, it would be neces-
sary to know the equations of p(X) and w(p(X)) where X = v5(P?). The equations
of w(p(X)) can be recovered by arguing as in items of Sect. 6.1, but now the equa-
tions of p(X) depend on the secret choice of P € P°. They can be determined only
by Alice, knowing p, but she needs not do it.

6.4 Key size comparison and computational complexity
In this Subsection we give an estimate of the size (in bytes) of the keys used in

the algorithm proposed in 6.3. Of course we assume that the order of K is suffi-
ciently large ~ 23 to satisfy standards of AES-128 bit security level.
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The public keys pk are only the published vectors, three each for Alice and Bob.
Each of them has 20 entries, so we get 180 entries. The secret keys sk are given by the
(20, 18) matrices of the linear systems (23) and (24), hence we get 720 entries.

In the following Table 1 we collect some other values (see [9]).

As far concerning the computational complexity we remark that the above method
does not depend on some variable integer, hence we have precise values. We need only
to multiply matrices, determine the inverse of some matrices and solve linear systems.
It is not required to solve nonlinear equations.

Taking into account that:

to multiply two matrices of size («, f) and (f, y) requires afy products;

to calculate the inverse of a (r, n) matrix requires n’ products;

to solve a linear systems of N equations in N + / unknowns requires max(N>, N2h)
products;

we have that every calculation in our algorithm requires at most 207 - 21 products (to
calculate P'(PP")™)).

7 Toy example

Here we show how the algorithm in Sect. 6.3 works using a very simple example over
a field K with p > 0. We use a different Segre product to avoid too big matrices in
our paper and, by the way, this proves that our method could also work with other
Segre products. For products of large projective spaces it may be necessary to use HPC
capabilities.

Let us consider:

Plxp! M, p3 B, p9 P, ps

where we use coordinates (s : £) and (v : w) in P! x P!, coordinates (x : y : z : u) in
P3, coordinates (x © x| © ... I xg)and (yy : y; ¢ ... I yg) in [P and P® respectively; s, |
is the standard Segre embedding:

X=Sv; y=sw;, z=1;, uU=1tw,

Table 1 Key size comparison

Schemes sk pk
Classic Mc Eliace 6492 261120
Kyber 1632 800
QSI key exchange 2448000 10880
CSI 13920 960
This paper 720 180
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whose image is the quadric X C P? having equation xu — zy = 0. v; is the standard
2-Veronese embedding of P3:

2. . . 2.
Xo=X"3 X=Xy X, =XT, X3 =XU; X4=Y;

Xs =V Xg= YUy Xp =20 Xg=2Uy Xo = U’
Let us choose point p:=(0:0:1:1)eX and its image
Pi=wPE)=0:0:0:0:0:0:1:1:1);pisthe projection from P:

Yo=Xos Y1 =X Ya=2Xp5 V3 =X35 Y4 =Xy

Vs = X535 Yo =Xg> Y7 = X7 —Xg; Yg = Xg— Xg.

Note that here we have chosen a point p € X such that P € v;5(X) which is the inter-
section of v5(P?) and a hyperplane H in P°, otherwise p(H) = P® and the systems
as (23) and (24) would have only 0 as solution. In this toy example, for any generic
linear isomorphism @ : P> — P? fixing p here we have that X N w(X) is a smooth
elliptic quartic curve C passing through p, but the method allows to recover the bide-
gree (2, 2) divisor corresponding to C in P! x P,

On consequence of the above choices we have:

h [100000000]
010000000
000100000
000010000
001000000
000001000
000000100
000000010
000000001
000000001

100000000
010000000
001000000
000100000
P=]/000010000
000001000
000000100 O
000000010 -1
000000001 -1

eNeoNeleoNeNel

Now Alice chooses a generic (9, 9) matrix V defining a linear isomorphism
v :P® > P and two (4, 4) matrices defining two linear isomorphisms
@, : PP > Pland ¢ : P? — P fixing p:
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0000-100
0001 0 00
1000 0 00
2200 0 00
00100 00
0031-111
-11100 2 10
200000 01
20000001

0 1 1 -1 121 -1
4 7 11 12-11
12 -23 5 -1 123 1
—4 -4 4 0 36 3 1

S o oo~ O

Then Alice determines: the (10, 10) matrix ®, representing the induced isomor-
phism by @, in P; the (9, 9) matrix ® = P® P'(PP')~! representing the induced
isomorphism in P? by the projection p and the matrix VCB;V‘l representing the
induced isomorphism in P8 by y. At the end Alice gets the following (9, 9) matrix
Ay 1= (VO VHVPM:
16 4 29 -20 -26 2 5 -6 1
—-48 —172 —-153 36 46 -38-5 6 -1
0 -12 -23 -12 -6 22 5 -6 1
0 -32 -54 -32 -4 52 18 =20 2
A, =| 16 56 52 -8 0 8 4 -8 4
176 664 603 —136 —2548 66 15 —18 3
96 412 424 -68 —-120 68 12 —16 4
176 696 676 —-120 -212 72 16 -20 4
32 116 90 -28 -72 -8 2 0 -2

and solves the linear system v’A; = 0" having the unique solution (up to a constant):
v/ =(10/9,-7/36,35/9,-31/24,-1/9,-25/18,-5/36,41/36, 1).

Then Alice determines: the (10, 10) matrix A representing the induced isomorphism
by ¢ in P?; the (9, 9) matrix A’ = PAP'(PP)™! representing the induced isomor-
phism in P? by the projection p and the matrix VA’V~! representing the induced
isomorphism in P8 by .

Alice publishes the above solution and the two (9, 9) matrices VA'V-!and VPM,
where 7VA'V~! =
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112 42 -84 7 -56 0 14 14 -28
—22 7/2 0 33/4 33 17 -5/2 -71/2 -3
—26 105/2 0 ~-17/4 —17 15 -11/2 23/2 -29
36 154 1148 —17 —-40 88 34  -38 —144
—96 70 -11257/11 4 36 -58 50 —92
—552 441/2 28 975/4 —103 —87 —667/2 883/14 45
310 119 112 201/2 —4 20 —145 139 —48
—90 833/2 56 40174 —103 =31 —261/2 2751/4 —11
146 49 112 99/2 —40 —24 -99 —109 52

000 -1000
001 0000O0
010 0000O0
022 0000
100 0000
301 -111-2
-101 1 2 10-1
000-1010-1
2000 001-1

1

VPM =

O = OWOO K~ —
[eNeoNeBel

In this toy example Bob simply chooses @, = ¢? hence he calculates
V® V! := VAV~ and the (9, 9) matrix B, := (V® V-1 VPM:

76 —64 —-176 -24 72 -160 12 -8 -4
25 4 164 -74 102 84 1 -18 17
7 124 -36 74 -38 44 -33 18 15
140 464 —144 136 40 144 -84 -24 108
B, =] 156 —144 112 -120 136 -16 28 -56 28
—101 —692 300 18 50 —452 131 122 -253
6 —88 312 -—44 132 40 70 —-12 -58
21 =300 -172 —82 94 —-380 141 —10 —131
—-114 8 —40 52 -92 -88 30 68 -98

then Bob solves the linear system v'B, = 0" having the unique solution (up to a
constant):

v = (47/31,-61/31,-118/31,1/2,5/31,—-1/31,1, —44/31,1)

and he publishes the above solution.
Now Alice gets the (2, 2) bidegree polynomial DA := v}, V&)’a PMb:

31DA = —1925%v? — 1160s?vw — 1580s%*w? + 184s1?
+ 248stvw — T12stw? — 3682V + 11262 vw — 762w?

and Bob gets the (2, 2) bidegree polynomial DB := v’ V@;PMI_az
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9DB = —378s*v* — 4200s%vw — 8008s°w? + 476stv°
— 2044stvw — 952stw? — 9812v* — 8412 vw + 1827 w?.

From the above bidegree polynomials it is possible to calculate the j-invariant of the
corresponding elliptic curves by using, for instance, the method in [1], appendix B.
Both Alice and Bob get

J =1541199117151/656233710075 € K.
which is the exchanged key in this example.
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