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Differential privacy is the gold standard for privacy in data analysis. In many data analysis applications, the
data is a database of documents. For databases consisting of many documents, one of the most fundamental
problems is that of pattern matching and computing (i) how often a pattern appears as a substring in the
database (substring counting) and (ii) how many documents in the collection contain the pattern as a substring
(document counting). In this paper, we initiate the theoretical study of substring and document counting under
differential privacy.

We give an e-differentially private data structure solving this problem for all patterns simultaneously with
a maximum additive error of O(¢ - polylog(nf|X|)), where ¢ is the maximum length of a document in the
database, n is the number of documents, and |2| is the size of the alphabet. We show that this is optimal up to a
O(polylog(n¢)) factor. Further, we show that for (¢, §)-differential privacy, the bound for document counting
can be improved to O(V? - polylog(n¢|Z|)). Additionally, our data structures are efficient. In particular, our
data structures use O(n¢?) space, O(n?¢*) preprocessing time, and O(|P|) query time where P is the query
pattern. Along the way, we develop a new technique for differentially privately computing a general class of
counting functions on trees of independent interest.

Our data structures immediately lead to improved algorithms for related problems, such as privately mining
frequent substrings and g-grams. For g-grams, we further improve the preprocessing time of the data structure.
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1 Introduction

Differential privacy [26] is the gold standard for privacy in data analysis. It has been extensively
studied in theory and employed on a large scale by companies such as Google [67], Apple [3],
and Uber [44], as well as public institutions such as the US Census Bureau [1]. The definition of
differential privacy requires that a randomized algorithm must have similar output distributions on
similar data sets. This is controlled by a multiplicative parameter € and an additive parameter 9,
and an algorithm satisfying differential privacy for these parameters is called (e, §)-differentially
private. If § = 0, then the algorithm is called e-differentially private.
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One of the most fundamental types of problems in differential privacy is that of counting queries,
where a data set consists of elements from a predefined universe, and the goal is for a set of
properties (i.e., a query family), to count the number of elements in the data set which satisfy
each property. An example of a family of counting queries is that of histograms, where the query
family contains a query for each element in the universe, and the goal is to count how often each
element appears in the data set. Another example is the family of threshold functions, where each
query corresponds to a threshold, and the goal is to count the number of elements below the
threshold. The important question for any given query family is what is the best possible maximum
additive error we can get when answering all queries in the family while satisfying differential
privacy. This is a challenging problem in general: In particular, for any k, there exists a family of k
counting queries, such that an error of Q(k) is necessary to satisfy e-differential privacy [24, 42].
However, the trade-off can differ significantly for various families of counting queries. See [61] for
a comprehensive overview of the complexity of these problems.

In many data analysis applications, the data is a database of sequential data, which we refer to
as documents or strings, for example, trajectory data, DNA data, web browsing statistics, and text
protocols for next-word suggestions. Since these documents contain highly confidential information,
an important question is whether such collections can be analyzed while preserving differential
privacy. In string algorithms research, pattern matching is one of the most fundamental problems
with many applications: Given a string S and a pattern P, decide whether P exists in S. A natural
way of translating this into a family of counting queries is the following: For a database that is a
collection of documents D = Sy, ..., Sy, and a query pattern P, how many documents in 9 contain
P? This problem is called DocuMENT CoUNT. Another closely related question is: For a database
D =S5,...,S,, and a query pattern P, how often does P appear as a substring of a document in D
in total? We call this problem SuBSTRING CoUNT. The difference between DocUMENT COUNT and
SuBsTRING COUNT is that in the latter, if a pattern P occurs multiple times in the same document
in D, we count all its occurrences, while in the former, any document in D can contribute at most
one to the count of any pattern. In the non-private setting, these problems have been extensively
studied in the data structure setting, where you preprocess the collection D to be able to answer
queries for any pattern P, see e.g., [12, 30, 31, 33-35, 41, 50, 54-56, 58].

In this paper, we initiate a theoretical study of the query families DocuMENT CoUNT and
SuBsTRING CoUNT under differential privacy. Specifically, we consider the problem where we
want to be able to answer the above-mentioned counting queries for all possible patterns P while
preserving differential privacy. The goal is to minimize the additive error while preserving differential
privacy. While problems of this nature have been studied under differential privacy before from
a practical perspective [11, 18, 19, 47, 48, 57, 69], to the best of our knowledge, we are the first to
provide a theoretical analysis on the additive error in terms of the problem parameters. We give
a new e-differentially private algorithm that works for both DocuUMENT COUNT and SUBSTRING
Counrt and show that its additive error is tight up to poly-logarithmic factors. Additionally, we show
that when relaxing to (e, §)-differential privacy, we can further reduce the error for DoCUMENT
Count. The differentially private algorithm processes the set of strings into a data structure, which
can then be queried ad libitum without further privacy loss. Our algorithms require combining
techniques from differential privacy, string algorithms, and tree data structures in a novel way. Our
strategy additionally yields new results for differentially privately computing count functions on
hierarchical tree data structures of certain properties, which may be of independent interest. As an
example, this gives a differentially private data structure for the colored tree counting problem.

As an immediate application of our work, we get improved results for problems which have been
extensively studied under differential privacy from a practical perspective: namely, the problem
of frequent sequential pattern mining [11, 19, 47, 57, 69], or the very similar problem of g-gram
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extraction [18, 48], where a g-gram is a pattern of a fixed length ¢. The goal in both of these
problems is to analyze a collection of strings and to report patterns that either occur in many
strings in the collection (i.e., have a high DocuMENT COUNT) or appear often as a substring in the
collection in total (i.e., have a high SuBsTRING COUNT). However, existing papers do not give any
theoretical guarantees on the accuracy of their algorithms in terms of the problem parameters. As
an application of our data structure for DocUMENT COUNT or SUBSTRING COUNT, we can solve these
problems by reporting all patterns with an approximate count above a given threshold. We show
that the additive error achieved by our e-differentially private algorithm is tight for this problem
formulation, up to poly-logarithmic factors. Thus, the problem we study is a natural generalization
of these problems. In the related work section, we argue that our tight bounds yield a polynomial
improvement of the error compared to prior approaches.

1.1 Setup and Results

In this work, our database is a collection D of documents (sometimes called strings in this paper)
of length at most £ drawn from an alphabet ¥ of size |X|. That is, we have D = Sy,...,S,, where
S; e st forall i = 1,. .., n. Thus, the data universe is X = 21! and any database is an element
of X*1. The order of the documents in D is not important, and we can also see D as a multiset.
We call two databases D € X* and D’ € X* neighboring if there exists an S; € %1141 such that
D' =S8y,...,51-1,5/,Sis1, . . . Sy for some i (that is, document S; has been replaced with document
S;). We also denote the (symmetric) neighboring relation as O ~ D’.

Definition 1.1 (Differential Privacy). Let y be a data universe, and € > 0 and § > 0. An algorithm
A: y* — range(A) is (¢, §)-differentially private, if for all neighboring D € y* and D’ € y* and
any set U C range(A), we have

Pr[A(D) € U] < e Pr[A(D’) € U] +6.

For § = 0, the property from Definition 1.1 is also called e-differential privacy or pure differential
privacy. For § > 0, it is also called approximate differential privacy.

Document and Substring Counting. Let P and S be strings over an alphabet X. We define count(P, S)
to be the number of occurrences of P in S. If P is the empty string, we define count(P, S) = |S|.
Let countp (P, S) = min(A, count(P, S)). We then define counta (P, D) := Y e counta (P, S) and
count(P, D) := count, (P, D). For A = 1, this corresponds to problem DocumeNT CoUNT, and for
A = ¢, to problem SUBSTRING COUNT. In general, A limits the contribution of any one document
(corresponding to one user) to the count of any pattern in the database. Given a database D =
Si,...,S, we want to build a data structure that supports the following types of queries:

e DocUMENT CoUNT(P): Return the number count; (P, D) of documents in P that contain P.
e SUBSTRING CoUNT(P): Return count, (P, D), i.e., the total number of occurrences of P in the
documents in D.
We want to construct a data structure to efficiently answer DocUMENT COUNT and SUBSTRING
CounT queries while preserving differential privacy. For this, we need to introduce an error. We
say that a data structure for counta has an additive error a, if for any query pattern P € 31 it
produces a value count), (P, D) such that |counts (P, D) — count (P, D)| < a.

Frequent Substring Mining. Let D = Sy, ..., S, be a database of documents in Z[:/, We define
SUBSTRING MINING(D, A, 7) as follows. Compute a set P such that for any P € >[4 we have
P e P if and only if counta (P, D) > r. Similarly, we define g-GrRaM MINING(D, A, 7): compute a

IHere “+" is the Kleene operator: given a set X, X* is the (infinite) set of all finite sequences of elements in X.
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set P such that for any P € 39, we have P € P if and only if counta (P, D) > 7. That is, in ¢-GRAM
MINING we are only interested in substrings of length exactly gq.

To obtain a differentially private SUBSTRING MINING algorithm we consider the approximate
version of the problems. Let D = Sy, ..., S, be a database of documents from s,

® -APPROXIMATE SUBSTRING MINING(D, A, 7): Compute a set £ such that for any P € e

(1) if countp (P, D) > 7+ a, then P € P; and (2) if countp (P, D) < 7 — @, then P ¢ P.
e a-APPROXIMATE q-GRAM MINING is defined in the same way for P € X9.
For the problems a-APPROXIMATE SUBSTRING MINING and ¢-APPROXIMATE g-GRAM MINING, we
also refer to « as the error.

1.1.1  Main results. In this paper, we give new e-differentially private and (e, §)-differentially
private data structures for counts. We obtain new solutions to frequent substring mining as a
corollary. We first state our result for e-differential privacy, which gives a data structure for counta
with an additive error at most O(¢ - polylog(nf + |2|)) with high probability.

THEOREM 1.2. Let n and ¢ be integers and X an alphabet of size |E|. Let A < ¢. For any e > 0
and 0 < f < 1, there exists an e-differentially private algorithm, which can process any database
D =S,,...,S, of documents in 11 and with probability at least 1 — B outputs a data structure for
county with additive error O (7€ log t(log*(nt/p) +log IZ1)). The data structure can be constructed
in O(n?¢*) time and space, stored in O(nt?) space, and answer queries in O(|P|) time.

For (e, §)-differential privacy, we get better logarithmic factors, and additionally improve the
linear dependence on ¢ to VZA.

THEOREM 1.3. Let n and ¢ be integers and ¥ an alphabet of size |X|. Let A < {. Foranye > 0,5 > 0
and 0 < f§ < 1, there exists an (€, 0)-differentially private algorithm, which can process any database
D =S5y,...,S, of documents in =11 and with probability at least 1 — B outputs a data structure

for countp with additive error O (E_l\/fA log(1/6) log ¢ (log(ni’/ﬁ) + +/log |Z| loglog t’)) The data

structure can be constructed in O(n*t*) time and space, stored in O(nt?) space, and answer queries in
O(|P]) time.

Additionally, we give a simpler and more efficient algorithm for #-APPROXIMATE ¢-GRAM MINING
for fixed g, achieving the bounds of Theorem 1.4.

THEOREM 1.4. Letn, ¢, and q < ¢ be integers and ¥ an alphabet of size |2|. Let A < £. For any e > 0,
8> 0,and0 < B < 1, there exists an (¢, O)-differentially private algorithm, which can process any data-
baseD =Sy, ..., S, of documents from 2141 and with probability at least 1—f§ outputs a data structure

; i -1 =]
for county for all g-grams with additive error O (e VtAlog(nt)logq (e +loglog g + log E)) The
data structure can be constructed in O(n¢f(log q + log |2|)) time and O(nf) space.

Further down, we give a lower bound which states that the bound from Theorem 1.2 is tight up to
polylog(nf) terms, even for the weaker problem formulation of @-APPROXIMATE g-GRAM MINING.

1.1.2  Counting on Trees. On the way of proving our main result, we develop a new technique to
differentially privately compute count functions on a tree, which may be of independent interest.
We motivate this using two examples. First, let T be a tree, where every leaf corresponds to an
element in the universe. The count of every leaf is the number of times the element appears in a
given data set, and the count of a node is the sum of the counts of the leaves below. This problem
captures any hierarchical composition of data items (i.e., by zip code, area, state), and has been
studied under differential privacy (e.g. [39, 69]). In particular, as noted in [39], it can be solved via a
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reduction to differentially private range counting over the leaf counts. For e-differential privacy, the
binary tree mechanism by Dwork et al. [27] gives an error of roughly O(log? u) for this problem,
where u is the size of the universe. For (¢, §)-differential privacy, the range counting problem has
been extensively studied recently [2, 4, 13, 14, 22, 45]. As a second example, let again T be a tree
and the leaves the items of the universe, however, we additionally have a color for every item of
the universe. Now, the goal is to compute for every node the number of distinct colors of elements
present in the data set corresponding to leaves below the node. We call this problem the colored
tree counting problem. This is similar to the colored range counting problem, which is well-studied in
the non-private setting [36, 37, 46], and was also recently studied with differential privacy under
the name of “counting distinct elements in a time window" [40]. We give an e-differentially private
algorithm that can solve the colored tree counting problem with error O(log® ulog k), where h
is the height of the tree. In general, our algorithm can compute any counting function that is (i)
monotone, in the sense that any node’s count cannot be larger than the sum of the counts of its
children, and (ii) has bounded L -sensitivity on the leaves, i.e., the true counts of the leaves do not
differ too much on neighboring data sets (see Definition 2.1 for a formal definition of sensitivity).
We next state the lemma in full generality.

THEOREM 1.5. Let y be a universe and T = (V,E) a tree height h. Let L = Iy,..., Iy €V be the set
of leaves in T. Let ¢ : V X y* — N be a function, which takes as input a node v from T and a data set
D from x*, and computes a count with the following properties:

° C(U’ D) < Zuisachildofvc(uf D) forallv ev \ Land D € X*;

) Zle lc(l;, D) — c(l;, D’)| < d, for all neighboring D and D’ and some d € N.
Then foranye > 0 and0 < f§ < 1, there exists an e-differentially private algorithm computing ¢(v) for
all nodes in T such that max,cy |¢(v, D)—c(v, D)| = O(e"'dlog |V|log hlog(hk/pB)) with probability
at least 1— B. In particular, if d = 1, then the maximum error is at most O(e™! log |V |log hlog(hk/B))
with probability at least 1 — .

In Appendix C, we show an improvement to Theorem 1.5 for (e, §)-differential privacy, if
additionally the sensitivity of c(v, -) is small for each node v.

1.1.3  Lower Bound. We note that since DocUMENT COUNT can, in particular, be formulated as a
counting query which can distinguish all elements from %f, an Q(log(|2|%)) = Q(¢flog |2|) lower
bound for e-differentially private algorithms follows from well-established lower bounds (see e.g.
the lecture notes by Vadhan [61]; we discuss this in more detail in Appendix D). We extend this
lower bound in two ways. (1) We show that it holds even if we only want to output which patterns
have a count approximately above a given threshold z; (2) We show that it holds even if we restrict
the output to patterns of a fixed length m, for any m > 2log¢.

THEOREM 1.6. Let n and ¢ be integers and X an alphabet of size |X| > 4. Let m > 2[log¢]. Let
A < ¢ and e > 0. Let Alg be an e-differentially private algorithm, which takes as input any database
D =85,...,S, of documents in =° and a threshold t. If Alg computes with probability at least 2/3 a
set P such that for any P € 3™,

(1) ifcountp(P,D) > t+ a, then P € P and
(2) if countp(P, D) <t —a, thenP ¢ P,

then @ = Q(min(n, e ¢ log |2])).

1.2 Technical Overview

Simple approach. Before we introduce our algorithm, we will present a simple trie-based approach
(a similar strategy was adopted in previous work, e.g. [11, 18, 19, 47, 48, 69]). For simplicity, we
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focus on DocuMENT COUNT. A private trie for the data set is constructed top-down. Starting at
the root, a new node is created for every letter in the alphabet, and connected by an edge labeled
with the corresponding letter. Given a partial trie, each node in the trie represents the string
obtained by concatenating the labels from the root to the node. Then, for a leaf in the current trie,
its approximate count in the data set O is computed, i.e., we compute with differential privacy
how many documents in O contain the string represented by the node. If the approximate count
exceeds a certain threshold, we expand this node by adding a child for every letter in the alphabet.
We continue to do so until no approximate count exceeds the threshold. The main advantage of
this top-down approach is to avoid considering the entire universe by excluding patterns that are
not frequent as soon as a prefix is not frequent.

To make the algorithm above e-differentially private, we have to add noise to every node count,
which scales approximately with the L;-sensitivity of the computed counts, i.e., how much the true
counts of the nodes in the trie can differ in total if we replace a document in the data set. Assume
D" =D\ {S} U{S’}. Then, the count of a node is different on D and D’ if and only if the string
represented by the node is a substring of S or S’. However, S and S’ can each have up to ¢? different
substrings. Thus, this approach yields an error of Q(£?).

Idea for improvement. However, an important insight is that while there are 2¢? nodes that
can be influenced by S and S, there is a set of at most 2¢ paths starting at the root, such that all
these nodes lie on one of them: namely, the paths corresponding to the suffixes of S and S’. Our
idea is to leverage this property. For this, we make use of the heavy path decomposition [59] of
a tree, which has the property that any root-to-leaf path in a tree crosses at most a logarithmic
number of heavy paths. However, we cannot construct a heavy path decomposition while using
the top-down approach above, and if we were to work on the full trie of the universe, then the size
of the trie would be |2|¢ (so even the logarithm is linear in ¢).

Our algorithm. We now give an overview of our full algorithm. As a first step, we reduce the
universe size from |2| to n?£3, by computing a set of candidate frequent strings in a differentially
private way. To achieve this, we approximate the counts of strings whose length is a power of two
and keep only those that appear at least once, with high probability. Note that a document S can
have at most ¢ substrings of any given length, and we consider a logarithmic number of lengths.
We then use the following observation: any pattern of a given length m which is not a power of
two has an overlapping prefix and suffix whose length is a power of two. Thus, our candidate set
consists of all strings covered by a power-of-two-length prefix and suffix appearing sufficiently
often with high probability. From this set, we build a trie and decompose it into heavy paths. For
every heavy path, we compute (i) a differentially private approximation of the count of its root,
and (ii) a differentially private estimate of the prefix sums of the difference sequence of the counts on
the path going down. That is, for every node on the heavy path, we get an approximation of the
difference between its count and the count of the root. We can compute (ii) with low noise using a
generalized variant of the binary tree mechanism [27]. We show that since any root-to-leaf path
can cross at most log(n?£) = O(log(nt)) heavy paths, and a document S can only influence counts
on the ¢ paths given by its suffixes, this can be done with an error which is O(¢ - polylog(n¢)). This
strategy gives our main result (Theorem 1.2).

The general tree counting lemma (Theorem 1.5) is obtained by building a heavy path decomposi-
tion on the given tree, and performing steps (i) and (ii). The improvement for (e, §)-differential
privacy comes from the fact that if the L;-norm of a vector is bounded by L, and the Ly,-norm
is bounded by A, then by Hélder’s inequality, the L,-norm is bounded by VLA. We use this fact
several times in the analysis to improve the linear dependency on ¢ to a dependency on VFA.
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The improvement for g-grams stems 1) from the fact that since we only want to compute the
counts for patterns of a fixed length, we do not need to compute the full set of candidate strings,
and can significantly simplify the algorithm and 2) for (e, §)-differential privacy, we show that we
can avoid computing noisy counts for patterns whose true count is 0, without violating privacy.

1.3 Related Work

Private sequential pattern mining and g-gram extraction. As mentioned above, two very
related well-studied problems are those of frequent sequential pattern mining [11, 19, 47, 57, 69]
and g-gram extraction [18, 48]. We also mentioned that these works do not provide theoretical
guarantees on the error. We now describe some of the relevant solutions in more detail and
argue why our error bounds yield an improvement over previous approaches. In the following,
by “error" we either mean the additive error on the counts, or the value of ¢ in the definition of
a-APPROXIMATE SUBSTRING MINING and a-APPROXIMATE g-GRAM MINING, depending on which
problem the paper is considering.

Several papers use a variant of the trie-based approach described in the technical overview [11,
18, 19, 47, 48, 69]. Some of them [11, 19] use a prefix trie, i.e., they build a trie of strings that appear
frequently as a prefix of a string in the data set. While this can be used for estimating frequent
elements for large universes, it does not solve the problem of counting g-grams or substrings, since
it is not possible to reconstruct frequent substrings from frequent prefixes (e.g. there could be a
frequent substring that is not the suffix of any frequent prefix). Khatri et al. [47] also construct
a tree in an online manner (however, appending new letters in front instead of at the end), and
compute the count of how often a string in the trie appears as a suffix as a counting measure, which
leads to a similar issue when trying to estimate substring counts. Zhang et al. [69] consider the
problem of computing tree counts, where every leaf is an element of the universe, and the count of
every node is the number of leaves below which are in the data set. As a first step, they build a
pruned tree such that every element in the tree has at least a certain count. As a second step, they
compute a differentially private count of every leaf. The count of any node is computed as the sum
of the counts of the leaves below. However, when computing the count of a node from the noisy
counts of the leaves, the noise values sum up, so this can yield large errors for internal nodes.

Chen et al. [18] and Kim et al. [48] consider the problem of computing frequent g-grams and use a
trie-based approach very similar to the simple approach described in the technical overview. While
they use different heuristics and parameter tuning to improve accuracy in practice, the worst-case
theoretical bound on the error remains Q(#?). We note that Kim et al. [48], when computing the
frequent g-grams, use a candidate set consisting of any frequent (g — 1)-gram appended by any
frequent 1-gram, and its intersection with the set consisting of any frequent 1-gram appended by
any frequent (q — 1)-gram. We use a similar idea in the pruning process in the first step of our
algorithm, except that we double the length of the g-grams at every step.

Prado et al. [57] use a graph-based approach for finding frequent patterns. In their work, a
bi-partite graph is produced linking users to (frequent) patterns that appear in the user’s document;
this graph is then privatized using an edge-differentially private algorithm. Note that this algorithm
satisfies a weaker privacy guarantee, as one user string can be connected to several patterns.

Further related work. Similar problems which have been extensively studied are frequent
itemset mining [20, 23, 64, 65, 68], where the data set consists of a set of items for each person and
the goal is to find frequent subsets, and frequent sequence mining [21, 51-53, 66, 70], where the goal
is to find frequent subsequences, instead of frequent substrings. Both of these problems are different
from those considered in this work since they do not require a pattern to occur as a consecutive
substring. Another related line of work is differentially private pattern counting on a single string
with different definitions of neighboring (and therefore different privacy guarantees) [17, 32, 60].
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The problems of frequent string mining and frequent sequence mining have also been studied in
the local model of differential privacy [15, 62, 63].

1.4 Organization of Technical Sections

In the main part of this paper, we focus on e-differential privacy. In Section 2, we collect some
background on string data structures and differential privacy. In Section 3, we prove Theorem 1.2,
and in Section 3.4, we give a slightly more efficient (and much simpler) algorithm for computing
only g-grams with e-differential privacy, for a fixed length g. In Section 4 we give the proof of
Theorem 1.5 (counting on trees). The algorithms for approximate differential privacy essentially
follow the same steps, so due to lack of space this part has been deferred to Appendix B and C. In
Section 5, we describe the fast algorithm for g-grams with approximate differential privacy. Finally,
in Appendix D, we prove the lower bound of Theorem 1.6.

2 Preliminaries

In this work, we use log to denote the binary logarithm and In to denote the natural logarithm. We
use [a, b] to denote the interval of integers {a,a+ 1,a+2,...,b — 1,b}.

String Preliminaries. A string S of length |S| = ¢ is a sequence S[0] - - - S[£ — 1] of ¢ characters
drawn from an alphabet ¥ of size |X|. The string S[i] - - - S[j], denoted S [i, j], is called a substring of
$;S[0, j—1] and S [i, £ — 1] are called the j** prefix and i*" suffix of S, respectively. Let P and S be
strings over an alphabet 3. We say that P occursin S iff there exists an i such that S [i, i + |P| — 1] = P.
We use 21401 to denote all strings S which satisfy a < |S| < b. The concatenation of two strings
A,Bisdefinedas A-B=A[0]---A[|A| —1]B[0] - - - B[|B| — 1] and is sometimes simply denoted by
AB. Given any two sets of strings A, B, we define Ao B ={A-B|Ac A,Bec B}

A trie for a collection of strings C = Sy, . .., S, denoted Tg, is a rooted labeled tree, such that: (1)
The label on each edge is a character of one or more S;. (2) Each string in C is represented by a path
in T¢ going from the root down to some node (obtained by concatenating the labels on the edges of
the path). (3) Each root-to-leaf path represents a string from C. (4) Common prefixes of two strings
share the same path maximally. For a node v € T, we let str(v) denote the string obtained from
concatenating the labels on the path’s edges from the root to v.

A compacted trie is obtained from T¢ by dissolving all nodes except the root, the branching nodes,
and the leaves, and concatenating the labels on the edges incident to dissolved nodes to obtain
string labels for the remaining edges. The string depth sd(v) = |str(v)| of any branching node v is
the total length of the strings labeling the path from the root to v. The frequency f(v) of node v is
the number of leaves in the subtree rooted at v. Throughout the paper, we assume that f(v) and
sd(v) values are stored in each branching node v. This can be obtained in O(|C|) time with a single
trie traversal using O(|C|) total extra space. The compacted trie can be represented in O(|C|) space
and computed in O(|C|) time [49].

Let S be a string over an alphabet X. The suffix tree of a string S, denoted by ST(S), is the
compacted trie of the set of all suffixes of S. Each leaf of ST(S) is identified by the starting position
in S of the suffix it represents. We can construct ST(S) in O(sort(|S], |2|), where sort(x,y) is the
time to sort |S| integers from an universe of size |X| [28, 29]. For instance, for any polynomial-size
alphabet 3 = [0, |S|°V] we can construct ST(S) in O(|S|) time.

Privacy Preliminaries. We collect some important definitions and results here. See Appendix A
for additional privacy background. First, we define the notion of sensitivity.

Definition 2.1 (Lp-sensitivity). Let f be a function f : y* — RF for some universe y. The
L,-sensitivity of f is defined as maxp-~p ||f(D) = f(D)]lp-
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Definition 2.2. The Laplace distribution centered at 0 with scale b is the distribution with prob-
ability density function fiapp) (x) = ﬁ exp (%) We use Y ~ Lap(b) or just Lap(b) to denote a
random variable Y distributed according to fiap(s) (x).

The following corollary follows from the Laplace Mechanism [26] and a Laplace tailbound (see
Appendix A, Lemmas A.1 and A.2 for details):

COROLLARY 2.3. Let f be a function f : y* — R¥ for some universe y with Ly-sensitvity at most
A;. Then there exists an e-differentially private algorithm A which for any D € y* outputs A(D)
satisfying ||A(D) — f(D)||e < €A, In(k/p) with probability at least 1 — f.

LEMMA 2.4 (StMPLE COMPOSITION [25]). Let A; be an (€1, 8;)-differentially private algorithm
x* — range(A;) and A, an (e, &,)-differentially private algorithm y* X range(A;) — range(A,).
Then A; o A; is (€1 + €3, 01 + 87)-differentially private.

3 Counting with Pure Differential Privacy

In this section, we prove Theorem 1.2. For simplicity, we prove the theorem for A = ¢. Since
county (P, S) < count(P,S) holds for all A < ¢ and all strings S € 2["] the same proof also works
for A < ¢. First, we make a simple, but fundamental observation, which we will use repeatedly.

LEMMA 3.1. ForanyS € D and any m < £, we have Y pesm count(P, S) < 2.

Proor. Since ? is the length of S, there are £ — m + 1 possible starting positions in S of substrings
of length m, and thus there are exactly £ — m + 1 substrings of length m of S. Therefore the total
count is never more than f —m+1 < ¢. m|

COROLLARY 3.2. For anym < ¢, the L;-sensitivity of (count(P, D))pesm is bounded by 2¢.

Algorithm Overview. Our algorithm underlying Theorem 1.2 consists of four main steps.

Step 1. We run an e-differentially private algorithm which computes a set C of candidate frequent
strings such that any string not in C has a small count in D and the set C is not too large (Lemma 3.3).

Step 2. We build the trie T¢ of the candidate set C, and construct a heavy path decomposition of
Tc (Lemma 3.5).

Step 3. For every node r which is the root of a heavy path, we compute a differentially private
estimate of count(str(r), D) (Corollary 3.8).

Step 4. For every heavy path p = vy, v1,...,0)5-1 With root r = vy, we consider the difference
sequence of counts along the path: i.e., for a node v; on the path and its parent v;_, the ith element
in the difference sequence is given by count(str(v;), D) — count(str(v;—1), D), fori=1,...,[p| - 1.
We use the binary tree mechanism to compute a differentially private estimate of the prefix sum of
the difference sequence (Corollary 3.10).

After these four steps, we can estimate the count of every node v in T¢: If v; is the ith node on a
heavy path vy, v1,...,0p|-1, its count can be computed as count(str(v;), D) = count(str(vp), D) +

3‘:1 (count(str(v;), D) — count(str(vj-1), D)). Thus, we can use the results from Step 3 and Step
4 to estimate the counts for every string in C. In the rest of the section, we detail this approach.

3.1 Computing a Candidate Set
As a first step, we show how to compute the candidate set C while satisfying e-differential privacy.

LEMMA 3.3. Let D = S4,...,S, be a database of documents. For any € > 0 and 0 < § < 1 there
exists an e-differentially private algorithm, which computes a candidate set C C M1 enjoying the
following two properties with probability at least 1 — f3:
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e Forany P € 21 not in C, count(P, D) = O(e™'¢log £ log(max{£?n?, |2|}/f)),
o |C| < n?.

Proor. First, we inductively construct sets Py, ..., P,j, with j = |log £], where P, contains
only strings of length 2% which appear sufficiently often as substrings in D. Let €; = ¢/(|log £] +1).
For every k = 1,..., [log ], we use an ¢;-differentially private algorithm to construct Py« from
P.,k-1, such that the full algorithm fulfills e-differential privacy. In a post-processing step, we
construct sets Cy, of strings of length m for every 1 < m < ¢, such that every pattern of length m
which is not in C,, has a small count with high probability. We define C as the union of all C,,.

Computing P,. First, we estimate count(y, D) of all letters y € X. By Corollary 3.2, the
sensitivity of (count(y, D)),cs is bounded by 2¢. Let 8; = /(|log ¢] + 1). Using the algorithm
given by Corollary 2.3, we compute an estimate count*(y, D) such that

2 2
max |count™(y, D) — count(y, D)| < e—fln(|2|/ﬁ1) < 6—[ln (max{fznz, [=1}/B1)
ye 1 1

with probability at least 1 — f;, while satisfying e;-differential privacy. In the following, we let
a= i—’f In(max{¢?n?, |3|}/fB1). We keep a pruned candidate set Py of strings of length 1 with an
approximate count at least 7 = 2a, i.e., Py consists of all y with count®(y, D) > 7. If |Py]| > ne,
we stop the algorithm and return a fail message.

Computing P, for k = 1,..., [logf]. Given Pyr-1 with |Pyr-1| < nf and k > 1, we compute
P, as follows: first, we construct the set Poc1 0 Poecs, i.e., all strings of length 2F that are a
concatenation of two strings in P,x-1. There are at most (nf)? of these. Again by Corollary 3.2, the
L;-sensitivity of count for all strings in Pyx-1 0 Por-1 is bounded by 2¢. We use the algorithm from
Corollary 2.3 to estimate the counts of all strings in Pyx-1 © Pye-1 up to an additive error at most
i—f In(£2n?/B;) < a with probability at least 1 — 8; and e;-differential privacy. The set Py« is the set
of all strings in Pyr-1 © Pyr-1 with an approximate count at least 7. Again, if |Pyx| > n¢, we stop the
algorithm and return a fail message.

Constructing C. From Py, . .., P,;, we now construct, for each m which is not a power of two,
a set of candidate patterns C,,, without taking O further into account. Specifically, for any fixed
length m with 2¥ < m< 2! fork=0,..., llog ], we define C,, as the set of all strings P of length
m such that P[0, 2F — 1]€ Py« and P[m — 25, m — 1] € Pyr. For m = 2% for some k € {0, ..., [log €]},
we define C,,, = Ppr. We finally define C = U,ﬂl:l Cnm.

Privacy. Since there are |log #] + 1 choices of k, and for each we run an ¢; = ¢/(|log¢] + 1)-
differentially private algorithm, their composition is e-differentially private by Lemma 2.4. Since
constructing C from Pa, . . ., Pox is post-processing, the entire algorithm is e-differentially private.

Accuracy. Since there are |log £ + 1 choices of k, by the choice of f;, and by the union bound,
all the error bounds hold together with probability at least 1 — f. Let E be the event that all the
error bounds holding simultaneously. In the following, we conditioned on E. Conditioned on E,
forany P € Py, k = 0,..., |log¢], we have that count(P,D) > r—a > a > 1, i.e, P appears
at least once as a substring in 9. Note that any string in D has at most ¢ substrings of length
2k Since there are n strings in D, we have |P,c| < nf, conditioned on E. Thus, conditioning
on E, the algorithm does not abort. Additionally, any P of length 2¥ which is not in P, satisfies
count(P, D) < t+a = 3a. Now, any pattern P of length 2¢ < m < 2K*! for some k € {0, ..., |log £]}
satisfies that count(P, D) < count(P[0, 2% — 1], D) and count(P, D) < count(P[m -2k, m—1], D).
Since P ¢ C,, if and only if either P[0,2% — 1] ¢ Py or P[m — 2K, m — 1] ¢ Py, we have that
P ¢ C,, implies count(P, D) < 3a, conditioned on E. As P[0, 2% — 1] and P[m — 2%, m — 1] cover P
completely, we have |Cp,| < |Pyr|? < (n€)?. Therefore, |C| = 3 _, |Gl < n£3. ]

The following lemma provides an algorithm to compute C in polynomial time and space.
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LEMMA 3.4. Given a database of n documents D = Sy, ..., S, over IV a set C satisfying the
properties of Lemma 3.3 can be computed in time O (n*¢° loglog(nt) + n*t*) and space O(n*¢*) .

Proor. In a preprocessing step, we construct the suffix tree ST of the string S = $1$152%2 . .. Sn$n,
where D ={S;,...,S,} and $1,...,$, ¢ 3, and store, within each branching node v, the ID leaf (v)
of the leftmost descending leaf. We also construct a substring concatenation data structure over
S. A substring concatenation query consists of four integers iy, iy, ji, j2. If S[i1, j1] o S[iz, j2] is a
substring of S it returns a pair of indices i, j such that S[i, j] = S[i1, j1] o S[iz, j2], together with a
pointer to the shallowest (i.e., closest to the root) branching node v of ST such that S[j, j] is a prefix
of str(v); it returns a NIL pointer otherwise. Such a data structure can be constructed in O(nf) time
and space, and answers queries in O(loglog(nf)) time [8, 9].

Main algorithm. The algorithm proceeds in phases for increasing values of k = 0,1,.. ., [log £].
In Phase k = 0, it computes a noisy counter c,, for each letter y € %, and stores in #» all and only
the letters such that ¢}, > 7. To do so, it first computes the true frequency of each letter by traversing
the suffix tree ST: the frequency of y is given by f(v,), where v, is the shallowest branching node
of ST such that str(v,) starts with y (the frequency is 0 if no such node exists, i.e., y does not occur
in the database D). Noisy counts c), are then obtained as in Lemma 3.3. $y is represented by a list
of pairs (y, p), where p is a pointer to v, (p = NIL if v, does not exist).

In any phase k > 0, the algorithm performs two steps: (1), compute a noisy counter c*Q for every
string Q € Pyr-1 © Por-1 and store a representation of P,« consisting of all and only the strings Q
such that c*Q > 7 (abort the procedure and return FAIL if |P,«| > nf); (2), construct sets Cy, for
every 2K < m < 2K*1. We now describe each of these steps in more detail.

Step 1. Py« is represented as a list of pairs (Q, p), where Q is a string of length 2 and p is a
pointer to the shallowest node v of ST such that Q is a prefix of str(v) (or p = NIL if no such v
exists). Consider all ordered pairs of items from the $,«-1 list. For each such pair ({Q1, p1), (Q2, p2)),
if p1, p2 # NIL, let v1, v, be the nodes of ST p; and p, point to, respectively. We ask a concatenation
query with i; = leaf(vy), iz = leaf(vy), j1 = i1 + 2Kk=1 1, j, = iy + 271 — 1; if the result is a
pointer p to a node v of ST, we compute cz)l 0, by adding noise to f(v) as in Lemma 3.3, append
pair (Q10,, p) to the list of Py if ¢ .0, 2 T, or discard it and move on to the next pair of elements
from Pyi-1 otherwise. In all the other cases, that is, if either p; = NIL or p, = NIL or the result
of the concatenation query is p = NIL, the true frequency of Q; - Q; in D is 0, thus we compute
c*Ql 0 by adding noise to 0 and append (Q10Q, p) to the list of Por only if c"Q1 o, 2 - We stop the
procedure and return FAIL whenever the number of triplets in Py« exceeds n¢.

Step 2. For any 28 < m < 251, set C,, consists of all strings Q of length m whose prefix
0: = 0[0, 2% — 1] and suffix O, = Q[m — 2K, m — 1] are both in P,. Note that, since m < 251,
this implies that Q; and Q, have a suffix/prefix overlap of length 25*! — m, or in other words,
Q1[m — 2%,2% — 1] and Q,[0, 2 — 1] have a common prefix of length 2K*! — m. The construction
of Cp, thus reduces to finding all pairs of strings from P,« with a suffix/prefix overlap of length
2k+1 _m. To do this efficiently for all m, we preprocess Py« to build in O(sort(2€n¢, |3|)) time a data
structure that occupies O(2¥n¢) space and answers Longest Common Extension (LCE) queries in
O(1) time [6, 29, 43] (since 2¥n¢ upper bounds the total length of the strings in P,). An LCE query
consists of a pair of strings Q1, Q2 € P, and two positions q;, gz < 2F; the answer LCEg, 0,(q1,92)
is the length of the longest common prefix of the suffixes Q1 [q1, 25 — 1] and Q3 [q3, 25 — 1].

Once the LCE data structure is constructed, consider all ordered pairs of items from the list of P«.
For each pair ((Qy, p1), {Q2, p2)) and each 2 < m < 21 compute LCEg, 0,(m— 2k, 0): if the result
is 2K+1—m, then Q; and Q, have a suffix-prefix overlap of length 2K*!—m, thus the concatenation of Q;
and the suffix of Q; immediately following the overlap, thatis Q = Q4 [0, ok — 1]-02 [2]‘+1 —m, 2k - 1],
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belongs to Cy,. Once again, we represent Q,, with a list of pairs (Q, p), where p is a pointer to the
shallowest node v of ST such that Q is a prefix of str(v), with p = NIL if Q does not appear in D
(thus no such node v exists). The pointer p for a string Q = Q;[0,2% — 1] - Qy[2K*! — m, 2K — 1]
is obtained as the result of the concatenation query with i; = leaf(v;), iz = leaf(v,) + 25*1 — m,
ji=i1+25 =1, j, = i + 25 — 1; p = NIL if either p; = NIL or p, = NIL.

Time and space analysis. Consider Step 1 and focus first on the space occupancy. By construc-
tion, at any phase k = 0,.. ., | log €], P« is represented by a list of O(nf) pairs, each consisting of a
string of length 2% and a pointer. Storing the list in Phase k thus requires space O(2¥n¢), implying a
total space O(nt?) to represent all the lists. As for the running time, in each phase k = 1,... ., [log £]
we consider O(n’¢?) pairs of elements from P, 1; for each pair, we ask one concatenation query,
requiring O (loglog(nf)) time (as to ask the query we do not need to read the string of the pair),
compute a noisy counter in O(1) time, and write a new pair consisting of a string of length 25*1
and a pointer if the counter exceeds 7. Since we abort the procedure if the number of written pairs

exceeds nt, the total writing time in Phase k is O(2¥+'n¢), thus O (Z,Elfg’ tl 2k+1n[) = O(nf?) over

all phases. Therefore, the total time for Step 1 is dominated by the concatenation queries, and
summing over the |log £] + 1 phases it is O(n?¢? loglog(n?) log ¢).

Let us now focus on Step 2, and consider first the space occupancy. For each phase k =
0,...,|log¢], we construct an LCE data structure that occupies O(2k nf) space; however, at the
end of Phase k, this data structure can be discarded, thus the space it occupies at any point of
the algorithm is O (n¢?). For each 2 < m < 2K*!, we represent C,, with a list of up to n®¢? pairs
consisting of one string of size m and one pointer, thus using space O (mn?¢?). The total space to
store all lists is thus O (X{,-; mn?¢?) = O(n?¢*), which dominates the space occupancy of the algo-
rithm. The running time of Step 2 is as follows. For each k, we construct the LCE data structure for

P, in time O (sort(2€n¢, |2|)), thus the total time for all phases is O (Z,Elzofﬁ (sort(2kne, |Z|))) =

O (sort(n¢?, |2])). To compute the list representation of C,,, we ask O (n®¢*) LCE and concate-
nation queries in total O (n®¢?loglog(nt)) time; and we use O (mn?¢?) time to write all the list
pairs. Summing over all m = 1,...,¢, we obtain a total time O (n2f4) to write all the lists and
O (n?¢%loglog(nt)) total time for the LCE and concatenation queries. The total running time for
Step 2 is thus O (sort(nt? |2|) + n** loglog(nt) + n®t*) = O (n*¢* loglog(nt) + n*¢*). ]

The next step towards Theorem 1.2 is to arrange C in a trie and compute its heavy path decom-
position, as we explain in Section 3.2.

3.2 Heavy Path Decomposition and Properties

In the following, let T¢ be the trie of a set C fulfilling the properties of Lemma 3.3. Note that the
number of nodes in T¢ is bounded by the total length of strings in C, which is n?£*. In the following,
let |T¢| denote the number of nodes in T¢. A heavy path decomposition of a tree T is defined as
follows. Every edge is either light or heavy. There is exactly one heavy edge outgoing from every
node except the leaves, defined as the edge to the child with the largest subtree (i.e., the subtree
containing most nodes). Ties are broken arbitrarily. The longest heavy path is obtained by following
the heavy edges from the root of T to a leaf: note that all edges hanging off this path are light. The
other heavy paths are obtained by recursively decomposing all subtrees hanging off a heavy path.
We call the topmost node of a heavy path (i.e., the only node of the path which is not reached by a
heavy edge) its root. The heavy path decomposition of a tree with N nodes can be constructed in
O(N) time and has the following important property:
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LEMMA 3.5 (SLEATOR AND TARJAN [59]). Given a tree T with N nodes and a heavy path decomposi-
tion of T, any root-to-leaf path in T contains at most [log N| light edges.

Difference sequence. For any path p = vy, v,...,0)p|-1 in the trie T, the difference sequence of
count on p is the |p| — 1 dimensional vector diff,(D)[i] = count(str(v;), D) — count(str(v;_1), D)
fori=1...|p| — 1. In the following, we collect some useful lemmas about the sensitivity of the
counts of the roots and the difference sequences on the heavy paths.

LEMMA 3.6. Let D and D’ be neighboring data sets, such that D’ = D \ {S} U {S'}.
(1) For any node v in the trie T¢, |count(str(v), D) — count(str(v), D’)| = |count(str(v),S) —
count(str(v),S")|.
(2) Forany path p with rootr inTc, ||diff , (D) —diff,(D’)[|; < count(str(r),S)+count(str(r),S’).
Proor. Item 1 follows from the definition of count. For item 2 we have
||diff, (D) — diff, (D)1
lpl-1
= Z |count(str(v;), S) — count(str(v;_;),S) — (count(str(v;),S’) — count(str(v;_1),S’))|
i=1
lpl-1 lpl-1
< Z |count(str(v;), S) — count(str(v;_1), S)| + Z |count(str(v;),S”) — count(str(v;_1),S)]|.
i=1 i=1
Note that if v’ is a descendant of v, then str(v) is a prefix of str(v”) and therefore count(str(v),S) >
count(str(v”), S). Since count(str(v;), S) is monotonically non-increasing in i for p = v, v1,...,0)p|-1
with vy = r, from 0 < count(str(v;),S) < count(str(r),S), for any descendant v; of r, it follows that
Zlﬂ_l |count(str(v;), S) — count(str(v;—1),S)| < count(str(r),S). The same argument applies for
S’ and thus item 2 follows. O

LEMMA 3.7. Letro, 11, ..., 1k be the roots of the paths of the heavy path decomposition of T¢, where
ro is the root of Tc. Then for any string S of length at most £, we have YX count(str(r;),S) <
£([log [Tc[1+ 1) = O(£log(nt)).

ProoF. For any suffix S; of S, let v; be the node in T¢ such that str(v;) is the longest prefix of
S; which is in C. We say that the path from the root of T¢; to v; corresponds to S;. For any heavy
path root r, note that count(str(r), S) is exactly the number of suffixes of S that begin with str(r).
Further, if a suffix S; has str(r) as a prefix, then the path corresponding to S; goes through r. By the
property of the heavy path decomposition (Lemma 3.5), the path corresponding to S; contains at
most [log |T¢|] light edges, and as such, at most [log |T¢|] + 1 heavy path roots. Thus, any suffix S;
of S contributes at most [log |T¢|] + 1 to the total sum. Since we have at most ¢ suffixes, this gives
us Zf:o count(str(r;),S) < £([log|T¢|] + 1) = O(£log(nt)). O

Lemma 3.6.1 and Lemma 3.7 give that the L;-sensitivity of (count(str(r;), Z)))fzo is bounded by

£([log |T¢|1 + 1) = O(£log(nf)). Additionally, note that since Tc has at most n?¢3 leaves, there are
at most n¢® heavy paths. Together with Corollary 2.3, this gives:

COROLLARY 3.8. Letry,..., 1 be the roots of the heavy paths of Tc. For anye > 0 and0 < f < 1,
there exists an e-differentially private algorithm, which estimates count(str(r;), D) for the heavy path
roots ro, ..., 1y up to an additive error at most O(e™'¢log(nf) In(k/f)) = O(e'¢log?(nt/pB)) with
probability at least 1 — J.

Additionally, Lemma 3.6.2 and Lemma 3.7 give that the sum of L;-sensitivities of the difference
sequences over all heavy paths is bounded by 2¢([log |T¢|] + 1). As the next step, we show how to
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compute all prefix sums of the difference sequences of all heavy paths with an error O(£[log |T¢|1)
up to polylogarithmic terms. To do this, we show that we can estimate the prefix sums of k sequences
while preserving differential privacy up to an additive error which is roughly the sum of their
L;-sensitivities. The algorithm builds a copy of the binary tree mechanism [27] for each of the k
sequences. Since the binary tree mechanism, to the best of our knowledge, has not been analyzed
for this problem formulation, we give the following lemma.

LEMMA 3.9. Let x* be any universe of possible data sets and T € N. LetaV, ..., a'®) be k functions,
where the output of every function is a sequence of length T, i.e.a') : y* — N foralli € [1,k]. LetL be
the sum of Ly -sensitivities ofa'V), ..., a'®), that is, let L = max, Y5, JT~:1 [a®D () [j]-a®@ (x")[j]].
For anye > 0 and 0 < f < 1 there exists an e-differentially private algorithm computing for
every i € [1,k]| all prefix sums of a¥) (x) with additive error at most O(e 'Llog T log(Tk/p)) with
probability at least 1 — f.

We defer the proof to the full version [7]. Lemma 3.9 gives the following corollary with L =
£([log |Tc|1 + 1) = O(¢log(nf)), k < n?¢3,and T = ¢.

COROLLARY 3.10. Let py, ..., pi be all heavy paths of Tc. For any € > 0 and 0 < 8 < 1, there exists
an e-differentially private algorithm, which estimates }_; diffy,, (D) [j] foralli=1,..., |pm| and
allm =0,...,k up to an additive error at most

O (e7'¢log(n¢) log ¢log(tk/p)) = O (¢ 'tlog tlog(nt/p))
with probability at least 1 — f.

Lemma 3.11 below provides a procedure to compute T¢ efficiently.

LEmMA 3.11. Given the representation of C output by the algorithm of Lemma 3.4 for a database D
of n documents from 211, a trie To and its heavy path decomposition, noisy counts of the heavy path
roots and noisy prefix sums on the heavy paths, can be computed in O(n*¢*) time and space.

ProoF. Let D = Si,. .., S,. Given the representation of C output by the algorithm of Lemma 3.4
with the suffix tree of $1$; ... S,$,, we can build the trie augmented with the true counts for each
node in O(n?¢*) time and space: we just insert each string letter by letter, and at the same time
traverse the suffix tree to compute the counts for each prefix. Given the trie, we can compute
the heavy path decomposition in linear time of the size of the trie, i.e. in O(n?#*) time. Given
the counts for each node, we can compute the noisy counts for all roots of the heavy paths in
O(n*¢?) time. Further, for every heavy path of length h, we can compute the noisy prefix sums of
the difference sequences in O(h) time and space: note that we divide the length of the path into
dyadic intervals, and need to compute a noisy count for each dyadic interval. Constructing these
partial sums bottom-up can be done in O(h) time. Since all heavy paths lengths summed up are
bounded by the size of the tree, the total time is O(n?£?). ]

3.3 Putting It Together

Our full algorithm runs the algorithms given by Lemma 3.4, Corollary 3.8 and Corollary 3.10 in
sequence with privacy parameter €’ = €/3 and failure probability f’ = (/3. For a heavy path
D = 00,01, ..., 0)p|-1 With root r = v, let count®(str(r), D) be the approximate counts computed by
the algorithm from Corollary 3.8, and let sums}, [ i] be the approximate estimate of Zj-:l diff, (D) [j].
Then for any node v; on the path with i > 0, we compute count”(str(v;), D) = count*(str(r), D) +
sums,, [i]. Let & be the sum of the error bounds for Corollary 3.8 and Corollary 3.10 which each
hold with probability 1 — ’. We have @ = O(e™!¢log¢log®(nt/p)). As a final step, we prune
T¢ by traversing the trie from the root, and for any node v with count®(str(v;), D) < 2a, we
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delete v and its subtree. We return the resulting pruned trie T* together with approximate counts
count*(str(v), D) for every node v € T*.

By the composition theorem (Lemma 2.4), this algorithm is e-differentially private. By a union
bound, all its error guarantees hold together with probability 1 — 38" = 1 — f. Thus, we get with
probability 1 — § a trie T*, with the following properties:

e For each node v € T*, by Corollaries 3.8 and 3.10,
|count* (str(v), D) — count(str(v), D)| < & = O (¢ '¢log tlog?(nt/p))

e Every string P € Z[¢] which is not present T* was either: (i) not present in C, in which case
count(P, D) = O(e ¢ log ¢(log(nt/B) +log |>|)) by Lemma 3.3; or (ii) deleted in the pruning
process of T¢, in which case count(P, D) < 3a = O(e”'¢log £ log?(nt/p)).

e Any string P € S which is present in T* has a count at least 2a — a > 1. Therefore, T*
has at most O(n#?) nodes.

To query the resulting data structure for a pattern P, we match P in the trie, and if there is a node v
with str(v) = P, we return the approximate count count*(str(v), D) saved at v. If P is not present,
we return 0. This requires O(|P|) time. In summary, we have obtained Theorem 1.2.

3.4 Faster Algorithm for Fixed-Length g-grams and Pure Differential Privacy

If we only care about counting g-grams for a fixed length g, the algorithm can be simplified
significantly, improving the construction time significantly and the error slightly.

LEMMA 3.12. Letn, ¢, and q < ¢ be integers and ¥ an alphabet of size |X|. Let A < £. For any € > 0
and 0 < f < 1, there exists an e-differentially private algorithm, which can process any database
D =S,,...,S, of documents from SI-¢1 and with probability at least 1 — B output a data structure for
computing county for all g-grams with additive error O ("¢ log t(log(nt/f) + log |Z|)). The data
structure can be stored in O(nt?) space and answer queries in O(|P|) time. It can be constructed in
O(n?f%log qloglog(nt) + n?£3) time using O(n%t*) space.

PrOOFSKETCH. The algorithm constructs Py, ..., P,;, where j = |loggq], as in the proof of
Lemma 3.3, with privacy parameter €’ = €/2. We can then construct C,, again as in Lemma 3.3. We
compute noisy counts of every string in the set C; with the Laplace mechanism (Lemma A.1) and
privacy parameter €/2. As a post-processing step, we throw out all elements from C,; whose noisy
count is below 2@, where « is the error of the Laplace mechanism. We call the resulting set ; and
arrange its elements into a trie together with the corresponding noisy counts. By composition, this
is e-differentially private. By a similar argument as Lemma 3.3, with probability at least 1 — f3, the
noisy counts of any element in the trie has an error at most O (¢! log ¢ (log(n¢/f) +log(|Z]))),
and everything not in the trie has a count at most O (¢ "' log ¢ (log(nt/f) + log(|Z]))). Again by a
similar argument as Lemma 3.3, with probability at least 1 — , we have |P,| < n¢, and therefore
the trie has size at most n¢?.

As shown in Step 1 of the proof of Lemma 3.4, Py, ..., P,; can be constructed using total time
O(n?*t*log qloglog(nt)) and O(nt?) space. The set C and the true count of every string in C; can
be computed in an additional O(n%¢? log log(nt) +n?£3 +sort(nt?, |2])) = O(n?%loglog(nt) +n¢3)
time and O(n?¢%) space. The trie can be constructed in time O(n?£%). O

4 Counting Functions on Trees

In this section, we prove Theorem 1.5. The strategy is essentially the same algorithm as the one
applied to T¢ in the previous sections.
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Proor oF THEOREM 1.5. The algorithm starts by computing a heavy path decomposition of T.
Then, we use the Laplace mechanism to compute the counts of all heavy path roots with €/2-
differential privacy. Furthermore, for every heavy path p = vy, ..., v),|-1, we compute the prefix
sums of the difference sequence diff,(D)[i] = c(v;, D) — c(vj—1, D) via Lemma 3.9 with e/2-
differential privacy. Let r = vy be the root of the heavy path. For any node v; on heavy path p, we
can compute ¢(v;) from é(r) plus the approximate value of 23:1 diff, (D).

To analyze the accuracy, let D and D’ be neighboring and let [ be a leaf such that |c(], D) —
c¢(I, D")| = b < d. Note that ¢(I, D) contributes to c(v, D) if and only if [ is below v. In particular,
by Lemma 3.5, it can contribute at most b to the function ¢ of at most O(log |V|) heavy path roots.
Thus, for the roots ry, . . ., ri of heavy paths, we have Z{;l le(ri, D) —c(r;, D’)| = O(dlog |V]). Thus,
by Lemma A.1, we can estimate c(r;, D), ..., c(ry, D) up to an error of O(e~'dlog|V|In(k/p))
with probability at least 1 — /2. Similarly, [ can only contribute by at most b to the sensitivity of
the difference sequence of any heavy path that has a root above /. Thus, using Lemma 3.9 with
L = 0(dlog|V]), we can estimate all prefix sums of diff,, for all k heavy paths p with an error at
most O(edlog |V|log hlog(hk/B)) with probability at least 1 — /2. O

5 Faster Algorithm for Fixed-Length g-grams and Approximate Differential Privacy

In this section, we give an algorithm for (e, §)-differentially private g-grams, which can be made to
run in O(nf(log q + log |X|)) time and O(n¢) space. The idea is that for this less stringent version
of approximate differential privacy, we can avoid computing the noisy counts of substrings that
do not appear in the database, by showing that with high probability, these strings will not be
contained in the result, anyway. Specifically, we will use the following lemma.

LEmMA 5.1. Let Alg, : y* — R and Alg, : y* — R be two randomized algorithms. Let € > 0,
5€[0,1) andy < 2. Let Alg, be (€, 6")-differentially private, where §’ < y. Assume that for every

3e€

data set D € x*, there exists an event E(D) C R such that for allU C R
Pr[Alg, (D) € U|Alg,(D) € E(D)] = Pr[Alg,(D) € U]
and Pr[Alg, (D) € E(D)] = 1 —y. Then Alg, is (e, §)-differentially private.

Proor. Let D and D’ be neighbouring data sets and let (Alg, (D) € E(D)) = Eand (Alg,(D’) €
E(D’)) = E’. We have, for any U € R:

Pr[Alg, (D) € U] _ ¢“Pr[Alg (D) € U]+’

Pr[Alg,(D) € U] = Pr[Alg, (D) € U|E] < = < —
- e (Pr[Alg, (D) e UIE'](1—y) +y) + ¢
< 1=y
. , ,. ey +d
<e Pr[Algl(Z))EUlE]+1—

< e°Pr[Alg, (D) € UIE'] +6
= e Pr[Alg, (D) e U] +6
The third inequality holds since Pr[E’] > 1 — y and the last inequality holds since
€ ’ €
ey+9 < 2ey .
I-y I-y
2

lej,/ < § gives (2e€ + §)y < § and therefore it is enough to choose y < % < 25§+5.

Setting

]

LEMMA 5.2. Letn, ¢, andq < ¢ be integers and 3. an alphabet of size |X|. Let A < £. Foranye > 0,8 >
0,and0 < f < 1, there exists an (¢, §)-differentially private algorithm, which can process any database
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D =S,,...,S, of documents from 211 and with probability at least 1 — § output a data structure for
county for all g-grams with additive error O (e‘l\/[A log(nt) logq (e +loglog g + log %))

Proor. The idea is to design two algorithms, Alg; and Alg,, where Alg, is the algorithm that
we will run, and Alg, is an algorithm which we show to be differentially private with appropriate
parameters. We then argue that the two algorithms behave the same conditioned on a high-
probability event. We set €; = €/(|logq] + 2), f; = min(f/(|logq] + 2),5/(3e°(|logq] + 2)),
61 < pi1. Let j = [logq] and Alg, = Algijﬂ) o0---0 Algio).

. Alggo) computes Py as follows: it adds noise scaled with N (0, 6?) to the count of each letter,
where o = 2¢;14/2¢AIn(2/5,). Let a = 2¢7'4/2¢AIn(2/68;) In(2 max{£2n?, [2|}/B1). The set
P, is the set of all letters with a noisy count at least 2a. We stop if |Py| > nf.

° Alggk), for 0 < k < j + 1, computes P, by adding noise scaled with N (0, %) to the count of
every string in Py 0 Porr. Py is the set of all strings of length 2% with noisy count at least
2a. We stop if [Py« | > nt.

. Alggj i) computes P, by adding noise scaled with N(0, o) to the count of every string P of
length g such that P[0...2/ — 1] € Pp; and P[q—2/...q — 1] € P,,. Pq is the set of all such
strings with a noisy count at least 2« and we output it together with the noisy counts.

Let Z;n (D) be the set of all strings P of length m which satisfy counta (P, D) = 0. Alg, is
Alg, = Alggj Moo Alggo), where for every 0 < k < j + 1, the algorithm Algék) is the same as

Algik), except it does not take into account strings whose true count is zero. In detail:

° Alggo) constructs P, by adding noise scaled with N (0, 6?) to the count of every letter in 3 \
Zi(D), where o = 2¢;'4/2¢AIn(2/6,). Let a = 2¢;'\/2¢AIn(2/6,) In(2 max{¢2n?, ||}/ B1):
P is the set of all letters with a noisy count at least 2a.

. Alggk), for 0 < k < j+1, constructs P,« by adding noise scaled with N(0, o%) to the count of
every string in (Por-1 0 Por-1) \ Zor (D). The set Pyr contains all strings with noisy count at
least 2a.

. Algéj D constructs P, by adding noise scaled with N(0, o?) to the count of every string
P € 39\ Z4(D) of length g such that P[0...2/ —1] € Py and P[q— 2/ ...q — 1] € Py;. Py
is the set of all such strings with a noisy count at least 2a together with the noisy counts.

Privacy of Alg,. Every Algik) for 0 < k < j + 1is (€, 61)-differentially private by Corollary B.2
and Lemma A.6. We use Lemma 5.1 on Algik) and Alggk), for every 0 < k < j+1. We define E®) (D)
as the event that none of the noises added by Algik) to strings in Zy exceeds an absolute value of a.
By Lemma A.7, this is true with probability at least 1— ;. Let R¥) be the range of Algik) and Alggk).
Now, for any U € R*) and since all the added noises are independent, Pr[Algik) € UIE® (D)] only
depends on the distribution of the noises added to the counts of strings in (Par-1 © Pyr-1) \ Zox (D)

and is thus equal to Pr[Algék) € U]. Since §; < fy and f; < by Lemma 5.1, we

have that Alggk) is (€1, 6/ ([log q] + 2)) differentially private. By Lemma 2.4, we have that Alg, is
(€, 6)-differentially private.

Accuracy. The accuracy proof proceeds similarly to the proof of Lemma 3.3 (or Lemma B.3,
which is its equivalent for (e, §)-differential privacy). By the same arguments, with probability at
least 1 — f, every pattern of length g not in $; has a count at most 3o, and we compute the counts

of patterns in P, with error at most @, where a = 2¢;'+/2¢A1n(2/8;) In(2 max{¢?n?, [Z[}/f1) =
O(e™'\/iA Tog(nf) log q(e + loglog g + log %)) )
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Lemma 5.3 provides an efficient procedure to construct sets Py, ..., Py and P, for Alg,. The
efficiency of this procedure relies on the fact that Alg, ignores all substrings that do not occur in
any document of D, in contrast with the algorithms underlying Theorem 1.2. This crucial difference
allows us to compute (noisy) counts only for carefully selected substrings of D, effectively avoiding
the computational bottleneck of the algorithm of Theorem 1.2. Lemmas 5.2 and 5.3 together give
Theorem 1.4.

LEMMA 5.3. Given a database of n documents D = Sy,...,S, from 211 and an integerq < ¢, a
data structure satisfying the properties of Lemma 5.2 that answers q-gram counting queries in O(q)
time can be computed in O(nf(log q + log |2])) time and O(nf) space.

Proor. Our main tool is the suffix tree ST of the string S = 5:$:15:%2 - S,$,, with D =
{S1,S2,...,Sn} and $1, %2, ..., $, € 2, preprocessed to answer weighted ancestor queries in O(1)
time. A weighted ancestor query consists of two integers p, £ > 0, where p is the ID of a leaf of ST;
the answer is the farthest (closest to the root) ancestor v of leaf p with string depth at least £. Any
such query can be answered in O(1) time after a linear-time preprocessing to build a linear-space
additional data structure [5, 38]. We also store, within each branching node v of ST, the ID leaf (v)
of the leftmost descending leaf. This extra information can be computed in linear time with a DFS
of ST, and requires linear extra space. The ID stored at a node v gives, together with the string
depth of v, a witness occurrence in some document from D of the substring represented by v.

Our procedure computes an implicit representation of sets P« for increasing values of k € [0, j],
where j = |log q]; it returns a compacted trie of the elements of #; with a noisy counter for each
element. For each phase k < j, we perform the following steps. (i) Traverse ST to find the set of
branching nodes whose string depth is at least 2F and such that the string depth of their parent
node is strictly smaller than 2X. We call such nodes 2%-minimal. (ii) For k = 0, add noise to the
frequency stored in each 1-minimal node as in Lemma 5.2, and mark as belonging to $» the nodes
whose noisy count exceeds 2. In Phase k > 0, we ask two weighted ancestor queries for each
2K-minimal node o: one with p = leaf(v) and £ = 2K~1, one with p = leaf(v) + 25! and ¢ = 2K~ If
the answer to both queries is a node marked as belonging to $,«-1, we add noise to the frequency
of v and mark it as belonging to P,« if the noisy count exceeds 2a; we proceed to the next node
otherwise. Note that at the end of Phase k we can remove from ST the markers for $,«-.. Finally,
to compute P, for each g-minimal node v we ask weighted ancestor queries with p = leaf(v) and
¢ = 2/ and with p = leaf(v) + ¢ — 2/ + 1 and ¢ = 2/. If the answer to both queries is a node marked
for P,;, we add noise to the frequency of v; if it exceeds 2, we insert str(v)[1, ] in the output trie
and store this noisy counter within the corresponding leaf. To answer a query for a g-gram P, we
spell P from the root of the trie in O(q) time. We return its noisy counter if we find it, 0 otherwise.

Time and space analysis. For each value of k, the algorithm traverses ST in O(n?f) time; since
the 2F-minimal nodes partition the leaves of ST, it asks up to 2 O(1)-time weighted ancestor queries
per leaf, thus requiring O(n?) total time. Since ST can be constructed in O(nf log |X|) time [28] and
k takes |log q| distinct values, the whole procedure requires O(nf(log g + log |X|)) time. The space
is O(n?) because ST and the additional data structure for weighted ancestor queries occupy O(nf)
words of space [5], and at any phase k, each node stores at most two markers. Finally, the output
compacted trie occupies space O(n¢) because (i), since D contains at most O(nf) distinct g-grams
it has at most O(nf) leaves, and (ii), since all the g-grams in the trie occur in D, the edge labels can
be compactly represented with intervals of positions over D, similar to the edge labels of ST. O
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A Additional Privacy and Probability Background

LEMMA A.1 (LAPLACE MECHANISM [26]). Let f be any function f : y* — R¥ with L, -sensitivity A;.
Let Y; =~ Lap(Aq/e) fori € [k]. The mechanism is defined as A(D) = f(D) + (Y1, ..., Y) satisfies
e-differential privacy.

LEMMA A.2 (LAPLACE TAILBOUND). IfY ~ Lap(b), then Pr[|Y| > tb] = e”".

Definition A.3 (k-neighboring). Let y be a data universe. Two data sets D and D’ are called
k-neighboring, if there exists a sequence D = D; ~ Dy ~ -+ ~ Dy ~ D = D".

Fact 1 (GrouP PrivACY). Let y be a data universe, and € > 0. If an algorithm A : y* — range(A)
is e-differentially private, then for all k-neighboring D € y* and D’ € y* and any set U € range(A),
we have Pr[A(D) € U] < ek Pr[A(D’) € U].

LEMMA A.4 (SuM OF LAPLACE VARIABLES). LetYy,. .., Yy be independent variables with distribution
Lap(b) and let Y = Zle Y. Let0 < f < 1. Then

Pr [|Y| > 2by/2In(2/) max {\/E \/ln(z//})}] <p.
Proor. Apply Corollary 2.9 in [16] to by =--- = by = b. o

Definition A.5 (Normal Distribution). The normal distribution centered at 0 with variance o? is
the distribution with the probability density function

1 ( x? )
exp [-—
oV2r 20*
We use Y ~ N(0,0?%) or sometimes just N(0,0?) to denote a random variable Y distributed
according to fy (o ¢?)-

N2 (%) =

LEMMA A.6 (GAUSSIAN MECHANTsM [10]). Let f be any function f : y* — R¥ with L,-sensitivity
A. Lete € (0,1), ¢ > 2In(1.25/8), and 6 > cA;(f)/e. Let Y; ~ N(0,0?) fori € [k]. Then the
mechanism defined as A(D) = f(D) + (Ys,..., Y) satisfies (e, §)-differential privacy.

2
LEMMA A.7 (GAUSSIAN TAILBOUND). Let Y ~ N(u, 02). Then Pr[|Y — | > t] < 2¢ 307

COROLLARY A.8. Let f be a function f : y* — R¥ for some universe y with Ly-sensitvity at most
Ay. Then there exists an (e, §)-differentially private algorithm A which for any D € x* outputs A(D)

satisfying ||A(D) — f(D)||e < 267 Az+/In(2/6) In(2k /) with probability at least 1 — f.

Fact 2 (Sum oF NORMAL DISTRIBUTIONS). Let X; ~ N(0,0%) and X; ~ N(0, 02) be independently
drawn random variables. Then Y = X; + X fulfills Y ~ N(0, 0% + o7).

B Counting with Approximate Differential Privacy
In this section, we prove Theorem 1.3. The algorithm proceeds in the same four main steps as the
e-differentially private algorithm. To analyze this strategy for (e, §)-differential privacy, we need
the following lemma:
Lemma B.1. Leto € RF be a k-dimensional vector such that:

e lfolly = lo[1]| +---+|o[k]| < M

o |o[i]| < A, foralli € [1,k].
Then |[o||, < VMA.
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Proor. The proof follows directly from Hoélder’s inequality. The inequality gives that for any
f.g € R¥, and any p,q € [1,00] with 1/p + 1/q = 1 it holds that ||f - gll; < ||fllpllgllg- If we
now set p = coand g = 1and f = g = o, we get [lol[Z = [|o - oll; < [follwlloll; = MA and thus

[lo]]2 £ VMA. O

This together with Corollary 3.2 implies the following bound.
COROLLARY B.2. For any m < ¢, the Ly-sensitivity of (counta (P, D))pesm is bounded by V2fA.

In the following, we give the details and analysis of our approach for (e, §)-differential privacy.

B.1 Computing a Candidate Set
We show how to compute the candidate set C while satisfying (e, §)-differential privacy:
LEmMMA B.3. Let D = Sy,...,S, be a collection of strings. For anye > 0,8 > 0, and0 < f < 1,

there exists an (e, §)-differentially private algorithm, which computes a candidate set C C 3] with
the following two properties, with probability at least 1 — f:

e Forany P € 21 not in C, we have

countp (P, D) =0 (6_1 log £+/¢A log(log ¢/8) log(max{£?n?, |Z|}/ﬁ)) )
e |C| < n?f3.

Proor. First, we inductively construct sets Py, ..., Py for j = |logt], where P, contains
only strings of length 2F which have a sufficiently high count in . For every k, we use an
(€1, 61)-differentially private algorithm to construct Py« from Por-1, where €; = ¢/(|logf] + 1)
and 8; = &/(|log ] + 1), such that the full algorithm fulfills (¢, §)-differential privacy. In a post-
processing step, we construct sets Cp, of strings of length m for every 1 < m < ¢, such that every
pattern of length m which is not in C,, has a small count with high probability. We define C as the
union of all Cy,.

Computing Py. First, we estimate counta(y, D) of all letters y € X. By Corollary B.2, the
sensitivity of (counta (y, D))yes is bounded by V2¢A. Let f; = /(|log £] +1). Using the algorithm
given by Corollary A.8, we compute an estimate count}, (y, D) such that

max |county (y, D) — counta (y, D)| < 261_1\/2{’Aln(2/51)ln(2|Z|/ﬁ1)
Y€

with probability at least 1 — 1, while satisfying (e;, §;)-differential privacy. In the following, let
a= 26;1\/2{7A In(2/6;) In(2 max{£?n?, |2|}/f1). We keep a pruned candidate set Py of strings of
length 1 with an approximate count at least 7 = 2a, i.e., we keep all y with count} (y, D) 2> 7. If
|P20| > n¢, we stop the algorithm and return a fail message.

Computing P, for k = 1,...,|log?]. Given Py1 with |Pye1| < nf and k > 1, com-
pute Py as follows: first, construct the set Pyr-1 0 Pyr-1, ie., all strings that are a concatena-
tion of two strings in Py-1. There are at most (nf)? of these. Again by Corollary B.2, the L;-
sensitivity of count, for all strings in Pyi—1 0 Py is bounded by V2¢A. We use the algorithm from
Corollary A.8 to estimate county for all strings in Pyr-1 0 Pye-1 up to an additive error at most
2¢;! V2¢A1n(2/8,) In(2£2n%/B;) < a with probability at least 1 — B; and (e, &, )-differential privacy.
The set P« is the set of all strings in Pyr-1 0 Pyr-1 with an approximate count at least 7. Again, if
|Pox| > nt, we stop the algorithm and return a fail message.

Constructing C. From Py, . .., P,;, we now construct, for each m which is not a power of two,
a set of candidate patterns Cp,, without taking O further into account. Specifically, for any fixed
length m with 28 < m< 2! fork=0,..., llog ], we define C,,, as the set of all strings P of length
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m such that P[0, 2% — 1] € Pyr and P[m—2%, m— 1] € Py. For m = 2¥ for some k € {0, ..., [log ]},
we define C,,, = P,x. We define C = Ufnzl Cn.

Privacy. Since there are |log ¢] + 1 choices of j, and for each we run an (e;, d;)-differentially
private algorithm for € = ¢/(|log?] + 1) and §; = §/(llog¢] + 1), their composition is (e, J)-
differentially private by Lemma 2.4. Since constructing C from Ps, .. ., P,; is post-processing, the
entire algorithm is (¢, §)-differentially private.

Accuracy. Since there are |log £ + 1 choices of k, by the choice of f;, and by the union bound,
all the error bounds hold together with probability at least 1 — f8. Let E be the event that all the error
bounds holding simultaneously. In the following, we conditioned on E. Conditioned on E, for any
PePu,k=0,...,|log¢], we have that counta (P, D) > 7—a > a > 1, i.e, it appears at least once
as a substring in D. Note that any string in O has at most £ substrings of length 2¥. Since there
are n strings in D, we have |P,«| < nf, conditioned on E. Thus, conditioned on E, the algorithm
does not abort. Additionally, any P of length 2F which is not in Py satisfies counts (P, D) <
T+ a = 3a. Now, any pattern P of length 28 < m < 2*! for some k € {0,..., [log¢]} satisfies
that counta (P, D) < counta (P[0, 2K — 1], D) and count (P, D) < counts(P[m — 25, m — 1], D).
Since P ¢ C,, if and only if either P[0,2% — 1] ¢ Py or P[m — 2K, m — 1] ¢ Py, we have that
P ¢ C,, implies count, (P, D) < 3a, conditioned on E. As P[0, 2K — 1] and P[m — 2X, m — 1] cover P
completely, we have |C,| < |Pyr|? < (nf)% Therefore, |C| = 3! _; |G| < n?£5. O

B.2 Heavy Path Decomposition and Properties

In the following, let T¢ be the trie of a set C fulfilling the properties of Lemma B.3. As a next step,
we build the heavy path decomposition for T¢, as defined in Section 3.2. We redefine the difference
sequence on a path for counta (in Section 3.2 we only defined it for count).

Difference sequence. For any path p = vg,01,...,0)p|-; in the trie T¢, the difference sequence
of county on p is given by the |p| — 1 dimensional vector diff,(D)[i] = counta(str(v;), D) -
counta (str(vi_1), D) fori=1...|p| - 1.

We need the following generalizations of Lemmas 3.6 and 3.7:

LeEMMA B4. Let D and D’ be neighboring data sets, such that D’ = D \ {S} U {S'}.

(1) For any node v in the trie T, we have
|counta (str(v), D) — counta (str(v), D’)| = |count (str(v), S) — counta (str(v), S)|.
(2) For any path p with root r in the trie T¢, we have
||diff, (D) — diff ,(D")|l1 < counta(str(r),S) + counta (str(v),S”).

Proor. Item 1 follows from the definition of counta. For item 2, note that if v’ is a descendant
of v, then str(v) is a prefix of str(v’) and therefore county (str(v),S) > county (str(v’),S). Now
item 2 follows from the fact that counta (str(v;), S) is monotonically non-increasing in i for p =
00, 015+ . ., U|p|-1 With vg = r, and from 0 < count, (str(v;), S) < count(str(r),S), for any descendant
v; of r. The same argument applies for S’ and thus item 2 follows. O

LEMMA B.5. Letrg, r1,. .., 1k be the roots of the paths of the heavy path decomposition of Tc, where
ro is the root of Tg. Then for any string S of length at most £, we have Zf:o counta (str(r;),S)) <
£(log T[T +1) = O(£log(nt)).

ProoF. This lemma is a direct Corollary of Lemma 3.7. O

By Lemma B.4.1 and Lemma B.5, the L;-sensitivity of (counta (str(r;), D))fzo is bounded by
20([log|Te|] + 1) = O(¢log(nt)). Since also counta (str(r;),S) < A for every i =0, ...,k and any
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string S, we have that the L,-sensitivity of (counta (str(r;), D))é‘zo is bounded by O(+/Af log(nt))
by Lemma B.1. Additionally, note that since T¢ has at most n?¢£3 leaves, there are at most n¢> heavy
paths. Together with Corollary A.8, this gives:

COROLLARY B.6. Letry,...,r¢ be the roots of the heavy paths of T¢. For any e > 0,5 > 0, and
0 < f < 1, there exists an (e, §)-differentially private algorithm, which estimates county (str(r;), D)
for the heavy path rootsry, . . ., ry. up to an additive error at most O(e~*y/Aflog(n¢) In(1/8) In(k/B)) =

O(e 'y/AtIn(1/8) In(nt/pB)) with probability at least 1 — f3.

Additionally, Lemma B.5 and Lemma B.4.2 give that the sum of L;-sensitivities of the difference
sequences over all heavy paths is bounded by 2¢([log |T¢|] + 1), and Lemma B.4.2 gives that the
L;-sensitivity of the difference sequence on one heavy path is bounded by A. As a next step, we
show how we can compute all prefix sums of the difference sequences of all heavy paths with
an error roughly O(+/¢([log |Tc|] + 1)A) (up to poly-logarithmic terms). To do this, we extend
Lemma 3.9 to (¢, §)-differential privacy.

LEMMA B.7. Let x* be any universe of possible data sets. Let aV, ..., a'® be k functions, where the
output of every function is a sequence of length T, i.e.a') : y* — NT foralli € [1,k]. Ifa'V, ..., a®
fulfill the following properties for any two neighboring x and x” from y*:

o erzl la? (x)[j] = aP (") [j]| < A foralli=1,...,k,
o X5, 2 1aW(x)[j] - a D (=) [j]] < L,
then for any € > 0, any d > 0, and 0 < [ < 1, there exists an (¢, 5)-differentially private

algorithm computing for every i € [1,k| all prefix sums of a'? (x) with additive error at most
O(e'yLAIn(1/6) log(Tk/B) log T) with probability at least 1 — f.

We defer the proof to the full version [7]. Lemma B.7 now gives the following corollary with
L=2t([log|Tc|]1 +1) = O(tlog(nt)), k < n*¢®,and T = ¢.

CoroLLARY B.8. Let po, ..., px be all heavy paths of Tc. For anye > 0,6 > 0, and 0 < f < 1,
there exists an (€, §)-differentially private algorithm, which estimates Z}:l diff,,, (D)[j] for all
i=1,...,|pmlandallm =0,...,k up to an additive error at most

0 (E_lx/Al’ log(n€) In(1/) log(¢k/p) log {’) -0 (e—aw In(1/5) log(nt/ ) log {’) .

B.3 Putting It Together

Our full algorithm runs the algorithms given by Lemma B.3, Corollary B.6 and Corollary B.8 in
sequence with privacy parameters €’ = €/3, ' = §/3, and failure probability ' = /3. For a
heavy path p = vo, 01, .., Ulp|-1 with root r = vy, let countZ(str(r), D) be the approximate counts

*

computed by the algorithm from Corollary B.6, and let sums;, [i] be the approximate estimate of
3-:1 diff,(D)[j]. Then for any node v; on the path with i > 0, we compute count (str(v;), D) =
county (str(r), D) + sums, [i]. Let a be the sum of the error bounds for Corollary B.6 and Corol-

lary B.8 which each hold with probability 1 — f’. We have « = O (e_IVA{’ In(1/6) log(nt/p) log f).

As a final step, we prune T¢ by traversing the trie from the root, and for any node v with
count (str(v;), D) < 2a, we delete v and its subtree. We return the resulting pruned trie T*
together with approximate counts count}, (str(v), D) for every node v € T*.

By the composition theorem (Lemma 2.4), this algorithm is (e, §)-differentially private. By a
union bound, all its error guarantees hold together with probability 1 — 3" = 1 — . Thus, we get
with probability 1 — f a trie T*, with the following properties:
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e By Corollaries B.6 and B.8, for each node v € T*
|count), (str(v), D) — counta(str(v), D)| < a =0 (6_1\/A€ In(1/6) log(nt/p) log t’)

[1.

e Every string P € 2] which is not present T* was either: (i) not present in C, in which case

counts (P, D) = O (e_l log £v/£A log(log £/3) log (max{2n, 2|} /ﬂ))
by Lemma B.3; or (ii) deleted in the pruning process of T, in which case
countpa (P, D) <3a=0 (e_lx/Al’ln(l/5) log(nt/p) log t’) .

e Any string P € >4 which is present in T* has a count at least 2o — & > 1. Therefore, T*
has at most O(nf?) nodes.
To query the resulting data structure for a pattern P, we match P in the trie, and if there is a node v
with str(v) = P, we return the approximate count count} (str(v), D) saved at v. If P is not present,
we return 0. This requires O(|P|) time. Together, this gives Theorem 1.3.

C Counting Functions on Trees

In this section, show an improvement of Theorem 1.5 for (e, §)-differential privacy if the sensitivity
of the count function for every node is bounded.

THEOREM C.1. Let y be a universe and T = (V,E) a tree height h. Let L = 1, ..., Iy €V be the set
of leaves inT. Let ¢ : V X y* — N a function, which takes as input a node v from T and a data set D
from x*, and computes a count with the following properties:

o c(0,D) < Y isachidofo (D) forallv e V\ L and D € y*;

. Zf—il lc(l;, D) — c¢(l;, D)| < d, for all neighboring D and D’ and some d € N.

o |c(v,D) —c(v,D")| <A, forallv € T and all neighboring D and D’.
Then for anye > 0,8 > 0, and 0 < f < 1, there exists an (e, §)-differentially private algorithm
computing ¢(v) for all nodes in T such that

max |é(0, D) = c(v, D)| = O(e 'ydAlog |V]log(1/5) log(hk/B) log h)

with probability at least 1 — .

We defer the proof to the full version [7].

D Lower Bound

We first state a theorem from [61] (Theorem 7.5.14), which immediately implies a lower bound
on the additive error of any e-differentially private algorithms solving DocumMENT COUNT and
SuBsTRING COUNT. In Theorem 1.6, we extend this lower bound to also hold for the easier problem
where we want to find patterns of a fixed length which have a count above a given threshold (i.e.,
for g-GrRaM MINING). In the following, for any query q : y — {0, 1}, the corresponding counting
query q: x™ — [0,1] is defined as q(x) = 2 3% q(x:).

n

LeEmMA D.1 ([61], THEOREM 7.5.14). Let Q = q : y — {0, 1} be any class of counting queries that
can distinguish all elements from y. That is, for allw # w’ € y, there exists a query q € Q such that
q(w) # q(w"). Suppose Alg : y" — RC is an (e, §)-differentially private algorithm that with high
probability answers every query in Q with error at most a. Then

a=Q (min (M, M, 1/2)) .
ne ne
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For e-differential privacy, § = 0, and therefore the second bound in the minimum is always co.
For the universe X = X, let Q be the family of point functions over X, i.e., Q contains for every
S € X a query gs such that gs(S") = 1if and only if S’ = S, and 0 otherwise. Clearly, Q distinguishes
all elements from Xf. We note that an algorithm solving DocuMENT COUNT and SUBSTRING COUNT
can answer every query in Q on a data set X", by reporting the counts of every string of length ¢
and dividing the count by n. Thus, the e-differentially private algorithms must have an error of
Q(elog X) = Q(min(e '¢log|X|, n)). In the following, we extend this lower bound in two ways:

(1) We show that it holds even if we only want to output which patterns have a count approxi-

mately above a given threshold r;
(2) We show that it holds even if we restrict the output to patterns of a fixed length m, for any
m > 2logt.

Proor oF THEOREM 1.6. Let Alg be the assumed e-differentially private algorithm with error at
most . Assume « < n/2, else we have a = Q(n). Let B = 2a < n. Fix two symbols 0,1 € 3 and let
$=3 \ {0, 1}. For any set of k patterns Pi,. .., Py from $mi2 where k = % we construct a string
Sp,....p, as follows: For any i < ¢, let c; be the m/2-length binary code of i. Note that m > 2[log ¢].
We define Sp,,_p, = Pic1Pacy . .. Prcy.

For a string of this form, we define D (P, ..., P;) as the data set which contains B copies of
Sp,,...p. and n — B copies of 0¢. For any two sets of patterns Py, . .., Py from >m/2 and P, ... ,PIQ from
3m/2 the data sets D(Py, ..., Pc) and D(P/,. .. , P{) are B-neighboring (see Definition A.3).

Set 7 = B/2. We call E(Py, ..., P;) the event that the output P of the algorithm contains the
strings Picy, Pycy, ..., Prck, and it does not contain any other strings suffixed by ¢y, ¢a, . . ., ck. For
D(Py,...,Pr), wehave that counta (Pic;, D(Py, ..., Pr)) = B > t+a,foralli = 1,. .., k, independent
of A. Further, any other string with suffix ¢; for any i = 1,..., k has a count of 0 < 7 — a. Thus

Pr[Alg(D(P,,...,Py) € E(Py, ..., P)] > 2/3.

Since we assume that Alg is e-differentially private, this gives by Fact 1 (see appendix), for any
other set Py, ..., P; of patterns from smi2

Pr[Alg(D(P],....P})) € E(Py,...,Pu)] > e Pe2/3.

Note that by construction, &(Py, ..., Px) N E(P],. .., P]i) =0 for (Py,...,Px) # (P),.. PIQ) Thus,
we have for a fixed set (P, ..., P];) of patterns,

1> > PrAlg(D(P.. ) € EPy,.... P)]
(Pr,....Pi) €(Emi2)k
> Z 6*362/3 = (3| - z)mk/2e7362/3.

(Py,....Pr) e(3m/2)k

Solving for B, this gives
1 (mk
B> - (mTlog(lE| —2) +1log(2/3)] = Qe e log [Z)).

The theorem follows since a = B/2. O
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