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ARTICLE INFO ABSTRACT
Dataset link: https://doi.org/10.13130/RD_UNI The ever-increasing interest in and widespread diffusion of Machine Learning (ML)-based applications has
MI/JMKSAW driven a substantial amount of research into offensive and defensive ML. ML models can be attacked from
Keywords: different angles: poisoning attacks, the focus of this paper, inject maliciously crafted data points in the training
Ensemble set to modify the model behavior; adversarial attacks maliciously manipulate inference-time data points to
Machine learning fool the ML model and drive the prediction of the ML model according to the attacker’s objective. Ensemble-
Poisoning based techniques are among the most relevant defenses against poisoning attacks and replace the monolithic
Risk ML model with an ensemble of ML models trained on different (disjoint) subsets of the training set. They
Robustness assign data points to the training sets of the models in the ensemble (routing) randomly or using a hash
function, assuming that evenly distributing poisoned data points positively influences ML robustness. Our
paper departs from this assumption and implements a risk-based ensemble technique where a risk management
process is used to perform a smart routing of data points to the training sets. An extensive experimental
evaluation demonstrates the effectiveness of the proposed approach in terms of its soundness, robustness, and

performance.

1. Introduction from agriculture (Khanh et al., 2024) to malware detection (Bena et al.,
2024; Piskozub et al., 2021), from emotion recognition (D’Errico et al.,
From the release of chatbots based on large-language models such as 2024; Zhang et al., 2023) to social network security (Caruccio et al.,

ChatGPT, artificial intelligence (AI), in general, and machine learning
(ML), in particular, has become one of the most hyped technologies in
the world. ML solutions have already entered the market with an ex-
pected economic impact of $19.9 trillion by 2030%; companies embrac-
ing Al reported productivity gains up to 50%.> Use cases are countless,

2023), from engineering (La Ferlita et al., 2023) to password strength
assessment (Atzori et al., 2024) and healthcare (Bellandi et al., 2024;
Maghool et al., 2024), to name but a few.

This exponential and ever-increasing growth has sparked an intense
debate on the importance of secure and trustworthy Al, involving

* Research supported, in parts, by (i) TII, United Arab Emirates under Grant 8434000394; (ii) project BA-PHERD, funded by the European Union —
NextGenerationEU, under the National Recovery and Resilience Plan (NRRP) Mission 4 Component 2 Investment Line 1.1: “Fondo Bando PRIN 2022” (CUP
G53D23002910006); (iii) MUSA - Multilayered Urban Sustainability Action - project, funded by the European Union - NextGenerationEU, under the National
Recovery and Resilience Plan (NRRP) Mission 4 Component 2 Investment Line 1.5: Strengthening of research structures and creation of R&D “innovation
ecosystems”, set up of “territorial leaders in R&D” (CUP G43C22001370007, Code ECS00000037); (iv) project SERICS (PE00000014) under the NRRP MUR
program funded by the EU — NextGenerationEU; (v) 1H-HUB and SOV-EDGE-HUB funded by Universita degli Studi di Milano, Italy — PSR 2021/2022 — GSA -
Linea 6; and (vi) Universita degli Studi di Milano, Italy under the program “Piano di Sostegno alla Ricerca”. Views and opinions expressed are however those of
the authors only and do not necessarily reflect those of the European Union or the Italian MUR. Neither the European Union nor the Italian MUR can be held
responsible for them.

* Corresponding author.

E-mail addresses: nicola.bena@unimi.it (N. Bena), marco.anisetti@unimi.it (M. Anisetti), ernesto.damiani@unimi.it (E. Damiani), chan.yeun@ku.ac.ae
(C.Y. Yeun), claudio.ardagna@unimi.it (C.A. Ardagna).
URLs: https://homes.di.unimi.it/bena/ (N. Bena), https://anisetti.di.unimi.it/ (M. Anisetti), https://sesar.di.unimi.it/staff/ernesto-damiani/ (E. Damiani),
https://www.ku.ac.ae/college-people/chan-yeob-yeun (C.Y. Yeun), https://ardagna.di.unimi.it/ (C.A. Ardagna).
1 Work performed as visiting scholar to C2PS, Computer Science Department, Khalifa University, P.O. Box: 12778, Abu Dhabi, United Arab Emirates.
2 https://www.idc.com/getdoc.jsp?containerld=prUS52600524.
3 https://www.forrester.com/blogs/genai-will-shatter-and-reconstruct-every-company-and-industry/.
4 https://eur-lex.europa.eu/eli/reg/2024/1689/0j.

https://doi.org/10.1016/j.cose.2025.104468

Received 19 December 2024; Received in revised form 24 February 2025; Accepted 1 April 2025

Available online 11 April 2025

0167-4048/© 2025 The Authors. Published by Elsevier Ltd. This is an open access article under the CC BY license (http://creativecommons.org/licenses/by/4.0/).


https://www.elsevier.com/locate/cose
https://www.elsevier.com/locate/cose
https://orcid.org/0000-0003-4909-9892
https://orcid.org/0000-0002-5438-9467
https://orcid.org/0000-0002-9557-6496
https://orcid.org/0000-0002-1398-952X
https://orcid.org/0000-0001-7426-4795
https://doi.org/10.13130/RD_UNIMI/JMKSAW
https://doi.org/10.13130/RD_UNIMI/JMKSAW
https://doi.org/10.13130/RD_UNIMI/JMKSAW
https://doi.org/10.13130/RD_UNIMI/JMKSAW
https://doi.org/10.13130/RD_UNIMI/JMKSAW
https://doi.org/10.13130/RD_UNIMI/JMKSAW
https://doi.org/10.13130/RD_UNIMI/JMKSAW
https://doi.org/10.13130/RD_UNIMI/JMKSAW
https://doi.org/10.13130/RD_UNIMI/JMKSAW
https://doi.org/10.13130/RD_UNIMI/JMKSAW
https://doi.org/10.13130/RD_UNIMI/JMKSAW
https://doi.org/10.13130/RD_UNIMI/JMKSAW
https://doi.org/10.13130/RD_UNIMI/JMKSAW
https://doi.org/10.13130/RD_UNIMI/JMKSAW
https://doi.org/10.13130/RD_UNIMI/JMKSAW
https://doi.org/10.13130/RD_UNIMI/JMKSAW
https://doi.org/10.13130/RD_UNIMI/JMKSAW
https://doi.org/10.13130/RD_UNIMI/JMKSAW
https://doi.org/10.13130/RD_UNIMI/JMKSAW
https://doi.org/10.13130/RD_UNIMI/JMKSAW
https://doi.org/10.13130/RD_UNIMI/JMKSAW
https://doi.org/10.13130/RD_UNIMI/JMKSAW
https://doi.org/10.13130/RD_UNIMI/JMKSAW
https://doi.org/10.13130/RD_UNIMI/JMKSAW
https://doi.org/10.13130/RD_UNIMI/JMKSAW
https://doi.org/10.13130/RD_UNIMI/JMKSAW
https://doi.org/10.13130/RD_UNIMI/JMKSAW
https://doi.org/10.13130/RD_UNIMI/JMKSAW
https://doi.org/10.13130/RD_UNIMI/JMKSAW
https://doi.org/10.13130/RD_UNIMI/JMKSAW
https://doi.org/10.13130/RD_UNIMI/JMKSAW
https://doi.org/10.13130/RD_UNIMI/JMKSAW
https://doi.org/10.13130/RD_UNIMI/JMKSAW
https://doi.org/10.13130/RD_UNIMI/JMKSAW
https://doi.org/10.13130/RD_UNIMI/JMKSAW
https://doi.org/10.13130/RD_UNIMI/JMKSAW
https://doi.org/10.13130/RD_UNIMI/JMKSAW
https://doi.org/10.13130/RD_UNIMI/JMKSAW
https://doi.org/10.13130/RD_UNIMI/JMKSAW
https://doi.org/10.13130/RD_UNIMI/JMKSAW
mailto:nicola.bena@unimi.it
mailto:marco.anisetti@unimi.it
mailto:ernesto.damiani@unimi.it
mailto:chan.yeun@ku.ac.ae
mailto:claudio.ardagna@unimi.it
https://homes.di.unimi.it/bena/
https://anisetti.di.unimi.it/
https://sesar.di.unimi.it/staff/ernesto-damiani/
https://www.ku.ac.ae/college-people/chan-yeob-yeun
https://ardagna.di.unimi.it/
https://www.idc.com/getdoc.jsp?containerId=prUS52600524
https://www.forrester.com/blogs/genai-will-shatter-and-reconstruct-every-company-and-industry/
https://eur-lex.europa.eu/eli/reg/2024/1689/oj
https://doi.org/10.1016/j.cose.2025.104468
https://doi.org/10.1016/j.cose.2025.104468
http://creativecommons.org/licenses/by/4.0/

N. Bena et al.

researchers (e.g., Anisetti et al., 2023b and Cina et al., 2023), practi-
tioners (e.g., Nicolae et al., 2019), and policymakers (e.g., the European
Union Artificial Intelligence Act*), and opening a whole new body of
research on offensive and defensive ML.

This paper focuses on ML robustness with particular reference to
poisoning attacks, which are carried out at training time by injecting
malicious samples in the training set with the objective of degrading
the robustness of the ML model in general (e.g., Aryal et al., 2022;
Biggio et al.,, 2012 and Calzavara et al., 2025), or with respect to a
particular class (e.g., Chen et al., 2019) or (set of) data point (e.g., Chen
et al.,, 2017; Gu et al.,, 2017 and Shafahi et al., 2018). Poisoning
defenses are commonly divided in dataset and model hardening. The
former attempts to identify (e.g., De Gaspari et al., 2024), remove
(e.g., Peri et al., 2020), or heal (e.g., Rosenfeld et al., 2020) poisoned
data points. The latter attempts to modify the ML model to increase its
robustness. In this context, ensemble techniques replace the monolithic
ML model with an ensemble of ML models (e.g., Anisetti et al., 2023a;
Jia et al., 2021; Levine and Feizi, 2021 and Wang et al., 2022). En-
semble techniques have achieved remarkable robustness in numerous
scenarios (Anisetti et al., 2023a; Levine and Feizi, 2021; Mauri et al.,
2023; Wang et al., 2022) by replacing the monolithic ML model with
an ensemble of ML models trained on (disjoint) subsets of the training
set. They are based on a routing approach that assigns data points to
the training sets of the models in the ensemble randomly (Jia et al.,
2021) or using a hash function (Anisetti et al., 2023a; Levine and Feizi,
2021; Wang et al., 2022), assuming that evenly distributing poisoned data
points positively influences ML robustness. Our paper aims to relax this
assumption, which might not hold in a general case, and focuses on
the following research question:

Can we enhance ML robustness by implementing an ensemble technique
that builds on a routing approach that considers the specificity of each
data point in the training set?

Our paper aims to answer this question in a scenario that focuses
on binary classification, where the attacker controls the training set
and maliciously flips the labels (label flipping) to decrease the recall of
the resulting ML model. Specifically, we propose a risk-based ensemble
technique that substitutes random or hash-based routing in literature
with a risk-based routing. Our ensemble technique implements a risk
management process that (i) assesses the poisoning risk of each data
point according to a set of indicators called Indicators of Poisoning (IoPs)
(risk assessment) and (ii) generates different disjoint subsets of the
training set, each used to train a ML model in the ensemble, according
to two alternative routing algorithms driven by the risk computed at
point (i) (risk treatment). The prediction at inference time is finally
retrieved according to majority voting. An extensive experimental eval-
uation, varying datasets, poisoning attacks, percentage of poisoning,
and number of models in the ensemble, shows that our technique
provides higher robustness compared to existing ensemble techniques,
even with a moderate number of models, provided that the training set
is sufficiently robust.

Our contribution is threefold. We first define and implement a set of
IoPs that analyze the risk of data points in the training set from different
perspectives. We then implement a new ensemble technique based on a
risk management process. To the best of our knowledge, our ensemble
technique is the first model-hardening approach that implements a
smart routing based on risk analysis. We finally extensively evaluate
our technique in terms of its soundness, robustness, and performance.

The remainder of this paper is organized as follows. Section 2
provides an overview of poisoning attacks and defenses. Section 3
introduces our threat model and our approach at a glance. Section 5
describes our risk management process on the basis of the IoPs in
Section 4. Section 6 presents the evaluation process and experimental
settings, while Section 7 details the experimental results. Section 8
discusses our main findings. Section 9 presents the related work and
Section 10 draws our conclusions.
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2. Background

Attacks against ML models occur at two main stages: training and
inference. Training-time attacks aim to tamper the model to change
its predictions at inference time (poisoning attacks), while inference-
time attacks aim to fool the model into wrongly classifying specific
data points (adversarial attacks). These attacks virtually affect every ML
model in numerous application scenarios (Cina et al., 2023).

Poisoning attacks, the focus of this paper, apply malicious modifi-
cations to the dataset by inserting specially crafted data points, or
removing/perturbing existing data points. A poisoning attack can be (i)
untargeted, aiming to reduce generic quality metrics such as accuracy
(e.g., Aryal et al.,, 2022; Biggio et al., 2012 and Calzavara et al.,
2025); (ii) semi-targeted, aiming to reduce quality metrics related to
a specific class or subset of data points (e.g., avoid the identification
of malware samples Chen et al., 2019); or (iii) targeted, aiming to
misclassify specific data points at inference time, without significantly
decreasing the overall ML model performance (e.g., attacks based on
feature collision Shafahi et al., 2018 or backdoor attacks Chen et al.,
2017; Gu et al., 2017).5

A poisoning attack employs a strategy to select the data points
to be poisoned. When the objective is untargeted, the strategy can
correspond to random choice (e.g., Anisetti et al., 2023a; Aryal et al.,
2022 and Nowroozi et al., 2024). The strategy frequently depends on
the knowledge of the attacker on the ML model: (i) black box, when
the attacker has (complete) knowledge of the dataset only; (ii) white
box, when the attacker has complete knowledge of the dataset and ML
model, including any defenses; and (iii) gray box, when the attacker has
partial knowledge of either the dataset or ML model.

A poisoning attack then perturbs (i) the sample/features of the
data point (e.g., De Gaspari et al., 2024); (ii) the label of the data
point (called label flipping, e.g., Anisetti et al., 2023a; Aryal et al,
2022 and Calzavara et al.,, 2025); and (iii) the sample/features and
labels of the data point. Label flipping is one of the simplest and
most powerful attacks, and thus widely investigated. Its efficacy has
been demonstrated in several domains and ML models, from k-Nearest
Neighbors (e.g., Aryal et al., 2023; Shahid et al., 2022; Yerlikaya and
Bahtiyar, 2022 and Zhang et al., 2023) to Support Vector Machine
(e.g., Aryal et al., 2023; Biggio et al., 2012; Yerlikaya and Bahtiyar,
2022 and Zhang et al., 2021), from decision tree (e.g., Calzavara
et al., 2025; Shahid et al., 2022 and Zhang et al., 2021) to random
forest (e.g., Anisetti et al.,, 2023a; Aryal et al.,, 2023; Dunn et al.,
2020; Nowroozi et al., 2024; Shahid et al., 2022; Yerlikaya and Bahti-
yar, 2022; Zhang et al.,, 2021 and Zhang et al., 2023), from neural
network (e.g., Aryal et al., 2023; Dunn et al., 2020; Shahid et al,,
2022 and Zhang et al., 2023) to deep neural network (e.g., Taheri et al.,
2020 and Zhang et al., 2021), to name but a few.

Poisoning defenses aim to harden/heal the poisoned dataset or, alter-
natively, the resulting model. They can provide empirical (i.e., experi-
mentally evaluated) or certified (i.e., formally proven) robustness.
Dataset-hardening techniques modify the attacked dataset to reduce
the impact or presence of poisoned data points. The most recent ad-
vances point to the identification of suspicious data points followed
by their removal or healing. These techniques operate in the (i) input
space, where poisoned data points are identified using, for instance,
additional classifiers and outlier detectors (e.g., Frederickson et al.,
2018 and Nowroozi et al., 2024); (ii) model space, where a model-
dependent representation of the data points simplifies the identification
of poisoned data points according to, for instance, a feature extrac-
tor (De Gaspari et al., 2024), their gradient (e.g., Hong et al., 2020),
the confidence of their prediction (e.g., Du et al., 2020), and their
representation encoded in batch normalization layers (e.g., De Gaspari

5 We note that this distinction is not always sharp.
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Fig. 1. Overview of our risk-based ensemble technique.

et al.,, 2024) or in the penultimate layer of neural network models
(e.g., Peri et al., 2020). Model space is preferred in high-dimensional
settings suffering from the curse of dimensionality (i.e., distance metrics
becoming useless, data becoming sparse, sensitivity to outliers) (Blum
et al., 2020; Diakonikolas et al., 2019; Kumar et al., 2020; Yang et al.,
2020). Dataset hardening based on certified robustness provide a formal
bound on the correctness of the prediction with respect to the number
of poisoned data points. These techniques include (i) smoothing, where
the label of each data point is replaced according to the label of its
neighbors (Rosenfeld et al., 2020); (ii) differential privacy, where noise
is added during training, such that the predictions of a differentially pri-
vate model are indistinguishable from those of an undefended model,
up to a certain bound (Abadi et al., 2016; Hong et al., 2020; Ma et al.,
2019).

Model-hardening techniques modify the ML model to reduce its vul-
nerability to poisoning and increase its robustness. The most recent
advances point to (certified) robustness based on an ensemble of ML
models. At training time, data points are assigned to the training sets
of the models in the ensemble according to bagging (i.e., sampling
with replacement) (e.g., Jia et al., 2021), hashing with (e.g., Wang
et al., 2022) and without overlapping (e.g., Levine and Feizi, 2021). At
inference time, the prediction is retrieved according to majority voting.
Certified robustness is achieved using a very large number of models
in the ensemble (larger than 1000 in some cases).

3. Our approach

We present our threat model (Section 3.1), an overview of our risk-
based ensemble technique (Section 3.2), and a conceptual modeling of
our approach using the Information System Security Risk (ISSRM) domain
model (Matulevicius, 2017) (Section 3.3).

3.1. Threat model

Our threat model considers semi-targeted poisoning attacks to binary
classifier. It is defined in terms of the attacker and defender models.

Attacker model consists of the following assumptions.

+ Scenario: binary classification, tabular datasets, and shallow
ML. Tabular datasets still represent a significant portion of ML
tasks; shallow ML models are the most suited models for these
datasets (Grinsztajn and Edouard Oyallon, 2022) and are fre-
quently preferred over deep ML models due to their advantages
in terms of, for instance, explainability and sustainability.
Objective: semi-targeted. The attacker aims to decrease the abil-
ity of the ML model to correctly classify the target class (i.e., the
one with label “1”). It therefore primarily focuses on decreasing
the recall of the ML model. For instance, in a scenario of ML-based
malware detection, the attacker aims to decrease the ability to
detect malware samples.

» Knowledge: black box. The attacker has full access to the dataset
but does not know which ML model the victim (defender) is using,
nor optimizes the attack according to a specific defense.

+ Poisoning technique: label flipping. The attacker poisons the
training set by flipping the labels of some data points, selected
according to a given strategy. The attacker has a budget that limits
the number of data points that can be poisoned.

Defender model consists of the following assumptions.

» Knowledge: black box. The defender does not know if the
training set has been poisoned, nor how many data points have
been attacked. She also does not have access to the original
(non-poisoned) dataset. The defender however assumes that the
training set has been poisoned and applies the defense according
to a set of possible attacks.

Defense: risk-based ensemble. The defender adopts the risk-
based ensemble technique proposed in this paper (Section 3.2),
which applies risk management to increase ML robustness against
poisoning.

Our threat model follows the general trend of cybersecurity at-
tacks, which are mostly unsophisticated but impactful (Eurpean Union
Agency for Cybersecurity, 2022). For instance, label flipping is a
simple but dangerous perturbation even in untargeted threat models
(e.g., Anisetti et al. (2023a)); black-box knowledge is reasonable in
most poisoning scenarios, where the downstream ML model is unknown
to the attacker and the defender only knows a set of possible attacks
targeting ML training.

3.2. Our approach in a Nutshell

Fig. 1 shows our risk-based ensemble technique. It consists of two
main phases:

« risk assessment analyzes each data point in the training set accord-
ing to a set of Indicators of Poisoning — IoPs (Step (1) in Fig. 1)
and aggregates their output (Step (2) in Fig. 1) to compute the
poisoning risk entailed by each data point (Step (3) in Fig. 1);

« risk treatment creates N disjoint subsets of the training set accord-
ing to the identified risk (Step (4) in Fig. 1) and trains N ML
models independently forming the ensemble (Step (5) in Fig. 1).

We note that our technique does not perform healing or filtering,
which may have adverse effects caused by false positives. We also
note that the prediction at inference time is retrieved through majority
voting among all ML models in the ensemble.
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3.3. ISSRM domain model

Fig. 2 presents the conceptual modeling of our approach using the
Information System Security Risk (ISSRM) domain model (Matulevicius,
2017). The ISSRM domain model shows the relations and dependencies
between all components of our approach including threats, assets, risk
assessment, and risk treatment, as discussed in the following. Our
approach aims to guarantee the integrity (security criterion) of an ML
model and its predictions (asset), which are exposed to the risk of
increased misclassification by poisoning attacks. Following Section 3.1,
the attacker (threat agent) poisons the training set (threat) flipping
the labels of a set of data points (attack method). The attacker’s goal
is to decrease the recall of the undefended (vulnerability) ML model
at inference time (impact). This risk is counteracted by the ensemble
technique in Fig. 1 (risk treatment).

In the remainder of this paper, we describe the Indicators of Poison-
ing (Section 4) that drive risk assessment (Section 5.1) and treatment
(Section 5.2) in our risk-based ensemble technique.

4. Indicators of poisoning

Indicators of poisoning (IoPs) contribute to the evaluation of the
poisoning risk associated with each data point in a training set. For-
mally, an IoP takes as input a data point p,-eﬁ and the corresponding
training set D, and returns as output a value €R" modeling the IoP
contribution to the poisoning risk. We consider three IoPs, namely,
ToPygund> 10Pneighs 10Ppos, that analyze data points from different
perspectives.

4.1. IoP boundary IoPy,,,q

ToPpoung evaluates each data point p; according to its distance
from the classification boundary. The lower the distance of p; from
the classification boundary, the higher the risk. IoPy,,,q approximates
such distance using a helper SVM model with linear kernel. Given
p; €D, I0Pyy,q returns a value proportional to the (approximated)
distance of p; from the classification boundary, as follows.

10Pyound(Pis D)= [abs ( dot(p;, HelperModel.coef ficientsT)+

(€Y
HelperModel.intercept )] s

where abs is the modulus operator, dot is the dot operator,
HelperModel.coef ficientsT are the transposed coefficients of the helper
model, and HelperModel.intercept is the intercept. We note that D (and,
consequently, p;) is first normalized following the best practices for
SVM models.

4.2. IoP neighborhood I0Pg,

ToPgp, evaluates each data point p; with respect to the distribution
of the neighbor data points. The higher the distance of p;, from the
neighbors of the same class and the lower from the neighbors of the
opposite class, the higher the risk. ToPyg, implements a four-step
process. It first splits D into disjoint subsets {5,} containing similar
data points using a HDBSCAN model. Second, given p,€D,, it retrieves
the k-nearest data points of p, in D, using a helper k-Nearest Neighbor
model. Third, it splits the k data points into two groups according to
their label in 5,. Finally, it returns as output the average distance of p;
from the data points of the two groups, as follows.

0P yeigh(p;» D)) =[avg ( d(p;.p;) Vp; ENeigh(p;. D;. k) s.t.
label(p;) = label(p;) ),

avg ( d(p;.p;) Vp; eNeigh(p,-,ﬁ,,k) s.t.
label(p;) # label(p;) )],

where avg is the average, d is the distance (e.g., Euclidean), Neigh
returns the k-nearest neighbor data points of p; in D, and label returns
the label of the given input data point.

(2)

4.3. IoP position 10Ppqq

ToPy,, evaluates each data point p; according to its position with
respect to the data points belonging to the same and opposite classes.
The higher the distance of p; from its class and the lower the distance of
p; from the opposite one, the higher the risk. 0P, approximates such
distances on the basis of the class centroids computed using a helper
kMeans model. Given p,eD, I 0Py returns the distance of p; from such
centroids, as follows.

ToPpos(p;, D)= [ d (p,-, HelperModel.centroid(label(p,-))),
d (pi, HelperModel.centroid(-'label(pi))) ]

where HelperModel.centroid returns the centroid of the class corre-
sponding to the given input label label(p;) and the opposite label
=label(p;).

3



N. Bena et al.
5. Risk management process

We present the risk management process built on risk assessment
(Section 5.1) and treatment (Section 5.2) at the basis of our ensemble
technique.

5.1. Risk assessment

Risk assessment evaluates the poisoning risk carried by each data
point in the training set. It can be defined as follows.

Definition 1. Risk assessment takes as input the training set D={p,,
..., p,} and returns as output a set of pairs {(p;, r|), ..., (> I,)}, Where

- p, is a data point €D, and
» r;€N is the corresponding risk value.

Risk assessment is implemented as a three-step process (Steps
(1)-(3) in Fig. 1).

Step (1) analyzes each p; on the basis of the IoPs in Section 4. Each IoP
is applied on p; €D and the corresponding training set D, normalizing
the retrieved output in [0, 1].° The IoP output is discretized according
to the different levels of risks using an arbitrary discretization function.
With no lack of generality, in our approach, we use a binary discretiza-
tion with 1 meaning risky point; 0, otherwise. In the following, we
denote with ToP(p;) the execution of a specific ToP on p;, including
discretization.

Step (2) concatenates the binarized output of each IoP into a vector R,
(Step (2) in Fig. 1):

R; = [HoPpouna(p)), IOPneigh(pi)’ Ioppos(pi)]

Step (3) computes the risk value r; of p; according to two alternatives:
Count and Max (Step (3) in Fig. 1).

» Count counts the number of IoPs whose output is higher than 1.

IR

ri= ) Riljl
Jj=1

Count creates different risk levels, and resembles a finer-grained
logical and.
« Max returns 1 if at least one IoP returned 1; 0, otherwise.

. I 3ARI=1 j=1,...,|R|
! 0 otherwise

Max resembles a logical or.
5.2. Risk treatment

Risk treatment acts on the computed risk to reduce its impact, by
building an ensemble of N ML models (Step (5) in Fig. 1). It can be
defined as follows.

Definition 2. Risk treatment takes as input the set of pairs {(p;, r|),
«.vs (pys )} computed during risk assessment and returns as output an
ensemble of N models {m,, ..., my}, where m; is a ML model trained
on disjoint training set {p;, ..., py}C{p;, ..., p,} identified according
to the corresponding risk values {r;, ..., r;}.

Risk treatment first defines the training sets of models {m;} in the
ensemble (routing).” We consider two routing approaches that aim

® We note that normalization is performed once, after the analysis of each
data point.

7 We use “routing to the i-th model” as a shortcut to “routing to the training
set of the i-th model”.
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to minimize the poisoning impact on the ensemble: (i) Round-robin,
routing a small fraction of risky data points to each model; (ii) Sink,
routing all risky data points to one model.

« Round-robin. Given D, it evenly routes data points in D with the
same risk value to each model in the ensemble, starting from the
highest risk value. Round-robin ensures that each training set has
roughly the same size and number of data points with a specific
risk value.

- Sink. Given D, it routes all data points with the highest risk value
to the first model m;, and routes the remaining ones according to
Round-robin. Sink ensures that all training sets but the first one
have roughly the same size.

Upon routing is completed, risk treatment independently trains the
N models in the ensemble, according to the chosen ML algorithm (Step
(5) in Fig. 1).

At inference time, each input data point p; is routed to all models
in the ensemble. The predicted label is retrieved using majority voting
among the labels predicted by all models in the ensemble.

6. Evaluation process

We present the evaluation process, the target datasets, and poison-
ing attacks at the basis of the experimental results in Section 7.

6.1. Evaluation process in a Nutshell

An instance of our evaluation process takes as input (i) a dataset
split in training and test sets using a ratio 0.75-0.25 and used across
all evaluation processes; (ii) a poisoning attack and a set of poisoning
budgets ¢; (iii)) an ML algorithm; (iv) an instance of our risk manage-
ment process in Section 5; (v) the number of repetitions. The process
consists of 4 steps as follows.

« Step (1): Poisoning. It applies the poisoning attack on the train-
ing set, creating one poisoned training set D for each value of
€.

Step (2): Training and evaluation of the monolithic models. It
trains and evaluates two types of monolithic models: vanilla and
filtered. Vanilla monolithic models are trained on both non-poisoned
and poisoned training sets according to the given ML algorithm.
Filtered monolithic models are trained on each poisoned training
set at Step (1) with poisoned data points removed. Step (2)
then computes monolithic models’ quality metrics (i.e., accuracy,
precision, and recall) using the test set. It repeats training and
testing for the given number of repetitions, and averages the
results.

Step (3): Training of the risk-based ensemble. It applies the
risk management process in Section 5 on each generated training
set and computes quality metrics (i.e., accuracy, precision, and
recall) using the test set, averaging the results over the given
number of repetitions.

Step (4): Evaluation. It evaluates the robustness of a target
model ref by comparing its quality metrics QM (ref) (i.e., ac-
curacy, precision, and recall) against the corresponding quality
metrics QM (base) of a baseline model base trained on the same
training set, as follows.

A(ref,base) = QM (ref) — QM (base) 4)

A positive value of A(ref, base) means that ref is better than base
according to quality metric QM.

Our evaluation process instantiates different configurations of the
risk management process (Section 7.1) for each pair of dataset and
poisoning attack. We thus repeat Steps (3)—(4) for each configuration.
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Table 1
Datasets.
Name N° data points N° features Sparsity (%) N° data points Training set size Test set size
(N° per class) (Preproc.) (N° per class) (N° per class)
6598 1525 509
Musk? (M2) (5581/1017) 166 0-28 2034 (760/765) (257/252)
4061 2719 907
Spambase (SB) (1813/2788) 57 7744 3626 (1363/1356) (450/457)
Table 2

Evaluated risk pipelines. Each pipeline is instantiated on different values of N.

Type

Pipelines

Complete « ToPg+ Count+ Round-robin

+ IToP,+ Count+ Sink

+ IToP,+ Max+ Round-robin

« ToP + Max+ Sink
Oracle « Oracle+ Round-robin, Oracle+ Sink
Baseline « hash (Anisetti et al., 2023a)

6.2. Target datasets

We used two well-known tabular datasets in literature ( Table 1).
We applied pre-processing and retrieved two balanced datasets (N° data
points (Preproc.)) that substantially differ in terms of number of data
points (N° data points (N° per class)), number of features (N° features),
and sparsity (Sparsity (%)). The choice of diverse datasets allowed us to
evaluate our approach in two opposite configurations. A more extensive
evaluation on additional datasets are left for our future work.

Musk2 (M2) is a dataset for the identification of musk molecules (Dua
and Graff, 2017). It consists of two classes: musk and non-musk. The
dataset includes all the low-energy conformations (shapes) of molecules,
which have been generated and manually annotated starting from 141
musk and non-musk molecules. The initial dataset consists of 6598
data points: 1017 labeled musk (i.e., class “1”) and 5581 labeled non-
musk (i.e., class “0”). We subsampled data points labeled non-musk and
retrieved a balanced dataset of 2034 data points.

Spambase (SB) is a dataset for the identification of spam emails (Dimi-
trakakis and Bengio, 2004; Hush et al., 2007; Wang and Witten, 2002).
The dataset includes features that model the content and orthography
of emails, such as the occurrence of particular words and the number
of consecutive capital letters. The initial dataset consists of 4061 data
points: 2788 labeled spam (i.e., class “1”) and 1813 labeled non-spam
(i.e., class “0”). We subsampled data points labeled spam and retrieved
a balanced dataset of 3626 data points.

6.3. Poisoning attacks

We implemented two semi-targeted label flipping poisoning attacks,
Boundary and Clustering, adapting attacks (Peri et al., 2020; Taheri
et al., 2020) in literature to our threat model in Section 3.1. Both
attacks flip the label of a given number of data points labeled “1”
(bounded by €), which are selected as follows.

» Boundary selects data points closer to the classification bound-
ary. The attack trains an SVM model with linear kernel on the
(scaled) training set. It then sorts data points labeled “1” propor-
tionally to their distance from the classification boundary, and
poisons the first e data points.

Clustering selects data points closer to the opposite class. The
attack trains a model using kMeans with k = 2 (binary classifi-
cation) on the training set. It then sorts data points labeled “1”
proportionally to their distance from the centroid representing the
opposite class. It finally attacks the first e data points.

7. Experimental results

We present the results of our experimental evaluation following
the evaluation process in Section 6 and the experimental settings in
Section 7.1. We first validate our threat model (Section 7.2). We then
evaluate the soundness of our risk-based ensemble technique against
poisoning attacks (Section 7.3) and its robustness in comparison with
the state of the art (Section 7.4). We finally measure the performance
(execution time) of our technique (Section 7.5).

7.1. Experimental settings

We evaluated several instances of our risk management process in
Section 5 varying: (i) the poisoning budget ¢ (%) in {2, 3, 4, 5, 6, 7, 8,
9, 10, 11}; (ii) the poisoning attack in Boundary and Clustering; (iii) the
dataset in M2 and SB; (iv) the number N of models in the ensemble in
(3,9, 15, 21, 27, 33).

Each process instance is called risk pipeline and is defined in terms
of (i) IoPs, (ii) risk value computation (Count or Max), (iii) routing
approach (Round-robin or Sink), and (iv) number N of models in the
ensemble. For instance, IoP,;+ Count+ Round-robin(N=3) denotes a
pipeline including all IoPs (I0Ppounds 10Ppeighs 10Ppos) aggregated
using Count, and routing data points to an ensemble of N = 3 models
according to routing approach Round-robin.

Our baseline is the hash-based ensemble technique in Anisetti et al.
(2023a). It builds an ensemble of N models, each model trained on
a disjoint subset of the training set forming N disjoint training sets.
To this aim, it computes the hash of each data point according to md5,
applies the modulo operator (modulo N), and evenly routes data points
according to their modulo to the N disjoint training sets. At inference
time, data points are routed to each model in the ensemble and the
final prediction is retrieved using majority voting. This approach is
highly effective against untargeted (Anisetti et al., 2023a) and targeted
poisoning attacks (albeit with small variations (Jia et al., 2021; Levine
and Feizi, 2021)). This technique, referred to as hash pipeline, is the
most similar to our approach in terms of threat model and ensemble
technique (see the comparison in Section 9). They both rely on an
ensemble of models trained on disjoint training sets, differing in how
training sets are built.

Table 2 shows the pipelines used in our experiments: (i) risk
pipelines including the IoPs in Section 4; (ii) risk oracle pipelines,
where risk assessment assigns 1 to r; if p; is poisoned, 0 otherwise; (iii)
hash pipelines implementing the ensemble technique in Anisetti et al.
(2023a).

In total, we executed 5368 different experiments, each of which
repeated 5 times. The execution platform is an Apple MacBook Pro
with 10 CPUs Apple M1 Pro, 32 GBs of RAM, operating system macOS
Sequoia 15, using Python 3.10.12 with libraries scikit-learn v1.3.1 (Pe-
dregosa et al., 2011), numpy v1.24.4 (Harris et al.,, 2020), pandas
v2.1.1 (Wes McKinney, 2010; The pandas development team, 2020),
plotly v5.24.0,° and xarray v2023.9.0 (Hoyer and Hamman, 2017).

8 https://plotly.com/python/.
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Fig. 4. Impact of poisoning attacks against vanilla and filtered monolithic models and risk oracle pipelines, varying datasets M2 and SB and percentage of poisoned data points e.

7.2. Threat model validity

We validated our threat model in Section 3.1 by measuring the
impact of the poisoning attacks (Boundary and Clustering) and datasets
(M2 and SB) on the quality metrics accuracy, precision, and recall of
the vanilla monolithic model varying the poisoning budget e.

Fig. 3 shows our results. We can first observe that the monolithic
model achieves similar quality on the non-poisoned datasets: accu-
racy = 0.931, precision = 0.922, and recall = 0.941 on dataset M2;
accuracy = 0.912, precision = 0.908, and recall = 0.918 on dataset
SB. We can then observe that both attacks have the highest impact on
recall (REC), which decreases to 0.785 on average across all attacks
and datasets. The impact on accuracy is lower (0.859), while we
observed a positive impact on precision (0.921). In particular, attack
Boundary causes a 16.9% worsening on REC on average across datasets
compared to 14.1% of attack Clustering. Comparing the two datasets,
REC decreases of 17.3% on average with M2, compared to 13.7% of
SB. Considering ¢, we can observe that it strongly affects REC, which
shows the steepest trend among quality metrics, varying between 0.883
(e = 2) and 0.7 (¢ = 11) on average across datasets and attacks.

The above results support our assumptions in the threat model in
Section 3.1 and, therefore, our experimental evaluation entirely focused
on recall REC.

7.3. Soundness

We evaluated the soundness of our approach, measuring whether
the risk management process in Section 5 is effective to increase the
robustness of ML models. We thus compared the recall REC retrieved
by (i) risk oracle pipelines (Oracle+ Sink and Oracle+ Round-robin), that
is, pipelines where poisoned data points are known to the defender.
The defender optimally routes data points to the training sets used to
train the models in the ensemble according to routing strategies Sink
and Round-robin, respectively; (ii) filtered monolithic model, that is,
an ensemble with N = 1, where poisoned data points are known to

the defender and filtered out from the training set; and (iii) vanilla
monolithic model.

We consider the vanilla monolithic as our bottom line, the oracle
pipelines as our real optimum, and the filtered monolithic as our
theoretical optimum.

Fig. 4 shows our results, which are dataset-depending. Focusing
on SB, on average, the filtered monolithic model is the best one
(REC = 0.874), followed by Oracle+ Sink (REC = 0.845) and Oracle+
Round-robin (REC = 0.816), each of which is better than the vanilla
monolithic model (REC = 0.804). In addition, the gap between the
filtered monolithic model and Oracle+ Sink becomes smaller when N
> 3 (REC = 0.854 on average).

Focusing on dataset M2, we can observe that risk oracle pipelines
are always worse than the monolithic models, meaning that our risk-
based routing is ineffective, even when the poisoned data points are
known to the defender. On average, the filtered monolithic model
exhibits the highest recall (REC = 0.841), followed by the vanilla
monolithic model (REC = 0.793), Oracle+ Sink (REC = 0.722), and
Oracle+ Round-robin (REC = 0.722).

The reason of these results lies in the structure and cardinality
of the datasets. To demonstrate this observation, we inspected the
datasets using T-distributed Stochastic Neighbor Embedding (t-SNE) to
reduce them to a two-dimensional space. Fig. 5 shows that M2 can be
roughly divided in three clusters, with attack Clustering targeting one
cluster and attack Boundary targeting two clusters only (see poisoned
data points in orange in Fig. 5). Filtering or routing these data points,
using the filtered monolithic model or a risk pipeline, respectively,
creates a strongly imbalanced training set, where an entire region of the
space can be removed or substantially reduced in cardinality across the
models in the ensemble. On the contrary, Fig. 5 shows that poisoned
data points in SB are fairly distributed under both attacks, meaning
that their removal or routing does not create imbalance. In addition,
we note that the ensemble experiences a higher loss with M2 due to its
small cardinality.

To conclude, M2 is intrinsically weak, meaning that poisoning has
a larger impact as discussed in Section 7.2, while decreasing the utility
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Table 3
Configurations of the IoPs and risk assessment, following an empirical analysis.
ToP Hyperp. Boundary Clustering
Norm. Bin. Norm. Bin.
ToPyoung - max output > 0.81 max output > 0.82
ToPgigh k =50 div (output[0] < 0.32 A output[1] < 0.11)v div (0.18 < output[0] < 0.47 A output[1] < 0.01)v
(0.047 < output[0] < 0.17 A output[1] < 0.32) (output[0] <~ 0.064 A output[1] = 0)v
(output[1] = 0 A output = 0)
ToP - max output[0] < 0.175A output([1] > 0.82 div output > 0.18A output < 0.40

Non-poisoned data points Poisoned data points
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Fig. 5. Dimension-reduced datasets M2 and SB. (For interpretation of the references
to color in this figure legend, the reader is referred to the web version of this article.)

of our risk-based ensemble technique. This finding is also confirmed
in literature on simpler attacks (Anisetti et al., 2023a). SB is instead
more robust and our risk-based ensemble techniques can contribute to
increase the overall ML robustness.

According to the above results, in the remainder of this section, we
focus on SB, using vanilla monolithic model as our bottom line and
oracle pipelines as our optimum.

7.4. Robustness

We evaluated the robustness of our approach, comparing our risk-
based and state-of-the-art hash-based ensemble techniques (target mod-
els ref) against the vanilla monolithic model (baseline model base)
using metric 4 in Eq. (4).

Table 3 shows our configurations and Fig. 6 our results. We note
that values above the horizontal dotted line at 4 = 0 model scenarios
where risk-based or hash-based ensemble model is better than the
monolithic model. We note that Fig. 6 excludes risk pipelines based
on Max+ Sink because the corresponding A is ~#30x worse than other
risk pipelines (4 = —0.468 compared to 4 = 0.015 on average).

On average across all attacks and N, we can first observe that most
pipelines exhibit 4 > 0, meaning that they are more robust than the
vanilla monolithic model. Pipelines based on Count+ Sink show highest
robustness with 4 = 0.02, compared to 4 = 0.014 of hash, 4 = 0.013
of Count+ Round-robin, and 4 = 0.011 of Max+ Round-robin. Pipelines
based on Count+ Sink captures 48% of the optimum (Oracle+ Sink),
compared to 33% of hash, 31% of Count+ Round-robin, and 26% of
Max+ Round-robin.

We can then observe that A increases as e increases, meaning
that our ensemble technique becomes more robust as the amount of
poisoned data points increases. On average across datasets and attacks,
risk pipelines exhibit 4 = —0.005 when € < 5, and 4 = 0.031 when ¢ > 6.
For instance, pipeline Count+ Sink captures 59% of the global optimum
when e > 6, 8% otherwise. The robustness of vanilla monolithic model
is then strongly affected by an increasing ¢, as opposed to our ensemble
technique.

Focusing on attack Boundary and averaging over N, we can observe
that Count+ Sink improves as e increases, following the general trend.
With ¢ > 6 and on average across N, Count+ Sink is the best approach
capturing 46% of the optimum. Focusing on attack Clustering and
averaging over N, we can observe that Count+ Sink is the best model
regardless of ¢, reaching 75% of the optimum. The remaining pipelines
are similar, with hash reaching the 27% and Max+ Round-robin the 23%
of the optimum.

Fig. 7 shows the behavior of A against attacks Boundary and Clus-
tering averaged over N and ¢ > 6. We can first observe that the
best pipeline Count+ Sink exhibits a growth pattern from N = 3 to
N =9 followed by further growth and stabilization (Clustering) or slight
decrease, stabilization, and decrease (Boundary — the most impactful
attack). The initial growth is larger (379%) under attack Clustering
than under attack Boundary (10%). We can then observe that pipelines
Count+ Round-robin and Max+ Round-robin follow a similar pattern
under the two attacks. Their behavior is decreasing (—47%) under the
most impactful attack Boundary and increasing (129%) under Clustering
from N =9 to N = 33.

We can finally conclude that our risk-based ensemble technique
exhibits a higher REC than the vanilla monolithic model and hash-
based ensemble technique on the poisoned datasets, meaning that our
technique increases the robustness compared to an undefended model
and the state of the art across attacks.

7.5. Performance

We measured the performance of our ensemble technique in terms
of the time needed to execute the entire risk pipeline, from risk assess-
ment to risk treatment. We also measured the total execution time of
training a monolithic model as our baseline.

Table 4 summarizes our settings. We considered a worst cases
scenario where SB (the largest dataset) was poisoned using attack
Boundary (the most impactful attack) and ¢ = 6 (the rounded down, me-
dian of the considered values of ¢). Then, we generated several training
sets using random oversampling on poisoned SB. We then measured the
execution time of the monolithic model and of the given risk pipelines
following configurations in Table 3. We repeated each execution until
results converged.” We evaluated risk pipelines including (i) all IoPs
and (ii) one IoP at time.

Fig. 8 shows an excerpt of our results, focusing on the worst perfor-
mance results retrieved by Sink. We can observe that execution time
linearly increases as the dataset cardinality |5| increases; the impact of

9 Using pytest v7.4.4 (https://docs.pytest.org/en/stable/) and pytest-
benchmark v4.0.0 (https://github.com/ionelme/pytest-benchmark).
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Table 4
Settings for performance evaluation.
Parameter Values
Pipelines * ToPyynqt+ Round-robin * ToPyynqt Sink
* IoPg+ Round-robin * ToP g+ Sink
* IoPp,+ Round-robin * ToPy,+ Sink
« IoP+ Count+ Round-robin + IoP + Count+ Sink
+ IoPg+ Max+ Round-robin + IoPg+ Max+ Sink
+ Vanilla monolithic model
N 3,19, 33
|D| 2,500, 5,000, 10,000, 20,000
Base model Decision tree

the number N of models is negligible (6.109 s on average on IoP )+
Count+ Sink with N = 3, 6.195 s with N = 19, 6.212 s with N = 33)
thanks to our implementation supporting vectorized and parallelized
executions. IoP,, has the largest impact on performance, because it
additionally performs clustering (a performance of 6.056 s on average
when used as the only IoP, 6.172 s when used in conjunction with
ToPyoyng and ToPpy); ToPyoung and ToPp,, show negligible execution
times when used alone (0.213 s on average), but higher than the
monolithic model (0.087 s on average).

8. Discussion

Our research question sought to understand whether an ensemble
technique built on a risk-based routing can improve the robustness
of ML models under the threat model in Section 3.1. We evaluated
our risk-based routing varying datasets, attacks, percentage of poisoned
data points, and risk pipelines. Four findings emerge as follows.
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Fig. 8. Performance of our technique varying dataset cardinality |D| (oversampled
from dataset SB under Boundary with ¢ = 6).

F1 The effectiveness of an ensemble model strongly depends on

the dataset. Finding F1 can be observed in Fig. 4, where
the effectiveness of our ensemble technique differs according to
the dataset. Fig. 4(a)—(f) shows that the oracle pipelines (our
optimum) are always worse than the monolithic models when
applied on dataset M2; Fig. 4(g)-(1), instead, shows that pipeline
Oracle+ Sink approaches the filtered monolithic model (our
theoretical optimum) when applied on dataset SB: REC = 0.845
and REC = 0.874, resp., on average.

A similar behavior also emerges with the filtered monolithic
model. On the non-poisoned datasets, recall REC is 0.94 on
M2 and 0.914 on SB. On the poisoned datasets, the filtered
monolithic model worsens faster on dataset M2 (REC = 0.841)
than on SB (REC = 0.874).

As discussed in Section 7.3 and Fig. 5, the reason lies in the
structure and cardinality of the datasets. For instance, dataset
M2 is inherently weak due to its small cardinality and localized
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distribution of poisoned data points in specific regions of the
space. In this case, the poisoning impact cannot be counteracted
even when the poisoned data points are known to the defender.

F2 Our risk-based ensemble technique provides higher robustness
than state-of-the-art ensemble techniques. Finding F2 can
be observed in Fig. 6, where the recall of pipeline Count+ Sink
outperforms the other pipelines, and in particular the state of the
art (Anisetti et al., 2023a; Levine and Feizi, 2021) represented
by the hash pipeline. On average with ¢ > 6, Count+ Sink
captures 58.5% of the optimum Oracle+ Sink, compared to only
34% of the hash pipeline. Our results show that a risk-based
routing of data points has a positive impact on the robustness
of ML against poisoning attacks.

F3 The number N of models in the ensemble impacts the result.
Finding F3 can be observed in Fig. 7. All pipelines show a similar
behavior across attacks. First, a growing trend is observed as N
increases until the optimum is reached; then, a decreasing trend
is observed due to the decreased cardinality of the training sets
used to train the models in the ensemble that negatively impacts
on the overall recall. This behavior is stronger in Count+ Sink,
where the first model in the ensemble receives all risky data
points further impacting on the cardinality of the other models.
In particular, Count+ Sink reaches the optimum at N = 9 under
Boundary (4 = 0.031) and N = 15 under Clustering (4 = 0.055).
These results show that ML robustness does not require large
values of N.

F4 Routing all risky data points to one model provides the highest
robustness. Finding F4 can be first observed in Fig. 4(g)-(1) (for
dataset SB), where Oracle+ Sink is the best ensemble technique
overall (REC = 0.845 on average compared to REC = 0.713 of
Oracle+ Round-robin). F4 is further supported by our results in
Figs. 6 and 7, where Count+ Sink exhibits the highest robustness:
A =0.02 (4 =0.047 when ¢ > 6). Following F3, our results show
that routing all risky data points to the same model increases
the robustness more than evenly spreading, but may create an
unbalanced ensemble if N is too high.

9. Comparison with related work

Recalling Sections 2 and 3, our risk-based ensemble technique can
be classified as a model-hardening defense. We therefore discuss related
work in this area (Section 9.1) and compare it with our approach
(Section 9.2).

9.1. Related work

The line of research closest to the work in this paper focuses on
ensemble techniques that modify the training process and the ML model
to increase empirical ML robustness. Anisetti et al. (2023a) designed
an ensemble technique that counteracts untargeted poisoning attacks
perturbing features or labels, and focuses on random forest models.
The proposed approach creates N disjoint subsets of the training set by
evenly distributing its data points using hash and modulo. These subsets
are then used to train N models in the ensemble. The prediction at
inference time is retrieved using majority voting among the N models.
Mauri et al. (2023) proposed an ensemble technique based on a two-
stage approach. First, it computes the risk of each data point according
to its distance from the separating hyperplanes of an SVM model.
Second, it routes data points to disjoint subsets of the training set
maximizing their diversity according to their risk. Xing et al. (2024)
designed an ensemble technique protecting against backdoor poisoning
attacks, where the attacker adds imperceptible noise to specific data
points at both training and inference time to cause misclassification
of perturbed inference-time data points. In particular, this defense
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randomly routes data points to N disjoint subsets of the training set
and trains N models with different architectures using self-ensembling.

Another important line of research focuses on ensemble techniques
providing certified robustness. Jia et al. (2021) designed an ensemble
based on bagging. It routes data points to N subsets of the training
set uniformly with replacement, trains one model for each subset,
and retrieves the prediction at inference time using majority voting.
The defense counteracts a generalized attacker model altering the
training set with addition, deletion, and modification. The robustness
of this defense is certified, bounding the correctness of an inference-
time prediction with the maximum number of poisoned data points.
Levine and Feizi (2021) proposed two similar techniques also providing
certified robustness. The first technique protects against any poisoning
techniques (denoted as “(A)” in Table 5). It routes data points to the
N disjoint subsets of the training set according to their hash modulo
N, and then proceeds as in Jia et al. (2021). The second technique
protects against label flipping (denoted as “(B)” in Table 5). It starts
with hash-based routing and then trains N semi-supervised models,
each of which takes as input the entire unlabeled training set and the
corresponding labeled subset. Wang et al. (2022) improved the first
technique in Levine and Feizi (2021) with a different routing algorithm.
It splits the training set into several subsets smaller than in Levine
and Feizi (2021) using hash and modulo, and then uses a second hash
function and modulo to assign each subset to different buckets. The
resulting N buckets are used to train N models independently, and
the inference-time prediction is retrieved using majority voting. Rezaei
et al. (2023) defined a voting technique for ensemble-based defenses.
First, it records the predicted label of each model. Second, it records
each model confidence probability (logits) of the top-two labels of the
first round: the label with the highest number of votes is the predicted
one. This voting is applied to the first technique in Levine and Feizi
(2021) and Wang et al. (2022), improving robustness. Chen et al.
(2022) focused on a different definition of certified robustness, called
collective robustness, which certifies the prediction correctness of a
model overall, opposed to the correctness of individual predictions. The
definition is applied to a modified version of bagging-based ensemble,
replacing random routing with hash and modulo.

Finally, another line of research focuses on techniques that adapt
the training process of a monolithic model to increase ML robustness.
Bansal et al. (2023) focused on backdoor attacks in multi-modal (image
and text) ML. The proposed approach fine-tunes a pre-trained, back-
doored model forcing it to learn independent representations of each
modality, breaking the malicious mappings introduced by poisoned
data points. Geiping et al. (2022) proposed a different approach to
model hardening that adapts adversarial training, a technique originally
defined to counteract inference-time attacks. Specifically, it injects
correctly labeled poisoned data points in the training set. This tech-
nique protects neural network-based models against targeted poisoning
attacks including backdoor.

9.2. Comparison

Table 5 compares our approach and existing model-hardening de-
fenses according to different aspects. Column Attacker Model specifies
the attacker model in Section 3.1 in terms of the scenario, objec-
tive, knowledge, and poisoning technique. Scenario evaluates the type
of dataset: (i) tabular datasets (TB); (ii)) raw samples (SA). Objective
evaluates the objective of the attacker: (i) untargeted (UT); (ii) semi-
targeted (ST); (iii) targeted (T). Knowledge evaluates the knowledge of
the attacker: (i) black-box (B); (ii) white-box (W). Poisoning technique
evaluates how data points are crafted: (i) any perturbation (Any);
(ii) label flipping (LF); (iii) specific backdoor attacks (BD); (iv) other
attacks (O). Column Defender Model specifies the defender model in
terms of the applicability to different ML algorithms (Model applica-
bility) and analysis of data point peculiarities (Data point analysis).
Model applicability specifies whether the defense is applicable to any
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Comparison with related work.
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Ref. Attacker model Defender model
Scenario Objective Knowledge Technique Model applicability Data point analysis Description

Jia et al. SA, TB T - Any v X Ensemble with majority voting; routing

(2021) using bagging; models trained
independently

Levine and SA, TB T - Any v X Ensemble with majority voting; routing

Feizi (2021) to disjoint subsets using hash and

A) modulo; models trained independently

Levine and SA, TB T - LF v X Ensemble with majority voting; routing

Feizi (2021) to disjoint subsets using hash and

(B) modulo; each model trained on
unlabeled training set U labeled subset

Chen et al. SA, TB UT, T - Any v X Ensemble with majority voting; routing

(2022) to subsets using bagging with hash;
models trained independently

Geiping et al. SA, TB T w Any, BD X X Modified adversarial training

(2022)

Wang et al. SA, TB T - Any v X Ensemble with majority voting; routing

(2022) to non-disjoint subsets using two hash
functions and modulo; models trained
independently

Anisetti et al. TB uT B LF, O X X Ensemble with majority voting; routing

(2023a) to disjoint subsets using hash, modulo,
and round-robin; models trained
independently

Bansal et al. SA T - BD X X Custom fine-tuning in multi-modal ML,

(2023) breaking malicious mappings introduced
by poisoned data points

Mauri et al. SA, TB - B LF v v Ensemble with majority voting; routing

(2023) to disjoint subsets according to the
(distance-based) risk maximizing
diversity; models trained independently

Rezaei et al. SA, TB - - Any X X Ensemble with custom two-stage voting

(2023) trained as in Levine and Feizi (2021)
(A) and Wang et al. (2022)

Xing et al. SA T - BD X X Ensemble with majority voting; routing

(2024) to disjoint subsets using bagging; each
model trained varying architecture and
using self-ensembling

This paper TB ST B LF v v Ensemble with majority voting; routing

to disjoint subsets using a risk
management process; models trained
independently

Comparison with related work in terms of (i) Scenario (Scenario): raw samples (SA), or tabular dataset (TB); (i) Objective (Objective): untargeted (UT), semi-targeted (ST),
targeted (T); (iii) Knowledge (Knowledge): black- (B), or white-box (W); (iv) Poisoning technique (Technique): any (Any), label flipping (LF), backdoor (BD), or other (0); (v)
Model applicability (Model applicability): generalizable (v) or not (X); (vi) Data point analysis (Data point analysis): analysis of each data point (v) or not (X). “~”” means unspecified.

ML algorithm (v') or not (X). Data point analysis specifies whether the
defense analyzes the peculiarities of the data points (v') or not (X).
Description describes the defense. Finally, “~” denotes an unspecified
value.

According to Table 5, we can first observe that our approach is
the only model-hardening defense targeting semi-targeted poisoning
attacks. Moreover, our approach is one of the few defenses with a
carefully defined threat model, which clarifies the boundaries of the
analysis. Finally, our approach and the approach in Mauri et al. (2023)
are the sole implementing a risk-based technique. However, differently
from the work in Mauri et al. (2023), our approach (i) analyzes
each data point from multiple angles using IoPs, (ii) implements two
opposite routing functions, and (iii) is generalizable over each step of
the risk management process, from the specific IoPs to their aggregation
and routing.

10. Conclusions

The ever-increasing spread of machine learning has raised several
concerns about the security and trustworthiness of ML models. In this
paper, we proposed a risk-based ensemble technique that increases
the robustness of ML models against poisoning attacks targeting their
recall. Our technique performs a smart routing of data points during
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the training of the models in the ensemble following a risk manage-
ment process. Throughout fine-grained experiments, we demonstrated
that our technique increases the robustness with respect to (i) an
undefended, vanilla monolithic model and (ii) state-of-the-art ensem-
ble techniques based on hash functions, provided that the dataset is
sufficiently robust. In conclusion, we observed a strong dependence of
the technique on the structure of the dataset to be protected and the
need of tuning the parameters of our approach to the specific scenario,
aspects that will be further analyzed in our future work.
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