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paramount importance, thanks to their ability
to give trainees hands-on experience with real-
world exercises. This paper presents the moti-
vation and objective of the AERAS project,
including a thorough analysis of data from ad-
hoc interviews and surveys specifically designed
and administered for the project’s goals. AERAS
aims to apply the cyber range concept to the
critical healthcare sector. The AERAS plat-
form will be a virtual cyberwarfare solution
that will simulate the operation and effects
of security controls and offer hands-on train-
ing on their development, assessment, use, and
management.

1 Introduction

Cyber ranges have gained increasing impor-
tance in cybersecurity training in recent years.
Still, it is paramount since it gives trainees
hands-on experience in real-world exercises.
High-quality cyber ranges can recreate for
users the experience of responding to a sim-
ulated cyber-attack by replicating the work-
ing environment, the organizational network,
and the deployed attack [5]. Cyber ranges are
increasingly deployed in critical assets to im-
prove cybersecurity preparedness and aware-
ness in critical environments. One of the pre-
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dominant is the healthcare sector, whose gov-
ernment expenditure in EU-28 reached 7.1%
of EU GDP, exceeding other critical sectors.
However, such a level of investment is not re-
flected in the same level of investment in cy-
bersecurity training and awareness.

As technology use in healthcare grows, so
do cyber-attacks. Personal health information
(PHI) and e-health records (EHRs) stored in
healthcare organizations are of incredible value
to cybercriminals, as they contain personal in-
formation (e.g., social security numbers and
insurance information) that can be easily used
for fraudulent purposes or sold for profit. Also,
risks are too high with medical devices, es-
pecially smart wearable devices, and implants
(e.g., drug infusion pumps, defibrillators), which
interact with the physical world and affect pa-
tient health directly.

In this challenging context, the AERAS pro-
ject, funded by the EC under the Horizon 2020
Marie Sktodowska-Curie Research and Innova-
tion Staff Exchange Evaluations, is designing
and developing its solution. The Consortium is
aimed at developing a realistic and rapidly ad-
justable cyber range platform for systems and
organizations in the critical healthcare sector
to effectively prepare stakeholders with differ-
ent types of responsibility and levels of ex-
pertise in defending high-risk, critical cyber-
systems and organizations against advanced,
known, and new cyber-attacks, and reducing
their security risks. The platform will be a vir-
tual cyberwarfare solution enabling the sim-
ulation of the operation and effects of secu-
rity controls and offering hands-on training on
their development, assessment, use, and man-
agement. In this paper, we want to put forward
our ideas, describe the motivation leading our
research activities, and propose a reference ar-
chitecture that can satisfy its challenging ob-
jectives.

The paper is organized as follows. Section 2
provides an overview of the role of cyber ranges
in cybersecurity training. Then, Section 3 de-
scribes the importance of cybersecurity train-
ing in the healthcare sector, presenting the re-

sults of a study the AERAS Consortium car-
ried out to lay down the basis of the platform
requirements. finally, Section 4 presents the
AERAS approach and reference architecture,
and Section 5 draws our conclusions.

2 Cybersecurity Training with Cyber
Ranges

Recent works [10] describe platforms to train

trainees for known and new cyber-attacks by

adapting to the continuously evolving threat

landscape and examining if the trainees trans-

fer the acquired knowledge to the working en-

vironment. In the same way, commercial prod-

ucts like Cyberbit Cyber Range' supply a train-
ing/simulation platform for the instantiation

and management of hyper-realistic training cen-
ters, while the AIT Cyber Range?, provided

by the Austrian Institute of Technology, offers

a virtual environment of flexible simulation of

critical IT systems.

Several high-level commercial and public
cyber ranges are available on the market. To
name some, the Virginia Cyber Range® sup-
plies a cloud-hosted virtual environment for
training students in handling cybersecurity events.
At the same time, the Michigan Cyber Range*
focuses on strengthening the State’s cyber de-
fenses by providing one of the largest unclas-
sified, network-accessible cybersecurity train-
ing platforms, while the National Cyber Range
(NCR)® provides the ability to conduct real-
istic cybersecurity testing, evaluation (T&E)
and training.

Looking at the private sector, the Italian
Aerospace, Defence, and Security Company Leo-
nardo provides a multipurpose operational en-
vironment that aims to create realistic oper-
ational training scenarios using best-of-breed

https://wuw.cyberbit.com/
https://cyberrange.at/
https://virginiacyberrange.org/
https://wuw.merit.edu/cyberrange
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technologies for Infrastructure-as-Code provi-
sioning, cloud management, software-defined
networking®.

Moreover, many projects funded by the Eu-
ropean Commission under the Horizon 2020
Framework Program also provided high-quality
cyber range platforms. THREAT-ARREST [6]
marshaled modern training methods (i.e., em-
ulation, simulation, serious gaming, and fabri-
cation of realistic synthetic data) to enhance
the learning experience for trainees. SPIDER
cyber range [9] replicated a customized 5G net-
work, enabling the execution of cyber-exercises
that take advantage of hands-on interaction
in real-time, the sharing of information be-
tween participants, and the gathering of feed-
back from network equipment, as well as the
development and adaptation of advanced oper-
ational procedures. CYBERWISER cyber range
platform [1] provided a multipurpose virtual
environment where organizations can test crit-
ical capabilities and reveal how effectively they
integrate people, processes, and technology to
protect their strategic information, services, and
assets. Ukwand et al. [12] documented cyber
range and test-bed platforms, characterizing
them by type, technology, threat scenarios, ap-
plications, and the scope of attainable train-
ing. The analysis has been enriched by a tax-
onomy developed to provide a broader com-
prehension of the future environments.

Finally, Somarakis et al. [11] describe the
link between Cyber Range training and As-
surance, introducing a model-driven approach
that facilitates the generation of ad-hoc train-
ing scenarios based on a comprehensive model-
based description of the organization and its

security posture. Cybersecurity training through

Cyber Range has also been exploited for crit-
ical environments. In [7], authors describe the
Cyber Arena environment, which puts together
ICT architectures of two or more organiza-
tions, enterprises’ business as well as enter-
prise interdependences of ICT architecture and
business, modeling internet and cloud archi-
tectures at different tier levels, to achieve the

6 https://shorturl.at/hvzAY

capability for complex training environment in
the cybersecurity domain.

3 Cybersecurity Training in the
Healthcare Sector

Recent reports reveal gaps in healthcare in-
frastructure, training, and investment in cy-
bersecurity. The EU Agency for Cybersecurity
(ENISA) conducted the "Cyber Europe 2022"
[2] exercise, highlighting the need for increased
investment in healthcare cybersecurity. With
over 900 participants, the exercise emphasized
the growing challenges of cyber-attacks, neces-
sitating more frequent local-level testing to en-
hance cybersecurity resilience in healthcare or-
ganizations.

According to ENISA’s Threat Landscape
2022 report [3], the healthcare sector ranked
sixth among targeted sectors, comprising 7.2%
of cyber-attacks. It trailed behind public ad-
ministration and government, digital service
providers, the general public, services, and fi-
nancial / banking services. Cyber-attacks in
healthcare had a more significant social im-
pact, mainly due to incidents involving the dis-
closure of private patient data or the unavail-
ability of appointment booking services. These
incidents had higher social implications than
digital, economic, physical, and reputational
impacts.

The findings of the NIS Investments 2022
report [4] show a majority (64%) of healthcare
organizations are currently utilizing connected
medical devices or Internet of Medical Things
(IoMT) devices, with an additional 19% plan-
ning to deploy them in 2022. However, con-
cerning is the fact that 38% of these organiza-
tions have deployed connected devices without
implementing any security controls, rendering
them vulnerable to cyber-attacks. The health-
care sector has experienced the highest per-
centage of significant security incidents from
exploiting software and hardware vulnerabil-
ities. Approximately 60% of respondents re-
ported current usage of a Digital Health Cloud
Platform or Solution, while around 30% planned
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to adopt such a solution in the near future. Re-
garding cybersecurity awareness training pro-

grams, the report highlighted that 60% of health-

care organizations provide training for non-IT
staff, but only 22% offer dedicated training.
Surprisingly, 33% of healthcare organizations
do not provide cybersecurity training for their
non-IT staff.

To further explore and collect information
regarding the needs and requirements for the
AERAS platform, we conducted qualitative and
qualitative surveys using interviews and ques-
tionnaires.

3.1 Interviews with the physicians

Healthcare organizations’ cyber systems are ex-
posed to various cyber-attacks and have be-
come appealing targets for cybercriminals since
they can reveal sensitive information. Health-
care professionals have varying access levels to
the organization’s data and systems. As a re-
sult, they must be aware of the current dangers
and, where applicable, be prepared to respond
and manage cyber security issues.

Cybersecurity is crucial for the healthcare
system since the organization must secure pa-
tients’ safety and privacy while ensuring pa-
tient care delivery effectiveness. To have ro-
bust cybersecurity protection, the institution
must have performant technologies that pro-
tect its digital network and promote awareness
among staff to engage in secure practices when
managing patient data. Therefore, to create a
platform that fulfills the objectives of health-
care stakeholders, it is necessary to understand
their needs and requirements based on their
perceptions of how cybersecurity risk manage-
ment and cybersecurity training will be more
effective.

The use of qualitative research as a first
step in assessing the healthcare domain’s cy-
bersecurity situation was a tremendous oppor-
tunity, as it allowed for an in-depth under-

standing of the needs and expectations of health-

care staff. We performed extensive face-to-face
interviews with physicians from EU countries

about data access needs in a healthcare set-
ting and cybersecurity training expectations.
This enabled us to collect in-depth informa-
tion about the expectations of non-IT experts
about cybersecurity in the healthcare domain.

The qualitative study included interviews
and focus groups with clinicians from several
European countries. The study was designed
as a semi-open interview in which the doctors
were asked questions on Data Access Needs
and Cybersecurity Training Fzpectations. De-
pending on the participant, the interviews lasted
between 12 and 40 minutes. The study had 27
participants, six from Greece, nine from Ro-
mania, and 12 from France. In terms of de-
mographics, there were 14 female and 13 male
participants. Participants ranged in age from
24 to 67 years old, with a mean age of 39.
Physicians came from different medical spe-
cialties, including general medicine, radiology,
dermatology, ORL, accident and emergency,
ophthalmology, and others. Figure 1 and Ta-
ble 1 depict the distribution of the study par-
ticipants.

Participants per Specialty

Geriatric Medicine
Interventional Radiology
Orthopedics
oftalmology

pediatry

Psychiatry

ORL

Accident and Emergency
Gastro-enterocology
Pediatric Surgery
Oncology

General Medicine
Dermatology

Radiology

=]

Fig. 1: Interviewed Participants per Medical
Specialty

Doctors’ requests for access to patient data
have been examined, as well as technical chal-
lenges in the actual work environment to as-
sess the current state of the healthcare domain.
The interviewed physicians provided valuable
insight into the types of patient personal infor-
mation they handle daily, how they commu-
nicate with other healthcare colleagues, how
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Table 1: Participants Socio-Demographic Information

Country no. Participants Gender Mean Mean Work Exp.
Female Male Age (in years)

Greece 6 1 5 39 12

Romania 9 6 3 33 7

France 12 7 5 43 16

ALL 27 14 13 39 12

and where they share patient private informa-
tion, and what technical problems they may
encounter daily.

3.1.1 Insights regarding Data Access Needs

Medical workers handle sensitive patient in-
formation regularly, including name, address,
phone numbers, social security numbers, med-
ical history, and socio-demographic data. Re-
spectively, 66% of the physicians polled stated
that they regularly share patient information
inside and outside the hospital. Patient infor-
mation must be shared among colleagues or
other external health institutions for various
reasons, including collaboration with special-
ists, thorough investigations, or simply seeking
advice from another peer.

When asked how they communicate with
other health professionals or share patient per-
sonal information, interviewees said they uti-
lize internal hospital platforms or dedicated
medical software and email, phone, fax, or pa-
per files. Approximately half (48%) of the doc-
tors polled stated that they utilize and commu-
nicate with colleagues digitally via a specific
medical platform that is entirely secure via
encrypted means. These platforms, however,
are primarily local and limited to hospitals or
city departments. Furthermore, nearly half of
the clinicians polled (48%) said they consult
or discuss patient information with peers us-
ing paper files. Some doctors indicated using
personal emails or devices to communicate pa-
tient data in some situations. The choice of

an unsecured mode of communication is mo-
tivated by time constraints and the availabil-
ity of communication tools on personal devices
(PCs, smartphones). The institution’s inter-
nal platforms do not allow contact with other
less secure media than the one they use, which
impedes speedy and effective communication
with colleagues.

Table 2 gives an overview of the communi-
cation means physicians use during their work,
as emerged from the analysis. Additionally, the
doctors interviewed stated that they frequently
encounter technological issues while working
on dedicated platforms and laptops. Respec-
tively, 66.6% of physicians said the system or
computer they work on often gets stuck or
crashes. The clinicians have mentioned the fol-
lowing issues:

— PC or platform gets stuck;

— program crashes;

— programs work slowly;

— programs too big for the available infras-
tructure;

— slow speed;

— information gets lost, not sent, or received;

— software gives errors;

— old infrastructure and technological equip-
ment;

— slow Wi-Fi connection;

— lack of technology equipment in some places
(countryside mostly);

— can’t access certain information;

— can’t correct information if introduced in-
correctly in the system, which requires help
from the IT specialists for changing;
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Table 2: Summary of Means of Peer-Communication

Means of communication

Benefits

Disadvantages

Internal Platform/Private
Office Platform

— Highly secured platforms
using encrypted means of
share

Platforms used locally (specific to
each hospital or city)
Impossibility of sending informa-
tion to another platform

Medical Files — Paper wise

— No need for costly technol-
ogy infrastructure

— Already in use

— More accessible than digital
versions

Information gets lost, or paper de-
teriorates easily

Incomplete medical patients’ file
Difficulty sharing patient informa-
tion efficiently and fast

Email

— Professional emails: secure
ways

— Fast and accessible way of
communication

— Accessibility of individual or
unit emails, separate emails

Personal emails or devices: unse-
cure means of communication
Sometimes, there is a lack of indi-
vidual employee emails, so we need
to use a common unit email that
has open access to everybody

Phone — verbal communi-
cation

— Fast and efficient communi-
cation

Sharing only minimal information
about the patient

8.1.2 Insights regarding Cybersecurity
Training Requirements

It is critical to train medical workers in best
practices for the institution’s cybersecurity to
ensure high-level cybersecurity for the health
system as there is no one-size-fits-all approach
to medical personnel training because humans
are complex beings, the training/course should
be tailored to the needs and expectations of
the intended audience. The interviewed clini-
cians provided great insights into their cyber-
security training preferences and expectations.

When asked if cybersecurity matters in health-

care, one doctor stated, "We know cyberse-
curity is tmportant, but nobody told us why."
More than 90% of participants said that they
want to take a cybersecurity course because
they believe it is essential and useful to under-
stand what cybersecurity is, what risks it en-
tails for the healthcare system, and how to en-
gage in best practices to protect patients and

themselves. In terms of the material that doc-
tors would like to see in such a course, they
would like to see an introductory course that
includes tips and tricks on what to do and
what not to do at work to be secure.

According to their recommendations, the
course should be kept as brief as possible, sim-
ilar to a mini-course. Another critical consider-
ation is whether the training should be deemed
professional or personal time. They said they
would expect more doctors to attend if the
training was considered work time rather than
personal time. Participants proposed several
lengths for the course, including 1-3 hours, 3-5
days, one week, and one weekend. Almost half
of the participants said the course should be re-
peated if significant updates become available.
Other participants suggested that the course
be repeated every six months, every year, or
every two to four years.
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Respectively, 70% of the participants men-
tioned that they would prefer to take such a
course in person, with live participation, since
they believe it is more dynamic and involved.
It allows them to interact with the trainer/s
more easily. However, other participants sug-
gested the online format would be more conve-
nient for doctors’ busy schedules. In addition
to the previously provided information on the
content and format of a cybersecurity course
for medical personnel, it is crucial to highlight
that cybersecurity training should include themes
on ethics, biased data, and how to interpret re-
sults accurately. Furthermore, training should
be outcome-driven, ensuring that participants
develop new abilities rather than simply learn-
ing for the sake of learning.

All physicians stated that they would like
to be notified if there is a security breach in the
healthcare system on the devices that doctors
use. They would like to receive an alert mes-
sage on the device indicating what is going on,
what is not working, and who to contact, as
well as a phone number to call for additional
assistance. Furthermore, they stated that they
would like to be able to do something to stop
the security breach. Therefore, they would like
to receive a notification with easy instructions,
such as debranching the device, closing win-
dows, or simply not touching it anymore.

Furthermore, 70.3% of physicians stated that
they would like to have simulated trials of con-
firmed cases of security breach scenarios. They
believe it should be part of the cybersecurity
training course, and it might be helpful to test
their understanding and how they react in a
real-world scenario. Some participants suggested
that these simulations should be similar to emer-
gency scenarios for fires or terrorist attacks be-
cause they are just as essential. In terms of fre-
quency, physicians stated that such simulation
trials should be received just once a month or
every 3-4 months to avoid disrupting their ev-
eryday activities. On the other hand, it was
suggested that, instead of simulations, a test
can be given from time to time to assess un-
derstanding of what to do in an emergency,

and if they pass five times in a row, the test
can be given less frequently.

"The simulations should not be too frequent
because then you get used to them and not pay
attention to it," explains one of the doctors
interviewed. From a psychological standpoint,
several techniques may increase or decrease pro-
security behavior. According to studies, user
behavior may improve cybersecurity manage-
ment by employing tactics such as introduc-
ing unique polymorphic security warnings, re-
warding and penalizing good and bad cyber
behavior, or encouraging users to consider the
long-term effects of their actions [8].

3.2 Online Survey with Healthcare
stakeholders

The online survey aimed to investigate health-
care stakeholders’ cybersecurity risk manage-
ment and training requirements on a larger
scale. It targeted personnel within the health-
care industry, including hospital administra-
tors, IT staff, and medical professionals (doc-
tors, nurses) handling sensitive patient infor-
mation.

The survey covered various aspects, includ-
ing anonymized demographic information, data
access needs, existing cybersecurity training
programs, security protocols, security moni-
toring systems, and cybersecurity training re-
quirements. All participants responded to the
demographic questions, while non-IT experts
responded to questions related to cybersecu-
rity training programs. I'T experts exclusively
responded to questions concerning security pro-
tocols, security monitoring systems, and cy-
bersecurity training requirements.

By December 2022, 44 responses were col-
lected: 17 from Greece, ten from the Republic
of Cyprus, five from Italy, four from France,
four from Romania, and one from Germany.
Most participants fell within the age group of
20-60. The age group of 31-40 had the highest
number of participants. The participants rep-
resented various health-related positions (see
Figure 2), with doctors comprising the most
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Participant's role in the healthcare organisation:

44 responses

@ IT expert
@ Doctor
Nurse
@ Administative Staff

409% v

Fig. 2: Questionnaire participants per role in
healthcare organization

significant proportion (approximately 41%), fol-
lowed by administrative staff and nurses, each
accounting for around 27%, and IT experts
constituting approximately 16% of the partic-
ipants.

Assessing Cybersecurity Threat Aware-

ness in the Healthcare Industry

50% of the participants responded that they
are aware of cybersecurity threats, showing con-
fidence among healthcare personnel. Having
25% of the respondents answer with lower val-
ues (1 and 2) in the awareness scale may incline
the need for more training and education in the
healthcare industry to gain experience and in-
crease the level of cybersecurity threat aware-
ness among staff. Due to self-reported data and
a small sample size, it is crucial to consider
that the results may not be accurate. For this
reason, we cannot, generalize the results to the
entire healthcare industry.

Data Access Information
The survey results on Data Access Needs re-
vealed that approximately 47% of participants
indicated that all listed roles, including doc-
tors, nurses, administrative staff, and IT em-
ployees, have access to medical data. Addi-
tional roles, such as social workers and trans-
porters, were also mentioned by some partici-
pants. However, only one participant said the
practice of granting data access based on the
medical specialty or position of the personnel.
Most participants (around 84%) reported us-
ing online platforms as the primary method
for accessing medical data, followed by paper
files, email, and phone calls. Regarding pa-

tients accessing medical reports, the most com-
mon practice mentioned was through paper
files, email, online platforms, and phone calls.

Cybersecurity training and education
This section of the questionnaire focused on
non-IT expert participants, aiming to gather
information about the presence and attendance
of cyber-awareness training in their organiza-
tions. Figure 3a displays the responses, indi-
cating that the majority of respondents an-
swered "NO, " suggesting a lack of cyber-aware-
ness training within their institutions or a lack
of awareness about such training opportuni-
ties.

Additionally, 10.8% of participants men-
tioned that their organization offers cyber-aware-
ness courses or workshops and security pro-
tocol training, but they did not participate.
The reasons for non-participation remain un-
known, as the training may not be mandatory
for all personnel. Another 10.8% of non-IT ex-
pert participants (4 out of 37) reported attend-
ing cyber-awareness courses or workshops and
security protocol training.

Participants who received cyber awareness
training provided valuable insights into the cur-
rent state of cybersecurity training in the health-
care sector. The training was primarily con-
ducted by in-house IT experts rather than ex-
ternal security organizations. The topics cov-
ered in these workshops and seminars focused
on data breaches, malware/viruses, phishing,
and various attacks. Attendance was manda-
tory for personnel with access to medical data
and systems, including doctors, nurses, admin-
istrative staff, and IT experts. Participants’
evaluations varied regarding cybersecurity train-
ing sessions’ assessment methods and frequency.
The responses suggested a neutral level of sat-
isfaction with the adequacy of the training in
addressing cybersecurity topics and meeting
their specific needs.

Health Organization Security Proto-
cols and Controls

This section focuses on gathering insights
from IT experts (7 out of 42 participants).
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Are there any cyber awareness courses/workshops and security protocol training among the

personnel of your institution?

non-IT-experts response

10.8%
10.8%

@ Yes AND | participated
@ Yes BUT | did not participate
@ No

(a) non-IT-experts response

Does your institution offer cybersecurity courses/workshops to your personnel?

IT-experts response

@ Yes to ALL personnel ( IT and non-1T
experts )

@ Yes only to IT experts

@ Yes only to non-IT experts (i.e., doctors,
nurses, administrative staff)

@® No

(b) IT-experts response

Fig. 3: Questionnaire results: Current state of Cyber Awareness courses in the healthcare orga-

nizations

AN IT experts confirmed that their person-
nel are equipped with institutional emails, in-
dicating organizations’ interest in implement-
ing robust and secure cybersecurity measures
for email communications.

Regarding cybersecurity coverage, the pri-
mary defenses mentioned by participants are
aimed at mitigating data breaches, malware,
phishing, Man-in-the-Middle (MITM) attacks,
and Distributed Denial-of-Service (DDoS) at-
tacks. To prevent such cyber threats, health-
care organizations employ various tools and
software, including firewalls, antivirus programs,
encryption, Watchguard, email filters, pene-

and public-key infrastructures (PKIs). Further-
more, it is vital to consider the most common
causes of system downtime in healthcare or-
ganizations, with human error being the pre-
dominant factor at 85.7%.

Network failure, hardware /software malfunc-
tions, security vulnerabilities, outdated hard-
ware, natural disasters, and cybersecurity threats
contribute to system failures.

Security Monitoring System
When surveyed about the presence of a cy-
bersecurity monitoring system, approximately
43% of IT experts responded negatively, while
around 29% were uncertain, and another 29%

tration testing, Virtual Private Networks (VPNs), confirmed its existence.
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Moreover, the results indicate that health-
care organizations do not fully utilize cyber-
security monitoring systems. In-depth explo-
ration with participants who reported having
such systems revealed concerns about perfor-
mance, indicating possible shortcomings in im-
plementation, configuration, scalability, com-
patibility, and user interface. The participants
stressed the need for improvements to enhance
the effectiveness and functionality of their or-
ganizations’ cybersecurity monitoring systems.

phishing

databreaches
viruses

humanerror

Fig. 4: Word Cloud of Cybersecurity topics for
healthcare personnel training

Cybersecurity Training Requirements
When queried about training provisions within
their organizations, most IT experts (71.4%)
responded negatively, as depicted in Figure 3b,
indicating a limited scope of training initia-
tives.

IT experts identified vital threats such as

data breaches, malware/viruses, phishing, DDOS

attacks, MITM attacks, and human errors, serv-
ing as foundational topics for such training
(see Fig. 4). Continuous security monitoring
enables the updating of this list. IT experts
underscored the significance of cybersecurity
training for all healthcare personnel with ac-
cess to organizational data and systems.

Evaluation methods employed after cyber-
security training varied among the IT expert
participants. A combination of practical tests
or simulations was favored, while written /
multiple-choice questions were less preferred.
This multifaceted approach enables a compre-

hensive assessment of employees’ abilities and
identifies areas for improvement.

The results show that written or multiple-
choice tests are considered the most relevant to
evaluate understanding of theoretical concepts
and regulations like GDPR” and HIPAA®, while
simulations offer realistic scenarios to gauge
staff members’ ability to detect and respond
to cyber threats. Practical tests in controlled
environments resembling employees’ daily rou-
tines can further assess their proficiency.

The IT experts favored evaluating trainees’
scores based on correct answers (85.7%) and
answer statistics (57.1%), with completion time
receiving the most minor support. When con-
sidering the optimal frequency of cybersecurity
training, participants favored annual sessions
(42.9%), followed by every six months (42.9%)
and monthly (28.6%) intervals.

3.3 Findings

A thorough understanding of what the end
users need is critical for the successful creation
of any system, and in this specific case, in the
definition of technical requirements and refer-
ence architecture of AERAS. An understand-
ing of the needs of users is crucial from the be-
ginning of the process of building a new train-
ing system since it serves as the foundation for
system design and verification. Users are indi-
viduals with diverse socio-demographic char-
acteristics. Therefore, their requirements from
a system are sure to differ.

As previous research and the current con-
ducted studies’ results show, cybersecurity aware-
ness and learning the best practices to keep
all information secure is an essential element
for the end-users of any device, especially in
a healthcare organization that stores so much
personal data. As indicated by clinicians, due
to stress, time pressure, and work overload,
the medical personnel might not give much

7 General Data Protection Regulation, https://
eur-lex.europa.eu/eli/reg/2016/679/0j

8 Health Insurance Portability and Accountability
Act, https://www.hhs.gov/hipaa/index.html
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attention to security practices when handling
patients’ personal information, or they might
not even be aware of all the risks. There is a
need to train the employees of an institution
or company to educate them about cyberse-
curity: risks, challenges, and best practices to
engage in. Educating employees about cyber-
security systems used in their daily work can
only drive the company’s efficiency and pro-
ductivity and the safe adoption and use of such
systems. However, our survey results show that
raising cybersecurity awareness among health-
care personnel is not a priority for their orga-
nizations. The existing cybersecurity training
is not systematic and does not satisfy the cy-
bersecurity needs of the fast-changing digital-
ization era.

As there is no one-size-fits-all approach to
medical personnel training, the training course
should be tailored to the needs and expecta-
tions of the intended audience, in this case,
the preferences and expectations regarding cy-
bersecurity training of the medical personnel.
The elements that the clinicians want to learn
about in a cybersecurity course are:

— How to do the work securely;

— How to know that the patient’s information
is secure;

— How to handle critical data;

— What are the risks of not using a secure
program, and what are they exposing them-
selves to;

— What to do and not to do while working
with patient-sensitive data in a digital for-
mat;

— How to share, transfer, and securely store
patient information;

— Know basic information about the protec-
tion programs;

— How to keep information secure and anony-
mous;

— How to react in real case scenarios;

Furthermore, even if they are not security
professionals, medical personnel should be ready
to handle a security breach situation that may
occur in the healthcare system on the equip-
ment they often use. However, because they

are not security professionals, the procedures
they must do during an emergency should be
presented briefly and straightforwardly. As a
result, medical workers wish to know/see the
following information about the impacted de-
vices:

e Message on the device with:
— what it is happening;
— what it is not working;
— who to contact, as well as the phone
number to call;

o Simple instructions that need to be done to
protect the device:

— debranch the PC;

— close windows;

— simply not touch the PC anymore;
— or the program closes by itself;

e Similar to anti-virus programs or notifica-
tions (e.g., an emergency alert sent by the
government on the phone as an SMS):

— Red alert in the middle of the screen to
be obvious;

— An exclamation mark indicating DAN-
GER;

— Written in simple words, non-technical
language, and in the language of the
country, not only English;

Furthermore, a training campaign cannot
omit information regarding configuring the se-
curity mechanisms or spreading awareness of
what the organization adopts regarding cyber-
security controls. The IT experts who partici-
pated in our study mentioned a list of security
controls that are already in use:

— firewalls;

— antivirus programs;

— encryption;

— Watchguard;

— email filters;

— penetration testing;

— virtual private networks;
— public key infrastructures.

Additionally, the following topics are of high
importance to be part of a cybersecurity train-
ing curriculum:
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— data breaches;

— malware/viruses;
— phishing;

— DDOS attacks;
— MITM attacks;
— human errors.

The training must be obligatory for all health-

care personnel with access to data and systems
and must be aligned with the trainee’s role in
the organization. There must be different lev-
els of difficulty based on the expertise of the
trainee.

Our survey findings validate that cultivat-
ing cybersecurity awareness within healthcare
organizations is best achieved through hands-
on practice with cybersecurity instead of the-
oretical seminars. In a protected environment,
the trainees can interact with simulated, simi-
lar to their organization’s systems, to be exer-
cised and prepared to react to actual cyberse-
curity incidents. The combination of theoreti-
cal and practical exercises has shown to be the
preferred evaluation method for the trainees’
performance assessment. The frequency of the
cybersecurity training can vary from organi-
zation to organization. However, our survey
shows that having the training annually or ev-
ery six months is a good compromise regarding
the busy nature of the work of healthcare per-
sonnel.

The results of the questionnaire and the
surveys lead us to a good understanding of the
actual healthcare cybersecurity training land-
scape, laying the first basis and objectives of
the AERAS platform. First, the platform should
be easy to use and come directly to the point
without wasting trainees’ working time. The
user interface should be clear and easily reach-
able from any device, giving trainees the free-
dom to access when and from where they are
available. Then, the training should be easily
tailored to the organization’s needs. Even if
the training requirements are similar for the
whole healthcare sector, each organization has
specific requests and gaps the training needs
to fill. For this reason, the configuration of the

system and the training course should be flex-
ible and adaptable to any specific situation.

Finally, the organization should quickly re-
flect and monitor the training results. A con-
tinuous monitoring system should be in place
to identify cybersecurity weaknesses and moni-
tor the increased awareness of trainees to threats
after and during the execution of exercises.
Furthermore, the system should follow the evo-
lution of the trainees’ cybersecurity knowledge,
allowing them to adapt the complexity and
content of the exercises to the actual prepared-
ness of the trainees.

4 The AERAS Approach

In the following, we draw up the principles of
the AERAS reference platform and provide a
list and a high-level description of the tools we
expect to equip the platform with to satisfy the
needs emerging from the analysis described in
Section 3.

To comply with the needs that emerged
from the questionnaires and interviews, as de-
scribed in Section 3, the AERAS reference ar-
chitecture has been designed as a set of macro-
areas and single components better to manage
any specific aspects of the integrated frame-
work. Figure 5 overviews the overall platform
with macro-areas and components.

In particular, the architecture is composed
of the following macro-areas:

Training Tools, including all the components
that manage the front-end and direct interac-
tions with the trainers and trainees, the col-
lection and evaluation of training results, and
the description of the CRST models.

Cyber Range Tools, managing the storing,
creation, deployment, and orchestration of the
virtual environment composing the cyber range,
including emulated and simulated components.
Assurance Tools, including all the function-
alities to create, store, and manage the CRSA
models and the facilities for the risk estimation
and threats assessments.

Cyber-System Continuous Monitoring Ag-
gregator, comprising the tools dedicated to
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assessing the Pilot’s cybersecurity profile and
monitoring the security landscape’s evolution
while the training activities run or after their
conclusion.

Then, each macro-area has been specified
in the set of tools that realize them, as de-
scribed in Figure 5. For each of them, a short
description of their functionalities and scope is
provided in the following.

Visualization, which incorporates the front
end of the AERAS platform, provides trainees,
trainers, and admin with a user interface that
allows each user category to access the rele-
vant information and training environments.
Trainees can access the training contents and
the virtual training environment, trainers can
see the progress of trainees associated with
them and assign courses, and the admin can
configure the overall system.

CRST Models, storing the CRST models that
provide information and configuration about
the training programs created and configured.

Programme Adaptor, that is in charge of
raising warning and alert on the level of diffi-
culty of training activities concerning the re-
sults of the trainees on this specific activity.

Performance Evaluator, that evaluates the
trainees’ performance after completing the as-
signed training activities.

Progression engine, service component ded-
icated to monitoring trainees’ activities within
the virtual environment; the Programme Adap-
tor and Performance Evaluator will consume
data from the component to rate trainees’ work.

Resource Pool, storing and managing the
images of the virtual environments that are
instanced by the Cyber System Emulator and
accessed by the trainees to complete the train-
ing activities.

Cyber System Emulator, service module
that is dedicated to the instantiation of the
virtual environments and the creation of the
virtual channel used by the trainees through
the Visualization to access them; the Emulator
will use data from CRSA Models to configure
the virtual machines.

Training Orchestrator, service module ded-
icated to the orchestration of the initialization
of the virtual environment, integrating the em-
ulated and simulated elements specified in the
CRSA and CRST models, providing and con-
figuring the proper connection between them.
Cyber System Simulator, service compo-
nent that will create and manage the simu-
lated activities; they will be created following
the specification included in the CRSA Model.
The Simulator will inject simulated events di-
rectly into the emulated component to simu-
late, for example, attacks and realistic situa-
tions the trainees should cope with and find
solutions.

CRST Programme Generator, a service
module combining information from the CRSA
and CRST models to configure and trigger a
virtual training environment. The model will
be translated in a different format if needed by
the Emulator and Simulator components.
CRSA Model, component that stores and
manages the CRSA Models provides facilities
to access and use them by the other platform
modules.

CRSA Model Editor, that guides the ad-
min in creating and maintaining the CRSA
Models, with specific sections for each CRSA
sub-model, providing facilities to help users fill
them.

Cyber System Real-time Risk Evaluator,
service module that evaluates the overall risk
profile of the Pilot, using and providing in-
puts from/to the assets described in the CRSA
Models.

Threat Assessor, similarly to the Cyber Sys-
tem Real-time Risk Evaluator, the component
analyses the Pilot concerning the threats de-
scribed in the CSLA Threat and Incidents Sub-
model, providing input on the overall cyberse-
curity profile of the Pilot.

Training Performance Monitor, a service
module that takes in input the performance of
the trainees executing the training activities
and the changes in the overall Pilot’s cyberse-
curity profile, looking for a correlation between
the two to give evidence on the effectiveness of
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Fig. 5: AERAS high-level proposed architecture.

the platform in improving the general knowl-
edge and application of the course’s topics.
CSLA Monitor takes as input the formal-
ization of Pilot’s Cybersecurity SLAs, verifies
their satisfaction (or not), supplying inputs Cy-
ber System Multi-Layer Monitor.

Cyber System Multi-Layer Monitor, that
verifies and keeps monitoring the overall cy-
bersecurity profile of the Pilot, giving input to
the Training Performance Monitor; trends de-
tected by the component are essential to the
validation or the AERAS approach.

The team is now focused on selecting the
best-fitting technologies that could be exploited
to reach the ambitious goals of the AERAS
framework. In particular, the Cyber System

Emulator module is the core component that
will drive the design of the other modules. As
described in Sec. 2, many frameworks have been
examined, but all lacked important properties
like availability, community support, and doc-
umentation, which made them not indicated
to be included in the framework.

The analysis has been extended, and the
cyber range framework Kypo? [13], recently
released as open source, has been selected as
the best candidate to be included. Kypo has
been engineered to enable the creation of com-
plex virtual networks with full-fledged oper-
ating systems and network devices. Kypo is

9 https://crp.kypo.muni.cz/
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also full-model based, allowing us to adopt our
approach fully. In parallel, the team is now
designing the adaptation of Kypo models to
AERAS-specific CRSA and CRST models.

The next steps will include integrating as-
surance monitoring tools of the Cyber System
Continuous Monitoring Aggregator area, con-
sidering the specific peculiarities of the Kypo
framework and the installation and validation
in the pilot sites.

5 Conclusions

This paper analyzed the need for solid cyberse-
curity training in the healthcare sector. In the
context of the European project AERAS, we
administered a survey with one-to-one inter-
views and a questionnaire to analyze the needs
and requests of people working in the sector,
whose qualitative and quantitative results are
well-described in the text. Furthermore, the
data gathered by the study have been used to
elicit the requirements and to define the refer-
ence architecture of AERAS.

The proposed architecture has been pre-
sented, designing a framework that can adapt
to the different cases and needs that emerged
during the interviews. The project aims to sup-
ply trainees and trainers with a cyber range in-
frastructures and a set of tools that can be eas-
ily adapted to the different training needs and
that can continuously monitor the assurance
status of the adopting organization to evalu-
ate the effectiveness of training activities and
the enforcement of the cybersecurity concepts
subject of the courses.

The analysis carried out in Sec. 2, followed
by the research in Sec. 3, allowed us to under-
stand the gaps to be filled in the specific case
of cybersecurity training in healthcare. The
AERAS framework will supply trainees and
trainers with a comprehensive environment to
satisfy their needs for tailored courses and a
quick and no-frills interface that will drive them
directly into the teaching phase.
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