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Abstract

A very crucial issue when dealing with the use of statistical and machine learning methods in
Fintech applications is the construction of predictive accuracy diagnostics able to mitigate the risk
of taking wrong actions. 
The motivation of our proposal is to further develop a more general measure, based on the
distance between the observed response variable values and the same observed values ranked
according to the corresponding values predicted by a given model. The measure, that we call Rank
Graduation index (RG), can be used regardless of the nature of the response variable and is found
quite effective in its application to cyber risk measurement. 
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The main problem that arises in cyber risk measurement is indeed the lack of data, as the victims
are not very willing to disclose such data. However, while the original continuous loss data may
not be available, ordinal data that organise the observed loss frequency into severity classes may
be so. This requires using ordinal data modeling techniques and, in particular, to rank the severity
levels according to their level of importance.
In the paper we propose an extension of the RG index to the ordinal context and, therefore,
suggest a general way to prioritise cyber risks that is a function of their ranks. The proposed
measure is validated through a real application that concerns cyber risk data collected at the
worldwide level, classified by type of attack, victim and country of occurrence.
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