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Scalable Distributed
Biometric Systems

irports, public buildings, banks, court houses,

ministry offices, and tourist attractions are fre-

quently full of people. The ability to guarantee

safety from terrorist or criminal actions would
make the towns and the country-
side more livable. At the same
time, the public demands a guar-
antee that personal privacy will
be maintained.

For these reasons, the use of
advanced techniques for recognition and identification of peo-
ple is necessary. There are three main areas of application:

D recognition and identification of terrorists or criminals

D recognition and identification for access to personal

information or physical entry into an area

D studying people movements, monitoring human

behavior, and detecting anomalous scenes; early
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detection of suspicious behaviors may prevent dan-

gerous acts.
To guarantee the safety and privacy of citizens, institutions
and enterprises are interested in using solutions based on
biometric techniques to develop
innovative services. For institu-
tions, the adoption of these
approaches improves services
and shows responsiveness to citi-
zens and their feelings. For enter-
prises, these solutions are extremely useful to maintain and
increase their business and be competitive in domestic and
worldwide markets.

Biometric Properties
Certain physical human features or repeatable actions are
characteristics that specifically and uniquely identify a person.



The overall structure of a biometric system. Identity of the card owner can be verified by the palm top that can, if necessary, search remote archives.
Connection to remote archives can follow different routes: Continuous lines indicate the normal data flow; outlined lines stand for backup connections.

Physical features that are specific identifiers include a per-
son’s retinas, iris, DNA, fingerprints, palm print, or pattern
of finger lengths. Repeatable actions include voice prints,
gaits, or handwriting. Biometrics are automated methods of
recognizing a person based on a physiological or behav-
ioral characteristic.

Many methods for identification and recognition have
been studied. Very efficient algorithms have been developed
that process biometric information from individuals when
they register in a system. These algorithms produce a digital
template and store it in a database. Each time any person
returns and requests access, his or her biometric information
is captured again; the algorithm produces a digital template
and compares it with the templates in the database to ascer-
tain matches. The system measures the Hamming distance,
i.e., the similarity between two bit strings. Identical bit
strings have a Hamming distance of zero. If they do not
match, the Hamming distance is one.

Performance of a biometric measure is measured by the false
accept rate (FAR), the false reject rate (FRR), and the failure to
enroll rate. A way to compare real-world biometric systems is
using the equal error rate (EER) or cross-over error rate (CER)
when the FAR and FRR errors are equal. The FAR and FRR are
plotted on a graph, and the intersection of the two is evaluated;

the lower the CER, the more accurate the system. The EER of
different systems that are available at this time ranges 60-99.9%.
For recognition, good rates have been reached with face analysis
[1]. The best results in identification can be obtained from iris
comparison and fingerprint analysis. Other techniques (like
voice and signature) still need to be improved [2].

Current Solutions

for Biometric Data Use

The limits of current solutions and research projects are as
follows:

D Each problem is specific; there is no systematic or com-
prehensive approach.

D They are not adaptive and do not evolve.

D There is no global optimization.

D There is no attention to specific or integrated considera-
tion for system-level issues (e.g., multiplicity of databas-
es, database privacy and security, algorithms privacy,
scalability, the ability to integrate, interoperability,
maintenance, usability, or service continuity).

A very large quantity of heterogeneous biometric databases
exists. Each institution or big enterprise has one or more bio-
metric databases that they have stored by using various
sensors and collection procedures.



Our goal is to design a
comprehensive system that
is able to query, in parallel,
all available databases with
various feature extraction
approaches while still
receiving approval from
all database holders. This
would permit a check of a much wider amount of informa-
tion that is already stored. Also, more data can be entered
by using advanced devices that can collect “on the road”
biometric data and code them before transmission. Coded
data could be compared with data stored in all selected
databases to contribute to recognition or identification.

Objectives
The system design we are describing deals with the follow-
ing concerns:

D personal identification: by comparison of the code gener-

ated by biometric measurements with the one stored in
a passport (one-to-one)

D personal verification: by code database searching (one-to-
N search), including negative search (i.e., nonmatching
approach); this approach demands interoperability of
data streams incoming by terminals and heterogeneous
data stored in different, multinational databases

D personal identification: by generating a nonreversible bio-

metric code also from an incomplete database with het-
erogeneous or incomplete databases. The relationship
between the biometric features and the personal identi-
fier (template) should be nonreversible, i.e., it should
not be possible to reconstruct the original biometric fea-
tures from the template. This is fundamental to ensure
privacy for the individual while still providing usable
information. People are very concerned and have a “big
brother” security syndrome. For example, taking a fin-
gerprint has long been associated with crime and find-
ing a criminal.

To implement these applications, the following technolo-
gies are involved: distributed systems, multiagent architec-
tures, multiple computing paradigms, and adaptable or
evolvable techniques. Cooperative and integrated use of
these technologies is necessary and fundamental to reach
our comprehensive target for designing and implementing
the new generation of integrated biometric security systems.
This innovation is proposed by our system-level design
methodology. The project described here and the proposed
approach studied, experimented, and evaluated the use of a
modular, structured design approach at the system level.

Figure 1 shows the overall structure of a biometric system
designed by using the comprehensive system-level method-
ology that the authors propose.

Example: The Airport
Consider the policy agents in charge of airport safety. If
they need to find a person or find out if a person is a sus-

The ability to guarantee safety
from terrorist or criminal actions
would make the towns and
the countryside more livable.

pect in an incident, a bio-
metric data gatherer could
be very helpful in com-
pleting that task. It is a
handheld device, similar
to a palmtop, which con-
tains multiple single-
biometry sensors for
collecting biometrics data (fingerprints, iris, or signature), a
camera, a slot for a smart card, and a CPU [11].

Each security agent assigned to identities control would
be supplied with this palmtop device. After collecting the
biometrics data on the person to be identified, they would
codify the information using all of the techniques loaded on
the palmtop at the moment (techniques can be added when
additional technologies are developed).

Multiple biometric data are accessed from intelligent ter-
minals in a type of biological code [nonreversible coding
(NRCQ)] that is a unique identifier for each person. The
unique identifier is based on the combination of data from
the sensors so that it may not be traced back to any of the
biometrics or sensors used to generate it. Generation of the
personal identifier is shown in Figure 2. The NRC can be
generated from multiple biometric measurements and also
from incomplete, heterogeneous databases. Development of
algorithms to generate NRC from an existing limited
database allows use of data already stored and to manage
data in a transition phase.

Coded data can be transmitted without violating the priva-
cy of the individual, since the union of all the possible coding
of the same type of biometric information does not go back to
the original data. The communication would use secure chan-
nels [11]. If conventional channels are interrupted, a backup
procedure using satellite communication could be used.

Implementing agent systems based on information
technologies and advanced hardware platforms (i.e., paral-
lel computing or clustering) allows managing the complex-
ity of heterogeneous databases and performing all
database operations (queries and new data introduction
from multiple sources) by satisfying stringent time
requirements [13], [14]. The multiagent structure support-
ing all features is described in the following sections and is
shown in Figure 3.

The Multiagent Structure

Multiparadigm Application

Every technique that operates on only one biometric charac-
teristic has specific limits. The use of more techniques for the
analysis of one biometric characteristic constitutes the multi-
paradigm approach to system design. The multiparadigm
approach allows for the following:

D the same biometric information to be analyzed from
various points of view, possibly overcoming the limi-
tations and the problems that are intrinsic in the indi-
vidual technique [3], [4];
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All biometric features available (iris, fingerprint, face points, signature) can be combined by the palm top in a nonreversible cade that can be stored in the

identifier document that can be stored in the document.

D exploiting the characteristics of each alternative tech-
nique to process the same biometric information;

D dealing with different characteristics of the information
stored in the various databases (also due to the various
sensors and collection procedures used during biomet-
ric information acquisition). For example, fingerprints
can be coded by looking at local or global features. The
method used depends on the kind of image available,
the sensor, and the algorithm, but the match with all
databases can be possible only if each database receives
data that are compatible with the ones stored in the
database itself;

D for supporting natively the inclusion and deployment
of more advanced algorithms and new solutions as
soon as the research and the industry make them avail-
able without changing the overall biometric system
structure and services.

Multimodal Application

Each method, or mode, of identification has different effec-
tiveness from the others. Success or failure can be caused by
the quantity of available information, the operating condi-
tions, and the intrinsic characteristics of each technique.
These considerations suggest not limiting the recognition
process by only using one biometric technique. When one

method fails or is not sufficiently adequate for accuracy and
confidence, other techniques or other biometrics modalities
might offer better results.

The multimodal approach is based on the use of more
than one biometric characteristic to carry out identifica-
tion, recognition, or monitoring. This increases the proba-
bility of correct identification and recognition by using
different biometric information. A biometric feature that
is accurate for recognition and identification does not
exactly overlap with other good biometric features. So the
union of all biometric features is better than individual
solutions, thus providing better performances overall [5],
[6]. The most efficient system will be created by fusing
the partial results achieved by each of them. Solutions
will also need the ability to adapt to changes in environ-
mental conditions and to the quality of the analyzed
information to overcome the limits of solutions that are
tailored to specific conditions.

Adapting and Evolving Techniques

Computer technology evolves very quickly and biometric
fields are improving thanks to better sensors, speed and
capacity of calculation, and research progress. System char-
acteristics and desired features that are changeable or not
completely specified make it difficult to implement solutions
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distributed systems.

that are optimum, evolve by following the environmental
and information changes, and remain optimum even after
the evolution of the application environment.

Continuous learning by a biometric system is possible
by using neural networks, fuzzy systems, evolutionary
computing, and granular computing. These are adaptive
and evolutionary techniques that provide computational
intelligence [7]. Intelligent biometric systems can be created
by defining their objectives by means of an appropriate set
of examples, and by allowing for their self-adaptation to
changing or not completely defined operating conditions.
This type of system will exploit both the interpolation of
the desired behaviors and extrapolation of them from the
known database entries.

Distributed Systems
The use of distributed systems in this application brings up
at lease two questions.

» Can biometric information be protected?

D Can the databases be integrated [8], [9]?

The various entities holding biometric databases (e.g.,
national and international police, security services, min-
istries of interior, and banks) are usually eager and very
firm in protecting their own biometric information for secu-
rity and privacy reasons and to reassuring the public opin-

ion. Sharing of information is perceived as necessary to
increase protection but is usually feared for possible infor-
mation leakage or database intrusion and manipulation. In
addition, centralizing all information could result in loss of
quality and ownership, as well as in reduced responsibility.
On the other hand, the heterogeneity of sources, collection
procedures, and sensors make it difficult to integrate differ-
ent databases into a single environment by using conven-
tional database technologies.

Distributed systems are a technology solution that inte-
grates the biometric resources available in the various exist-
ing databases without the need for physically merging the
databases themselves. The parallel use of biometric modali-
ties and analysis paradigms make it feasible to implement
the parallelisms of the hardware architecture of the distributed
information processing system [10]. It is possible to physically
execute the computation of single tasks in parallel on differ-
ent processors when these tasks are sufficiently independent
of each other, thus reducing the total elapsed time for pro-
cessing for a better real-time response. To this end, we can
use multiprocessor structures, distributed architectures in
local or geographic networks, graphic interactive display
structures, local clusters, or systems based on blade proces-
sors. The use of parallelism based on the concurrent execu-
tion of the paradigms for the biometric modalities should be



much easier since it is not
related to the parallelization
of a single algorithm. It also
allows for a dynamic compu-
tation allocation and, thus, a
better balancing of work-
loads and use of resources.
Parallelism can also be
used to improve perfor-
mance limits imposed by the size of the databases and
ensure high scalability to biometric databases. In particular,
database partitioning can be used to limit the size of the
archive in which a search must be performed; distribution
of the partitions on various processing systems allows for
search parallelization, while limiting the size of each portion
of a global database to be managed by the security system.
Modeling biometric information processing on a dis-
tributed system allows an intrinsic mobility in the operations,
service continuity, and fault tolerance. Appropriate replica-
tion of the databases allows for designing strategies that pre-
vent the lack of accessibility due to network or processing
nodes failures; the application will search for an available
copy of the desired database in the accessible network.
Distributed systems allow for querying various databases
by ensuring their individual privacy, security, integrity, and
ownership, without actually sharing their information within
the whole security system. At the same time, the distributed
systems allow the use of private algorithms for feature
extraction and matching, by ensuring their secrecy even
within the security system. In particular, databases and bio-
metric analysis algorithms can be made available remotely,
without actually sharing them publicly within the security
system. The system can access remote processing systems
containing the biometric information obtained from the sen-
sors and perform the database search remotely on the con-
cise biometric features extracted locally. This will avoid
publication of algorithms and database information within
the security system with a high degree of privacy.
Distributed structures allow easy scalable increases in
available database information and the integration of hetero-
geneous systems and legacy systems. Scalability can be
achieved, for example, by expanding the individual database,
restructuring the database allocation by means of splitting
various host computers, merging various databases, or con-
necting new separate databases. Interoperability of heteroge-
neous databases also can be supported since individual
databases are connected into the integrated environment.

Multiagent Architecture
Essential requirements for the system are architectures that
are flexible, adaptable, and modularly scalable. Organizing
the biometric systems as multiagent systems allows
D efficient software construction to enable an agent to
carry out the analysis of a specific biometric modality
with a specific technique on a specific database
D natively supporting the use of all of the above characteris-

Every technique that operates
on only one
biometric characteristic
has specific limits.

tics for advanced biomet-
ric information process-
ing, namely, distributed
information sources,
multimodal approaches,
and multiparadigmatic
techniques, by encapsu-
lating the various sources
and the various queries
in a homogeneous framework
D merging the results of the various processing to give a
comprehensive result. The use of multiple modalities
will be encapsulated by spawning parallel searches on
the collected biometric features and then, by fusing the
various partial results.
The intrinsically parallel structure of the computation
based on multiple agents can use the parallelisms offered
by the hardware architecture of the information processing
system. The use of various databases containing biometric
information in the same modality will be hidden by run-
ning separate agents querying the various databases in par-
allel and then, by merging the retrieved partial results. In
particular, it is possible to physically execute the computa-
tion of single agents in parallel on different processors,
thus reducing the total elapsed processing time. This
allows also for exploiting possible parallelisms in the anal-
ysis of biometric information and in database searching,
thus reducing the overall processing time. The agent-based
approach also makes it easier to transparently interrogate
several information sources, thus increasing the system
usability and usage, as well as reducing the overall
response time for a better real-time operation of the whole
biometric system.

Modeling the biometric information processing as a
multiagent system allows an intrinsic mobility in the opera-
tions, supporting service continuity, and fault tolerance.
Agents will search for an available copy of the desired
database in the accessible network. This allows for ensur-
ing fault tolerance and continuity of service through auto-
matic redistribution of the queries. The intrinsic parallelism
of computation in multiagent systems allows for

D supporting the distribution of information and ser-

vices, thus also guaranteeing high levels of security,
protection, and privacy of information and processing
algorithms

D easily supporting the scalable increase of databases and

the integration of heterogeneous systems and legacy

systems by encapsulation in suited agents.
The synergic cooperation of agents allows for finding the
optimal solution by compensating for possible deficien-
cies and limits of individual paradigms, modalities, and
databases, by operating in parallel. The use of multiagent
systems will, in particular, be very useful to address the
interoperability of biometric databases and biometric
sensors outputs. The various differences among them
can be encapsulated in the agent-based framework, and



appropriate analysis
algorithms can be
devised to take into
account the differences
between the quality and
the characteristics of the
collected  biometric

information. The multia-

gent structure can hide

the various heterogeneous components by providing the
interconnection glue and the homogenization infrastructure
for database access.

On the other hand, the availability of efficient interoper-
ability support will be highly valuable to realize multina-
tional security systems since it will natively and easily allow
for querying in the databases of the various cooperating
nations without the actual need of sharing the real biometric
information and analysis algorithms.

The System Level Design Approach

The construction of a biometric system with high abilities of
integrating existing components and information databases,
preserving ownership and privacy, scalability, and interop-
erability, as well as the native ability of supporting multi-
modal and multiparadigmatic methodologies, is challenging.
It would have inestimable value for advanced biometric sys-
tems and their effective and efficient use in a heterogeneous
distributed environment.

To achieve effective usability of biometric technologies in
institutions and enterprises, solutions must be easily integrated
into the usual operating processes and products. They must
have good effectiveness, reasonable cost, small managerial
impact, ability to be integrated, good scalability, good interoper-
ability, and good adaptability to changeable conditions. In sum-
mary, biometric solutions need to be studied and implemented
with a system-level perspective and not only as a technological
add-on to existing services and products. The cooperative coor-
dinated use of multiple modality, multiple paradigms, distribut-
ed systems, and multiagent frameworks allows for supporting
such an integrated perspective in system design.

Results
In [3], a new design methodology for multimodal distributed
biometric systems has been proposed, applying evolutionary
high-level system design techniques to better structure the
design procedure. The methodology aimed to avoid evident
drawbacks in current designing procedures for biometric
chains (e.g., time consuming and nonoptimality), by means of
a comprehensive approach, thus automating the repetitive
design tasks and preventing designers from an exhaustive
design space exploration (trial-and-error approach).
The high-level optimum synthesis approach proposed in
[3] can be summarized in the following main activities:
D to model the possible hardware architectures that are
available in the design environment to implement the bio-
metric systems

Biometrics are automated methods
of recognizing a person
based on a physiological or
behavioral characteristic.

D to specify the behav-
ioral description of the
biometric system for
the envisioned applica-
tion

D to map the behavioral
description for the spe-
cific application into a
hardware model by

means an iterative procedure.

In [3], we verify the feasibility and the usability of the
methodology by implementing a prototype of the methodol-
ogy by means of a object-oriented toolbox written in Matlab.
To guarantee the viability of the methodology we intro-
duced well-known biometric chains available in literature.

The cooperative multiagent system technologies are
arrived to mature stage and a large number of real-world
applications are now present in the literature [13], [14]. In
[12], we presented a specific application. In particular, we
describe issues about communication between perceptive
agents and two implemented multiagent systems. As in this
case, heterogeneous components can synergically cooperate to
pursue an applicative goal. The use of commercial-off-the-
shelf communication infrastructure technologies guarantees
advantages of reliable mature technologies and allows sup-
ported, scaleable, and, generally, low cost components.

Conclusions

To achieve these goals, we studied, experimented, and eval-
uated the technologies and the design methodologies suited
to realize an intelligent distributed system for personal iden-
tification, recognition, and monitoring. They are based on
multimodal, multiparadigmatic, multiagents, and adaptive-
evolutionary technologies that take advantage of the synergy
offered by every technology.

Since the main focus is on the system-level perspective,
the proposed approach is open to the possible enhancement
of the individual components that are used in the security
system. These components include sensors, portable devices
for collecting the biometric features, biometric feature extrac-
tion algorithms, biometric identification, recognition, moni-
toring algorithms, database structure and query processing,
communication technologies, and security for information
and communication.

Future research will study the issues of optimum applica-
tion of this comprehensive system-level design approach to
satisfy the requirements of real applications. In particular,
optimization will consider accuracy, confidence, reliability,
performances, security, and cost. These characteristics can be
very useful for governmental agencies, enterprises, banks,
and all other organizations that need to protect people or
control access to critical resources.
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